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firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: **kkkxkkx

Confirm new password: **kkkkkk

Your password was updated successfully.

[...]

firepower#

FXOS CLI®I A A3 Z2l W& FAIY
scope ssa

show app-instance

o A

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup
Version Cluster Oper State

ftd 1 Enabled Online 7.4.0.65 7.4.0.65
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Example:

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]
Hello admin. You must change your password.
Enter new password: ***xxkkk*

Confirm new password: ****xkxkxk*
Your password was updated successfully.

[...]

firepower#

< L E oA FXOSol ¢ 23+ 7 - threat defense CLI®Y &2 gk},
connect ftd
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firepower# connect ftd
>

threat defense®ll & 21218 7 9-, A= -4 gho]d 2= Al 2HEULA)I 52| 3}3L SSH 145 AF&-
T AR HE AT E WA skete WA A7 A E YT 2 ohEel= CLIA Y 23 HEV}
FAFH Y

Note olul x| A A T& Sl AT 1 o] A& XA F oW CLIAA vpiALE v E 4= ¢l
FUth 28y o] H 3§k B A S configure network(W E 2 7+4]) W & S AH8-31 4
CLIONA] Vol 73 8 4= 915 Y Tt} Cisco Secure Firewall Threat Defense ™ = -3 9] )
&._ 7<]—Z 0}7\1 /\]_@_

7185k Exz ol ol 4 e gro] &= Skl FAH YT of el AH 3 e s Qs Enter & 1

« Do you want to configure | Pv4?(I Pv4E- -4 8} 4] 215 4 71?) /X Do you want to configure
IPVE2(IPV6E T A A 5 U 71?) - o] 2] 8F 4 78 F 3y o] Aol y= g}

. Enter the I Pv4 default gateway for the management interface(z2] & #H o] 2~ 2] |Pv4 7] 7] o]
E o] ¢J&) 2/XE+= Enter the IPv6 gateway for the management interface(#2] <18 | o] 29
&k 1Pv6 Al o] E 9] 0] O‘E%‘)—Tjrﬂ] Y E A ] 1/10 EH?SP AclEge] IP 405 443
U EQ A 75 Al e} Qle A -5 o ol A Ul - QI Hl o] 2~ = ] Alo]Ego] 4 &
< gtk o] A9 Al ESo] IP FA4E o= Ul Qg #H| o] 2~ [P F AR A EloF T
U} Z-oll management centerS AF-8-3to] W5 1P =45 A A s oF gt} data-interfaces 4 4 &
%14 management center ¥+2] o TF 2 & L},

If your networking information has changed, you will need to reconnect(U| E$ % A 2.7} 7
A% ol Ao dhth —SSiE S Sdso] 9% A% A AN P s A9 4
Aol FUUTh Al P72 L WM EE AHG Sl ThA] AAFU T & Aol FFE
1 A A F U

Configurefirewall mode?( 8}8 ==& 47 ==
Aok Aol U 7] A7 Foll Waty Res wAstd A8 T2 o] APy

Example:

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must change the password for 'admin' to continue.

Enter new password: **kkkxkkx

Confirm new password: ****xkxxx%

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.
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Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]:n

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15

Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192

Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1
Enter a fully qualified hostname for this system [firepower]: ftd-1l.cisco.com

Enter a comma-separated list of DNS servers or 'none'
[208.67.222.222,208.67.220.220,2620:119:35::35]:

Enter a comma-separated list of search domains or 'none' []:cisco.com

If your networking information has changed, you will need to reconnect.

Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

Setting hostname as ftd-l.cisco.com

Setting static IPv4: 10.10.10.15 netmask: 255.255.255.192 gateway: 10.10.10.1 on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

DHCP server is already disabled

DHCP Server Disabled

Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key ]'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

Al 5 o] threat defense S 32| & management centerS 2] 3 U},
configure manager add {hostname | IPv4_address | IPv6_address| DONTRESOLVE} reg_key [nat_id]

* {hostname | IPv4_address | IPv6_address| DONTRESOLVE }—management center®] FQDN 5=+
IP =245 A 3t} management center®] 745 275 XA 4= ¢l - DONTRESOLVE
= AFE-3}al nat_id= A ?SLH t}, 3k o] /2] tiH}o] A~ (management center B-+= threat defense)
o= T eluho] 2 2k P SSL 953 B AN AAG] 918 D7 s F 1P 47k ol
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2 1:1:‘— i}\E o]Eo] 91010]; 61—141—4_

reg_key — threat defense ‘55 A] management center®l] %] 7g g < 3] -& %% 718 AgdgYt o] &
5 7)= 374 29ei A = o B Ut G AHAZ, a~z, 0~9)9} BFol E()& AHEE T s T

nat_id— §50] AA T = U= IP T4 B T2E o| 53 A 8HA] &2 44 threat defense =
5% ] management center®l] A| & i1f3 U 3|8 £ALE -5 A1 ¥ T management center
£ DONTRESOLVEZ A Asl= A9 = Q3T NAT IDE 374E 237938 4= 914
o} % L AHA~Z, a~z, 0~9)9} 3}o] E(-)= Al T AF Y o] IDE management center®l] 55
g the tvho] ol AL 2 4 fleu o
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Example:

> configure manager add MC.example.com 123456
Manager successfully configured.

management center®|(7}) NAT t]vlo] 2= H o] 9= 4 9 55 719} /-3 NATIDE ¢ EHsta s ~E
°]& W4l DONTRESOLVEE A gyt o & ¥ v 254t

Example:

> configure manager add DONTRESOLVE regk3y78 natid90
Manager successfully configured.

threat defense”} NAT T H}o] 2~ F of] 2+ 7 -9- management center IP 72~ H= S 42 E o] 53} g7 a1
3 NATIDE Y Pt ol 2 59 b33 25yh

Example:

> configure manager add 10.70.45.5 regk3y78 natid56
Manager successfully configured.

What to do next

management center®l] *3HH & 5= 3T}

Management Centero] = 1]

management center< A}-8-3l] threat defense & 7-/d 31l BUH H T}

N 2a7] Aol

A= Bk A o] ek AFARE W82 AHS T A o] HY s mEE FEANAIL

(https://www.cisco.com/go/firepower-notes #F32).
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L 2AIA

SAN A DH = Bebe-A S ARSSl U URLS 48 o
https://fmc_ip_address
A2 ApgAFol5 R HEHEE

& 2 98y,
9A3 LogIn(Z19)S F93Y

S0

Management Center 2} ] X1 2~ &1 7]

T E Z}o] A2~ F management centerS 3l 91 Wojo Al FH YT U go] A AE o)
FH

* Essentials—(Z 9°) Essentials 2}0] A

1
-
3o

o IPS—H ot 919l 2] 7 2~ & Next-Generation IPS

s opy 3 o] —epy s ol

* URL—URL ZE &
« Cisco Secure Client—Secure Client Advantage, Secure Client Premier 5-+= Secure Client VPN 7 -8

« Carrier—¥l &, GTP/GPRS, M3UA, SCTP
Al 223 2ol Ao gk A}A|$F -8 cisco.com/go/licensingguide S 3 3}A| 2.

Al ZFat7] 7 o
* Cisco Smart Software Managerol| 4] v} 2~E A A S v+ o},

o}z AFMFETF Gl E A A 7 E AA Y A5 F2 gt Smart Software Manager©l A
x4 9] vty AR S e T s

* Smart Software Licensing A -2 A 7| (N H W 7]-FH Z2to] A2 =4
)S AHg-stE W 73 8 43 3H3DES/AES) o] A 2~ 214 & dojor g

ELEAA

A1 Smart Licensing 7] A ol 4] D .8k 2fo] A 2~ 7} AL 745344 g1t o),

Cisco == gl Al g o A dulo]l A8 v 3k 4§ o] /}ji = Smart Software License A 7 ol] <14 & o]
glojok 3"1/] o} 2y gol =5 AH F718| oF 8= 7d-$- Cisco Commerce Workspace©ll 4] Find
Products and Solutions(#l & 2 &4 27]) 14 D=5 AR} th 2ho] 4 2~ PIDE A $

g},

Management Center = Threat Defense = .


https://cisco.com/go/licensingguide
https://software.cisco.com/#module/SmartLicensing
https://software.cisco.com/smartaccounts/setup#accountcreation-account
https://apps.cisco.com/Commerce/home

Management Center = Threat Defense 7% |
. Management Center 2}-0] X1~ 4 7]

TH 7ol A A

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

* Essentials 2}0] A 2
* L-FPR4215-BSE=
* L-FPR4225-BSE=
* L-FPR4245-BSE=

« IPS, et = o] & URL o] 2~ 23
* L-FPR4215T-TMC =
* L-FPR4225T-TMC =
* L-FPR4245T-TMC =

919] PID 5 &t& Tl F718HH T3 PID & sftel all @8k 717HE A B AT 904 S A e
2 5 Qg

* L-FPR4215T-TMC-1Y
* L-FPR4215T-TMC-3Y
* L-FPR4215T-TMC-5Y
* L-FPR4225T-TMC-1Y
* L-FPR4225T-TMC-3Y
* L-FPR4225T-TMC-5Y
* L-FPR4245T-TMC-1Y
* L-FPR4245T-TMC-3Y
* L-FPR4245T-TMC-5Y

C B4 AR A} ol 42

* L-FPR4200-FTD-CAR=

* Cisco Secure Client— Cisco Secure Client T 7}o] =2 2134 A Q..
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Threat Defense-S- Management Centerol] 5-5 31 o} .

A 2 o} =] 55314 -2 7d-$- management centerS- Smart Licensing A ¥ ol &5 &t}
%5} Smart Software Managerol| 4] 55 EZS A4 3f oF vl A48k 2] %2 Cisco Secure

=
Firewall Management Center 2] 7}o] = 855 32314 Al 2.

Threat Defense=- Management Center°l] = =3 1] t}.

tulo] A P T4 B 32 E o] 55 AL-8-3}9] threat defense S management centerdl] =5 02 55

F o,
A 2517] 0

« threat defense = 7] -4

* threat defense &2] IP F4 B+ 3242 E o] 5 2 NATID
* management center 5 = 7|

ZRAA
A 1 management centerol] 4] Devices(T] B} ©] 2~) > Device M anagement(t] B} o] & #2])E A &l gy o)
@A 2 Add(F7H =5 TR W7ol A Add Devicg(t] Blo] & =7H & A B gk},

5% 7] Wo] 7l EA o AeEgUh
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Y 8

ol

% 718 Abgaho] utol = 37}

Add Device &

Select the Provisioning Method:
®) Registration Key () Serial Number

CDO Managed Device

Host:t
10.89.5.40

Display Name:
10.89.5.40

Registration Key:*

Group:

None i |

Access Control Policy:™

inside-outside v |

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):
Select a recommended Tier v |

Carrier
Malware Defense

IPS

URL
Advanced
Unique NAT ID:t

I test

Transfer Packets

[ cancel

e WS 4o

* Host(& 2~ E)—F7}3} & <= threat defense®] IP T4 = S AE o] 53 Y F
%71 773 ol 4] management center IP =42} NAT IDE =7 X 4§+ 7% o]

Fu,

S U}, threat defense
deE v Y= T3
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e
Kl

HA %+7 o] 4] management center 7 7} 4| 7} =5 NAT F ol 1= 79 7] management
center®]] & ~E IP == o] & ¢l ©] threat defense 55 °] 7@y th 18} Bz
management center®]| threat defense & =-5 3121 ¥ threat defense®ll t] gk IP 42 BE=
ZAE ol AlFafof fth.

Display Name(3£A] ©]&)—management centerl] 4] 3£ A] 3} & = threat defense2] ©] 5= ¢ &

o},

Registration key(5- % 7])—threat defense 7] Aol A 2| A g A3} 5L e 5= 715 4= Y

=3
Domain(:=w[Ql) - HE] =HQl 74 o] ol 4§ 23 =] tute] 25 St

Group(L3#) - L= AH&8te 4§ Hufo] &~ ol Sty

_I

Access Control Policy(2) Al 2~ Alo] A A - 7] A RS Aagguch AFgsfjof sl W53 A 2
o olu] 9= 74-5-7} ofebd Createnew policy(*l 2 2 48 4), Block all traffic( & E 2= =}
e AUt Uso EYRI S 3 Ete s 1A F AFHth oA 952 Egja S
5§ th, 32 F o] A& RS A L.

1% 9: New Policy

[o

New Policy Q

Name:
| ftd-ac-policy|

Description:

Select Base Policy:

None A4

® Block all traffic

Intrusion Prevention

MNetwork Discovery

(o) (N

o 2uLE glo] A —F 58t & 7] ol a3k AntE glo] 4 g Edgy ) #an tulo]| A5
F7he & System (A1 22 El) > Licenses(2}©] 41 22) > Smart Licenses(22PHE 2}0] X 22) o] o] %] of A]
Secure Client 12 N A2~ VPN gho] A 25 A3 4=l H Yt}

« Unique NAT ID(3L- NAT ID)—threat defense 7] -3 ol A =] A &t NAT IDE A 4 3+ T}

« Transfer Packets(Zl| %! A %) - t] ¥} 0] 227} management center®l| ¥} 7] & 53l = 5 3-8}
o] o] &/d 3+ o] IPS H= Snort #-2> o] I EZF EE] A ™ t]nfo] 2= HALE 93] o] HE
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HEld o8 X 2 9% d] o] E] & management centerdl] 7153t} 1] 24 315} H management
centere]] o] E A B dEstaL sf7l v]o] B = HAEeHA] &FUTh

ping system ip_address

Ping©| 2 3} 3}+= 74 - show network ™8 & & AF-8-3ll V[ E S F A8 &2t} threat defense
A P F42E WA of 3= 79 configure network {ipv4 | ipv6} manual ™ & S AF-&-3u ).

55 7], NAT ID ¥ management center IP =4 - - T]H}o] o A 5 U g 55 7] 9 NAT ID7}
AREE 31 9lEA) #Hel gty U configure manager add ™ %3 A& @l management centeroll A &
= 7] Y NATIDE 2788 4 lFHTh

AFA 8 A S| 2 A B = https://cisco.com/go/fme-reg-errors 3234 A] Q..

7]t Bk A A A
o] MMM & T AL A3 712 1ot A S s ol e AR

o A B QI Fl o] - W 5 Q1B Fl o] o]l AL 1P S 45 FdekaL, 9] 5 Q1E ¥ o] £ DHCP

& ARSI T
» DHCP Server(DHCP A1) - 2 2+o] &1 =8 1] - 21 ] 5] o] 220 4| DHCP A1 & AHg 2 o,
* Default route(7] % 4 &) - 2|5 JAIH F o] 25 &
* NAT - 9] 3 Q1E] 5| o] 220l A] Q1E] 5] o] 2= PAT & AHE- 3 Tt
=

« Access control( 9 Al 2= A|o]) - U FLol] A 9] H-2 3fal=

7% wek A AL TS A g A

o
e,
bl
ot
i
I

I__.fi--\; QIE]H o] 2~ 44, 21 H o] A].

(2)) |DHCP AH 4,25 #f| o] A].

(3) |71 A2 371,27 H o)A,

(4) |NAT 774,29 5| o] 4]
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agsez 4 i

Wi-oll A o 52 Edie S 58T, 32 H o] A

(6) | 778 75,33 314

QB H o] 2= T4

oA 3

w7 4

threat defense <1 E] ¥ o] 2~ & &4 3} 5}

a1, Bek oo o] & ggate [P F4AE AP} Bao
ﬂo].;% TELT :[1/\461-14\;]_ olu}zj_oﬂi /R]v/_\‘E-ﬂO] [
13h%]

!

£ BN E AU H2 0] ol el
AE o] 2% FA S o gt w U AT NI LB
29 224 Y ES) T A AL8-akE 8
JH = 2 A} o] FIAH o= A2

A f Y
QU o) 24 o) B, vl SlEl s ol 2ol A G FaE )3 W ISP £
DHCPE &3] 94 AEH ol A~ F42E 7t &Y}

CF& of o A= DHCPE AF-3h 913 Slelsllo] 220 4 1179 F4: % 2b$-8) W= ALg-5ho] Q1E) )
o 2= Vel H3H B EE TP

L 2AIA

Devices(t] v} ©] 22) > Device Management(t] vlo] 2~ 32]) S A 815} ar Bhsl ¥ of] of
Ehiani=g
Interfaces(¢1 €] #| 0] )= 83t}

1% 10: Interfaces

:oé
-+
o
-~
i
Ll

Device Routing Interfaces Inline Sets DHCP VTEP
——

Q_ Search by name Sync Device Add Interfaces v

Interface Logical Name Type Security Zones MAG Address (Active/Standby) IP Address Path Monitoring Virtual Router

@ Management0/0 management Physical Disabled Giobal Q<
GigabitEthemet0/0 Physical Disabled i
GigabitEthemet0/1 Physical Disabled d
GigabitEthemet0/2 Physical Disabled 7
GigabitEthernet0/3 Physical Disabled ya
GigabitEthemet0/4 Physical Disabled i
GigabitEthemnet0/s Physical Disabled Vi
GigabitEthernet0/6 Physical Disabled Vi

GigabitEthernet0/7 Physical Disabled rd

40Gb ©]44:2] Q1] o] 0] A B ello] Lok EES A 5w o Qe] 0] 2] Break ofo] &
S o,

A A o] AR Qe H o] 2 E AT A BRE A% D] Aol AL AA T v,
U)ol ALG & QeI o] 0] ()8 TG,
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| JREE BB

Edit Physical Interface

General IPv4 IPv6 Path Monitoring F

S

Name:
inside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

inside_zone v

nterface 1D:

MTU:
1500

Priority:
0

Propagate Security Group Tag:
NVE Only:

a) Name(¢]&) Z o o] &5 487 oW &2 JH g ch
o| & o] 21 o] 29| insdett= 0] &8 %] A 3o},

b) Enable(Z43}) Eleds et

¢) Mode(:2- )& None(§ls) FEl= FAF YT

d) Security Zone(:3F )E% & A 7] Y Bk oS Al
E7)E St Al Bt g9 S
o5 5ol insde_zone°] eh= F S F7FAU T 7 I Fl o] 2= Wol
T1gol SrgE ook gk, 01E1 Aol 2 3he) mgh Jeqel 53 4 517
2O £ FEAFUT 4 BE AFS 7o Nk A A S A

SHALE New() 2

1/ 2= 9] 3 o] 2=
kol elef s o

- A A o] 2= W - G Hell, 1 OJEiiﬂoi%ﬂl‘%oéo—ﬂ.d R e R e
ol A o] F- 2= o] oA vk 2] Foll M W F- 2= o] 5 & ¢ QL= A& Alo] A=

Qg ) P AL mor G T AN G
oJolu} QlE| o] 2 TEHS AHEE S AL

L
o
z
=
o
B

e) IPv4a 2T IPv6 S 28 Futh
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W5 9504 AFgetelE e solnel 24 £)E 2

agsez 4 i

« IPv4- EF TS 5o A Use Static IP(AL 4 IPAME)E A Esta e Al() 712 1P F49

1% 12: IPv4 ¥}

Edit Physical Interface

General IPv4 IPv6 Path Monitoring
I
IP Type:
Use Static IP -
IP Address:

I 192.168.1.1/24

* IPv6 - el Bl A3 25 -4 S &1l Autoconfiguration(AHs -43) gl S A elgty o)

1% 13: IPv6 &

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware Configu
I
Basic Address Prefixes Settings DHCP
 —
Enable IPV6:

Enforce EUI 64:

Link-Local address:

Autoconfiguration:

Obtain Default Route:

f OK(ENE FYF

s

Sh=
General(d®h) ol AT

Management Center = Threat Defense = .



Management Center = Threat Defense 7% |
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1% 14 Ak Bl

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardwart

Name:

outside
Enabled

Management Only

Description:

Mode:

None v

Security Zone:

outside_zone v

nterface 1D:

MTU:
1500

Priority:
0

Propagate Security Group Tag:
NVE Only:

a) Name(©]5) ol o] 55 487 ol 2 Y gt}
o5 o1, A A o] 20l outsdert= 155

b) Enable(Z243}) gl &S A et

¢) Mode( =) None(§lS

d) Security Zone(H.¢t &) =Fr}-& %Eoﬂﬂ 7]E0] R Kol g AS
E7)E 935t A Bl o

o| & £9°] outside_zoneo| 2}= 4 &S F7FsHU )
e) IPv49/E==1Pve S &8 gyt
* IPv4 - Use DHCP(DHCP AH-8) S A glsto] th &4 vz isS

B3 Y New(M 2 7+

* DHCPO| A 7] 2 714 9.7] - DHCP Aol A 7] & H 25 7} 54
*DHCP 7= W= - stetgl 2ol tha) 137} 255 Abel o] #e] A&

® ARl 712 A A= 19y h
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puep A1 24 ]

219 15: IPv4 ¥

Edit Physical Interface

General IPv4 IPvE Path Mc
S
IP Type:
Use DHCP v |
Obtain default route
using DHCP:

DHCP route metric:
1

* IPv6 - Al B A 25 -4 S &1 W Autoconfiguration(AHs -43) gl @S A el gyt

138 16: IPv6 =)

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware Configu

Basic Address Prefixes Settings DHCP

O ——
Enable IPV6:
Enforce EUI 64:

Link-Local address:

Autoconfiguration:

Obtain Default Route:

DHCP A~ ¥ 44

Zeto] A £ 7} DHCPE AF&-alo] 917 ool 4] 1P 542 714 © 7] e ¥ DHCP AW & 34 55}
.

L 2AIA

@7 1 Devices(t] H}o] 22) > Device M anagement(t] Bl-o] 2~ 3a]) & A 813} 31 tlufo] 9] =4 ( #) S 225
Yt}
©h7] 2 DHCP > DHCP Server (DHCP A #)E A Bl gt}
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B ouce 40

1% 17: DHCP A ¥

Device Routing Interfaces Inline Sets DHCP VTEP
—

Ping Timeout
50

DHCP Server

DHCP Relay

Lease Length
3600

DDNS

Auto-Configuration
Interface

[ v
Override Auto Configured Settings:
Domain Name

Primary DNS Server Primary WINS Server
v | + v |+
Secondary DNS Server Secondary WINS Server
v | + v |+
Server Advanced
+ Add
Interface Address Pool Enable DHCP Server

R

wt

g},

o

A 3 A8 FHo] Ao A Add(F7HE F Yot s A4

% 18: AW 7t
Add Server (2]

Interface™

inside v
Address Pool*

10.9.7.9-10.9.7.25
(2.2.2.10-2.2.2.20)
Enable DHCP Server

—
Cancel

¢ QlE|F 0] & - EF TS BEol A E H o] A2 e,

+ Address Pool (32 ) - DHCP A 8]0l A AM8-5 = 22 2 2o 1P 54 912 443, of
P52 W= Aed e o] 29 U3 Yo glojok 3l QI Hlo] 2 xpA o] 1P F+4
= EE 5 e

« Enable DHCP Server (DHCP A 243 3} - A €] gk Q1] 5| o] 20| A] DHCP A ¥ & 4 813+
c}.

A 4 OK(EHRN)E S8 F

@A 5 Save(A ) E ST
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B

oA 3

Nedzzrt i

7}

72 A2 duwrd oz 9o Qo] oA A 7he e dAEH B9-EE s YL 5 <l
B 7| o] 2ol DHCPE AF&-8t= 749 tuto] 27} ojm] 7] 2 B2 & FA S F dFUTL 5o =
ARE F7 8ok ks A9 o] A= SR T DHCP A W ol A 7] 2 2 5 524131 7%, Devices(T]
H}o] 22) > Device M anagement(t] v} o] 2~ #+2]) > Routing(2F-$-8) > Static Route(*3 & 7 &) 3] 0] #] €]
| Pv4 Routes(I Pv4 7 &) %1+= | Pv6 Routes(I Pv6 7 &) B o] £-o] A1 Ut}

EERE

Devices(t] WF©] 22) > Device Management(t] W] 2= #H2]) & A1 & 3faL tiufo] o] =4 () 27

.

H [e) H = S
Routing(2}-%-8) > Static Route(d 2] 7 2)3 A g},
" 19787 A=
Device  Routing Interfaces Inline Sets DHCP  VTEP
Manage Virtual Routers
Network a Interface \Lf:::f‘r:;zgr Gateway Tunneled Metric Tracked

Virtual Router Properties ¥ IPv4 Routes
ECMP
BFD
¥ IPv6 Routes
OSPF
OSPFv3
EIGRP
RIP
Policy Based Routing
v BGP
P4
1Pv6

Static Route

¥ Multicast Routing

Add Route(% & %71 & 2853 b 44 g,
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a9 20: 314 B = A3 g o] d F7)
Add Static Route Configuration (7]
|
Type: ® IPv4 IPv6
Interface*
outside v

A 4 OK(ER) =

(Interface starting with this icon [%signifies it is available for route leak)

Available Network C + Selected Network
Q, Search any-ipv4

IPv4-Benchmark-Tests

o)

IPv4-Link-Local
IPv4-Multicast
IPv4-Private-10.0.0.0-8

IPv4-Private-172.16.0.0-12

Gateway*

default-gateway v | +

Metric:
1

Tunneled: (Used only for default Route)

Route Tracking:

v |+

Cancel | OK

* Type(+ %) - 718t el = A4 A2 ol mhel IPva = IPv6 BtH & W &8 283
Ea

« Interface(S1E o] o] ) - o] 1| 2= QIE #o] 25 A &g}, Ak o2 9|3 Qe wo] 29y

o},

» Available Networ k(A& 715 3 Y| E 9] F)—IPv4 7] 7 2ol t) 3l any-ipv4=S A 813l AL} IPv6
718 A 2o T3] any-ipveS A EEta 271 FEete] AEE Y EY D 550 o] F gk

+ Gateway(7l ©] E ¢l ©]) 5= | Pv6 Gateway(IPv6 Alo] E ¢ 0]) - o] 22| t}2 &2 Alo]E o]
F$HE 9y m= AU P T4 EE UEYA/TAE NAE AT 55U

*Metric(MEE]) - I M EX A &
t}.

mlm

AH YT F-85E W= 1~2550] 3L 71 E e 199y

ol

S,

29
A7} 14 AR ol el F7hH .
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nat 4 [l

95 Save(A)E SH U

NAT 773

AP ) NAT 775 & - F28 93 Qe so) 2 [P F29) LEZ AP o 3 #3 <)
NAT 77 & 916 #o] 2 LE 72 W SH(PAT)o] 231 o,

A 1 Devices(t] Hlo] 22) > NATE A 815} a1, New Policy(A] @) > Threat Defense NATE 2 2] 3HU T
A2 QA o] 52 AA L, FHS AR Hnlo] 25 Y3 F Save(A ) E S TR

219 21: New Policy

New Policy (7]

Name:

interface_PAT

Description:

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices Selected Devices
Q, Search by name or value 10.10.0.6 ]
Add to Policy 10.10.0.7 ]

Cancel | Save

4 A o] management center< 7} o Al A A Aol 2 & F7Fsf oF o
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219 22: NAT 7 %)

inerface_PAT

Enter Description

NAT Exemptions Policy Assignments (2)

Rules
Filter by Device Y Filter Rules X Add Rule |
Original Packet Translated Packet
Source Destination = pi R s
4 Dirsction Type  Interface interface Original Original Original Translated Translated Translated Options
Sources Destinations Services Sources Destinations Services
Objects Objects

~ NAT Rules Before
~ Auto NAT Rules

v NAT Rules After

9713 Add Rule(i 3 F7h & 28 g,
Add NAT RUIE(NAT 7% F7}) 8} 4417k Ueh o,
974 7872 A e TR,

% 23718 F 54

Add NAT Rule
NAT Rule:

Auto NAT Rule v
Type:

Dynamic v

Interface Objects  Translation  PAT Pool  Advanced

« NAT Rule(NAT 7F%)) - Auto NAT Rule(=}5 NAT 7F2)S A el gt}

* Type(++ &) - Dynamic('s %)< A8 g},

7] 5 Interface Objects($1 E] 3] o] 2~ 7 A]) 3] o] ] ol A Available I nterface Objects(A}-& 7} 3k 1 E] 7| o] ~
WA €] 9] o 95 Destination I nterface objects(th A+ Q1 E] o] 2 7] A]) & o] F7}gt v}
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ER |

12 24: Q1 €] H o] 2 A A
Add NAT Rule .

NAT Rule:
3| | Auto NAT Rule v |

Type:
i Dynamic ¥ |

Enable

Interface Objects  Translation  PAT Pool  Advanced

Available Interface Objects C Source Interface Objects (0) Destination Interface Objects (1)
Q, Search by name o outside_zone

inside_zone ] Add to Source
P outside_zone »3 Add to Destination

wfxAutomationZone

L1}

A 6 Trandation(H ) Flo] Ao A TS 4 S A

19 25:A %k

ol
)

Y},

Add NAT Rule 7]

NAT Rule:
| Auto NAT Rule v |

Type:
I Dynamic v |

Enable

Interface Objects Translation PAT Pool Advanced

Original Packet Translated Packet

Original Source:* Translated Source:

| all-ipva Destination Interface IP

@ The values selected for
Destination Interface Objects in
‘Interface Objects’ tab will be used

« Original Source(Y & A2 2~)- B [Pv4 E & 5(0.0.0.00)° tigt VIES A 7IAE F718tEH 5
Mz 2aayn.
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. WA B2 EgE S 583y

% 26: A YIEH A 7H A

New Network Object (7]

Name

all-ipv4d

Description

Network
Host Range e MNetwork FQDN

[ 0.0.0.0/0

Allow Overrides

I el | m

A5 NAT 722 7)) Aol dR-Z NATE F718taL Al 28 Ao NAES 543
T 7] Wl itoll AlElol A A ol H any-ipvad | A S AFEE 4= Sl U T

=
=

» Translated Source(H $+¥l 2~ ) - Destination Interface |P(T 4} 1Ej | o] 2 |P)S A &gt}
A 7 Save(ATHE FY ko] 7S AN L.
7+ o] Rules(72]) Bl o] E-oll A2Fg Yt}

A 8 W AFEES A 7Sk W NAT # o] %] el A Save(A & &4 FH T

5o u 7] A~ HEE A A2 Block all traffic(2+ E ¥ 2heh)S A/ sithd,
“/]‘ﬂ}cﬂioﬂ Ed= & 3 gsk7] Al Aol 1t H S FheloF Ut vhs Aabell M= Wi el
A elR g o r et BT S 8ok e TR UE v 9ol s Aol AE g
HES o] that Edg & 01%0} TEE F7rsl oF T

st
oft

A1 1 Policy("d ) > Access Policy () Al 2~ 7 2) > Access Policy( Al 2~ 4 )& A &l sl ol 91 whoof
H AN~ AEE G| & 4 AHE FH I

Al 2 Add Rule(1F3 F7h< S 98l v vi7ha S A g v
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+4+% W

1 27:9 3 F7F

. Create Rule (]

Name | inside-to-outside Action Allow B Logging I Time Range | None Rule Enabled @)
Insert | into Mandatory @ Intrusion Policy | None By File Policy | None
Q Zones Networks Ports Applications Users URLs Dynamic Attributes VLAN Tags
Search Security Zone Objects Showing 3 out of 3 Selected Sources: 1 Selected Destinations and Applications: 1
(=) <% inside_zone Collapse All Remove All  Collapse Al Remove Al
ZONE

~ 1 object

(=] < outside_zone v 1 object ZONE

* Name (°] &) - dl& 9] ©] 713 9] o] &% inside-to-outside= #| 4 g1t}

» Selected Sources(A B 3l 911)—Zones(d &)l Al W F o <& A 813531 Add Source Zone(H -
oﬂ o_ﬂi 17})9‘ g-al ?5]—1/] \:}—

. Selected Destinationsand Applications(X 8] 3+ th 4} & of =
S e} al Add Destination Zong(ti A+ &3¢ F7hS &

71e} A2 WA A H Ut
A3 Apply(A-8)E S84
T+ o] Rules(71-3]) Bl o] E-oll F7}Fg Ut}

S 4 Save(A ) E ST

919 wrolol A4 WA ARS FHIUTE TH87] Aol tubel oA WA Alare] 24 ALEj7h
ob .

L 2AIA

A -5 gl Al Deploy(7F)E 2 H AU

4 28 1-%

Q ¢ # @ adminv Ul

@7 2 Deploy All(RLF 7+5) 2 28 8ho] BLE tjnto] 2ol 44581711} Advanced Deploy(iL+ 1-5)& 29
aho] A B gk tlufe] 2o & Th

M
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B

0

%2925 15
Q Advanced Deploy [EeEIl]
1010-2 I Ready for Deployment L2}
1010-3 I Ready for Deployment s}
1120-4 I Ready for Deployment ot}
node1 I Ready for Deployment £
node2 I Ready for Deployment =)
© 5 devices are available for deployment iz
a9 30: 0T 7 E
1 device selected
[ @ Search using device name, user name, type, group or status ] Deploy time: Estimate
\:\ Device Modified by Inspect Interruption Type Group Last Deploy Time Preview Status
> ® nodel System FTD May 23, 2022 6:49 PM B I Ready for Deployment
¥ 1010-2 admin, System FTD May 23, 2022 7:09 PM B I Ready for Deployment
> [} node2 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> (] 1010-3 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
¥ L 1120-4 System FTD May 23, 2022 6:49 PM [ I Ready for Deployment
= Ry A [ = = - [e) = = = - 50 = =]
©A3 5ol 4B eheA) Sl th Wl 2] Deploy(T%) Bl E 2. 20| gl ool 2& Fejdhe]
= A = 3}o]5
= O]_EH =2 T ‘61}14 T;]—

es Objects Integration Deploy Q m} @ adminv M sEcURE

Deployments Upgrades @ Health O Tasks .:) Show Notifications
m 0 running 5 success 0 warnings 0 failures | Q, Filter
@ 1010-2 Deployment to device successful. 2m 13s
© 1010-3 Deployment to device successful. 2m 4s
© 1120-4 Deployment to device successful. 1m 45s
© nodel Deployment to device successful. 1m 46s
© node2 Deployment to device successful. 1m 45s
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Threat Defense 2 FX0s cLl 141~ ]

Threat Defense 2! FX0S CLI 2! 4] ~

CLI(Command Line Interface) = AM-&-3lo] Al ~8]lS A A3t 7] 22 A A8 EHEGE S 533
Utk CLIMA S &3l BAs 74 7+ 35 ‘—4‘;} 2E X E] AZAste] CLIo| AM =T 5= Q5

Sh=3
A s 2-S 918 FXOS CLIO| Al ~& &= 95y Th

4

Y
=

o} U™ SSHE threat defense T] H}o] 2~ 9] #2] Q1| Ho] 2= & <= 9] %H‘q— £ A A3} 22 SSH

AL 7| 24 © & threat defense CLIZS AF-83}™, connect fxos ‘d S ALE 0}01 FXOS CLIol| 42 &t

T AF U o] - SSH A2 & IE o] 25 o] = 4% HlolH °1E1Jﬂ ojzo U= Fhol AA T

= 9l ol B QIE o] o) o7 SSH 4| 1= 7] gk o = A1-g 8] AEj LT o] Aol

e 7] EZko] FXOS CLIQ) 24 X E A 2o tfaf A g},

= 2 A4

4

A1 CLIO| 2218 #e] AFE & & LE ] A2t} Secure Firewall 4zoo£ ARC RO
Ao] &} A AlFE A OB R o 13 E0] A =3}E] USB-RJ-45 A& Alo] & ufj & of gt
£ AA o) B3 REUSBA YL oM & A A& oF gt} 4 X E 9] 71%%%% FXOS CLI
°‘14Tﬂr o5 Algld A S AFE-EkA u.

* 9600 =

« 8 Hlo]E H|E
- 2 E gl
1 2FHE

FXOS CLIo| AZAZ Ut 27] A4 Al A5 #E] 2k ARg-2t o] & 9 [ 5(7] 2 72 Admin123)
& Abg3te] CLIol =913

o A:

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1
firepower#

A 2 threat defense CLIO| B A A3+ o}

connect ftd

o Az
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firepower# connect ftd
>

Z 913 & CLIY A AFEE =l = W E o Uit R E &R1st ™ help == 28 Y H Al 2. AF
& A X = Cisco Secure Firewall Threat Defense ™ & ZF=2ol| A ZZ3SHA A 2.

A 3 threat defenseCLIE & 5.3} W exit =+ logout 8 %S o = 4

RUBNAUR V)
)

[AUBNAURNAU)

=

=

)

=

=

71219 FXOS CLI ZE X E & Zol7tth FXOS CLIGN A AF8-8F 4= 9l= & o] s JuE 3¢l
St ™ 25 Y E3AA L.

o A

> exit
firepower#

CHEE] A9S BSAY AL 2AAE e
LR P RE
514 ererhz ol o sl A &

nlo] 2 ] # o] X & AF-8-5} 4] management center U] H}o] 2~ 2] A& 1141} FXOS CLIE A&

A2 GohA SRk A0 FATUT SEs 4aE BaAs 4 2908 e

L EAA

Devices(t] HF 0] =) > Device Management(t] vl o] 2 #H2]) S A&l gh ),
CpA] Al at tnte] 2 2] Edit( ) (£) 22T o,
Device(Hl o] ) ®12 S8yt

System(A] 2= By 214 ol 4 Shut Down Device(t] Hlo] 2 2 &)@ 2981
WA A7 EAHE o] A F RS S g,

Wt o tiek Z& AAo] e A WUstHo] FRE W A AR ZELE

=2 v

TETE7} gAPYT

nmu

BUHI UL o
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A7

1 117] .

CLIol A ¥g5ke %

2
o,

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]

Téo] AR A R A A 2ol FRE W7hA o 38 Fe 7okl YA

AMAZE AT o2 AR Foll ok g Al A S

o

ic)
QE
2
(i
hc)

21

O
fru
2
N
et
2
30
)
T

CLIol A 3k <l 117]

T}

S
=

FXOS CLIE AF&-3Fo] Al 28-S P 8] 5381 I‘JHM*A ALS B UdF5UY 2& LE
A A 3te] CLIO) N A A8 4= 9145 Y Th. Threat Defense 2 FXOS CLI &4 A 2, 35 #j o] x| Zh=%.

= 2 A4

FXOS CLI®| A local-mgmtel] 174 g},

Firepower # connect local-mgmt

@A 2 shutdown & 4 3):
firepower(local-mgmt) # shutdown
o A
firepower (local-mgmt) # shutdown
This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes
INIT: Stopping Cisco Threat Defense...... ok
SA 3 WEo] 59 W A2 TE2ES wUEYh g TETESL BAH
System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]
S 4 AT A o2 AN Fol BRFE A A lA LS EHste] Aoz AAT 5 dFY

o}

T

o}

A= FAdY71?

threat defense A2 7 & 7 43} ¥ Cisco Firepower &A1 B A1 A AF& 591 A E Qo] WA a5
sk A1 E FrRs Al L.

management center ALE3 HEE g Firepower Management Center TA 7ol =5 T A L.
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