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firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]
Hello admin. You must change your password.
Enter new password: **kkkxkix

Confirm new password: **kkkkkk
Your password was updated successfully.

[...]

firepower#

FXOS CLI®I A A3 Z<2l W& A
scope ssa

show app-instance

o A

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup
Version Cluster Oper State

ftd 1 Enabled Online 7.4.0.65 7.4.0.65

sty 1P A5 Aok 3 A 9§ CLIE AFS-g AFX -4, 8 9| o] A
o 2 7] ¢1E o] A= DHCPE AF&-3Y T
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Example:

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...1]

Hello admin. You must change your password.
Enter new password: ***kxkki*

Confirm new password: **kkkxkkx

Your password was updated successfully.
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[...]

firepower#

A 4 threat defense CLIO| <424 gt}
connect ftd

Example:

firepower# connect ftd
>

S5 threat defenseel] A& 21918 35, A= {4 ghel A2 Al HEULA)N 5 2l 3l SSH 1S A8
FUA A5 BRI AR 5 WA e A A7 BAF Y el we QTE s o) & A Al o)
SCLIAA =3 HEV BAFH Y

Hlol e QIEj Al o] 2ol M el A AE A shettehie dhe] H Al A EA] A A2 AlS A

(<3

g8Uh
Note olu| x| ] 5& 3 A 2e] o] AL A 9-A| ko CLI A A v AN whE-gk 4= ¢)
s 28y ol RE A S e onflgure network(U E Y 2 4)) M &S AF8-3}]
48 4~ 15 YT} Cisco Secure Firewall Threat Defense ™ & 332 2] U]

CLICI A vl 873

|
|8 FxsAA L

7185k iz ool 4@ gro] &= qhell FAH YT o] dell A HE ghS S8tk Enter &

U,

& ARS BEFIAL

H a.

« Do you want to configure | Pv4?(1Pv4E -4 3121 2 %51 71?) 2/5% = Do you want to configure
IPVv62(IPV6E T3 3141 A5 7H?) - ©] Eﬁ gk T4 73 T sk o] el yE g T #e <l
B 7 o] 25 A3 71 812 QAP F A (el 7] Ql F4)E A A s ok Pt

. ConflgureIPv4 via DHCP or manually?(DHCPZ £3f &= 25 0 2 |Pv4ZE 1A 84 A5 Y
71)? 2 /%= Configure | Pv6 via DHCP, router, or manually?(DHCP, 2+-¢HE &3 L= 52
i IPv6E A28 3FA 15 Y 71?)- manual (75 )= A g gty o ¥ I8 o] 2~ 7} DHCP= 474
A A5 A& Sl doly g Hlo] 25 A = gls Ut tlolE 1E V\(Eﬂ o] H <1H
o] z=)of of 3f= 7] A = (U 2™ 2] 71 %) 7} DHCP A Bl ol A =413 7] 2 A 25 gl of
Z T W7l MEdy

Enter theIPv4defauItgatewayfor the management interface(# 2] <18 | o] 2~ 2] IPv4 7| & A o]
E o] 913) 5/ = Enter the |Pv6 gateway for the management interface(32] Q1 E 3| o] 2]

FIEIPYG A o] =4l o] 21ef) o] =41 % dataintertaoes 4 93Ick o e el o)
22 W Zeele ol ADFn Bl A A4 2 Aol B o) A% Ba 9P E Uk

e},

« Configurefirewall mode?(*}3tH R == 4314 215 U 7F?)—routed(2H-9-2) 2 4 E gt}
5 #A A2 A 2= eb - sk Red ARk X gy
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You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:
Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none'
[208.67.222.222,208.67.220.220,2620:119:35::35]:

Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.
Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

DHCP server is already disabled

DHCP Server Disabled

Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode ...

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key ]'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
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this sensor to the Firepower Management Center.

>

A AA2E G 9T Qe ol 28 THFY

configure networ k management-data-interface

“1EE 9% QlE o] 2o T3k 7B | E
Goll T3t AA T B The FRAA A S

A=A A8k WAIA 7 FAEH Y o] B AL

o o]y Qg #| o] ~F A-g-8te] = A9 e IE o] 2~ A DHCPE AHE-3 = §l5
th 27 4A TP T42E 502 HASHA 82 7 9- AF ol configurenetwork {ipv4|ipvé}
manual 8 % & AF-8-3Fo] A A gk 4= 9l 5t dhE] Q1 E] | o] 2~ Al o] E ¢ o] £ o}-2] data-interfaces
2 AATA & A, 0] o] ojA A

management center®l| threat defense& 5713} management centeri= Q1 E] 7| 0] 2= o] & L [P 42,
AlelE ol thak 314 7 =, DNS Hlﬂ 5L DDNS A B & L3 QlE] o] o] = Mlaﬂ ol &
AL A F2] Uk DNS A Aol 75k 2HA g &2 ot & "LZO}N*]
management center®l| A] L}5-ol] 2] 2} A A 2 Q1E -“fﬂ ol I 2ol S MAT 4 9l X] i
threat defense %-+= management center”7} ¥2] A4S A A A 44| 331A é’ T A= WALE 9
sh#] grofok gttt #e] A4 o] T k= threat defenseoﬂ o] A F-5%-& &3} configurepolicy
rollback ™8 & o] gt}

DDNS A 8] ¥ d o] E URLS A A3l 749 threat defense”} HTTPS 42 S ¢ 3 DDNS A 8] <]
=M E A5 9= Q= threat defense”} Cisco Trusted Root CA HE A BE 8 CA| st
ANSAME A5 o2 F715Y T threat defense™ DynDNS €12 API A} <F
(https://help.dyn.com/remote-access-api/) = AH&-3F E DDNS A HE A L3t}

o] W& dlo]E QE|Ho] 2~ DNS AW S AL AA ~aHE R A5 A configure
network dnsservers ¥ & 5 A-8-3ko] A7 g 7] DNS A ¥ &= #E] Eg o] A& Ut Hlo]
E] DNS A1H]3= DDNS( 4 ¥l 74 --) 3= o] 1] so] 20 4§ wek g ol ALg-g 1},

management center®]] 4] ©] threat defense®l] 3tsh= ZHE A 7 Aol A] do]E QlE]F| o] =
DNS A1 H 7} 4 A 5] 1 t}. management center®l| threat defenseS 57135l 27 A4 o] f-%] = 11
DNS A H 7} Z 23 A QAo 3715 A g5 Utk 18 L Lol DNS 73] 28 o] & £ 3
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= A4 ow A8 Aol F5Uh

sk 27 DNS A+ 27] 55 A DNS A ¥ 7} 73 A ¥l 7 9-of /F management centerol] €] 3l -
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Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcp]:

DDNS server update URL [none]:
https://deanwinchester:pa$$wOrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]l: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>
7 7 (Optional) 574 Wl E9] Z o]l 4| management center®l] U] ¢t o] E] QIE] | o] 2~ A 25 Al gHgF T},
configure networ k management-data-interface client ip_address netmask
71RH o wEVEY A} &P
7] 8 ©] threat defense S 2] 3 management centers 28 3 T},
configure manager add {hostname| IPv4_address | |Pv6_address| DONTRESOLVE} reg_key [nat_id]

« {hostname | IPv4_address | IPv6_address| DONTRESOLVE}—management center®] FQDN %+
IP 72 F #] @Y t}. management center®] 25 213 A A3 4= gl % -9 DONTRESOLVE
£ AF&EU ) 8l o] A4k 9] t]Hlo] 2<(management center B=+= threat defense)©ll = - T] v}o] 2~ 7+
ek SSL b5 st FAl A E-S AAE7] g A4 7he g P F AT ook gt o] W E
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* reg_key — threat defense 5 = A| management centerol] | & U 3|8 55 7] & XA I} o] &

= 7)1 3748 Zas A O BUTh 95 AHAZ a2, 0-9)5) SOl E()S AL T = AU .

I
=
N
B
ke
rlr
fols
>
(m
o
alf

i

» nat_id —management centerol| A 2] g g 2173 A 3|4 FAL S A G g F]of dlolE 2l
Bl o] 25 A}8-31= 4§ 555 913l threat defense 2 management center 579 4] NAT ID&
A1 3 oF &Y TF NAT ID+= 371} = 238 F U G RAHA~Z, a~z, 0~9) 9} &Fo]E(-) & At

43t 4= 915 YT} ©] IDE management center®ll 55 8} U2 t]nlo] 2o AFE-E = glH U T
Example:

> configure manager add fmc-1.example.com regk3y78 natid56
Manager successfully configured.
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ol

% 718 Abg-3ho] Hutol = 37}

Add Device &

Select the Provisioning Method:
®) Registration Key () Serial Number

CDO Managed Device

Host:t
10.89.5.40

Display Name:
10.89.5.40

Registration Key:*

Group:

None i |

Access Control Policy:™

inside-outside v |

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):
Select a recommended Tier v |

Carrier
Malware Defense

IPS

URL

Advanced
Unique NAT ID:t
I test

Transfer Packets

[ cancel

e WA E 4T

* Host(& 2~ E)—F7}3} & <= threat defense®] IP T4 = S AE o] 58 Y F
%71 773 ol 4] management center IP =42} NAT IDE =7 X 4§+ 7% o]
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Display Name(3£A] ©]&)—management centerl] 4] 3£ A] 3} & = threat defense2] ©] 5= 1 &
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Registration key(5- % 7])—threat defense 7] Aol A 2| A g A3} 5L e 5= 715 4= Y

=3
Domain(:=w[Ql) - HE] =HQl 74 o] ol 49 23 =] tule] 25 S}

Group(L3#) - L= AH&8te 4§ Hufo] &~ T Fof Sty

Access Control Policy( Al 2= #lo] AR - 7] A& Aelgthc) Abgafof = 25 A3
o] o]m Sl= 7 -§-7F ok et Createnew policy(X] 2 A 4), Block all traffic(’:LE E g3 2}
e AuTUT Yol EdE S 588t es WA S 7 G U ol o F-2 B S
518U ThS Fxs Al L.

1% 7: New Policy

l

New Policy Q

Name:
| ftd-ac-policy|

Description:

Select Base Policy:

None A4

Default Action:

® Block all traffic

Intrusion Prevention

MNetwork Discovery

(o) (N

o Z2ulE glo] M4 —FFe ] = 7] Foll 2R3 AvtE o] g gyt Al tulo] A&
F7Fgk 5 System(*] 2= 8) > Licenses(2}©] A1 2=) > Smart Licenses(Z=7}HE 2}o Vﬂi) o] A ol A
Secure Client 914 A2~ VPN 2o A ~E 83k 4= &5yt
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By
ping system ip_address

Ping®] A 3] 8}= 7 9- show network ™ & S A}-8-3 JEH T A S 8213t threat defense
#2] 1P =45 W7 3 oF st 7 % configure network management -data-interface ™ & S A&
Py
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1% 8: Interfaces

Device Routing Interfaces Inline Sets DHCP VTEP

—
Q_ Search by name " Sync Device | [ Add Interfaces v
Interface Logical Name Type Security Zones MAG Address (Active/Standby) IP Address Path Monitoring Virtual Router
@ Management0/0 management Physical Disabled Giobal Q<
GigabitEthemet0/0 Physical Disabled s
GigabitEthernet0/1 Physical Disabled s
GigabitEthemet0/2 Physical Disabled I
GigabitEthernet0/3 Physical Disabled ya
GigabitEthemet0/4 Physical Disabled i
GigabitEthemnet0/s Physical Disabled Vi
GigabitEthernet0/6 Physical Disabled Vi
GigabitEthernet0/7 Physical Disabled rd
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Edit Physical Interface

General IPv4 IPv6 F

Path Monitoring

Name:
inside
Enabled

Management Only

Description:

Mode:

None

Security Zone:

inside_zone

ace ID:

nterf

MTU:
1500

Priority:
0

Propagate Security Group Tag:

NVE Only:
Name(¢] &) Z=of o] 5 S 482 o| Ul = =& o).
o & 5o Qe o] 20 inside}= ] &S A G 1 h
Enable(Z/d 3}) &2l k& A &gt
Mode(E =)= None(fl <) Bl 2 WA 5t
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Edit Physical Interface

General IPv4 IPv6 Path Monitoring
I
IP Type:
Use Static IP -
IP Address:

I 192.168.1.1/24

* IPv6 - el Bl A 25 -4 S &1l Autoconfiguration(AHs 1-43) gl @S A elsthy o)

18 11:IPv6 =)

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware Configu
I
Basic Address Prefixes Settings DHCP
 —
Enable IPV6:

Enforce EUI 64:

Link-Local address:

Autoconfiguration:

Obtain Default Route:
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Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardwart

Name:

outside
Enabled

Management Only

Description:

Mode:

None v

Security Zone:

outside_zone v

nterface 1D:

MTU:
1500

Priority:

0
Propagate Security Group Tag:
NVE Only:
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o] AE7F DHCPE AFE-3ko] 919 Wrofol A 1P =425 7HA 2.7 8¢ DHCP AW & 274 35

Y.
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B ouce 40

L 2AIA

B3t tute] 0] 4 (£)& T

il
2

A1 1 Devices(t] Bl©] 22) > Device Management(t] vlo] 2~ #+2])
Ytk
©+7) 2 DHCP > DHCP Server (DHCP A H)E A el gt t}.

1% 13: DHCP A v

Device Routing Interfaces Inline Sets DHCP VTEP

—
Ping Timeout

50

DHCP Server

DHCP Relay

Lease Length

3600

DDNS

Auto-Configuration
Interface
Override Auto Configured Settings:

Domain Name

Primary DNS Server Primary WINS Server
v | + v |+
Secondary DNS Server Secondary WINS Server
v+ .|+
Server Advanced
-+ Add
Interface Address Pool Enable DHCP Server

A 3 A FH o] Aol A Add(F7hHE St e FAAS A YTk

1™ 1448 57}

Add Server (2]

Interface™
inside v

Address Pool*
10.9.7.9-10.9.7.25
(2.2.2.10-2.2.2.20)

Enable DHCP Server

R —
Cancel m

IS 2= >~
= 29 5 gk

i}
H,
o
[~
2
>
o
T
o)
v}
>
=
i
e
oX,
o
i)
i

* Enable DHCP Server (DHCP A 8] &4 3}) - A &l &} <]
=3
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nat 4 [l
A 4 OK(ED)E S8yt
A5 Save(A ) E SH AU
NAT 773
NAT -4
UHEA QI NAT 722 W5 F 25 95 A2 P F40 L ER A o] 53§49
NAT 712 & QlE| sl o] 2 X E 4 W gHPAT)o] 2t Tt

(HUBNRU)
)

Devices(t] HFo] ) > NAT = A &5} a1, New Policy(M A #) > Threat Defense NAT S 22 gt}
A2 A o] 52 At = AHEE Huto] 25 A E 3 F Save(A & S8 Y TH

903_]1J

219 15: New Policy

New Policy (7]

Name:

interface_PAT

Description:

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices Selected Devices
Q, Search by name or value 10.10.0.6 ]
Add to Policy 10.10.0.7 ]

Cancel | Save

“d # o] management centera F7F Utk Al A A Mol 52 S F7lal oF Ut
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B onares

1% 16: NAT A 3

inerface_PAT

Enter Description

NAT Exemptions Policy Assignments (2)

Rules
Filter by Device Y Filter Rules X Add Rule |
Original Packet Translated Packet
Source Destination = pi R s
4 Dirsction Type  Interface interface Original Original Original Translated Translated Translated Options
Sources Destinations Services Sources Destinations Services
Objects Objects

~ NAT Rules Before
~ Auto NAT Rules

v NAT Rules After

9713 Add Rule(i 3 F7h & 28 g,
Add NAT RUIE(NAT 7% F7}) 8} 4417k Ueh o,
974 7872 A e TR,

¥ 17: 718 ] 54

Add NAT Rule
NAT Rule:

Auto NAT Rule v
Type:

Dynamic v

Interface Objects  Translation  PAT Pool  Advanced

« NAT Rule(NAT 7F%)) - Auto NAT Rule(=}5 NAT 7F2)S A el gt}

* Type(++ &) - Dynamic('s %)< A8 g},

7] 5 Interface Objects($1 E] 3] o] 2~ 7 A]) 3] o] ] ol A Available I nterface Objects(A}-& 7} 3k 1 E] 7| o] ~
WA €] 9] o 95 Destination I nterface objects(th A+ Q1 E] o] 2 7] A]) & o] F7}gt v}
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29 18- e H o] 2~ A A
Add NAT Rule

NAT Rule:
3| | Auto NAT Rule

Type:
i Dynamic

Enable

Interface Objects

v

Translation PAT Pool

ER |

Advanced

Available Interface Objects C

Q, Search by name

inside_zone
1 outside_zone

wfxAutomationZone

7] 6 Trandation(H ) #l o] Ao A T S &

19 1983k

Add NAT Rule

NAT Rule:
| Auto NAT Rule

Type:
I Dynamic v |
Enable
Interface Objects Translation PAT Pool

Original Packet

Original Source:*

| all-ipva

] Add to Source
3 Add to Destination

Source Interface Objects

(0) Destination Interface Objects

d

L1}

o outside_zone

ol
)

Y},

Advanced

Translated Packet

Translated Source:
Destination Interface IP

@ The values selected for
Destination Interface Objects in
‘Interface Objects’ tab will be used

« Original Source(Y & A2 2~)- B [Pv4 E & 5(0.0.0.00)° tigt VIES A 7IAE F718tEH 5

JH = 2y
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B vead ez a9 segu

% 20: ) A E Y 3 WA

New Network Object (7]

Name

all-ipv4d

Description

Network
Host Range e MNetwork FQDN

[ 0.0.0.0/0

Allow Overrides

I el | m

A% NAT 7722 7|7 Ao o] A5 2 NATE 718l Al =8 A o] /A2 44 3t
T 171 wiitell Al 2~Eell Al A o] H any-ipv4 7 A & AHEE S flFUTH

=
=

« Tranglated Source( 8% 2~2~) - Degtination I nterface IP(t73 18 | o] 2~ IP)E A B g o}
G717 Save(A ) E S8k 1A S A sk Al Q.
T2 o] Rules(1f3]) Hl o] &l A&H Yt

A 8 W AFEHE A7t W NAT | o] %] ol A Save(A )& S vt

A o] = 528 uj 7] = A~ AEE A H 2l Block al traffic(RE Ed| x}eh)S A4 ok
TjHlo] 2o E A xpol| A= W - & < o]

A1 Policy(% ) > Access Policy (2] Al 2~ %4 ) > Access Policy(H Al 2~ A )& A1 813} oL
H A~ AEZ QA g8 4 £HE FH P

A2 Add Rule(113 F=7h < F8etal v vz S A4 gk

R
]
of
<
2
st
oft
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EERER P NENEERECRETTES N |

_ Create Rule (]

Name | inside-to-outside Action Allow B Logging I Time Range | None Rule Enabled @)

Insert | into Mandatory @ Intrusion Policy | None B File Policy | None

Q Zones Networks Ports. Applications Users URLs Dynamic Attributes VLAN Tags

Showing 3 out of 3 Selected Sources: 1 Selected Destinations and Applications: 1
=) L inside_zone Collapse All Remove All - Collapse All Remove Al
=] <& outside_zone ZONE

~ 1 object ZONE | v 1 object

* Name (°] &) - dl& 9] ©] 713 9] o] &% inside-to-outside= #| 4 g1t}

» Selected Sources(%1 8] 31 91 ¥)—Zoneg(d &)l A - 8 A
oﬂo_ﬂ| 17})9‘ g-al 151-1/] \:}—

Selected Destinationsand Applications(%1 €1 s+ o 4 & o] =
oS5 M e}l Add Destination Zone(tha 49 37H< &

)
=
Ef
>

dd Source Zone(] 3

2 Al o] A)—Zones(%3 Al A €] 3
a] .

71 e} A& WA skH] &HFY T
A3 Apply(A-8)E S84
T+ o] Rules(71-3]) Bl o] E-oll F7}Fg Ut}

@l 4 Save(A7hHE SFHFUTL

) 2} M A 2 g o] E] 01 E] 7] o] 2~ 0l A] SSH T4

Q) -o} & Hlo]H <1 3| o] 2] 4] management center N A =& &/ 515k 7 9- o] AAE AF-8-51]
S A FH o] 2~ A SSHE &/ g3l oF gy T}, o] A A ol A = threat defensel] 4] 3L} o] /2] d] 9]
B I Qe Qg o] 2o thek SSH A4S EA et WS Ay

%

o
K
10

=3

mﬁ‘l

SSH= ¥he] QIE o o] 20l A 7] 4] sy A ek o] 3} & ] SSH oAl 2o F kS
I

R R casieg

2] 9161 5]0] 4= Efuho] 0] 915 B Q1el o]} 2] 5lo] 1. o] alel ol i elul
o] 2~ & management center®l| A x| 8} 1 G- &3} H AFEH U dolH A HH o] ~& SSHE #E] 9l
B 7 o] ~& SSHE Ul 2 9] 5 *}’&X}E S FAEYL & 44 Ee2 FAAE Y dolH
CLEAOIZS O] SIS A SR AL G IS oo AT
SSH E 2712 A 2199 748 AFES R E> EE EEEER TR

o},

7] Qg H o] 2~ 9] 7§ SSH N A~ BE=2 148} ™ Cisco Secure Firewall Threat Defense ™ = %F
Z 9] configure ssh-access-list ™8 3 S 234 A . A A A2 E T4 5l# A configure network
static-routes 8 B8-S F XA L. 7| EA o2 27 A A ] JIHH o] ~E Bl V| ARE T

Ao,

_Em
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SSHE AHE-31e Wl 5B 1P A48 3§54 042 315 & L ashx) eheruieh o) 4140 whe) ssH
oA 228 T4 5 e

AAS 4= = QAE A o] 2o gk SSHE AF8-3F 4= 15U T SSH S 2 E 7| 9] - Q1 E 5 o] 2~ 0f 918
A5 Q) 5 olE] o] 29} o] 2 H Aol we] AARE A AE 4=l Ut

SSHE th3 22 & 9 7] w ks X3
o} 5 3l—aes128-cbe, aes192-cbe, aes256-cbe, aes128-ctr, aes192-ctr, aes256-ctr
*3—hmac-sha2-256

Sl
ruE

* 7] 213+ — dh-group14-sha256

i 33] A4 SSHE AR CLI = 1elell A o)k A9, vupo] =7} SSH A4 & F = th

Threat DefenseFeature History(7] %5 71 %)

* 7.4—SSHol| o3k F32ul ol g u|o] A~ ] Y,

N 2a7] Aol

« configureuser add ™3 & S A}-8-3ff CLIOI A SSH - AFEAS A A sk 4= Ql5ytho] &2 3

= ua
&z‘s}@ﬂg. Z1BHo 2 7] A Fo AT E FA S A2 A} AR A IS S F

A7 o A External Authentication(] - ?15)= 1733l LDAP %=+ RADIUSO A £] - A}-&-=}
ETRE R s

tuto] 2o SSHAZ S 3|8 T A2E E=HEYAE Aost= EY] A MAZZ g
o] dx}¢] AF-Z NAE F7HE 9}74 T RA] LS AR IP A L At W
2ol I g 3l 1F-o] o]n] gl=A] el gt} Objects(7l Al) > Object Management (71 Al &)=
Aeste] JHAE 2 FTh

-
R

g?

Al 2=Eof| A A F 3= any MIE Y A NAIE AFE S 5 glssy T il
any-ipv4 FE1= any-ipv6E Ab-8 2 o

L EAA

Al 1 Devices(t] v}o] =) > Platform Settings(= 2 3% A 4)S A &3} 3L threat defense 4 # S A A AU H

g

A2 SSH Access(SSH N Al 2~) & A &l 3 o},
A3 SSH A4 3] g3 Qo] =9k P =45 213y

o] Hlo] & Ahg-ato] SSH AR S 583 Qe o] 29} o] 3 AL 3]
o 1P FAE AGHUE AL P Fo7h b MEAD F2EAEY 5
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a) Add(F7hE 288 A 112 S F7FstA W Bdit(AR) S 59
b) & FAAE FAAFY L
« IPAddress(IP 5+42) - SSH 91 2 & 3] §3}= 3 2E = U ES I E A Hs = U EY A 7
A e IFAYT E5Th ﬂﬂvoﬂf\1 MAE AGsAY +5 831 Al U ES A 7 A
= F7ky
AvanlableZones/I nterfaces(/\}ﬁ 73 A/ E Ho] ) - SSH A2 S 583k Qe o]
7t 239 F S F71Eg Ut J o gl ¢lE #| o] 2 9] 7 $- Selected Zones/I nterface(X] €

7]

N

A AP

ol

L@dmam1 sy % ole] Bl Qe ol 2 o 52 A s Add(FINE T T

G st £ qlE o] 8 b b5 914 QB Aol 2 Aok S st
o] 322 tiufo] o] A8 G QlE o] 2 Hi= Qo] E3kulof Qli= 7 §-olwk Tlufe] 2o
A gt

©] 7] Deploy(-=) > Deployment(-5) = ©] 5 3to] &3d tufo] 2o A& 75 5 35U
WAANGE 75T A g 5tE A edsyn

SRR

A oo A4 WA NS FEHUTE T3] Holl = tuko) 0] A W7 Abgte] 24 Jel7}

AN 5 9 Deploy(7 ) i

S
jw)
1]
=
o
<

Jo @ 2 @ adminv wy

7 2 Deploy All(LYF T%)& 2¥)ato] & tlulo] 2o 7% 8171} Advanced Deploy(iL5F T-%)
aho] A et o vho] 2o TEHFU LY.

i
il
1
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B

0

O 2325 1%
Q Advanced Deploy [EeEIl]
1010-2 I Ready for Deployment L2}
1010-3 I Ready for Deployment s}
1120-4 I Ready for Deployment ot}
node1 I Ready for Deployment £
node2 I Ready for Deployment =)
© 5 devices are available for deployment iz
Y 24: 39 1=
1 device selected
[ @ Search using device name, user name, type, group or status ] Deploy time: Estimate
\:\ Device Modified by Inspect Interruption Type Group Last Deploy Time Preview Status
> ® nodel System FTD May 23, 2022 6:49 PM B I Ready for Deployment
¥ 1010-2 admin, System FTD May 23, 2022 7:09 PM B I Ready for Deployment
> [} node2 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> (] 1010-3 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
¥ L 1120-4 System FTD May 23, 2022 6:49 PM [ I Ready for Deployment
= Ry A [ = = - [e) = = = - 50 = =]
©A3 5ol 4B eheA) Sl th Wl 2] Deploy(T%) Bl E 2. 20| gl ool 2& Fejdhe]
= A = 3}o]5
= O]_EH =2 T ‘61}14 T;]—

es Objects Integration Deploy Q m} @ adminv M sEcURE

Deployments Upgrades @ Health O Tasks .:) Show Notifications
m 0 running 5 success 0 warnings 0 failures | Q, Filter
@ 1010-2 Deployment to device successful. 2m 13s
© 1010-3 Deployment to device successful. 2m 4s
© 1120-4 Deployment to device successful. 1m 45s
© nodel Deployment to device successful. 1m 46s
© node2 Deployment to device successful. 1m 45s
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Threat Defense 2 FX0s cLl 141~ ]

Threat Defense 2 FX0S CLI < #] ~

CLI(Command Line Interface) & AF-&-3F0] A ~B1S A A3} 7] 2] Q] A| A8 Eg]E4re S 483}
YT CLIAIA S &3 A4S A4S 75 5t & £ Eo| d43ste] CLIY A= 5 UF
U,
A 3 25 918l FXOS CLIOl A 28 &= Q)5 YT
S
il oYW SSHE threat defense T H}o] 2= 9] ] QI Ho] 22 & 4= Q)5 YT Z& MY} &2 SSH
ML 7132 S =2 threat defense CLIE AF-8-31™, connect fxos 8 & & A& 0}04 FXOS CLI°l| 443
% gl eh o] 5 SSH 128 Q1B s 0] 2% o] t= 7% o] LE o] 2ol 3= Fa0] AR 5
= QY dloly QIE #Ho] 2o thek SSH N A 2~ 7] 23k o 2 ARG 3| A e )y o, o] A X}
A= 7] 4k0] FXOS CLIQI &4 X E A 2of tjs) At}
SR A|A

A1 CLIO| 223 #e] HAFEHE 24 X Eo] dA 3t} Secure Firewall 4200—0‘ Z|EH o7 F&
ﬂqquﬂﬂgﬂﬂﬂoﬂiﬂ%%ﬁHE%HU%Rﬂwﬁgﬂﬂ o &f oF e T
= A Al ok BEUSB A Y EetolHE AX|s)|oF 3hut) 24 L E 9 7]—%&0 FXOS CLI
AYt & Algl g DA S AP AL L.

* 9600 =

T BRI
- dele] gl

1 2FHE

FXOS CLIS| AAFTh 27] 2% Al A e ] 2} AL g2} o] 2 2 u] 2wl 5(7] 231 Admini23)
£ A3k cLIell 21 gy

of A:

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1
firepower#

A 2 threat defense CLIOI| o8 A 2~3H T},
connect ftd

ol Al|:

firepower# connect ftd

Threat Defense 9 2 © 2 <% Management Center .



Threat Defense <! 2] © 2 7% Management Center |

- EREREERE P EEE R R

271915 F CLIN A ALS & 4 9= 9ol ek 418 helshel vl help i 28 92 3H41 Al 2. 4]
A

2 A B = Cisco Secure Firewall Threat Defense ™ & ZF22ol| A 223514 A 2.
A 3 threat defenseCLIS & &3} W exit B+ logout ™8 &S 13 Y
Z12]W FXOS CLI & X E 2 Zolgt v} FXOS CLION A AFEE 5= 2l = W H ol i3k A w S 3ol
st 25 d Al
o) A
> exit
firepower#
— = =]
tlo]lE Qe H o] 2o A ] AZAA A 312
A8 g JAH H o] 225 AFE-sHE g4l Bl A} o] E QI H| o] ~ & A}F-8-8F= 7 -F-, management
centerol A] threat defense®l] 3k SlE|Ho| A~ W ELI AAHS HAS v AZo] FTHHA FE=
T2 &) oF Yt} management center®l] threat defenseE 5713+ jr e JAH I o) 2~ FEH S Ho]H ol
A AR = A oA HiolH 2 WA shE A5, dE o]~ WU EL A A o] SntEA A Y]

A srow pe) Ado] old 4 %
o] FAIE el A B4 FAE A v £gol Purh

el A4 e B

i
o

management center2] Devices(T] H}o] 2~) > Device Management(t] 1} o] 2~ #+2]) > Device(t] H}-o]
22) > Management(¥2]) > FM C Access Details(FM C 2 A 2~ t] €| &) > Connection Status($1 2
) dHol Aol A e A4 FEE gl

threat defense CLION A 2] ¢4 A S 3013+ sftunnd-status-brief &S 4 &
sftunnel-status ™ % & AF-&-ako] A G E % B R dHFUTh

A5 FAE Qo] R E T AF FH S B A L e} 2 Fo] A olu} e
M= 7} ArE A ek gkg o,

st

g},

> sftunnel-status-brief

PEER:10.10.17.202

Registration: Completed.

Connection to peer '10.10.17.202' Attempted at Mon Jun 15 09:21:57 2020 UTC

Last disconnect time : Mon Jun 15 09:19:09 2020 UTC

Last disconnect reason : Both control and event channel connections with peer went down

so] Ad B e E FR7 HAEE A ol Ao t Thg AE 2L FratiAL.

> sftunnel-status-brief
PEER:10.10.17.202
Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to '10.10.17.202'
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via '10.10.17.222"

Peer channel Channel-B is valid type

via '10.10.17.222"
Registration: Completed.
IPv4 Connection to peer '10.
Heartbeat Send Time: Mon Jun
Heartbeat Received Time: Mon

threat defense U EH I AW 1 7|

threat defense CLIO A #2] @ FMC H A~ Hlo]g Qg Ho] A~ Y EY I AAHS &

show networ k

> show network

System Info

Hostname :

DNS Servers

Management port

IPv4 Default route
Gateway

IPv6 Default route
Gateway

[ brl
State :
Link
Channels
Mode
MDI/MDIX
MTU
MAC Address :
—————————————————————— [ IPv4
Configuration
Address
Netmask
Gateway

State
Authentication

Proxy Infor

System Information -
DNS Servers :
Interfaces

[ GigabitEthe

MTU

MAC Address
Configuration
Address
Netmask
Gateway

Configuration

3

EBEREEPEC RESREERESE RN |

(EVENT), using 'ethO', connected to '10.10.17.202"'

10.17.202' Start Time:
15 09:02:08 2020 UTC
Jun 15 09:02:16 2020 UTC

Wed Jun 10 14:27:12 2020 UTC

A%

Y.

rmation ]
5516X-4
208.67.220.220,208.67.222.222
8305

data-interfaces

data-interfaces

]
Enabled
Up
Management & Events
Non-Autonegotiation
Auto/MDIX
1500
28:6F:7F:D3:CB:8D

]
Manual
10.99.10.4
255.255.255.0
10.99.10.1

Disabled

mation ]
Disabled
Disabled

Data Interfaces

GigabitEthernetl/1

rnetl/1
Enabled
Up
outside
1500
28:06F:7F:D3:CB:8F

10.89.5.29
255.255.255.192
10.89.5.1

Disabled

o] A o

1 —
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B vo asso zey v 228 24 92

threat defense”} management center ol 555 $1+=%] &<l

o
i,
o

rlr
Y
_] {
r o
%
T
=
o,
ol
o
rlo
8}
Ac)
re
iIN

threat defense CLI®| 4] management center 5= ©]
o] AA e E FA kA FFH

show managers

> show managers

Type : Manager

Host : 10.10.1.4

Display name : 10.10.1.4

Identifier : f7ffad78-bfl6-1lec-a737-baa2f76ef602
Registration : Completed

Management type : Configuration

management center pingsl} 7]

FTD CLI®|| A threat defense T} ™ ¥ S AF-8-3}0] H| o] E Q1 E 9| o] 2~ 0] 4] management centerS
ping 34 t}.
ping fmc_ip

threat defenseCLICI A] T3 W8 % & AF-&-3Fo] #e] Q1H 7] ©] 2~ o] 4] management center& ping 3
t} o] QIEjHo] 2= M Z 1S Fall vlolE QI Ho] A= eh-9-5 ¥ o] of gt}

ping system fmc_ip
threat defense W - Q1E] o] o] 220l A s 71 74 4]

threat defense CLIO|A] U] - 8 =2 91 Q1 E| | o] ~(nlp int tap)2] | Z S 4 A 3Fo] ] wfjZlo] A
FE=A] Iy

capture nameinterface nlp_int_tap trace detail match ip any any

show capture name trace detail
B o1H ¥ ]/\)\lﬂ] EA 9 g7 5 gl
threat defense CLIO| A U] 5 ¥ Z- 1 QA EJH[ o] 2 nlp int_tapol] the A B E 234 A L.

show interface detail

> show interface detail

[...]

Interface Internal-DataO/1 "nlp int tap", is up, line protocol is up
Hardware is en vtun rev00, BW Unknown Speed-Capability, DLY 1000 usec
(Full-duplex), (1000 Mbps)

Input flow control is unsupported, output flow control is unsupported

MAC address 0000.0100.0001, MTU 1500
IP address 169.254.1.1, subnet mask 255.255.255.248
37 packets input, 2822 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants

input errors, 0 CRC, 0 frame, O overrun, 0 ignored, 0 abort

pause input, 0 resume input

L2 decode drops

packets output, 370 bytes, 0 underruns

pause output, 0 resume output

output errors, 0 collisions, 0 interface resets

late collisions, 0 deferred

input reset drops, 0 output reset drops

O O O O Ul o o o
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input queue (blocks free curr/low): hardware (0/0)
output queue (blocks free curr/low): hardware (0/0)
Traffic Statistics for "nlp int tap":
37 packets input, 2304 bytes
5 packets output, 300 bytes
37 packets dropped
1 minute input rate 0 pkts/sec, 0 bytes/sec
minute output rate 0 pkts/sec, 0 bytes/sec
minute drop rate, 0 pkts/sec
minute input rate 0 pkts/sec, 0 bytes/sec
minute output rate 0 pkts/sec, 0 bytes/sec
5 minute drop rate, 0 pkts/sec
Control Point Interface States:
Interface number is 14
Interface config status is active
Interface state is active

(G2 O I i

-8 2 NAT &<l

threat defense CLION A 7|3 7 &(S *)7} F7Fe L3z 2] <18 | o] Z(nlp_int_tap)ol] g+ -
NAT 7t Z o] 9l =A] Zlg

show route

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF
Gateway of last resort is 10.89.5.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.89.5.1, outside

C 10.89.5.0 255.255.255.192 is directly connected, outside
L 10.89.5.29 255.255.255.255 is directly connected, outside
>

show nat

> show nat

Auto NAT Policies (Section 2)
1 (nlp int tap) to (outside) source static nlp server O sftunnel intf3 interface service
tcp 8305 8305
translate hits = 0, untranslate hits = 6
2 (nlp int tap) to (outside) source static nlp server 0 ssh intf3 interface service
tcp ssh ssh
translate hits = 0, untranslate hits = 73
3 (nlp_int tap) to (outside) source static nlp server 0 sftunnel ipv6 intf3 interface
ipv6é service tcp 8305 8305
translate hits = 0, untranslate hits = 0
4 (nlp_int tap) to (outside) source dynamic nlp client 0 intf3 interface
translate hits = 174, untranslate hits = 0
5 (nlp_int tap) to (outside) source dynamic nlp client 0 ipvé6 intf3 interface ipvé
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translate hits = 0, untranslate hits = 0

e}
v

44

o

e BE Ao A FletEH the 1 58 3254 Al 2. management center 2] Devices(T]
H}o] 2) > Device M anagement(t] Hlo] 2~ #+2]) > Device(t] v} ©] 2~) > M anagement (2] ) > M anager
Access - Configuration Details(&2] A} N M| 2~ 23] 28 o] A e Y) > CLI Output(CLI =5) 7|
o] Ao A o] gt WS Wol B 4 FYT

show running-config sftunnel

> show running-config sftunnel
sftunnel interface outside
sftunnel port 8305

show running-config ip-client
> show running-config ip-client
ip-client outside

show conn addressfmc _ip

> show conn address 10.89.5.35
5 in use, 16 most used
Inspect Snort:
preserve-connection: 0 enabled, 0 in effect, 0 most enabled, 0 most in effect

TCP nlp int tap 10.89.5.29(169.254.1.2):51231 outside 10.89.5.35:8305, idle 0:00:04,
bytes 86684, flags UxIO

TCP nlp int tap 10.89.5.29(169.254.1.2):8305 outside 10.89.5.35:52019, idle 0:00:02,
bytes 1630834, flags UIO

>

Q1 DDNS & o] E &<l
threat defense CLI®|| 4] DDNS ¢ t o] Eol| A &3 =x%] &<lstt},
debug ddns

> debug ddns

DDNS update request = /v3/update?hostname=domain.example.org&myip=209.165.200.225
Successfully updated the DDNS sever with current IP addresses

DDNS: Another update completed, outstanding = 0

DDNS: IDB SB total = 0

A dlo] E7} A9 & debug http 2 debug ssl & S A&t Q15 7Sl A o) 3k -
G ol 2 1247} Euko] 2o A 5o = He1gHI

show crypto ca certificates trustpoint_name

DDNS 2§12 gleteld v B8 S AHE S A L.

show ddns update interface fmc_access ifc_name

> show ddns update interface outside

Dynamic DNS Update on outside:
Update Method Name Update Destination
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Management Centers] 4 122 2213t 79 2 2 ]

RBD DDNS not available
Last Update attempted on 04:11:58.083 UTC Thu Jun 11 2020
Status : Success
FODN : domain.example.org
IP addresses : 209.165.200.225

management center =1 3} <]

https:/cisco.com/go/fmc-reg-errors 328 Al L.

Management Centerol| A 12 & A ¢ 445 &9
1

threat defense T2 & ¢13ll FTDO A tlo]E QIE FH o] 2 & AFE-3laL HES A A4 &S T+
management center T/ W74 AL w328k A e A4
= vpA 9o = vl E :rL/H or EWe g dFUTh 1
management centerol] 4] -4 A% 3
7= AHEE S AFU T o

228 4= ] == threat defense2] T+
HESY A AAo] A HES
Urth Adoe] #7]A] ol Z49

U A S FEshaAl L.

o o] A vl E 1t threat defenseol| A = A 2 AFE-SF = G UTE o] d sl E o 72 Sl 4= gl&5H T
C 7FE A A E9o] A E| AW el 2E Y ] Eo) A= Bujo] A 95 A ik,
=

=

Fl

=92 management centerol| A A A & 4= = FA A W A EFES v H YT o & E0] E 92 threat
defense CLIONI A W A & 4= 9l = A8 #a] Qe o] 29 BEE 24 Ao JFS T &5
U t}. configure networ k management-data-inter face
Hj 3 9= Hlo] g Qg H|o] =~ A& Mg thg &1

Utk vpx| et 2 v EH management center 27

v & AF-8-3}o] mlA] 2t management center
g AR S o] FH 514 o

* UCAPL/CC == 298 4= gl 5t
« o] A B X Fol ¢ ullo] EH OOB(Out of Band) SCEP 2154 Ho]E]&= Zwa 5= gl5U )

LB Sl @A) Tl A9 A A o] AalE e,

rl

L ZAA

threat defense CLIO| A o] A A o & Eulglt)
configure policy rollback

=1 % threat defensei= &9 0] 434 22 ¢35 ¥ %52 management center®l] &% 1 U} management
[ele]
£8=n =2

centerol] 4] Bl 3L s} of| = A o] E 9 H Q) ‘Q’ﬂ"f iU 7F sEATE Y T

aL E Mol A 9} 5} 31 management center T 7} -l A 9-, A WEA Q1 v Ao o g
https://www.cisco.com/c/en/us/support/docs/security/ ﬁrepower-ngfw—virtual/
215258-troubleshooting-firepower-threat-defense.html=- F+Z 3} A Q.. 74 ¢ Oﬂ u}z}
management center ¥+2] A 2~ 7} 9] ¥l 5 Zul o] A ) 3 = 9l F T O] 4 $- management
center - - A & 3| 2 3} 31 management center®l] 4] ThA] B 32 & 5= ) H U T},

i
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o A
A 2} A A5 93] dlo]E] ¢lE]H 0] ~E A8} threat defensed] 7 9-:

> configure policy rollback

The last deployment to this FTD was on June 1, 2020 and its status was Successful.
Do you want to continue [Y/N]?

Y

Rolling back complete configuration on the FTD. This will take time.

Policy rollback was successful on the FTD.
Configuration has been reverted back to transaction id:
Following is the rollback summary:

e Aol ALAE A=A FAFY T

management center2] Devices(T] H}©] 2=) > Device Management(t] H}-©] 2= #+2]) > Device(t] v}-o] =) >
M anagement(¥+2]) > Manager Access - Configuration Details(ZHe] A} Al 2~ - A A Al 5 AFEH >
Connection Status(1 2 Zelf) Fl o] 2| ol| A 2] A4 e E I T

threat defense CLIONA] #2] 912 A E 3213} += sftunnel-status-brief & &2 9] =gk}

AZA S vA A8k dl 107 o) 2™ A, dA A S s Al oF Futh tloly QlE o] 20
o t}ﬁ] AZAA A 4, 36 o] A o] Y-&-& FEsA Al Q.

A2 GOk SRk Aol FATUT SEs A0S Bl 4 2908 w2
[e)

5 9+ =R Aol A B ZEA AV AAGEHE R
Ahs “3}7%‘/]' O}Uq Flrepower Al 2~Hlo] AALA o g 27 B X et ol 7934 A L
tjulo] 2 #2] # o] X & A}-8-3}] management center T] B} 0] 2~ 2] 21918 771} FXOS CLIE AF&-&
Eatie) ey

T AFHH

ZEAA

De"ices(q Hj-o] =) > DeviceManagement(l:] Hlo] 2~ _:ﬂl-a])‘_g: el g o},
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WA 7

CLIo| A "3}

NMEEEEEREEEN |

opAl A Elubel 2 o] Edit(5) ()& F g vk
Device(t] vlo] ) B8 &l gt}

System()\] ./_\.E“) A of| 4] Shut Down DGViCe(D] Hjo] A~ %—E—L)(O)% =g},
H A X 7} A EH fulo]l A~ 255 kol gy}

Tadol tlg Z& A0 Qe A L] TRE W A2y ZEZES RUEHF P
LEZETF FAIHUG

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]

2o AAHA G g A 28o] FRD wrhA oF 38

off
o
N

R4

A7 s A oz AR Foll Fag A5 Al A LS 28t

o},

A9 17]

FXOS CLIE AF8-3Fo] Al 28-S P 8] 5381 QHM*A AEE E 55U 25 X E|
A A3} CLIo] A~ 4= 915 Y U, Threat Defense & FXOS CLI A 2, 35 ] o] #]

L 2AIA

FXOS CLI®| A local-mgmtel] 174 gt}

Firepower # connect local-mgmt
shutdown ™8 & 21 a):
firepower(local-mgmt) # shutdown

o A:
firepower (local-mgmt) # shutdown
This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes
INIT: Stopping Cisco Threat Defense...... ok

S =S 5 o
Waheo] Frd u A28 RIES mUE Y e

14,

(&l
ol
[d
m
N
=5
S~

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

MAZE A ez AR Foll Bagh A9 A lA AdS Lelste] Eeld ez AAE < sy

o},
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o2 WA= Fo Yy 7k?

threat defense A2 S 7| 43} 2 ¥ Cisco Firepower i-A] A1 o Al AF8 591 A E Qo] WA af
S A& RS Al L.

v}

management center A8} ¥+ ¥ U] -8 Firepower Management Center 773 7}o] =& 332314 Al Q..
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