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firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: ****xkkxx

Confirm new password: ****xkxxx%

Your password was updated successfully.

[...]

firepower#

FXOS CLICIA A8 591 B d& A FUH
scope ssa

show app-instance

o A

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup
Version Cluster Oper State

Not Applicable
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Example:

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: **kkkkxxx

Confirm new password: **x*xkix

Your password was updated successfully.

[...]

firepower#

threat defense CLI®| <14 ¢ o},
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connect ftd

Example:

firepower# connect ftd
>
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« Do you want to configure | Pv4?(IPv4E- -4 8} A] 215 1 71?) /X Do you want to configure
IPv6?(IPv6E -4 314 7;1151477}9) ole gt T4 F8 T st ol yE A E T e 2l
B o] 22 A8-8 A F L QAP F 2 (d: el F2)E AA s oF dt).

« Configure |Pv4 via DHCP or manually?(DHCPE 53l =& 522 IPv4E FASIA A5
7h? Y/5 = Configure | Pv6 via DHCP, router, or manually?(DHCP, 2H9-H & &3 £+ 52
2 IPv6E A A 8HA 215 H 71?)- manual (57°5) & A By o #+e] 1 o] =7} DHCPE 273

5 Bl E S8 voly QlE Aol 25 AT 4 Ut vlold SIE Flo] (ol H Q1Y
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& 5 7] WE Pyt

Enter the | Pv4 default gateway for the management interface(¥2] Q1E] 3 0] 222] |Pv4 7] & A] o]
E o] 91) W/ Enter the |Pv6 gateway for the management interface(¥2] <1E] | o] 29

3k 1Pv6 Alo] E ¢llo] 1 &)— Alo] E 9l o] = data-interfaces® A 4 gt} o] AL ] E
A& MEY QNS T8l Addstmz F A} A~ vlo]y QI Hlo] ~ &5 S&ll &+ 9-BE F AHF
Si=3

« Configurefirewall mode?(}3}¥ 2 =5 43514 205 U 7F?)—routed(BH5-89)E L=tk
H a2 2k AN A w98 Wb REoAnt APy}

Example:

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]

Please enter 'YES' or press <ENTER> to AGREE to the EULA:
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System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:
Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none'
[208.67.222.222,208.67.220.220,2620:119:35::35]:

Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.
Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

DHCP server is already disabled

DHCP Server Disabled

Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode ...

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key '

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add

this sensor to the Firepower Management Center.
>

A6 B Af A LS AR 2 JAE A o] A5 AT

configure networ k management-data-interface
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« tlo]E] ¥ = v &4 3}35l# ™ configure networ k management-data-interface disable ™ 8 2 ¢!
Elasi=g
Example:
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b AL A

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcp]:

DDNS server update URL [none]:
https://dwinchester:pa$$wOrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'

Setting IPv4 network configuration.
Network settings changed.

>

Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network

use the 'client' option in the command 'configure network management-data-interface'

Setting IPv4 network configuration.
Network settings changed.

>

(Optional) 57 Y] E ¢ 71 9l 4] management center®l] t) 3+ H]o]E Sl1E #| o] 2= HAAE A sHg )
configure networ k management-data-interface client ip_address netmask

Z|EAH o7 REYEY A/} E&HU

o] threat defense S ¥ 2] & management centerS 2] 3t}
configure manager add {hostname | IPv4_address | IPv6_address| DONTRESOLVE} reg_key [nat_id]

* {hostname | IPv4_address | IPv6_address| DONTRESOLVE }—management center®] FQDN 5=+
IP =45 A 3t} management center®] 745 25 XA 4= ¢l - DONTRESOLVE
= AFEgU ) 8y} o] A 9] t]Hlo] 2~ (management center B+ threat defense)oﬂ = 5 O]ulo] A 7t
G SSL 53t 4l A LS S f et A4 Ths e IP A7) lojof fht o] 9
/] DONTRESOLVEZE A A4 3}+= 7 9- threat defensed]] A A FAEPFALAEE ST AE o5

o] glofok FHTh.

* reg_key — threat defense ‘55 A] management center®l] 2| & A 3] 8 5= 7] & A AP o] &
2 713748 29 M = o HUth G2 AHAZ, a~z, 0~9)9) 3o E() &AM = U Th
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* nat_id —management center®l] 4] #| 4 &+ 11 5-3F A 3] A ?u__;(}oa_o_ AR g el doly <l
B0l 2 & AME3h= 7T 555 913l threat defense X management center 5771 4| NAT IDE
A A &l oF ¥ TF NAT ID= 377(}* 233 g 5T G AHAZ, a~z, 0~9) 9} BFo] E(-)= At

&3 g AF Yt o] ID= mmwmmwmﬂEE&LWEWﬂﬂ*ﬂMﬁﬂTmuWW

Example:

> configure manager add fmc-1.example.com regk3y78 natid56
Manager successfully configured.

QA AR gulo] A5 A48 4= I == threat defense S =554 ¢}

ANaES g2 A 88 Aol T UL &d] 1Y S B AY 1Y 29AE T2 4
T 9 A =" o] /‘]7‘0]-71] =44 5 U5 LRSI OB B TEA AT A B
WAL 22871} 55 Firepower A| 2:510] A4 0 2 %254 sh=rhi ol #2184 41 2.

a) shutdown "9 & d &g Th
b) <] LED 2 48] LEDE #H25lo] Ao Aol AR gl=% 32l ti(LED 7 ).
¢) MAZFARZEA R AR Bo DAsk A Ao A APL Belste] Ea]d oz A A 5 s

.

o= 2|5 e Hl o] el A TE o]

S EAFOl A threat defense & > $- o A
H | W PGk a8d 2 AR S S2E 5 sy h

KX
| Aol &5 A28t dd= A

management center X 2] FFH = 94 EA =
F Yt Secure Firewall 4200 7| o] &-& A A3t W th5 WA & 28t A1 S
a9 394 B FF A E A

= 1=

Outside/

internet outside

Console port— (management center access)

‘Soours|
4200

Be)

0000000 CO000C0

emos;ig

0000000000000

®losc
®lozos

inside

Management
computer

(" Inside \
-

Other data netWorks
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. Firewall 7] 7]

A ZFaE7] Aol
+ o] ClE|H o] A~ EE]| SFP A A] - 7] H A|F EE = SFP 50| & 2.3} 1/10/25-Gb SFP X
Ay}
(A" A ZE Aol B A - sl 2 V| EH o2 ZE Ao 5 A AlFE A dorg 4
5 59°] A =3}E] USB-RJ-45 21 & A o] &S o &foF gt}

ZEAA

GA1 A E AAFU T =gl A A Tho| =& R A L.

A 2 2] Qe | o] 2~ (dl: Ethernet 1/1)E 2] - 2}-$-E]of] & A g},

A 3 W E 2 E]H o] 2~(4: Ethernet 1/2)5 W& 2= 2] B 2H-H ol A2 g}
A 4 Y] Qe o] 2ol 2 M E A E A AP

@A 5 (A8 AR e AFEE 25 LEO A28

ZE Aol Ze A eyt 2y A e fls 2

=)
N
K-
X
rr
e
o)
o
>~
>,
fo
K-
ru

Firewall 7 7|

N

Svtel Qi 2 A9 29032 Aok A9 2912 = 4AH B
& Ao AEE g £9A 2 T 0] A8 AEEo] 2 HlolE] £ 719 E FolH

ﬂl
N o

D

F3L XS threat defense F-8 Aol = % 7] 8ol oF 15~30+0] 229 4= dHUTt
A1 2FsE7] el
tafo] 2ol P A 91 H & A58k o] T 2 %1 vH(¢ll: UPS(Uninterruptable Power Supply) AF-8-).
A AvhekA] Gar dgo] 4w ﬁ]roa] Al zgol Azl £4E o= dFyTh 8 W2k

oM B2 zrAATF A n e dEo] EAEE A Ag o] AAH o FREA FEUT

LR AA
G711 A8l Aol a& Hupel 2o A shal A7) FAE Reyr
G2 A ZE A TR s B 2 79 A ATV 29AE AREek] AYE ATk
oA 3 sk sl o] A9 LEDS S dHth ol AA glom w02 A
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I 4 A28 2 A LED

System LED ——
Power LED ——

S 4 9 s e] A28 LEDS Sl ghh Al go] 49 A7) A9 Babshd Al ow TAHY
o},
#2947 ONGH A OFFOA )2 35 45 A ol H8210.2 410 7403

med

5 A} 8 At o A4 B A Al SL 40 LED7 5 A8t ot
Ut} 49l LED7) ehls) 714 m7k 498 A4S oA,

FoF el A ALF 4

A A A A} E] A7} 9] o1 E] H| o] 2o A] Q1 E] Yol o A A8k 4= Q) = threat defense®]] 7] 0] E-<S A
A3} 3 Y'H management center®l] threat defense S 5% 3}l t]Hlo] A~ -4 TAE 5 4 U5y

Management Centercl] = 191

management center< A28l threat defenseS 4 12 U E ¥ Ut}

L EAA

A AL = Beh¢AE AR Al U URLS 9 Sy

https.//fmc_ip_address
A 2 A8} o) F % M
A3 Log In(2L¢)S &€

Management Center 2} ] 4~ &1 7]

R= 2}o]d 2~ management center& ‘& 3l Threat Defense ol Al &~ Yt} A2 0 = t}& 7|5 o]
AxE e 5 sy

* Essentials—(Z 9~) Essentials £}o] A1 2,
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. Management Center 2}o] X1 2~ 17]

« Cisco Secure Client—Secure Client Advantage, Secure Client Premier 5=+ Secure Client VPN % -8

* Carrier—¥l &, GTP/GPRS, M3UA, SCTP

Al =51 gFo] A g of] b g A gk U] &2 cisco.com/go/licensingguide S 3314 8.

Al ZFat7] Zd el
* Smart Software Manager®l ©]7}-*E7} I &Y

=t
of2] AFMEETF Gl = A A 7 E AA A5 F2 Y Smart Software ManagerS A}
Sl 24 & g AN EE AT T UH

* Smart Software Licensing 7| 2 A4 7] 5 (W KW 7]-H =&}o ]Od S 2E ALEEH &3}
S AHE-she W 739 e 9 S 81(3DES/AES) Bho] A~ AH A& A ojof T,

L 2AIA

SA1 2nhE 2ol 44 o} E oA W ad el 127} ALE bR Sl g,

Cisco Ti= 2] A ] ol A tufo] ~ 5 H§_ d-9- 2Fol & 3-:1: Smart Software License A 7 ol <12 & o]
Ao of &"] ok ey ghol d A s 1] 1 F7}8ll oF 3= 7 - Cisco Commerce Workspace©ll 4] Search
ANl ) B =S AR Y ‘jr.

¥ EEfold s A

= v SearchAll.. Q

f Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

A v}tol| A Products & Services(A & 2 A H| 2)E A Eig),

19 6: A
e Al Results
T Orders 6
[ Invoices 2
{5, Software Subsc... 1

© Products & Ser... 1

t}g o] A 2 PIDE A gL
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* Essentials 2}0] A1 2~
* L-FPR4215-BSE=
* L-FPR4225-BSE=

* L-FPR4245-BSE=

« IPS, etd 5= who] B URL gho] M2~ 23
* L-FPR4215T-TMC =
« L-FPR4225T-TMC =
* L-FPR4245T-TMC =
919] PID & 3} H-& ol 7181 th PID & 3hvtoll &l g3k 7)1t
g AdF YT

e L-FPR4215T-TMC-1Y

e
>
z
[»
Hu
i)
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)

* L-FPR4215T-TMC-3Y
* L-FPR4215T-TMC-5Y
* L-FPR4225T-TMC-1Y
* L-FPR4225T-TMC-3Y
* L-FPR4225T-TMC-5Y
e L-FPR4245T-TMC-1Y
* L-FPR4245T-TMC-3Y
* L-FPR4245T-TMC-5Y
CEA ALY A} ol 412
* L-FPR4200-FTD-CAR=

* Cisco Secure Client— Cisco Secure Client =1 7}0]| =& 23 A 2.

A 2 o}2 5534 22 7 -F- management centerS Smart Software Manager®ll ‘55 314 T

555} ™ Smart Software Managerol| 4] 55 EZ2 AA &) oF g ol &FA] e %] -2 management
center -4 7o) =& 2SI A L
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. Management Centerol| ©] v}-o] 2= =7}

Management Centerol] T} v}-o] 2~ 3=7}

tulo] A [P 4 e 32 E o] 53} 55 7|5 AF-8-3}¢] threat defense S management center.
SR A|A
Al 1 management centerol] 4] Devices(t] H}-©] 2~) > Device Management(t] Blo] 2~ ¥#2]) & A &g T},

A2 Add(F7F) =& 1ol 4] Add Device(t] vlo] 2= F7h)E A gl gt}

T 7] el 7l H o Ayt

o
o
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Management Centerl] T] n}o] 2~ =7} .

a9 7:

ol

% 718 Abg-3ho] Hutol = 37}

Add Device &

Select the Provisioning Method:
®) Registration Key () Serial Number

CDO Managed Device

Host:t
10.89.5.40

Display Name:
10.89.5.40

Registration Key:*

Group:

None i |

Access Control Policy:™

inside-outside v |

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):
Select a recommended Tier v |

Carrier
Malware Defense

IPS

URL

Advanced
Unique NAT ID:t
I test

Transfer Packets

[ cancel

e WA E 4T

* Host(& 2~ E)—F7}3} & <= threat defense®] IP T4 = S AE o] 58 Y F
%71 773 ol 4] management center IP =42} NAT IDE =7 X 4§+ 7% o]

Fu,

U t}. threat defense

‘C;Y:]]—
dEEHYE 3
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. Management Centerol|] T} H}-o] 2~ 3=7}

e
Kl

HA 317 ol 4] management center -+ 7}4] 7} 25 NAT ol 9= 7d-%- 7]+ management
center®]] &~ E [P - 0] & §1 9] threat defense 55 ©] 7} &1 o, 212 1} X3 management
center©]] threat defense & =2 3} ™ threat defensel| H3HIP =4 EE= ST AE o| 53 A

&8l oF gt
« Display Name(3£ A] ©]5)—management center®l| A 3 A] 3} 2] = threat defense?] ©] &2 Y& &Y
o}
* Registration key('s = 7|)—threat defense 7] 7-/d ol Al A A g A} 53 55 71 & J & T
o,

Domain(:=w[Ql) - HE] =HQl 74 o] ol 49 23 =] tule] 25 S}

Group(L3#) - L= AH&8te 4§ Hufo] &~ T Fof Sty

Access Control Policy( Al 2= #lo] AR - 7] A& Aelgthc) Abgafof = 25 A3
o] o]m Sl= 7 -§-7F ok et Createnew policy(X] 2 A 4), Block all traffic(’:LE E g3 2}
e AuTUT Yol EdE S 588t es WA S 7 G U ol o F-2 B S
&8t S FxeA Q.

1% 8: New Policy

l

New Policy Q

Name:
| ftd-ac-policy|

Description:

Select Base Policy:

None A4

Default Action:

® Block all traffic

Intrusion Prevention

MNetwork Discovery

(o) (N

o Z2ulE glo] M4 —FFe ] = 7] Foll 2R3 AvtE o] g gyt Al tulo] A&
F7Fgk 5 System(*] 2= 8) > Licenses(2}©] A1 2=) > Smart Licenses(Z=7}HE 2}o Vﬂi) o] A ol A
Secure Client 914 A2~ VPN 2o A ~E 83k 4= &5yt

* Unique NAT ID(3L- NAT ID)—threat defense 7] -3 ol A =] A &t NAT IDE A 4 3+ T}

« Transfer Packets(Zl| %! A %) - t] ¥} ] 227} management center®l] ¥} 7] & 53l =5 3-8}
o] o] &/d 31+ o] IPS B Snort #-2> o] I EVF EE] A ™ t]nfo] 2= HALE 9] 5] o] HE
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HERH o] H G 1 9 3% b o] E] & management centeroll AT}, o] Hl H| 2] ssl
management center®l| ©] ¥l E B0t A E3a 7] dlo] Bl &= W31 %}% ‘jr.
7| 3 Register(5-5)E S =lste] A4 5 g
5 g tuto] A7F 5o Ut Q{7 A Q7 HA A 7F A Yt threat
defense ‘5=l A 35} U5 -5 Qs Al L.

* Ping - T} ™ % 2 A}-8-3) threat defense CLI® 9% Al 2~3} 31 management center IP 5=2~°l] Ping=-

By
ping system ip_address

Ping®] A 3] 8}= 7 9- show network ™ & S A}-8-3 JEH T A S 8213t threat defense
A P F42E WA el oF = 7% configure network management -data-interface 4 & S Al-&

i,

S5 7], NAT ID 2 management center IP =4 - 7 U]} o] 2o A TS 55 7] 2 NAT ID7}
t

ALEE 2 =4 13t} configure manager add ™ & 2 A}-8-3 threat defensel| A &5 7]
g_l NAT IDZ /}_gﬂtﬂ- 2= o]*qq

AFA 8 A 3| 2 A B.= https://cisco.com/go/fme-reg-errors 3234 Al Q..

7] HeE A A
o A A= The AL ALE3 712 mek A AL ek el sl A gt
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* DHCP Server(DHCP A1) - S&}0] A E-& ] 5 Q1 E 5 o] 20 A
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g Ho] 2~ -4
threat defense Q1 E] ¥ o] ~ 5 &Al3}s) a1, H el FJHo o] & &3, IP A4S AT Y T} 3
sk olEHo| 25 AT} .

AHE-E

- ool A = DHCPE
oj 22 Yo 298 RES

il
41 g
o
st
T
o

Threat Defense 9 2 © 2 <% Management Center .


https://cisco.com/go/fmc-reg-error

Threat Defense <! 2] . 2 = Management Center |
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L 2AIA

»
>~ 2~ =N s H} 3l 3 1= =z =
WA 1 Devices(t] HFo] 22) > Device M anagement(T] v} o] 2~ 3 Aesta WalH o) s AR (HE
=2 b’l—q T;]—
1 H .
) 2] A\E = E‘?
A 2 Interfaces(Q1E d| o] )& 3
- O h:
19 9: 1 H o] 2~
Device  Routing  Interfaces  Inline Sets ~ DHCP  VTEP
—
Q Search by name Sync Device Add Interfaces ¥
Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address Path Monitoring Virtual Router
@ Management0/0 management Physical Disabled Global [SRE 4
GigabitEthenet0/0 Physical Disabled rd
GigabitEthernet/ 1 Physical Disabled Vi
GigabitEthemet0/2 Physical Disabled Vi
GigabitEthernet0/3 Physical Disabled Y
GigabitEthernet/4 Physical Disabled e
GigabitEthemet0/5 Physical Disabled d
GigabitEthermet0/6 Physical Disabled P
GigabitEthernet0/7 Physical Disabled d

&7 3 40Gb Q1B o] (A F- Bl A AR 7H5)ell A 10Gb 23 UE o] 2= 478 A ke e H o]
29 #8 ofo] Z& FE P

T2 ol A o) 1] 40Gb S1E] # o] 22 A& A9 Bake AL Ay 3)y] Aol AL A A of g o).
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% 10: 4 el

Edit Physical Interface

General IPv4 IPv6

Path Monitoring F

Name:
inside
Enabled

Management Only

Description:

Mode:

None v

Security Zone:

inside_zone v

nterface 1D:

MTU:
1500

Priority:
0

Propagate Security Group Tag:
NVE Only:

a) Name(°]&) Z=q]

& Eol dE o]l

o] 55 487} o] =

agsez 4 i

&gy,

o insideg}= o] &4 x| A g},

b) Enable(2d3}) Slehs A gt

¢) Mode(® =)= None(Rl<) el = F 75 YT

d) Security Zone( ¥t & 9) = thE HFoll 4] 7= Wi Bl oS ek A L New( M = 7
E7N)E 88k Al Bet oS FHY Y
o & £o] inside_zone®| 2= 9 & F7F U Th 7t QIE] sl o] 2= KoE 9 o Y/ = Q1 E o]
ol EdE o of gty th 1 #| o] 2= Shue] Hok ol uk &3k = QI Hh, of 2] Q1E | o]
205N £ FEUAFUTL 9 B 15 VT2 Bk S A LU ol & Eof ]
F I Flo] 2= U e, 97 e Hlo] 2= 97 ol &3 5 dFHTh Eg o] ]
Ho A 9] B 2= o] F 3l A R 9] Fo| M W F- 2= o] 5 = QIE S AN A Alo] AL A S
AF U T o] A A2 W3k vk A A vk NAT A&, A DB A2, QoS 7 Aol 4] <
olup I Fo] 2~ 1 FS AT AF YT

e) IPv4 /X 1P S 22 )

« IPv4- EFTHE HEo A UseStatic IP(L A IP A E A

AEdetaaE 9

Bata LY () T2 IPFA9
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o = 5901 192.168.1.1/24 = =& gt}

1% 11: IPv4 ¥}

Edit Physical Interface

General IPv4 IPv6 Path Monitoring
I
IP Type:
Use Static IP -
IP Address:

I 192.168.1.1/24

* IPv6 - el Bl A 25 -4 S &1l Autoconfiguration(AHs 1-43) gl @S A elsthy o)

18 12:IPv6 =)

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware Configu
I
Basic Address Prefixes Settings DHCP
 —
Enable IPV6:

Enforce EUI 64:

Link-Local address:

Autoconfiguration:

Obtain Default Route:

f) OK(ZFehH= =g
GA 5 9] oA ALt = Qe A o]0 HF] (HE FE T
General(¥/h so] A H YT
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Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardwart

Name:

outside
Enabled

Management Only

Description:

Mode:

None v

Security Zone:

outside_zone v

nterface 1D:

MTU:
1500

Priority:

0
Propagate Security Group Tag:
NVE Only:

puep A1 24 ]

Bk QA EE 98 o] AEH | AE Mg FA BB R QE|H o] 2 9] o] Fo] o] A A= I &

A gse] 9lom Favt x| AE LT o]e o 7| B AL

FHHLE o] 4 WA Y Ed= A g

U,

) Security Zone(1.g} J°1) S F T BFAA /2] 23 wek Gl g A
E7N)E 2835t A Bt 9y

OHﬂ rE

DHCP A 74

7 3} management center ¥+2] <172 0]
3| o] st A Bl P

& Fsor R

3FA Y New(M 2 T

Eo}o] A E7} DHCPE AH8-319] Threat Defense 9| A IP 422 714 2. A 3} DHCP A8 & &4

shg e,
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A 1 Devices(t] v}o] 22) > Device M anagement(t] v} o] 2~ ¥#+2])
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g3t tlufo] =0 HAY (£) S FEH Y

tH7 2 DHCP > DHCP Server (DHCP A1 #))E A el gt}

1% 14: DHCP A v

Device  Routing

DHCP Server

DHCP Relay

DDNS

Interfaces

Inline Sets DHCP VTEP

—
Ping Timeout
50

Lease Length

3600
Auto-Configuration
Interface
Override Auto Configured Settings:

Domain Name

Primary DNS Server Primary WINS Server

Secondary DNS Server Secondary WINS Server

Server Advanced

-+ Add

Interface Address Pool Enable DHCP Server

A 3 A FH o] Aol A Add(F7hHE St e FAAS A YTk

1% 15: 4 H 57}

Add Server (2]

Interface™
inside v

Address Pool*
10.9.7.9-10.9.7.25
(2.2.2.10-2.2.2.20)

Enable DHCP Server

R —
Cancel m
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= 29 5 gk
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>
=
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i

* Enable DHCP Server (DHCP A 8] &4 3}) - A &l &} <]
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nat 4 [l

A4 OK(F)E S8 FHHh
G765 Save(A ) E SH T

NAT 4]

Qe o) 2 1P F20] XE Aa g o2l e f3e)
I ey

rE 39

DB/ICeS(q Hj-o] =) > NATE A El3E , New Po“cy(}\H =] xﬂ) > Threat Defense NATE 28] 31t}
A2 B olBe A Dok, AL A8 T il A% A% 7 Save(A T 2 Feh,

219 16: New Policy

[RUBNA)
X

New Policy (7]

Name:

interface_PAT

Description:

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices Selected Devices
Q, Search by name or value 10.10.0.6 ]
Add to Policy 10.10.0.7 ]

Cancel | Save

“d A o] management center 57U Uk Al SRl A A Aol 1f 2 & F7Hs oF
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B onares

219 17: NAT 7 %)

inerface_PAT

Enter Description

NAT Exemptions Policy Assignments (2)

Rules
Filter by Device Y Filter Rules X Add Rule |
Original Packet Translated Packet
Source Destination = pi R s
4 Dirsction Type  Interface interface Original Original Original Translated Translated Translated Options
Sources Destinations Services Sources Destinations Services
Objects Objects

~ NAT Rules Before
~ Auto NAT Rules

v NAT Rules After

9713 Add Rule(i 3 F7h & 28 g,
Add NAT RUIE(NAT 7% F7}) 8} 4417k Ueh o,
974 7872 A e TR,

% 18712 T A

Add NAT Rule
NAT Rule:

Auto NAT Rule v
Type:

Dynamic v

Interface Objects  Translation  PAT Pool  Advanced

« NAT Rule(NAT 7F%)) - Auto NAT Rule(=}5 NAT 7F2)S A el gt}

* Type(++ &) - Dynamic('s %)< A8 g},

7] 5 Interface Objects($1 E] 3] o] 2~ 7 A]) 3] o] ] ol A Available I nterface Objects(A}-& 7} 3k 1 E] 7| o] ~
WA €] 9] o 95 Destination I nterface objects(th A+ Q1 E] o] 2 7] A]) & o] F7}gt v}
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29 19:- A E] H| o] 2~ A A
Add NAT Rule

NAT Rule:
3| | Auto NAT Rule

Type:
i Dynamic

Enable

Interface Objects

v

Translation PAT Pool

ER |

Advanced

Available Interface Objects C

Q, Search by name

inside_zone
1 outside_zone

wfxAutomationZone

7] 6 Trandation(H ) #l o] Ao A T S &

19 20: A 3+

Add NAT Rule

NAT Rule:
| Auto NAT Rule

Type:
I Dynamic v |
Enable
Interface Objects Translation PAT Pool

Original Packet

Original Source:*

| all-ipva

] Add to Source
3 Add to Destination

Source Interface Objects

(1)

(0) Destination Interface Objects

d

L1}

o outside_zone

ol
)

Y},

Advanced

Translated Packet

Translated Source:
Destination Interface IP

@ The values selected for
Destination Interface Objects in
‘Interface Objects’ tab will be used

* Original Source(g & A2 22)- B [Pv4 E#19(0.0.0.0/0)° gt MIEY A /A& F718tH ¢

Add(G7H (T 283
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| IEEEEEETET EE R

a2t A ES A NA

New Network Object (7]

Name

all-ipv4d

Description

Network
Host Range e MNetwork FQDN

[ 0.0.0.0/0

Allow Overrides

I el | m

3 A% NAT 722 A Ao X2 NATE Z=718FaL A28 Ao QAE 548 5 9
7] W&ol Al2'lo| A A o] any-ipva | A E AHE-E 5 gl T

=

[‘

» Trandlated Source(¥ 3% 2~ 2~) - Destination I nterface IP(th2 1€ H] o] 2~ IP)S A &l gt}

A 7 Save(ATHE FY ko] 7S AN L.
7+ o] Rules(72]) Bl o] E-oll A2Fg Yt}
A 8 W AFES A dske W NAT Z)l o] A ol A Save(AH & S8t

=

SRR ROE T SRR

Threat Defense & &5 & vl 7]+ A2~ A EE 4 4 <] Block all traffic(:2< E < 2heh)= A4 3
U, Hute] o] Eg S 88517 98 A Aol 92 & F7Fsf oF vk vk A afel| A= W -
Aol A & F- FH o7 Foh= Ef I S F] &t S U U v E G ol e Aol A
AU EY A gk Edf & 585k 1125 F7Fsf oF Fu T
SR ALA

A1 Policy(P3 3) > Access Policy (2! Al 2~ 78 2]) > Access Policy() Al 2~ 7 A])S- A4 81 3} 2L Threat Defense ©ll

AP A2 AEE A Aol el B () T
%7:” 2 Add Rule(‘[—'lL —11‘7]') = = o]»_f Tq- uH 7H%Z]:v§_ /\E—];(é 3]:]]_1/] ]j[_
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EERER P NENEERECRETTES N |

_ Create Rule (]

Name | inside-to-outside Action Allow B Logging I Time Range | None Rule Enabled @)

Insert | into Mandatory @ Intrusion Policy | None B File Policy | None

Q Zones Networks Ports. Applications Users URLs Dynamic Attributes VLAN Tags

Showing 3 out of 3 Selected Sources: 1 Selected Destinations and Applications: 1
=) L inside_zone Collapse All Remove All - Collapse All Remove Al
=] <& outside_zone ZONE

~ 1 object ZONE | v 1 object

* Name (°] &) - dl& 9] ©] 713 9] o] &% inside-to-outside= #| 4 g1t}

» Selected Sources(%1 8] 31 91 ¥)—Zoneg(d &)l A - 8 A
oﬂo_ﬂ| 17})9‘ g-al 151-1/] \:}—

Selected Destinationsand Applications(%1 €1 s+ o 4 & o] =
oS5 M e}l Add Destination Zone(tha 49 37H< &

)
=
Ef
>

dd Source Zone(] 3

2 Al o] A)—Zones(%3 Al A €] 3
a] .

71 e} A& WA skH] &HFY T
A3 Apply(A-8)E S84
T+ o] Rules(71-3]) Bl o] E-oll F7}Fg Ut}

@l 4 Save(A7hHE SFHFUTL

) 2} M A 2 g o] E] 01 E] 7] o] 2~ 0l A] SSH T4

Q) -o} & Hlo]H <1 3| o] 2] 4] management center N A =& &/ 515k 7 9- o] AAE AF-8-51]
S A FH o] 2~ A SSHE &/ g3l oF gy T}, o] A A ol A = threat defensel] 4] 3L} o] /2] d] 9]
B I Qe Qg o] 2o thek SSH A4S EA et WS Ay

%

o
K
10

=3

mﬁ‘l

SSH= ¥he] QIE o o] 20l A 7] 4] sy A ek o] 3} & ] SSH oAl 2o F kS
I

R R casieg

2] 9161 5]0] 4= Efuho] 0] 915 B Q1el o]} 2] 5lo] 1. o] alel ol i elul
o] 2~ & management center®l| A x| 8} 1 G- &3} H AFEH U dolH A HH o] ~& SSHE #E] 9l
B 7 o] ~& SSHE Ul 2 9] 5 *}’&X}E S FAEYL & 44 Ee2 FAAE Y dolH
CLEAOIZS O] SIS A SR AL G IS oo AT
SSH E 2712 A 2199 748 AFES R E> EE EEEER TR

o},

7] Qg H o] 2~ 9] 7§ SSH N A~ BE=2 148} ™ Cisco Secure Firewall Threat Defense ™ = %F
Z 9] configure ssh-access-list ™8 3 S 234 A . A A A2 E T4 5l# A configure network
static-routes 8 B8-S F XA L. 7| EA o2 27 A A ] JIHH o] ~E Bl V| ARE T

Ao,

_Em
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B oo a2 aore steso) o) A ssH 74

SSHE A48l 2] Wl 52 E [P 748 8 43k 9412 114 & B a5h4 ¢ ok o] 4 41o] we) SsH
o4 28 T4 3k Pl e,

DAL 7 9l QIE o] 2ol R SSHE ARS8 5 AAF Y T SSH 22 E7) o) 3 QIE o o] 2ol 915
35 91 A A o] okl AR ARI 3he] AR Al F e S syt

SSHE th3 22 & 9 7] w ks X3
o} 5 3l—aes128-cbe, aes192-cbe, aes256-cbe, aes128-ctr, aes192-ctr, aes256-ctr

*3—hmac-sha2-256

-
ruE

* 7] 213+ — dh-group14-sha256

Y
=

33] 91 SSHE AFE3F CLI 2291 of] A w3k 79, t]nfo] A7} SSH 914 S T a5 o)

A28 7) el

« configure user add ™ & & A3l CLIOI A SSH WH- AFE-AS A A ek 4= ol HUth o &S 3
ZoA Q. 71 07 27 A Tl MRS S FA T A A AR AT s U S HSE

“é of| A External Authentication(®] - ?15)= 173 3lo] LDAP %=+ RADIUSO| 4] €] F- A}F-&-%}
g T4 FE JBUh

ufo] 2o SSHAZ S 31 83 5 ~E E= U ELAE Joet= U EL A /A7 28 gt
o] Axafo] AR Z NAE F7H = YA /WA T15-& AFESEe] IP T4 1ES A EekE W 9
Zlof| I 2 3k Z15-0] o] 7] =4 &l T} Objects(7l A) > Object Management (71 Al #2])&
Aeste] AAE AA T

%

Fa o Al 2~Elo A A F et any IEY A A& AHEE = sy T gl
any-ipv4 I any-ipv6= A&tk

SR A A

A 1 Devices(t] Hlo] 22) > Platform Settings(= 2 & A A) & A B3} L threat defense 4 & A A st A Y A
AU,
Al 2 SSH Access(SSH 4 A =) & A &l g T},
SSH 145 3] -&3h= Qe Flo] 28} [P T4 & gl
o] HolE& AH8-3to] SSH A4S 8183 QI # o] =9} o] 2] gt A4 & 5]
o IP FaE AFFYTE ANE IP T2k obd HIES A T8 AHSS

2) Add(F7NE 286 Al 3% A AY, Edita 0) & 24 7)E 752 A,
b) 3 S4S P,

(RUBNAU
2
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+4+% W

« IPAddress(IP 54) - SSH 4 2 & 5] &3l A EE U EYAE 2 Ha= Y EY A )
xﬂ e YT =5k UﬂTl‘oﬂ A AAE dEsAY +5 S ekl A MIEH A A A
E T7}-§ﬂ]—qq’

Ava||ab|e20nes/| nterfaces(Ab-& 7153k & 9/ B Flo] ) - SSH I 2 S 5]-& 8 Q1 E] o]
7} E3HE 9 S F7H ) o o of] ¢l S1E 7 o] 2] 7 9- Selected Zones/I nter face(X €
Sk G A/RIE F o] ) &5 ofgflo] HEof JIEFH o]~ o] F& Y Add(F7hHE 28
T Ay th Fxu QE Ho] A~ W 71t 2F9-H 14 °1EMl°l*E F7te = lF Y th
o] 7122 tjufo]zof M et Qe o] 2~ = o o] E g o] 9l 7 9-oll 7 t]ufo] 29

o] Al Deploy(-+%) > Deployment(-+5) 2 o] & 3}o] std-% t]ujo]
WA 53 wj7hA] DA 31 4] gFs U T

l>
O_u
)
tlo
—
H
et
>
%0,
bl
°
Au)

Threat Defense o] 227 W7 AFgS- &5t} 2531 7] Aol &= t]vlo] 2o A W7 Alglo] &A1 A
B} 7} ob g Y o,

L ZAA

WA 155 Aol A Deploy(7-5)E 2 #Hth
o 23+

5]
Hy

_
Deploy IQ @ & @ adminv

A 2 wEA FEek W 54 tnlo] 25 A B3 U Deploy(7-5)E S8 87U & HHto] 2o 5
’S}Eﬁ‘ﬂ Deploy All(ELF 7-5)& S = U th 18 %] @8 0 7} -5 34 o)) ] 3l] Advanced Deploy(L
wTE)E e
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B

0

OY 245 T
Q Advanced Deploy [EeEIl]
1010-2 I Ready for Deployment L2}
1010-3 I Ready for Deployment s}
1120-4 I Ready for Deployment ot}
node1 I Ready for Deployment £
node2 I Ready for Deployment =)
© 5 devices are available for deployment iz
18 25 1 &
1 device selected
[ @ Search using device name, user name, type, group or status ] Deploy time: Estimate
\:\ Device Modified by Inspect Interruption Type Group Last Deploy Time Preview Status
> ® nodel System FTD May 23, 2022 6:49 PM B I Ready for Deployment
¥ 1010-2 admin, System FTD May 23, 2022 7:09 PM B I Ready for Deployment
> [} node2 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> (] 1010-3 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
¥ L 1120-4 System FTD May 23, 2022 6:49 PM [ I Ready for Deployment
= Ry A [ = = - [e) = = = - 50 = =]
©A3 5ol 4B eheA) Sl th Wl 2] Deploy(T%) Bl E 2. 20| gl ool 2& Fejdhe]
= A = 3}o]5
= O]_EH =2 T ‘61}14 T;]—

es Objects Integration Deploy Q m} @ adminv M sEcURE

Deployments Upgrades @ Health O Tasks .:) Show Notifications
m 0 running 5 success 0 warnings 0 failures | Q, Filter
@ 1010-2 Deployment to device successful. 2m 13s
© 1010-3 Deployment to device successful. 2m 4s
© 1120-4 Deployment to device successful. 1m 45s
© nodel Deployment to device successful. 1m 46s
© node2 Deployment to device successful. 1m 45s
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Threat Defense 2 FX0s cLl 141~ ]

Threat Defense 2 FX0S CLI < #] ~

CLI(Command Line Interface) & AF-&-3F0] A ~B1S A A3} 7] 2] Q] A| A8 Eg]E4re S 483}
YT CLIAIA S &3 A4S A4S 75 5t & £ Eo| d43ste] CLIY A= 5 UF
U,
A 3 25 918l FXOS CLIOl A 28 &= Q)5 YT
S
il oYW SSHE threat defense T H}o] 2= 9] ] QI Ho] 22 & 4= Q)5 YT Z& MY} &2 SSH
ML 7132 S =2 threat defense CLIE AF-8-31™, connect fxos 8 & & A& 0}04 FXOS CLI°l| 443
% gl eh o] 5 SSH 128 Q1B s 0] 2% o] t= 7% o] LE o] 2ol 3= Fa0] AR 5
= QY dloly QIE #Ho] 2o thek SSH N A 2~ 7] 23k o 2 ARG 3| A e )y o, o] A X}
A= 7] 4k0] FXOS CLIQI &4 X E A 2of tjs) At}
SR A|A

A1 CLIO| 223 #e] HAFEHE 24 X Eo] dA 3t} Secure Firewall 4200—0‘ Z|EH o7 F&
ﬂqquﬂﬂgﬂﬂﬂoﬂiﬂ%%ﬁHE%HU%Rﬂwﬁgﬂﬂ o &f oF e T
= A Al ok BEUSB A Y EetolHE AX|s)|oF 3hut) 24 L E 9 7]—%&0 FXOS CLI
AYt & Algl g DA S AP AL L.

* 9600 =

T BRI
- dele] gl

1 2FHE

FXOS CLIS| AAFTh 27] 2% Al A e ] 2} AL g2} o] 2 2 u] 2wl 5(7] 231 Admini23)
£ A3k cLIell 21 gy

of A:

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1
firepower#

A 2 threat defense CLIOI| o8 A 2~3H T},
connect ftd

ol Al|:

firepower# connect ftd
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22182 CLINA AFE-E = =8 ol g HRE &2lste{ ™ help B 25 o H s Al 2. AL
2 A B = Cisco Secure Firewall Threat Defense ™ & ZF22ol| A 223514 A 2.

A 3 threat defenseCLIS & &3} W exit B+ logout ™8 &S 13 Y

ke dd

(2
2l

UBN AUR AUR A UR At

L

= = = = = =

X

D 1T AW N =

71219 FXOS CLI ZE X E & Zol7t th FXOS CLIGN A AF8-8F 4= 9l= & o] s HrE 31¢]
St ™ 25 JE3AA L

o) A

> exit
firepower#

AL ok Eishie o] T U 4AE ReshAy dd 2908 et
R A A
0% FRHA erhs Mol felshAA

tjujo] 2~ #2] | o] x| & A}-8-3} ] management center T] H} 0] 2~ 2] 2191 S- 771} FXOS CLIE AF8-&F
2

%
2
2.

Age SukeA FEeHE Alo] FAFU B A2 Fels At A9 29 e
% 5 A zgo] Azl £ F gtk B Mo s ge TR 2ot AgHEE
A9 LAY SRR Wo] Y4 oE FRH A vk Hol Fol AL

management centerg AF-8-3F0] Al 2RSS EnlE2 A R ¢ FH T

L 2AIA

Devices(t] H}o] ) > Device Management(t] HFo] = #2]) S A el g},

THA] A] ZH8E Tl ko] 2 ol o] A (4L gt}

Device(t] vho] =) 912 F 3t

System(A] 2~ &) A o] 4 Shut Down Device(T] H}o] 2~ £ 2 ) (@) S 28 3t}
A A 7F A S ko]l & RS A

o] i Z& Ado] = A9 Ut o] FRE o A 2F

=2 Uv= AR

LZEZETF FAHYH

o
e
i
[H
[
Ll
ta
°
4
o,
o
L
o
o
dlo

System is stopped.
It is safe to power off now.
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| Threat Defense £

BEERY

CLIol| A W35}

& 5% Management Center

2
o,

1 117] .

CLIol A ¥g5ke %

Do you want to reboot instead? [y/N]
Sol AR A Fe AS A2Elo] FRE kA 3% Fok ATk AL S
AAI7E a8 A 0= AR Fo] Bag Ag Aol A dYs Eelete] EEAom AAT 5 Ad5Y
t}.
A9l 117]
FXOS CLIE AHg-38to] Al =8-S QHA &k Al S w5 skar ﬂ‘ﬂ}ol 29 HAYE EF UFULL ZF XE
AAs o] CLIY] N M|~k 4= 215 Y T Threat Defense % FXOS CLI &4 A 2=, 35 H| o] X] Z2,
T2 A A
FXOS CLI®| A local-mgmte] 9143+ T},
Firepower # connect local-mgmt
shutdown 4 & 21 3.
firepower(local-mgmt) # shutdown
o All:
firepower (local-mgmt) # shutdown
This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes
INIT: Stopping Cisco Threat Defense..... ok
Woluo] FRE ] A2y 2E2Eg BUHIFUT the TETE B UG
System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]
AAI7E S 0= AR Fo]l B ag Ag Aol A AYs EElete] EEAom AAT 5 A5
t}.
I o)
ALY 77
threat defense 24 4 -& A <3} ™ Cisco Secure Firewall Threat Defense T4 & o] 5ol A A& £ &
e glo] WAel] HYsHs BAE BRI L

management center A}-8-3
oj=E FEEAHA L

42 Cisco Secure Firewall Management Center T] H}-o] 2~ 24 7}
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