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Password: Adminl23
Successful login attempts for user 'admin' : 1
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Hello admin. You must change your password.
Enter new password: ****kkkx

Confirm new password: ****xkxxx%

Your password was updated successfully.
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A7

FTDS ¥ REg Aud 5
ARRE = 9leA] BlateH el 2 A7), S
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H—
I9 9 CL 5= 7) A&

o1 A =% Manage Smart License(~7}E
tulo] o AbE 7hE Sk 7] AntE glo)l A AE TR AU AT
Hlo] 2] & -85 kA

© 2 UseCLI Registration Key(CLI 5 7] AF-8)& A &gy

22 S ALE AHEte] Hrbo] 2 &

o] 412 7))
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Al L.

[Fro, w=e] A Important: After onboarding your FTD, it will be managed by Firewall Management Center in CDO. Note that use of the firewall device

more (4
Firewall Threat Defense

(=)

Use CLI Registration Key

(=)

Onboard a device using a registration
key generated from CDO and applied
on the device using the Command
Line Interface.

(FTD 7.0.3+ & 7.24)

number.

Device Name(t] Hlo] 2~ o] 5)& 94 2 3FaL

719 10: Device Name(T) v} o] 2~ o] &)

Device Name

Use Serial Number
Use this method fer low-touch
provisioning or for onboarding
configured devices using their serial

2

(cdFMC: 7.2+, OnPrem: 7.4+)

Policy Assignment(4 & stholl A =&
Ay A9 A '—H
.

Y 11: 904 2 o] B3

Access Control Policy

[ Default Access Control Policy ~ ]

F5 2ol

2

s8] = 7t 7)% ehol B A E T Next(the) & 24

d2~2¢] 7% Physical FTD Device(2 ] 2] FTD t]u}lo] ) ght] &

Py,

Threat Defense CDO-3-(=

Deploy an FTD to a cloud
environment

Deploy an FTD to a supported cloud

environment; AWS, GCP and Azure

) AH8

H =

@

o2 w575 AR8-3he] tluto] 2o o gk A 2~ Alo] A A
739~ Default Access Control Policy(7] & Al 2 7] o] 4 )=

=

manager will not be avallable after onboarding, and all existing policy configurations will be reset. You will need to reconfigure polices

o
=
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Please indicate if this FTD is physical or virtual:
@ Physical FTD Device
O Virtual ETD Device

License Type Includes

Base Firewall Capabilities

Carrier (7.3+ FTDs only) GTP/GPRS, Diameter, SCTP,

M3UA
IPS % Intrusion Policy
Malware Defense Cs File Policy
URL URL Reputation

o

RA VPN RA VPN

ln

@418 CLI 55 719 45 CDOT 55 7] X 71e} w7l ®iE Al8-8ho] HE-& A FYT) o] W
A}8}Fo] threat defense ] % 7] 43 ol Al AF-&-3f oF gt

O™ 13:CLI 55 Y]

tio
A

@ CLI Registration Key

/‘\

o
) Ensure the device's initial configuration is complete before trying to apply the registration key. Learn more ('

2) Copy the CLI Key below and paste it into the CLI of the FTD

configure manager add cisco-security-docs.app.us.cdo.cisco.com
BanyIZoaT@ewlJTpCBP2w3xEBnYVkfZv x7R7dwemd3JCMzwGY3ZzCfoFmZhW97my cisco-security-
docs.app.us.cdo.cisco.com

configure manager add cdo_hostname registration_key nat_id display_name

A Z 2T HE S 283+ 5 threat defense CLION A o] W &S EALg Ut CLIE AFE3F 27 724 <=
A, 17 o] A o] W85 Fxs A 2

o) A

CLIEA S AR AE ¥

configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5Sha2g5SRf8pKEXIE
LzmlHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.cdo.cisco.com

B9 L8 vhEAl A Net(DH) S 2 stel tule] 2 523 A g,
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A 10 (A8 ALY Inventory(A oL #-5) Flo] A& A Hetal BE 6= vl Ego] ¥ EF tufo] 2o g o]
]

S B P EERE
3 tlufo] 2ol 2 g}

o

3} vk Al 58} HJ—E—( )= A et o] &S CDOoCll 2 1.

o

Your device is now onboarding.
© This may take a long time to finish. You can check atus of the device on the Devices and Services page.

Add Labels @

thgol S e 2
Inventory (A 2L 5-5) 5] o] %] of
2)  obelol el E $4 % s AEgh,

>
o2
ol
rlo
fz
ol
g&
°
=3
-
[>
il
X
i)
o
=
to
et
K
=2
¥o,

+© Management (&

CLE AHES =71 748 3

%7] A& 433} threat defense CLIO| 44 o}

Procedure
A1 SSH £+ & X E 5 AL-83}9] threat defense CLIO| 124 gt}

4 ¥ EX=FXO0S CLIY 425Ut}

GA 2 AF&A} o] E admin B B2 & Adminl1230 2 2191 g o)
FXO0Sol 21 g 2 2203pH n U H 5= AR slet= WA X 7F TAH Ut} o] MU H 5 += SSHY] threat
defense = 110]| == AR U}
Note H A 57} o] 1) ¥ 7 = 91 A
2 H tnfo] 2 9] o|H| A &

YAE FEFHUN S

féﬂdi% REEAS-EAsE 7o Agdgs)
sy}, o] v x| A %] A 2= FXOS #4842 A

Example:

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: **kkkxkkx

Threat Defense CDO-S-(E) A}-8-3F -5 .
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Confirm new password: ****xkxkxk*
Your password was updated successfully.

[...]

firepower#

threat defense CLI®l| ¢34 gt}
connect ftd

Example:

firepower# connect ftd
>

threat defense®l] ] & 21218 ¢, = -4 2fo] A 2 A KHEULA)O 5 2] 3teh= WA A 7 EA1H
Utk 12w )IE o] 2~ Ao g g CLI A2A 2 HET BAE YT

tlolE Qe o] el A feja} Al =5 S ststr] e e 2] QlE o] = M E 9 A A2 Al AL
S5y

Note oju| A A A 5& 3l AT 1 o] S A 94 oW CLI A nFANE whE3 4= ¢l
St 28 o] 23 2 E AL configure network(M E ¢ = 7+43) W & & A}-8-3}of
HeE ey

CLION A Yol WA & 4= 95Ut} Cisco Secure Firewall Threat Defense
&5 FxsAA L.

7143k i ol Wo] QE @ gho] 2
U,

e AR S A

kel

=]

AU, ol Aol 2% kS 521512 W Enter &

fol

F AL

ol

« Do you want to configure | Pv4?(IPv4E- -4 3 A 2154 71?) 9/ Do you Want to configure
IPV6?(IPV6E -4 1A ZJ} LU - ol s F 4 7Y
o] 25 AR A F 2 IAIREIP T4l 7HS) F=24) &

« Configure IPv4 via DHCP or manually?(DHCPE &3 = =% 0. 2 IPv4E FA A A5 Y
7})? 2 /%= Configure |Pv6 via DHCP, router, or manually?(DHCP, 2}--H & &3l =& 552
PG 35 A7) manual(F5) & MAT . el AE S o] 27F DHCP= 4%
H 45 Al E S8 dlolE Sl Ho] s A o= glssuth ol B QlE s o] (o] E QlE]
¥ o] 22)o] o Bhi= 7| 2 A 2(ThS vl ] 7] 3 F2) 7} DHCP A ol A =218 7] 2 A 2 2 Ho)
& 7] W gy

Enter the | Pv4 default gateway for the management interface(#2] 21 €] H o] 2] |Pv4 7] & A o]
EgJo] 4=) "9/E = Enter the IPv6 gateway for the management interface(¥+2] <1 E =] o] 2]
3t 1Pv6 Alo] E 9l o] 1 8)— Alo] E9l o] & data-interfaces® A Ut} o] A2 ] E
5 WIS ol dEstn = Az} AA 2~ dloly YA o] ~5 T3l &8 E 7+ IUF

e,

« Configurefirewall mode?(*}3}¥ R =2 4314 25 Y 7F2)—routed (BH5-8) S & gy o}

oAb A i 2he-| s B ol MRk Xyt
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Example:

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:
Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none'
[208.67.222.222,208.67.220.220,2620:119:35::35]:

Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.
Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

DHCP server is already disabled

DHCP Server Disabled

Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode ...

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key ]'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add

Threat Defense CDO-S-(E) A}-8-3F -5 .



A5

Threat Defense CDOS-(2) AH-8-3t 7% |

R

this sensor to the Firepower Management Center.

>

)2 AN 2~ E 9@ 95 A o]~ T T,

configure networ k management-data-interface

el 9] Q1] o] o] vt 7] R | =
ol t AT NG e BRI

A=A e stk WA AZE ZAE U T o] W A

%, il o] ~o| 5] DHCPE A& <= Q15

J3lA] &2 7 9- A= configure network {ipv4 | ipv6}
o} ¥ Q1 o] 2 A o] E ¢ o] = o} 4 data-inter faces
3

CDO? threat defenseS F7}3}H CDOE QU E H 0| & o|F L IP F4, Alo]E o] thst
A=, DNSAM 4 DDNS A ¥ & E 33 e s o] ~ Mli’ﬂ ol dE AL A Hel gy

Uh DNS A ¥ A7 o] 3k 2HA g 8- of e & 28t Al 2. CDOON A Urzoll 2He] 2} A 2~
o1E] #| o] 2 A& W 7 & 5= 9 X ¥k threat defense 3= CDO7Z} #He] A A S A4 4G a1A] £31A
g e WAE FAeA FoloF Futh we] AH o] THE A threat defenseol] ©] H T5S
1515} configure policy rollback ™ & o] X34t}

DDNS A 8] ¢} H] o] E URL-S A 4 3}+= 7 ¢~ threat defense”} HTTPS <14 < ¢35l DDNS A1 H 21
=M E HEE 4 Y E= threat defense”} Cisco Trusted Root CA HE| A BE FQ CA°l tjgt
ASAE X}%Ei F7}8 Y T} threat defense™= DynDNS 12 API A}<F
(https://help.dyn.com/remote-access-api/) = AH&-3F = E DDNS A HE A4 3o}

o] & glo]g ¢lEjH o]~ DNS A= AUt A4 ~aHdE =R A A7 configure
network dnsservers ™ & S AF8-3Fo] A A3 2] DNS A8 & 8] EgiF o A& Yt} b o]
E] DNS A1 H = DDNS(A A ¥ 7 9-) T= o] Qe d|o] 2of 285 Bt Ao A8 YT},

CDOCl| A ©] threat defenseol] &F3}+= ZHZ A A Ao A o] E] Q& H o] 2~ DNS A B8] 7} A
A=Yt} CDO ©fl threat defense S F7}6tH =7 A7 o] -2 531 DNS A7} S E A4 A
Aol 715 A Gyt 18 Yol DNS A3 18 o] A& X 31 threat defense®l] —a—%“\%
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718}ste ™ o] A7 X SHES DNS ZHF AAS A=202 48k 3lo] %%‘4‘:}.

%
A
w5 =7 DNS A H &= 27| 55 A DNS AW 7F A A5 4 9-of vk CDO°l| ]38l FA g Ut ol &
o] #g I H o) 2 E AFE o] THlo| 25 T 53 vy Urvoﬂ configure network
management-data-interface " & = AF-8-31o] Hlo]E] IE #H o] 2 & -4 8} 7 - threat defense
T3 3% A X35 DNS A H & E3H3e] CDOC A o] & g E% ARE FEo® A8 oFF
Yt
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inss

« dlo]E] #e] = v &4 3}38} 2] W configure networ k management-data-inter face disable ™ & <

=gt
Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcp]:

DDNS server update URL [none]:
https://deanwinchester:pa$$wOrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]l: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

—

@7 6 CDOOI A A4 3 configure manager add ™ & -8 A}-83}19] 9] threat defense2 ¥2] & CDOE 2] ¢
Uth B E e Adstel W 2 BY rpHALE AFE-SFo] tlulo] 2 2 H Y on page 149] W& 2514
Al Q.

Example:

> configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2q5Rf8pKFX9E
LzmlHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.cdo.cisco.com
Manager successfully configured.
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1% 15: Interfaces

Device Routing Interfaces Inline Sets DHCP VTEP

e
Q_ Search by name [ Sync Device | [ Add Interfaces v
Interface Logical Name Type Security Zones MAC Address (Active/Standby) 1P Address Path Monitoring Virtual Router
@ Management0/0 management Physical Disabled Giobal Q<
GigabitEthernet0/0 Physical Disabled v
GigabitEthemet0/1 Physical Disabled Y4
GigabitEthemet0/2 Physical Disabled 4
GigabitEthemet0/3 Physical Disabled Vs
GigabitEthemet0/4 Physical Disabled V4
GigabitEthemnet0/5 Physical Disabled Vi
GigabitEthemnet0/6 Physical Disabled Vi
GigabitEthemet0/7 Physical Disabled 7

A3 40Gb Q1B F o] (L ol A ARG 7Hg)ell A 10Gb 8 QI o] 2~ 47 & A/ skl Q1E ] o]
o] £ ofe] & S Th

Aol A o]1] 40Gb QA o] 2 F AL A L A% AAS] Aol T4 AA s of T,
Sl 4 ol ALE R QB o] 0] A A)E 2T
o]

EA9UT

General(¥®h
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Edit Physical Interface

General IPv4 IPv6 Path Monitoring F

S

Name:
inside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

inside_zone v

nterface 1D:

MTU:
1500

Priority:
0

Propagate Security Group Tag:
NVE Only:

a) Name(o]&) Lol o] 55 487 o] | 2 =3t
o & £o] Qe FH o] 2 inside}t= o] B A G gt}
b) Enable(24d3}) Sl ek A gt
¢) Mode(x =)= None(R1+) 3 Hl = F A=Y
d) Security Zone(®.3F ) =tk 5004 7= W)
E7N)E S5t A Bl S FHd o
o] Z S0 inside zoneo] &} & o1& 7} o} 7}

120 stE| oo gt} ol E] \] 2 e B

2 el H& TR AFUN 99 B Ags el
HoolE o]~ i of oof|, - Qe o] A~ o -

H‘.

ol A o] 2= o] F kA RE 2 o A W 2= o] 5
Hol Ao rotof dut 23 ol NAT

A5 ek

oolLt QlE} o o] 2 TLF- AHEE 5 ArUTh
e) IPv4 /S |Pv6 212 28 Pt

C1PVA- = FThE 5 %o
SEC e

. Threat Defense CD02-(=) AF-8-3F -5
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Threat Defense CDOS-(2) AH-8-3t 7% |

et 9 o}& A sk A New(H 2 %)
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o = 5901 192.168.1.1/24 = 1 =& gt}

1% 17: IPv4 ¥

Edit Physical Interface

General IPv4 IPv6 Path Monitoring
I
IP Type:
Use Static IP -
IP Address:

I 192.168.1.1/24

« IPv6 - AFE] B A& 245 A S 3k Autoconfiguration(AHs 1-A)) el @S A e g )

18 18: IPv6 =)

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware Configu
I
Basic Address Prefixes Settings DHCP
 —
Enable IPV6:

Enforce EUI 64:

Link-Local address:

Autoconfiguration:

Obtain Default Route:

f) OK(ZFehH= gl
GA 5 o Fol M AFE-ElE = QB Ho]| 2~ A ( AHE FE g
General(¥®h sio] A H YT

Threat Defense CDO-S-(E) A}-8-3F -5 .



Threat Defense CD0-2-

B ouce 40

AN [ RS

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardwart

Name:

outside
Enabled

Management Only

Description:

Mode:

None v

Security Zone:

outside_zone v

nterface 1D:

MTU:
1500

Priority:

0
Propagate Security Group Tag:
NVE Only:

(E)rred = |

%PE]X}Q‘M el o AEH o] ~E v Ao QE FH o] 2o o] Fo] o|u] XA &

951510 slow 272 H e olel ¢ 71 47
bl ol £ e 2o el 4
Yk,

a) Security Zone(H.QF G 9) EFTE HEo A 7]E9] o Bk oS AY
oJ
1

570)E 2estel Al wet GA& FAF

of| 2 59] outside zoneo] 2} 4 & F7Fg o

DHCP A W -7

¥ 7 3}'H management center i}‘j/] Aol
%3] o] oA ek o]

o LA o} 3

SFA Y New(M 2 T

Ze}o] A EZF DHCPE ALE3te] 918 Wolo| A IP F4Z 714 2 A &tel ™ DHCP A ¥ S &4 34+

g},
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L 2AIA

A 1 Devices(t] v}o] 22) > Device M anagement (t] v} o] 2~ ¥#+2])

=

7 2 DHCP > DHCP Server (DHCP A #) &

1% 20: DHCP A v

Device  Routing

DHCP Server

DHCP Relay

DDNS

w713 A ol Aol A Add(F7hE 28t

a9 21: 49 F7F
Add Server
Interface™

inside

Address Pool*

10.9.7.9-10.9.7.25

(2.2.2.10-2.2.2.20)

Interfaces

o

il

Ay

o},

DHCP

Inline Sets VTEP

Ping Timeout
50
Lease Length
3600
Auto-Configuration
Interface
[ v
Override Auto Configured Settings:

Domain Name

Primary DNS Server Primary WINS Server

Secondary DNS Server Secondary WINS Server

Server Advanced

Interface Address Pool Enable DHCP Server

Enable DHCP Server

*En
o},

able DHCP Server (DHCP A1 &4 3}) - A &3l o]

g $AS AR
]
Cancel | m
- EEUE H500A QE Aol 25 g gyt

EFF 5 QU
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B onares

A4 OK(F)E S8 dHHh
G715 Save(A ) E SH I

NAT 4

AN Q] NAT 7722 U3 48 93 2le o] 2 P F49 TE2 @B o)) d 539
NAT 1] & QlE|so] = 2 E T4 WgH(PAT)o] 2haL g o,

EX R
WAl 1 Devices(t] HFo] ) > NAT = A &1} a2, New Policy(M A #) > Threat Defense NAT = 22 gt}
9A 2 A o] 5& A Ak, S AT tuto] 25 M E g F Save(A 7 E &Y Th

1% 22: New Policy

New Policy (7]

Name:

interface_PAT

Description:

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices Selected Devices

Q, Search by name or value 10.10.0.6

Add to Policy 10.10.0.7

a u

Cancel | Save

“d @ ©] management center< 7}tk Al A A Aol 12 & F7Fsf oF o
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nat 4 [l
“1%] 23: NAT A 3
interface_PAT

Enter Description

NAT Exemptions Policy Assignments (2)

Rules
Filter by Device Y Filter Rules X Add Rule |
Original Packet Translated Packet
Source Destination = 5 3
§ Steiiion Type | intarface interfacs Original Original Original Translated Transiated Translated Options
Sources Destinations Services Sources Destinations Services
Objects Objects

~ NAT Rules Before
~ Auto NAT Rules

v NAT Rules After

9713 Add Rule(i 3 571 < 28 g,
Add NAT RUIE(NAT 7% %7}) 8} 4417k Ueh o,
974 7872 A e TR,

1 24: 703 53 F A

Add NAT Rule
NAT Rule:

Auto NAT Rule v
Type:

Dynamic v

Interface Objects  Translation  PAT Pool  Advanced

« NAT Rule(NAT 7F%)) - Auto NAT Rule(=}5 NAT 7F2)S A el gt}

* Type(+ &) - Dynamic(’s )& 418 g o).

7] 5 Interface Objects(21 E] 3 o] 2~ 7 A]) 3] o] ] ol A Available I nterface Objects(A}-& 7}5 3k 1 E] 7| o] ~
WA €] 9] o 95 Destination I nterface objects(th A+ Q1 E] o] 2 7] A]) & S o] F7}gtu o}
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19 25: 1 E] H| o] 2~ A A
Add NAT Rule .

NAT Rule:
3| | Auto NAT Rule v |

Type:
| Dynamic v |

Enable

Interface Objects  Translation  PAT Pool  Advanced

Available Interface Objects C Source Interface Objects (0) Destination Interface Objects (1)
Q, Search by name o outside_zone

inside_zone ] Add to Source
P outside_zone »3 Add to Destination

wfxAutomationZone

L1}

7] 6 Trandation(H &) #lo] Ao A th& 4 S A

19 26: A%k

ol
)

Y},

Add NAT Rule 7]

_NA'I' Rule:
i Auto NAT Rule v |

Type:
I Dynamic v |

Enable

Interface Objects Translation PAT Pool Advanced

Original Packet Translated Packet

Original Source:* Translated Source:

| all-ipva Destination Interface IP

@ The values selected for
Destination Interface Objects in
‘Interface Objects’ tab will be used

« Original Source( 2 2= 22)- X.E [Pv4 E 2] 3(0.0.0.0/0)%] 3+ U E 9] 2 A S =7bate] vl 3=
H = 2.
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oA 7

) 8

A1

SEEREREEEEET SR

2% 27: 4 VI ES = 7R A

New Network Object (7]

Name

all-ipv4d

Description

Network
Host Range e MNetwork FQDN

[ 0.0.0.0/0

Allow Overrides

I el | m

A5 NAT 72 & 7)) Aol dR-Z NATE F718ta Al 28 Ao NAES 543
T 7] Wl oll AlElol A A ol H any-ipvad 7| A S AFEE 4= Sl U T

=
=

T
i

F_l.,
i)
)
T
°

» Translated Source(H 8% 4~ 22) - Destination Interface |P(th7 S1E] | o] ~
Save(A ) E S8t 1A & A Al L.
T2 o] Rules(1f3]) Hl o] &l A&H Yt

W73 AMe A dske W NAT H| o] Xl A Save(A ) E S8 FHHh

5w 7] A~ HEE A A2 Block all traffic(2 v E ¥ 2heh)S A/ sithd,
“/]‘ﬂ}cﬂioﬂ EdE & 3 gakr] Al Aol 1t H S Fhel oF Ut vhs Aabell A= Wi el
A elR g o et BT S gk e TR UE v 9ol s Aol A g
HES o] that Edg & 01%0} TEE F7rel oF T

st
oft

Policy(* 2) > Access Policy (2] Al 2~ 7 2) > Access Policy(2} Al 2~ 7 22 A 8l sl a1 £ g oo
H A= AEZ A sl =3 ( ,f‘)g a3},

@Al 2 Add Rule(1F3 F7h< F 98l v vi7ha S A g v
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| R P REREE B ERS PR

_ Create Rule (]

Name | inside-to-outside Action Allow B Logging I Time Range | None Rule Enabled @)

Insert | into Mandatory @ Intrusion Policy | None B File Policy | None

Q Zones Networks Ports. Applications Users URLs Dynamic Attributes VLAN Tags
Showing 3 out of 3 Selected Sources: 1 Selected Destinations and Applications: 1

=) L inside_zone Collapse All Remove All - Collapse All Remove Al
ZONE ~ 1 object

=) sl outside_zone v 1 object ZONE

<4 wixAutomationZone

* Name (°] &) - dl& 9] ©] 713 9] o] &% inside-to-outside= #| 4 g1t}

>

+ Selected Sources(* B 3 91 H)—7Zones( &)oll A W4 & &S A el 3} a1 Add Source Zone( &

49 F7hS 89U
+ Selected Destinationsand Applications(*1 Z¢] 7 o] A)—Zones( )0l A £
-5 ¥ 3}al Add Destination Zone(th 7 &4 & F7hH< &€ :

S
o
=
o
SE
2

71} A A& WA EHA] kT
A3 Apply(H-8)E 834
TF2 o] Rules(71-3]) Bl o] &9l F7}Fg Ut}

@A 4 Save(AZhE S FYTH

D] &} N A 2 o] E] Q1 E] H] o] 20| A SSH 4]
Q] 5o} -2 dlo]Ef Qe 7 o] 220 A management center Y A| 2~ 5 4 5}t 7 §- o] A A5 AL-8-51]
&3 Q1E v o] 220 A SSHE A sl oF P Th. o] A o 3= threat defensecl A hut 0] 4F-9] H]©]
B & 7 Qe H o] o) g SSH A2 S 24 3sl= WS Ay

] JIH | o] 223= tinfpo] 2o Qli= ohE QlE Ho] 29 | o AlFU T o] /1Y | o] 5=t}
o] 2= & management center®l] A %] 3} 3L 5535} ©] AR&-FH Ut} o] QIE #H o] =& SSH+= #E] 9l
B ool 28 SSHE 7 2 o F- AFEA} B255 Ut & A4S H e 2 A YT toldy
AE H o] 29 - o] 3t S AREste] SSH H A~ 555 &g sttt ol g I E o] ~&
SSH E g2 At g} 91 445 2881 A X == CLINA 743 E 44 A2 = 28314 54
=3

Ty AdEH o] 22 749 SSH MA| A~ &5 A 35FE H Cisco Secure Firewall Threat Defense 8 & 3+
Z 9] configure ssh-access-list 3 S Z 234 A 2. A4 AZE T4 8l A configure network
static-routes & S FZEAA Q. 7| EH o7 7] AA A B lE o] AE B 7B HRE T

gt

Ea
Kol
=
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EERER P NENEERECRETTES N |

SSHE AHE3lel W 525 1P 748 5§30 oA 2 73 & ash gy o A4l et ssH
A 222 T U

AAT 5 gl A o] 2ol vk SSHE ARS8 5= 955U T SSH S A E7) 9] 3 Qg o] o] 29 914
35 9|5 QlEf o] ~oke] A A Ql whe] AAR A AT = 9y

SSHE th3 2 & 9 7] wdhs X3
o} 5 3l—aes128-cbe, aes192-cbe, aes256-cbe, aes128-ctr, aes192-ctr, aes256-ctr
*3—hmac-sha2-256

Sl
ruE

* 7] 113+ — dh-group14-sha256

i 33] A4 SSHE AR CLI = 1elell Aok A9, vufo] =7} SSH A4 & F = th

Threat DefenseFeature History(7] 5 71 %)

* 7.4—SSHol| t] 3k 321l ol Eju|o] A~ ] Y,

A25}7] Aol

« configureuser add 3 & S A}-8-3f] CLIOI A SSH - AF&AS A A s 4= ql5ytho] &2 3

= ua
&z‘s}@ﬂg. 71BHo 2 7] A Fo AT E FA S A2 A} AR A G YT S F

d 7 ol Al External Authentication(2] 5 ?135)S 7/ 3F9] LDAP X RADIUSO| A] 9] - A}-8-2}
& 74 75 sy h

tufo] 2o SSHAZA S 388 S A2E = U EQAE At HEA A MA7F 2 g
o] Aate] dR-2 NAE F7Hed 9%1 TR A 2FS AFRE] IP A 2FS A
2ol I g 3l 1F-o] o]n] gl=A] el gt} Objects(7ll Al) > Object Management (71 Al &)=
At MAlE A FH o

-
R

g?

A2 A 2R AT any MED D AAE AT = 5T A
any-ipv4 BE1= any-ipv6E Ab-8 o o

EERE

7 1 Devices(t] Hlo] 22) > Platform Settings(Z 2% A )& A &3} 3l threat defense 4 35 A sk A
Ay

©H7) 2 SSH Access(SSH 9 Al )= A el gt}

713 SSH A4S 8838t Qe Ho] =9k IP T4 5 It
o] Hlo]&& AH8-3lo] SSH 12 S 3] 88 A Ho] =9} o] 25t A A& 3]
O IP FAE ASIYUTE NE P a7t ol d VEH A FA2EAEE 5
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)

N
s

e,

e -
T+3& 33

ol

a) Add(F7hE 88 Al 112 F7FskA L Bdit(ER) S 29 3@ 7]
b) & HAAE FAAFY L
* IPAddress(IP F24)-SSH 91 2 & 3] &3l SAE R U EYAE A H3l= U ES A )
><ﬂ EE 259U BT vlwol A AAE dgstAY +&5 S8 6to] Al HIES A 71 A
E T7}-§ﬂLL’]q
AvanlableZones/I nterfaces(At-§ 715 g & A/ E Hl o] 2~) - SSH A2 & & &3 Qe o]
7FxEE F9S F7E YT F Foll gl S # o] 2~ 2] 7 -$- Selected Zones/I nter face(A €]
sk oﬂo1‘/01E14ﬂ o] 2~) &5 olgfo] o Qg H o]~ o] & =38t Add(F7HE 2218

= L5 EL 2 QLD ol 5 A ek e €1 QlElslol s S e S gl e,
o] 3F2-& tinfo] o) e gk IE o] 2= = o] EFHE o] iz A §-ol % T o] 2ol
4.gguiv.

o] Al Deploy(--%) > Deployment(71-%) = o] 53lo] std tjujo] o) S 53 4= dH5UTh
WA 5 W 7bA] 24 3k A s U T

A wofel A W7 AL FHEIUT TE8H7] Aol o] 2ol 4 WA Abge]

obd Lt}

o

o,
=

Ru)
N

-

R AA

-5 2gboll A Deploy(T-%)E 22 g

1% 297

—
Deploy IQ ¢ # @ adminv Ul
—

i
)

Deploy All(R.5F %)% &8 alo] R E t]nto] 2o 3-%3} 71} Advanced Deploy(ali -
aho] A Elgt tuko) 2o &gk,

i-lﬁt
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+4+% i
Y 30: BT T
Q Advanced Deploy [JEEGYEA
1010-2 I Ready for Deployment L2}
1010-3 I Ready for Deployment )
1120-4 I Ready for Deployment £
node1 I Ready for Deployment i)
node2 I Ready for Deployment =)
© 5 devices are available for deployment iz
Y9 3105 &
1 device selected
[ @ Search using device name, user name, type, group or status ] Deploy time: Estimate
\:\ Device Modified by Inspect Interruption Type Group Last Deploy Time Preview Status
> node1 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> O 1010-2 admin, System FTD May 23, 2022 7:09 PM B I Ready for Deployment
> [} node2 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> (J 1010-3 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
¥ L 1120-4 System FTD May 23, 2022 6:49 PM E I Ready for Deployment

W73 5o JFaheA Sl gtk Wi 559 Deploy(T5) I E 2250 Qi obo] 28 Y dte] 7
% e g golgh o

es Objects Integration Deploy Q m} @ adminv M sEcURE

Deployments Upgrades @ Health O Tasks ‘:) Show Notifications
0 running 5 success 0 warnings 0 failures | . Filter
@ 1010-2 Deployment to device successful. 2m 13s
© 1010-3 Deployment to device successful. 2m 4s
© 1120-4 Deployment to device successful. 1m 45s
© nodel Deployment to device successful. 1m 46s
© node2 Deployment to device successful. 1m 45s
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| JEREEE R

Al 82

(@) A~
252 B

Threat Defense 2 FXO0S CLI & #] ~

[
1 s =T
Ut CLIAIA S &3 BAlS 8% = FUTh && L Eo d4ste] CLIo| AA =8 5 3l
Ytk
A ) A2 €138 FXOS CLIo| A ~& 4= 51U Th

Y

L

oA 2

-

AL o} SSHE threat defense Tl HFo] 2= 9] ¥he] Q1E #|o] 2= & 4= Q) F U th &% Al 7 &) SSH
AL 7182 O & threat defense CLIZ AH8-311, connect fxos ™ %M%WﬁFKﬂCHﬂ%@Q
4 AU o] SSH A28 A Esllo] 28 o] = A5 wlolE AE o] 20 Qi Faol AAT 5
12 QA3 T HloTE] <o) 20 o2k SSH ol A2tz 71 ghe = AR aAl e} . o] Aol
A= 7] 2-2ke] FXOS CLIQ! &4 L E ol x| 2~of o &) 4w g},

EZEAA

CLIo| 21R13tH ¥ 8] AFHE && 2 E AZA Yt} Secure Firewall 4200—0— NEHo g &
Aol &2} A AT A gForn = o & 5] A =3}HE] USB-RI-45 2 E Aol &5 Fufalof FTh
&G AA ok wEUSBAIEYE EetolHE AR s oF it 24 2 E 9 7] 412 FXOS CLI
AY & Algl g AA S ARSI AL L.

* 9600 =

FXOS CLI| AZAF U 7] 278 Al A g A2 AL AFE-#} o] 5 2 HIEH 5 (7] 2 482> Admin123)
& AH&-3te] CLIol 2203

of| Al:

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1
firepower#

threat defense CLI®| M A ~3&H T},

reat Defense CDOS-(S) AF&-3F 5
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t o] E] Q1E] s o] 2ol A]

connect ftd
o) A

firepower# connect ftd
>

7 1913+ & CLIo| A AFR38F <= 9l W&o )3t A K2 3ol
€ A ¥ = Cisco Secure Firewall Threat Defense ™ & %%

@7 3 threat defenseCLIE & 5.3} 2] ¥ exit 5=+ logout ™3

T EIER Fobtyth FXOS CLIOI A AF8-3
BRI A

8%

2189 FXOS CLI
shelw 2% 4

o) A

> exit
firepower#

— = =]

to]ly Qe H o] 2o A ] A2 A 312
A4 1) e o) T AFEH oAl B2l dol e Qe o) A% A} 7
defense®l] th g+ ?lEiiﬂoV\ YUESLT AAHS W4T o Ado] THHA Fes
CDO®Il threat defense & 5718k & 2] JAEH I o] 2 F3 S o] Ho A T2 =
2 WA= 45, e o] A2 L Y ES T Ao EulEA AAE R o 7
1ot
o] FA= #e A4 EFA TAE s Ase ol =wo] HUt)
e A2 A 1]

3}
\__

EEEPEREEN

CDOI| A threat

oo} g,
REERRRE

ddo] Fold

CDO<] Devices(t] H}-©] 22) > Device Management(t] vlo] 2~ #+2]) > Device(t] v} o] 22) >
Management(¥-2]) > Manager Access - Configuration Details(32] A} o 4] 2~ -

Connection Status($1 2 A elf) Fl o] Aol A 2] AZ el E Sl T

threat defense CLICI A #2] A2 JHl & gR18t+ sftunne-status-brief = &
sftunnel-status 8 & S Al-&35le] A AHE B = dS5YH

A A Ao el & AE =89S 44

H]Eé %§£i7}u?iggn5q;q %;9 }‘L%E}

> sftunnel-status-brief
PEER:10.10.17.202
Registration: Completed.
Connection to peer '10.10.17.202"
Last disconnect time : Mon Jun 15 09:19:09 2020 UTC
Last disconnect reason

Threat Defense CDOS-(S) A&

T A A >

DL RIS

R ER s EE R

Attempted at Mon Jun 15 09:21:57 2020 UTC

: Both control and event channel connections with peer went down

%

"
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Threat Defense CDOS-(2) AH-8-3t 7% |
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o A W SN E Gt EAHE AE S Aol da e AE 2L FESAA L.

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to '10.10.17.202"'
via '10.10.17.222"'

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to '10.10.17.202"'
via '10.10.17.222"'

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC
Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC

threat defense Y E 9] 3 A H 17
threat defense CLI®I A #2] % FMC A2~ dlo]E] QI Hlo| 2~ Y EY I HAS &3

show networ k

> show network
===============| System Information ]===============

Hostname : ftd-1
DNS Servers : 208.67.220.220,208.67.222.222
Management port : 8305
IPv4 Default route

Gateway : data-interfaces
IPv6 Default route

Gateway : data-interfaces

[ managementO ]

State : Enabled
Link : Up
Channels : Management & Events
Mode : Non-Autonegotiation
MDI/MDIX : Auto/MDIX
MTU : 1500
MAC Address : 28:6F:7F:D3:CB:8D
—————————————————————— [ TPV J-—————————————————————
Configuration : Manual
Address : 10.99.10.4
Netmask : 255.255.255.0
Gateway : 10.99.10.1
—————————————————————— [ IPV6 J-——————————————————————
Configuration : Disabled

===============[ Proxy Information ]

State : Disabled

Authentication : Disabled

======[ System Information - Data Interfaces ]======
DNS Servers :

Interfaces : Ethernetl/1
===============[ Ethernetl/l ]===============

State : Enabled

Link : Up

Name : outside

MTU : 1500

MAC Address : 28:0F:7F:D3:CB:8F
—————————————————————— [ IPvd ] —————
Configuration : Manual

Address : 10.89.5.29

. Threat Defense CD02-(=) AF-8-3F -5
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Netmask : 255.255.255.192

Gateway : 10.89.5.1
—————————————————————— [ IPV6 |]—————————————————————
Configuration : Disabled

threat defense”} CDOOI| 555 Sl &0 ok

threat defense CLI®I 4] CDO 5 5°] &5 5 A=A 1Yt} o] W2 #He] AA o] A AH
5 BAlEHA] &HY

show managers

> show managers

Type : Manager
Host : accountl.app.us.cdo.cisco.com
Display name : accountl.app.us.cdo.cisco.com
Identifier : f7ffad78-bfl6-1lec-a737-baa2f76ef602
Registration : Completed
Management type : Configuration

CDO ping

FTD CLI®| A threat defense TF ™8 ¥ = AF-8-3}o] d o] E] QlE] o] 2o A CDOE ping®H T
ping cdo_hostname

threat defenseCLI%I A U} ™ & & AF-8-3}] 2] QlE | o] 2o A CDOE pingrH Th. ©] Q1E] |
o)z ME 1S B3 o] E] Q1E] o] 22 2k Hlo]of T}

ping system cdo_hostname
threat defense U] - Q18 5 o] 20| A] 5| 7] 74 A

threat defense CLIONA] W5 ¥ E 21 1 E 5 o] Z~(nlp_int_tap)2] Z & 4 ko] #e] 7o) A
SH=A g

capture nameinterface nlp_int_tap trace detail match ip any any
show capture name trace detail
W QIE o] = A, S A R 5l 5= 2l
threat defense CLIO A] U] 5= ¥ &1 QA& | o] 2, nlp int_tapol] )+ 4

show inter ace detail

ol
2L
s
Ll
N
BN
o]
Lo
>,
>
to

> show interface detail

[...]

Interface Internal-DataO/1 "nlp int tap", is up, line protocol is up
Hardware is en vtun rev00, BW Unknown Speed-Capability, DLY 1000 usec
(Full-duplex), (1000 Mbps)

Input flow control is unsupported, output flow control is unsupported
MAC address 0000.0100.0001, MTU 1500

IP address 169.254.1.1, subnet mask 255.255.255.248

37 packets input, 2822 bytes, 0 no buffer

Received 0 broadcasts, 0 runts, 0 giants

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort

0 pause input, 0 resume input

0 L2 decode drops

5 packets output, 370 bytes, 0 underruns

Threat Defense CDO-S-(E) A}-8-3F -5 .
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pause output, 0 resume output
output errors, 0 collisions, 0 interface resets
late collisions, 0 deferred
input reset drops, 0 output reset drops
input queue (blocks free curr/low): hardware (0/0)
output queue (blocks free curr/low): hardware (0/0)
Traffic Statistics for "nlp int tap":
37 packets input, 2304 bytes
5 packets output, 300 bytes
37 packets dropped

1 minute input rate 0 pkts/sec, 0 bytes/sec
minute output rate 0 pkts/sec, 0 bytes/sec
minute drop rate, 0 pkts/sec
minute input rate 0 pkts/sec, 0 bytes/sec
minute output rate 0 pkts/sec, 0 bytes/sec

5 minute drop rate, 0 pkts/sec
Control Point Interface States:
Interface number is 14
Interface config status is active
Interface state is active

0
0
0
0
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threat defense CLION Al 7] 7 &(S *)7} F7Fe 13z 2] <18 7| o] Z(nlp_int_tap)ol] T h -
NAT 72 o] 1=A] gl gt}

show route

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF
Gateway of last resort is 10.89.5.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.89.5.1, outside

C 10.89.5.0 255.255.255.192 is directly connected, outside
L 10.89.5.29 255.255.255.255 is directly connected, outside
>

show nat

> show nat

Auto NAT Policies (Section 2)
1 (nlp int tap) to (outside) source static nlp server 0 sftunnel intf3 interface service
tcp 8305 8305

translate hits = 0, untranslate hits = 6
2 (nlp int tap) to (outside) source static nlp server 0 ssh intf3 interface service
tcp ssh ssh

translate hits = 0, untranslate hits = 73
3 (nlp_int tap) to (outside) source static nlp server 0 sftunnel ipv6 intf3 interface
ipvé service tcp 8305 8305

translate hits = 0, untranslate hits = 0
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4 (nlp_int tap) to (outside) source dynamic nlp client 0 _intf3 interface
translate hits = 174, untranslate hits = 0

5 (nlp_int tap) to (outside) source dynamic nlp client O ipvé6 intf3 interface ipvé
translate hits = 0, untranslate hits = 0

>

47 8]

e BE Ao A=A et v W E S x5k Al 2. CDO 9| Devices(t] o] 22) >
Device Management(t] v} o] 2~ #2]) > Devlce(ﬂ H}o] 22) > Management(&2]) > Manager Access
- Configuration Details(Z2] A} M A2~ 74 T E| L) >CLI Output(CLI &) | o] =] o A] o] &3t
HE S Wol & 4 sy

show running-config sftunnel

> show running-config sftunnel
sftunnel interface outside
sftunnel port 8305

show running-config ip-client
> show running-config ip-client
ip-client outside

show conn addressfmc _ip

> show conn address 10.89.5.35
5 in use, 16 most used
Inspect Snort:
preserve-connection: 0 enabled, 0 in effect, 0 most enabled, 0 most in effect

TCP nlp int tap 10.89.5.29(169.254.1.2):51231 outside 10.89.5.35:8305, idle 0:00:04,
bytes 86684, flags UxIO
TCP nlp int tap 10.89.5.29(169.254.1.2):8305 outside 10.89.5.35:52019, idle 0:00:02,

bytes 1630834, flags UIO
>

# ¢ DDNS ¢l Hlo] E
threat defense CLI®|| 4] DDNS ¢ t o] Eol| A &3 =% &-<lstt},
debug ddns

> debug ddns

DDNS update request = /v3/update?hostname=domain.example.org&myip=209.165.200.225
Successfuly updated the DDNS sever with current IP addresses

DDNS: Another update completed, outstanding = 0

DDNS: IDB SB total = 0

A dlo] E7} A9 & debug http 2 debug ssl & S A&t Q15 7Sl A 93k -
TS B8l FE A5 7 vl vhe] ol Ao} i=A] el g,

show crypto ca certificates trustpoint_name

DDNS 441 & 3151 vhg 3 & AH8-al4l 4 2.

show ddns update interface fmc_access ifc_name

> show ddns update interface outside
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Dynamic DNS Update on outside:
Update Method Name Update Destination
RBD DDNS not available

Last Update attempted on 04:11:58.083 UTC Thu Jun 11 2020
Status : Success

FODN : domain.example.org
IP addresses : 209.165.200.225
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configure network management-data-interface ™ ¥ S AF-8-3}¢ w29} CDO 22 §- o] E <l
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A 1 threat defense CLIONA] o] A 44 o & Zwlsti]
configure policy rollback

E9 3 threat defensei= S 0] A 34 02 25 2SS CDOY & HY T CDO A vl 3 3} o =

TAo] EMEHASS dEl= izt ZAE U
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> configure policy rollback

The last deployment to this FTD was on June 1, 2022 and its status was Successful.
Do you want to continue [Y/N]?

Y

Rolling back complete configuration on the FTD. This will take time.

Policy rollback was successful on the FTD.
Configuration has been reverted back to transaction id:
Following is the rollback summary:

] AdAo] G H A=A Ao
CDO2] Devices(t] v} ©] 22) > Device M anagement (t] B} o] 2= 3+2]) > Device(t] v} o] 22) > M anagement (3
2]) >Manager Access- Configuration Details(¥+2] 2} N A| 2~ - 524 Al 5 AF&H) > Connection Status($?
A 7Fe) do] Aol A #e] A4 FEE Il

threat defense CLIO| A 2] A4 A& 221 3}= sftunnel-status-brief M &S L =g}

AZA S A A ek ol 10+ o) A A5
A e AAd A A, 37 #H ol A Y W&
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L EAA

Devices(t] H} o] 2) > Device Management(t] Bl o] = #2])E A &gk},

2 ThA] A 23 ko] A~ 9 o Edit(55A) (4)S 223t

Device(t] Hko] 22) 812 23 et

System(*] 2= 1) A4 of] A Shut Down Device(t] vkl = % 5)@h e Z2 g,

WA 2| 7} TA W Tlupo] < 22 Fol g
Wpo] Y 24 Aol Yt A5 Waol TR i A28 ZRXES R YT S
TEZEZ FAPY
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System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]

Féol AARA G A4 A2wo] FRE U7 oF 3% Fot 7k A L.
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