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firepower login: admin

Password: Adminl23

Successful login attempts for user 'admin' 1

[...]

Hello admin. You must change your password.

Enter new password: ***kxkkk*

Confirm new password: ***x*x*x

Your password was updated successfully.

[...]

firepower#

A 2 FXOS CLIONA A8 59 W& A Yt

SCope ssa

show app-instance
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Firepower# scope ssa

Firepower /ssa # show app-instance
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[FTD,- = £\ Important: After onboarding your FTD, it will be managed by Firewall Management Center in CDO. Note that use of the firewall device
= - manager will not be avallable after onboarding, and all existing policy configurations will be reset. You will need to reconfigure polices
more (4
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Use CLI Registration Key Use Serial Number Deploy an FTD to a cloud

Onboard a device using a registration Use this method for low-touch environment
key generated from CDO and applied provisioning or for onboarding Deploy an FTD to a supported cloud
on the device using the Command configured devices using their serial environment; AWS, GCP and Azure
Line Interface. number.
(FTD 7.0.3+ & 7.24) (cdFMC: 7.2+, OnPrem: 7.44)
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Please indicate if this FTD is physical or virtual:
@ Physical FTD Device
O Virtual ETD Device

License Type Includes

Base Firewall Capabilities

Carrier (7.3+ FTDs only) GTP/GPRS, Diameter, SCTP,

M3UA
IPS % Intrusion Policy
Malware Defense Cs File Policy
URL URL Reputation

o

RA VPN RA VPN
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@ CLI Registration Key
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o
) Ensure the device's initial configuration is complete before trying to apply the registration key. Learn more ('

2) Copy the CLI Key below and paste it into the CLI of the FTD

configure manager add cisco-security-docs.app.us.cdo.cisco.com
BanyIZoaT@ewlJTpCBP2w3xEBnYVkfZv x7R7dwemd3JCMzwGY3ZzCfoFmZhW97my cisco-security-
docs.app.us.cdo.cisco.com

configure manager add cdo_hostname registration_key nat_id display_name
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A, 13 F o] A o] 85 FxsA 2
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configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5Sha2g5SRf8pKEXIE
LzmlHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.cdo.cisco.com
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Your device is now onboarding.
© This may take a long time to finish. You can check atus of the device on the Devices and Services page.
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Example:

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: **kkkxkkx
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Confirm new password: ****xkxkxk*
Your password was updated successfully.

[...]

firepower#

threat defense CLI®l| ¢34 gt}
connect ftd

Example:

firepower# connect ftd
>

threat defense®l] #] S 21218 749 = F-4 2fo] A ] FEULA)ON & 9] &2} A A 7} T A5
Yt 2o d whe] QI Hjo] 2= A Aol g CLI 24 JE7 gAY,

diol ] IEf #| o] ol A e af MM AE 2 shettfehie whe] B H o] 2 v EQ A AL Al S AL
SHY

Note o]m|=] 2|8 4] & &3l Ao 2efo] A& #-9-4] oW CLIAAR vpALE WHn e = QlE Y]
C
3

W w

th 12} o] 2§ = E A AL configure network (W E9) = F4) 8 8-S AF&-8Fo] CLIONA
U=ol W7 E 4= 25Ut} Cisco Secure Firewall Threat Defense ™ & 3% 9] W &S 3% 814
Al 2.

[*]

7134k i ol Wo] QH @ gho]
U,

O Ade Fx

(i)

o }bel FAHY T ool AT gh& T8k Enter & 1

F AL

ol

« Do you want to configure | Pv4?(IPv4E- -4 3 A 2154 71?) 9/ Do you Want to configure
IPV6?(IPV6E -4 1A ZJ} LU - ol s F 4 7Y
o] 25 AR A F 2 IAIREIP T4l 7HS) F=24) &

« Configure IPv4 via DHCP or manually?(DHCPE &3 = =% 0. 2 IPv4E FA A A5 Y
7})? 2 /%= Configure |Pv6 via DHCP, router, or manually?(DHCP, 2}--H & &3l =& 552
PG 35 A7) manual(F5) & MAT . el AE S o] 27F DHCP= 4%
H 45 Al E S8 dlolE Sl Ho] s A o= glssuth ol B QlE s o] (o] E QlE]
¥ o] 22)o] o Bhi= 7| 2 A 2(ThS vl ] 7] 3 F2) 7} DHCP A ol A =218 7] 2 A 2 2 Ho)
& 7] W gy

Enter the | Pv4 default gateway for the management interface(#2] 21 €] H o] 2] |Pv4 7] & A o]
EgJo] 4=) "9/E = Enter the IPv6 gateway for the management interface(¥+2] <1 E =] o] 2]
3t 1Pv6 Alo] E 9l o] 1 8)— Alo] E9l o] & data-interfaces® A Ut} o] A2 ] E
5 WIS ol dEstn = Az} AA 2~ dloly YA o] ~5 T3l &8 E 7+ IUF

e,

« Configurefirewall mode?(*d3}8 R=2 414 314 215 U 7F?)—routed(BH9-8) S 9 8 ).

oAb A i 2he-| s B ol MRk Xyt
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Example:

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:
Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none'
[208.67.222.222,208.67.220.220,2620:119:35::35]:

Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.
Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

DHCP server is already disabled

DHCP Server Disabled

Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode ...

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key ]'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
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R

this sensor to the Firepower Management Center.

>

)2 AN 2~ E 9@ 95 A o]~ T T,

configure networ k management-data-interface

el 9] Q1] o] o] vt 7] R | =
ol t AT NG e BRI

A=A e stk WA AZE ZAE U T o] W A

%, il o] ~o| 5] DHCPE A& <= Q15

J3lA] &2 7 9- A= configure network {ipv4 | ipv6}
o} ¥ Q1 o] 2 A o] E ¢ o] = o} 4 data-inter faces
3

CDO? threat defenseS F7}3}H CDOE QU E H 0| & o|F L IP F4, Alo]E o] thst
A=, DNSAM 4 DDNS A ¥ & E 33 e s o] ~ Mli’ﬂ ol dE AL A Hel gy

Uh DNS A ¥ A7 o] 3k 2HA g 8- of e & 28t Al 2. CDOON A Urzoll 2He] 2} A 2~
o1E] #| o] 2 A& W 7 & 5= 9 X ¥k threat defense 3= CDO7Z} #He] A A S A4 4G a1A] £31A
g e WAE FAeA FoloF Futh we] AH o] THE A threat defenseol] ©] H T5S
1515} configure policy rollback ™ & o] X34t}

DDNS A 8] ¢} H] o] E URL-S A 4 3}+= 7 ¢~ threat defense”} HTTPS <14 < ¢35l DDNS A1 H 21
=M E HEE 4 Y E= threat defense”} Cisco Trusted Root CA HE| A BE FQ CA°l tjgt
ASAE X}%Ei F7}8 Y T} threat defense™= DynDNS 12 API A}<F
(https://help.dyn.com/remote-access-api/) = AH&-3F = E DDNS A HE A4 3o}

o] & glo]g ¢lEjH o]~ DNS A= AUt A4 ~aHdE =R A A7 configure
network dnsservers ™ & S AF8-3Fo] A A3 2] DNS A8 & 8] EgiF o A& Yt} b o]
E] DNS A1 H = DDNS(A A ¥ 7 9-) T= o] Qe d|o] 2of 285 Bt Ao A8 YT},

CDOCl| A ©] threat defenseol] &F3}+= ZHZ A A Ao A o] E] Q& H o] 2~ DNS A B8] 7} A
A=Yt} CDO ©fl threat defense S F7}6tH =7 A7 o] -2 531 DNS A7} S E A4 A
Aol 715 A Gyt 18 Yol DNS A3 18 o] A& X 31 threat defense®l] —a—%“\%
A QA& sl g g ade] o] 24 A& YolFYth CDO9} threat defense S
718}ste ™ o] A7 X SHES DNS ZHF AAS A=202 48k 3lo] %%‘4‘:}.

%
A
w5 =7 DNS A H &= 27| 55 A DNS AW 7F A A5 4 9-of vk CDO°l| ]38l FA g Ut ol &
o] #g I H o) 2 E AFE o] THlo| 25 T 53 vy Urvoﬂ configure network
management-data-interface " & = AF-8-31o] Hlo]E] IE #H o] 2 & -4 8} 7 - threat defense
T3 3% A X35 DNS A H & E3H3e] CDOC A o] & g E% ARE FEo® A8 oFF
Yt

threat defenseS CDO9l| 553 & 7] Qe H o] A~ 5 g e H o]~ = U E HolE QA H
ol~2 WAT = JdF U

ﬂ!lL

7 by Aol A 44 @ FQDNe] o] Q1B o] o] AHg U o,

wo) AR A o] 2 TS A% 5 AU BT A Qo) A o] AL AT
YA 7] 4 EE G A o] FHL AEEA 2 Aol EHU
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inss

« dlo]E] #e] = v &4 3}38} 2] W configure networ k management-data-inter face disable ™ & <

=gt
Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcp]:

DDNS server update URL [none]:
https://deanwinchester:pa$$wOrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]l: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

—

@7 6 CDOOI A A4 3 configure manager add ™ & -8 A}-83}19] 9] threat defense2 ¥2] & CDOE 2] ¢
Uth B E e Adstel W 2 B9 rpHALE AFE-SFo] tlHulo] 2 2 H Y on page 109] W& FFx5H4]
Al Q.

Example:

> configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2q5Rf8pKFX9E
LzmlHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.cdo.cisco.com
Manager successfully configured.
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GigabitEthernet0/3 Physical

GigabitEthernet0/d Physical

GigabitEthemet0/5 Physical

GigabitEthemet0/6 Physical

GigabitEthernet0/7 Physical

7] 3 40Gb Q1B | o] ~ (L F- o] A AFE 7H)oll A 10Gb 8 Q1 E
9] B3t olo] & FH 3T

. Threat Defense CD02-(=) AF-8-3F -5
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| EEEREEER
X (@) Z :TL A
7] Bk A A A
of Aol A Thg 4GS ALEa 71 Bk AL TA ek Wl s A g v
Ui 2 o) H QI o] 2~ - | 5 Qlg Hlo] 2] 11 [P 45 ot A dA 2~ A
] 105 135 S o) 5] 7 45 A 15D A 5 g1k
* DHCP Server(DHCP A ) - 20| A E-& U5 A E 7| o] =0 A] DHCP AW & A&t}
* NAT - 9] 5 Q15| g o] 20| A] QIE] F| o] 2~ PATE A& Y T
* Access control(H A 2= A o) - W] ol A o] F-& 3Fst= E S 3-8 F T
* SSH - ¥he] &} A A 2 QIE | o] 20l 4] SSHE &/ 3k U
S1E] 3 0] 2 T4
threat defense Q1 E] | o] ~5 &4 3} 3o, Hol F o o] & sty [P A4S A YT =3k &
-6]— O]E}Jﬂo]/\‘? /\—lzqs 141;]_
th= ool A= DHCPE AF&-3h+= 9 - QIE Hlo] ol A a1 4 9 2h-9-' =& AFE-31o] <18 7
o2 W B mEE FHF .
=2 A A
A 1 Devices(t] H}o] ) > Device Management(t] vlo] 2~ #He])E A glsla W3l o tia] HY (£HE F
g,
W) 2 Interfaces(SlEl ¥ o] 2) = 8 gt}
a9 12: e H o] 2~
Q_ Search by name " Sync Device | | Add Interfaces v
Interface Logical Nam Type Security Zor MAC Address (Active/Standby) IP Address
® Management0/0 management Physi Disabled Global Q <
GigabitEthernet0/0 Physical Disabled Vi
GigabitEthernet0/1 Physical Disabled rd
[@ GigabitEthemeto/2 Physical Disabled rd

Disabled

Disabled
Disabled
Disabled

Disabled

o]z a7l 2 A s AE o]
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agsez 4 i

gl A o]u] 40Gb QITH #| o] =& A}-&-3F A 5- & Al A str] dell 735 A A oF et
7l 4 el AL Qe o] 0] W (£)E 2T
General(d v ol AT
13k
Edit Physical Interface
General IPv4 IPv6 Path Monitoring F
Name:
inside
Enabled
Management Only
Description:
Mode:
None v
Security Zone:
inside_zone v
nterface 1D:
MTU:
1500
Priority:
0
Propagate Security Group Tag:
NVE Only:
a) Name(°]&) ol o] 55 487 oJ Ul = 4 gt
& o] AgH o] 20 insidezt= ol 5 N AFY L}
b) Enable(&7 3}) el eha A e gt
¢) Mode(:2=):= None(§1S) Al 2 J A E Yt
d) Security Zone(X.Qt & o) = THE 5ol A 7] 9] Wi Bt o o & A e et v New(M = vF
SN2 FYshel Al ek G FAH
o1 0] inside_zonee] 2= 31 & 7} ef. 21 1] So] st vk G I Q1 o]
ol g ojof Ut JIE F o] = dhrho] Bk Foll vk £ 4= QUA| N, o 7 Q1E o]
2 O £33 5 iUt 99 E%J%—E el B AR S A48 dE 5ol Ui
QI A o] 2= U Gl o I o] 2= o] ol @ = AF Ut B o] o]
3ol A 92 o BEA uE 9o M AR o] $F 5 YES o2 Alo] FH S T S
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| IEEEDEE

AFUTE O] A2 el 99
ol A o]~ TS AHEE = AFHTH
e) IPv4 2T IPv6 S 28 gt
¢« IPV4- =5 TS 2o A UseStatic IP(AL A IPAFR) S A Elsta LA () 712 1P 49}
ABdl ek a g

o2 50] 192.168.1.1/24 2 gt}

% 14: I1Pvd B

Edit Physical Interface

General IPv4 IPv6 Path Monitoring
I
IP Type:
Use Static IP -
IP Address:

I 192.168.1.1/24

* IPv6 - el Bl A 25 -4 S 51 W Autoconfiguration(AHs -43) gl kS A el gty o)

1% 15: IPv6 &)

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware Configu
I
Basic Address Prefixes Settings DHCP
 —
Enable IPV6:

Enforce EUI 64:

Link-Local address:

Autoconfiguration:

Obtain Default Route:

f) OK(ZFSNHE FHFh
GA 5 QoA ALg-EtE = A E A o] 20 HE (HE

General(d®h) ol AT

2]
<
o
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19 16: A=)

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardwart

Name:

outside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

outside_zone v

nterface 1D:

MTU:
1500

Priority:

0
Propagate Security Group Tag:
NVE Only:

puep A1 24 ]

%PE]X}Q‘M £ fl8f o] AEH ol AE MY FA BB R QE|H o] 2 9] o] Fo] o] A ¥ Il &

}éi}fﬂ]oi Uﬂ 5\_7}7\]2451141;} 01315}7] /S_Zé%
%%ﬂﬂiﬂé@%@%4ﬁ%%HwEﬂ433%
ek

of rE

o,

a) Security Zong(H.QF G 9) EFTE HEo A 7]E9] o Bl oS AY
oJ
1

570)E 2estel Al wet GA& FAF

of| 2 59] outside zoneo] 2} 4 & F7Fg o

DHCP A W -7

7 3} management center i}‘j/] Aol
&l o] sholl M B3t & FA s ok F

3FA Y New(M 2 T

Ev}o] A E 7} DHCPE AF8-319] Threat Defense | A IP 422 714 2.7 3}l DHCP A8 & &4

B3 o,
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L 2AIA

A 1 Devices(t] v}o] 22) > Device M anagement(t] v} o] 2~ ¥#+2])

=

Threat Defense CDOS-(2) AH-8-3t 7% |

il
2

g3t tlufo] =0 HAY (£) S FEH Y

tH7 2 DHCP > DHCP Server (DHCP A1 #))E A el gt}

1% 17: DHCP A v

Device  Routing

DHCP Server

DHCP Relay

DDNS

Interfaces

Inline Sets DHCP VTEP

—
Ping Timeout
50

Lease Length

3600
Auto-Configuration
Interface
Override Auto Configured Settings:

Domain Name

Primary DNS Server Primary WINS Server

Secondary DNS Server Secondary WINS Server

Server Advanced

-+ Add

Interface Address Pool Enable DHCP Server

A 3 A FH o] Aol A Add(F7hHE St e FAAS A YTk

1% 18: 4 H F7}

Add Server (2]

Interface™
inside v

Address Pool*
10.9.7.9-10.9.7.25
(2.2.2.10-2.2.2.20)

Enable DHCP Server

R —
Cancel m

IS 2= >~
= 29 5 gk

i}
H,
o
[~
2
>
o
T
o)
v}
>
=
i
e
oX,
o
i)
i

* Enable DHCP Server (DHCP A 8] &4 3}) - A &l &} <]
=3
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NAT 4 .
Al 4 OK ()= = FU T
G715 Save(A7H)E SH T T
NAT 7
ANEA Q] NAT 712 & )3 528 913 QlE] o] 4 Ip F0] TER WaFUTH o] 2 & HF )
NAT 12 & QlE|so] = 2 E T4 WgH(PAT)o] 2ha g o,

L EAA

lr

O

a2, New Policy(*l 4 #) > Threat Defense NAT S 23§t}

A1 Devices(t]H}o] ) > NATE Al &)
QA S AHE S Hupo] 25 A 83 5 Save(A ) E S F T

A o2& XAt

(RUBNAU
)

213 19: New Policy

New Policy (7]
Name:
interface_PAT

Description:

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices Selected Devices

Q, Search by name or value 10.10.0.6

Add to Policy 10.10.0.7

a u

Cancel | Save

“d A ©] management center< F7FHH k. Al A A Aol 12 & F7Fsf oF o
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1% 20: NAT A 3

interface_PAT

Enter Description

Rules

Y Filter Rules

Filter by Device

# Direction Type

~ NAT Rules Before
~ Auto NAT Rules

v NAT Rules After

@A 3 Add Rule(7+ 2 F7h& 22

Source
Interface
Objects

Original Packet
Dasiinstion Original Original Original Translated
Interface

Sources Destinations Services Sources
Objects

.

Add NAT Rule(NAT Tt 2 F=7}) th 3} 27k ek v

S 4 71 A S

1 21: 7]
Add NAT Rule
NAT Rule:

Auto NAT Rule

Type:
Dynamic

Interface Objects

Translation

PAT Pool  Advanced

* NAT Rule(NAT 7F %)) - Auto NAT Rule(#}s NAT 7+2])<

A

* Type(++ &) - Dynamic('s %)< A8 g},

Threat Defense CDOS-(2) AH-8-3t 7% |

Show Warnings Cancel

NAT Exemptions Policy Assignments (2)

X Add Rule |

Translated Packet
Translated Translated Eions
Destinations Services ptions

8 g,

7] 5 Interface Objects($1 E] 3] o] 2~ 7 A]) 3] o] ] ol A Available I nterface Objects(A}-& 7} 3k 1 E] 7| o] ~
WA €] 9] o 95 Destination I nterface objects(th A+ Q1 E] o] 2 7] A]) & o] F7}gt v}
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19 22: 1€ 0] 2= 74
Add NAT Rule

NAT Rule:
3| | Auto NAT Rule v |

Type:
i Dynamic ¥ |

Enable

Interface Objects

Translation PAT Pool

Advanced

ER |

Available Interface Objects C

Q, Search by name

inside_zone
1 outside_zone

wfxAutomationZone

7] 6 Trandation(H ) s o] Ao A T3 &4

1% 2393

Add NAT Rule

NAT Rule:
| Auto NAT Rule v |

Type:
I Dynamic v |

Enable

Interface Objects

Translation PAT Pool

Original Packet

Original Source:*

| all-ipva

] Add to Source
3 Add to Destination

Source Interface Objects

(0) Destination Interface Objects (1)

d

ol
)

Advanced

L1}

o outside_zone

Y},

Translated Packet

Translated Source:
Destination Interface IP

@ The values selected for
Destination Interface Objects in
‘Interface Objects’ tab will be used

* Original Source(g & A2 22)- B [Pv4 E#19(0.0.0.0/0)° gt MIEY A /A& F718tH ¢

Add(G7H (T 283
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New Network Object (7]

Name

all-ipv4d

Description

Network
Host Range e MNetwork FQDN

[ 0.0.0.0/0

Allow Overrides

I el | m

F3 AE NAT 71 F S 7hA Aol AR 2 NATE F718lar Al 28 A o] /A S =43k 4= gl
7] Wit ol Al =wlell A A o] | any-ipv4 N A S AHEE 4 I U T

* Trandated Source(*H 2+¥ A~ 2) - Destination Interface | P(th A S1E] # o] 2~ |P)E A &) gt}

A 7 Save(ATHE FY ko] 7S AN L.
72 o] Rules(7f2]) Hl o] &l A g T},

A 8 W AFEHE A7t W NAT | o] %] ol A Save(A )& S vt

Threat Defense & &
=

& w) 7] B A 2 AEE A Q) Block all traffic(E EF 23S B4 3
thd, Hufe] 2o 25 5857 918l Al 7t 2 S FIbelof F Tk b Aol A = Wi
ool A o] el ow Fat= EYH S 8 8ot h S TS v G ol Sl Aol = A
A ES Aol B3 Eef =S 8] &k 772 S FoheloF T
SR A A
711 Policy("d @) > Access Policy () Al 2~ 7 &) > Access Policy(2 Al 2~ 7 )& 1 1 3} 31 Threat Defense ©Jl

gy Al AEZ H A g AR (AHE F
@A 2 Add Rule(+F2 F7h = 88t v w75 A A Y}
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SEPE P P REREENEERETER N

_ Create Rule (]

Name | inside-to-outside Action Allow B Logging I Time Range | None Rule Enabled @)

Insert | into Mandatory @ Intrusion Policy | None B File Policy | None

Q Zones Networks Ports. Applications Users URLs Dynamic Attributes VLAN Tags

Showing 3 out of 3 Selected Sources: 1 Selected Destinations and Applications: 1
=) L inside_zone Collapse All Remove All - Collapse All Remove Al
=] <& outside_zone ZONE

~ 1 object ZONE | v 1 object

* Name (°] &) - dl& 9] ©] 713 9] o] &% inside-to-outside= #| 4 g1t}

» Selected Sources(%1 B} g+ 1 )—Zones(d &)l A Wl - o & Al st
I Fhe ST

+ Selected Destinationsand Applications(*1 Z¢] 7 o] A)—Zones(d &)oll A £
-5 ¥ 3}al Add Destination Zone(th/d &4 & F7hH< &€ :

>

dd Source Zone(] 3

)
o
=
o
S
2

71} A A& WA EHA] kT
A3 Apply(A-8)E S84
T+ o] Rules(71-3]) Bl o] E-oll F7}Fg Ut}

S 4 Save(4 ) E F o

] =} N A A g o] E] o1 E] 5] o] 2o A SSH T-A]
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System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]
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