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ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: *****x

Repeat Password: ****x*
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( Outside

outside
Etherneti/
DHCP from outside nw

DHCP from
management nw

(Optiona
Managemen
inside )
Ethernet1/2
192.168.1.1

Management Computer
DHCP from inside ifc: 192.168.1.x

Secure Firewall 4200 7] & <-4
Secure Firewall 42009] 7] ¥ &4 74 & t}5-5 -4 gt}
« YR -2 Eg Z 2 -9—Ethernet 1/1(2] %), Ethernet 1/2(W] )
« DHCPZHF-E 9] 9] & |P T4, U5 IP F4—192.168.1.1
o Te]—32] 1/1 (FE]), DHCPO A #ll-&% 1P 4
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interface Managementl/1
management-only
nameif management
security-level 100
ip address dhcp setroute
no shutdown
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terface Ethernetl/1
nameif outside
security-level O

ip address dhcp setroute
no shutdown

terface Ethernetl/2

nameif inside

security-level 100

ip address 192.168.1.1 255.255.255.0
no shutdown

ject network obj_ any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface

tp server enable
tp 0.0.0.0 0.0.0.0 management
tp 192.168.1.0 255.255.255.0 inside

cpd auto config outside
cpd address 192.168.1.20-192.168.1.254 inside
cpd enable inside

s domain-lookup outside

s server—-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

Hats Alols 2

1% 2: Secure Firewall 4200 7 o] & <12

Ethernet 11
_ —— management,
(Optional) Console port — DHCP from outside nw

OO0000OCO0000

Fogog
V)=

0000000000000

Ethernet 1/2
inside, 192.168.1.1

Management computer

<M LAY

DHCP from inside ifc: 192.168.1.x

( { )
. Yy A

(Alt.) Management 1/1
management,
DHCP from mgmt nw

Other data networks
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WA 2 AESHP FAR 7)E FAAS B
configure factory-default [ip_addr
of A

&
i

ciscoasa (config)# configure factory-default 10.1.1.151 255.255.255.0
Based on the management IP address and mask, the DHCP address
pool size is reduced to 103 from the platform limit 256

WARNING: The boot system configuration will be cleared.
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The first image found in diskO:/ will be used to boot the
system on the next reload.

Verify there is a valid image on disk0:/ or the system will
not boot.

Begin to apply factory-default configuration:

Clear all configuration

Executing command: interface ethernetl/2

Executing command: nameif inside

INFO: Security level for "inside" set to 100 by default.
Executing command: ip address 10.1.1.151 255.255.255.0
Executing command: security-level 100

Executing command: no shutdown

Executing command: exit

Executing command: http server enable

Executing command: http 10.1.1.0 255.255.255.0 management
Executing command: dhcpd address 10.1.1.152-10.1.1.254 management
Executing command: dhcpd enable management

Executing command: logging asdm informational
Factory-default configuration is completed
ciscoasa(config) #
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ol ghA| of g gho]l A AE Ful a4 Al

« 7] 2] o] (¥l &, GTP/GPRS, M3UA, SCTP)—L-FPR4200-ASA-CAR=%] Lt}

. 7OLE§|
=g

hud

3 9} & 3H(3DES/AES) F/}O]{ﬂé—L FPR4200-ENC-K9=% U t}. 3| 2=n}E o] 7he-Eo 7
Az stel o gk Aghe] gl 9ol vk 8

Cisco Secure Client— Cisco Secure Client 5= 7} o] =& FFa1 3} Al 2. ASAS| A & H o] glo] A
25 A gkekA] nhAd Al

@Al 2 Cisco Smart Software Manager©l| 4] ©] tu}o] A5 718 714} o] 7} Eof )3t 55 E5S 2.3 ¥
BARgU Y,
a) Inventory(QlHlE 2))= Z¢ gt}
Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts License Conversion Reports Email Motification Satellites Activity

b) General(2uh) Boll A New Token(X] E2)S &gt}

AsDMS: 53 ASA 75 I}



http://www.cisco.com/c/dam/en/us/products/collateral/security/anyconnect-og.pdf
https://software.cisco.com/#module/SmartLicensing

ASDMS 5 31 ASA 75 |
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General Licenses Product Instances Event Log
Virtual Account
Description:
Default Virtual Account: No
Product Instance Registration Tokens
he registration tokens below can be used to register new product instances to this virtual account
Token Expiration Date Description
NWU1MzY 1MzEtZ]NmOS00MjF.. 8 2018-Jul-06 14:20:13 (in 354 days) FTD-5506
= [e] [e) = [e)
¢) CreateRegistration Token(s 5 B2 A A]) th 3} g #Fol| A th5- A 4 & 18 3 t}2- Create Token(E
[e)
2 44)% 2

Create Registration Token .

his dialog will generate the token required to register your product instances with your Smart Account

Virtual Account:

Description:

= Expire After: 30 Days

Enter the value between T and 365,but Cisco recommends a maximum of 30 days.

Allow export-controlied functionality on the products registered with this token €

Cancel
- v
* Expire After (th& o] 3ol Wt&) — 30U 2 A A 3}= A o] 5
* Allow export-controlled functionality on the products registered with thistoken(¢] E&2 A}

&3t TF3 Al Fol A WHE 7] Alo] 7|5 &]-8) — export-compliance &2 15 &/ 33
Si=3

d EZo s = 3} E olo] 28 F8 5] Token(BEE) W3t A& 9 EZ IDE ¢
HrEo] HAe 4= 9 F UL 5ol Aajoll A ASAS 5 =3l oF &= 49 AF&-517] Y38l o] B
< =Sl A AL
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General Licenses Product Instances Event Log

Virtual Account
Deseription:

Default Virtual Account: No

Product Instance Registration Tokens
The registration tokens below can be used to register new product instances to this virtual account.
New Token...

Token Expiration Date Description

MJMSZ]IhYTIrZGOAOSDOYJkEL@ 2017-Aug-16 19:41:53 (in 30 days) ASAFP 2110 1

Token 0 X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky

NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY
mFJN2dYQjIEQWRhOEdscDU4cWISNFNWRUtsa2wz%
NAMDANSTNSAANANA

Press cfrl + ¢ fo copy selected text to clipboard.

Export-Controlled

Allowed

Created By

Actions

Actions =

@713 ASDMeI 4] Configuration(7-4J) > Device M anagement(t] v}o] 2= ¥#+2]) > Licensing(2Fo] A7) > Smart

A 4

Licensing(Z=V}HE 2ho] X 7)& A e g},
Register (5 5)& 9 g4t




Configuration > Device Management > Licensing > Smart Licensing

ASDM
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AsA 75 |

smart licensing.

[[] Enable Smart license configuration
Feature Tier: —MNone —

Throughput Level: | —None -

Privacy Host Mame Version

Transport Call Home
Configure Transport URL
Default URL
Registration
Utility
Proxy URL
Proxy Port
Configure Utility Mode
Enable Standard Utility Mode
Custom ID
Customer Company Identifier
Customer Company MName
Customer Street
Customer City
Customer State

Customer Country

Customer Postal Code

Registration Status: UNREGISTERED

Register Renew ID Certificate

Effective Running Licenses -

Smart Transport

Renew Authorization

To configure an HTTP proxy for smart licensing, see the Smart Call-Home page. Note that Smart Call Home is automatically enabled and is required for

License Feature
Maximum YLANs
Inside Hosts

Failover
Encryption-DES
Encryption-3DES-AES
Security Contexts
Carrier

License Value
200

Unlimited
Active fActive
Enabled
Enabled

2

Disabled

A5
[ ] @

ID Token:

Force registration

Help

Cancel

Apply

Reset

ID Token(ID E2) B =of 55 EZS JH
Smart License Registration

'MzV8eHpYYOSEMGg2aDRYakOybmZNVnRaSW5sbmSXVXVIZkk2RTdGTW)6%0AZVBVWT0%3 D%0A|

(A9 A1} o] 1] =5 A A 7 Smart Software Manager®} -5 7] 815 A
™ ForceRegistration(’d#l| 5 =) | = 2+

=2 =
i’e—e‘—é}

0)0)} O =
T AMA=E T

ol M A== Al A% 4% Forceregistration(s= 77l 2 8)& AH&-aH Al L.

976  Register(52)E g3t}

A
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asa 4

ASAE AR T4 9] 5 Y ¥ o] 2 & AF-E-3}+ Smart Software Manageroﬂ &8t A H ghol A
2 2 g gk 3k F-od & Q At} o] 7L E o A 5] -83F= 7 -9 Smart Software Manager+= 7
2} o} 5 SH3DES/AES) gho]d =% A&t} gho] M2 Aej 7t §l dlo] ExH ASDMel 4] & o] %]
E A2 2F Y} =3k Monitoring(E U B %) > Properties(£54) > Smart LicenseE A g 5}o] 2lo] A
2= ), 53] T 5ol AAstl A A& g dEFU T

Registration Status: REGISTERED

Unregister Renew ID Certificate Renew Authorization

U2 vy s Ay ok

To configure an HTTP proxy for smart licensing, see the Smart Call-Home page. Note that Smart Call Home is
automatically enabled and is required for smart licensing.

Enable Smart license configuration

Feature Tier: standard a
Context: 3 (1-38)

Enable strong-encryption protocol

Registration Status: REGISTERED

Unregister Renew ID Certificate Renew Authorization

a) Enable Smart license configuration(Z=PHE 2}o] A2 Ax] 18 o] A &4 31)S A el g},
b) FeatureTier (715 75) =5 the 554 Essentialss A1 ¥ 94 o
Essentials 7| 5%+ A& 7 &4 o}

O (H A 33 ehol i 0] 49 g3 5

)

mlm

Qe g,

o}

» Secure Firewall 4200 - 1007} &] 43}

o] & 59, Secure Firewall 421591 A1 # ] 10071 ] “d-3-& AF&-35he ¥ A3 ol 983 9 & o}
o] k2 7]-¢k 20 F7HE Yt

Apply(A-8)E 8t

kol A Save(A4 ) otel 25 ¥’y
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ASA 4

SR A

A1 Wizards(WHHAF > Startup Wizard(A] 2 »FH AN E 23 3131 Modify existing configuration(7]<& 21
5 ol 4 ) 2l o M ES 2 gt
@& Launcher File View Tools m Window Help

ece Startup Wizard... Cisco
& . . 3 VPM Wizlirds ‘ @ ‘ - .
&% Configuration |**| Monitor ard Help | Type topic Co
- B : D . High Availability and Scalability Wizard... | b g
~Device List- iipiatiay | Unified Communication Wizard... |

000 Device List _ ASDM Identity Certificate Wizard... L
% Add [} Delete & Connect { Packet Capture Wizard
Find: Go -

Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup fﬂizard Starting Point (Step 1 of 10)

Choose a starting point for the wizard.

© Modify existing configuration

' Reset configuration to factory defaults

+| Configure the IP address of the management interface

IP Address:

<

Subnet Mask: 255.0.0.0

i
Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard

Stal‘lll_ll W ard Basic Configuration (Step 2 of 10)

Enter the host name and the domain name of the ASA. If your Internet Service Provider (ISP) requires
that your host uses DHCP, you may need to use the device name supplied by the ISP as the host name
of the ASA.

ASA Host Name: ciscoasa

Domain Name:

Privileged Mode (Enable) Password
The privileged mode (enable) password is required to administer the ASA using ASDM or the
Command Line Interface (CLI).

| Change privileged mode (enable) password
Old Password:
New Password:

Confirm New Password:

7 2 Startup Wizard(A 4 phl Aol 42 the 8- A B2 g n

Sdst v e

- QTE] 0] (U3 W 913 Q1E] M o] 25 1P 4 W QVE|so) 2~ B4 3
AR
« DHCP A H]
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(8 ALE) Wizards(ebAH) vl ol A b ek ALE A3 e,

ASAE A4 774 32 ™ Navigating the Cisco ASA Series Documentation(Cisco ASA Series -] B 41)
of|  AE- FQl A E o] Mo i) AE- 7hs A E FREA AL

FX0S CLI <4 4] 2~

ASACLIZ A18:3] #4112 | 4517 1h ASDMS 831 04 ASAS 4 8 5 A5tk 24
Eof Al Aste] CLIOY 94|23 5 QAU Th b5l o] | Q1B o] 220 X 1 ASAR SSH 9 4] 28
A5 AU A NG ASAL R 2] 74 7o) =8 Fra Al

A Sl 25 el ASA CLION A FXOS CLIO| A ~8F 4= 9l 51t}

L 2AIA

7] ATE S 24 TE <
o e A AH G A
* 9600X.=

APTh £ Aol B oG BE AP Seolw 2 A 8o} ]
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E EXEC BEo] A 23},

enable

enable 8 S A& s v LW 55 WA st WA A7 mAE YT
of| |

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: **x**x*%

Repeat Password: ****#*x*

ciscoasa#

ASA° A A &4 3 v U 5 = ASAVE F-H 8F= d] A o)l 5= 7 -9- FXOS 3| Y A o] X B=of X
3= FXOS admin AF-&-2} v U 5 9} 5 A3k},

R Ay ool d W& 53 EXEC REC A AR 5 Ay th 3 59 EXEC ZEOA
Zivq ] ]4& rEE ﬁggﬂ 1—%:}; gl{;th}
=4 w2 23327 disable exit, quit H 2 S 912 g}
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http://www.cisco.com/go/asadocs
https://www.cisco.com/go/asa-config
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A An g ol BEof A A T)
configure terminal

o) A

ciscoasa# configure terminal
ciscoasa (config) #

Al RN ASA THE AR S AUtk A9 T4 BES EReke ¥ edt, quit EE
end 1§33 91 gk,

A8 AL FXOS CLIC 12 S T
connect fxos [admin]

- admin—2ke] 2 2 oA 2 F AT FUTE o FHL AHEFA FoW AN AL 917 A8
AT YUtk B R E Y BFS A S U

PSR AR T A ZEEES FASHA] GEUTE A ASA AFEA} o] F o] FXOSE e H Y
lo] Fakx| ey th ASA CLIZ Eol7Fe ¥ exitS o 28} A 1 Ctrl-Shift-6, x5 99

FXOS Wl A scope security/show audit-logs ™8 & = AF-&31o] AF&AF &5 & & = dFH T

o) A

ciscoasa# connect fxos admin

Connecting to fxos.

Connected to fxos. Escape character sequence is 'CTRL-"X'.
firepower#

firepower# exit

Connection with FXOS terminated.

Type help or '?' for a list of available commands.
ciscoasa#

= Uy 7R

« ASAE A4 7+4d 8} 2 Navigating the Cisco ASA Series Documentation®l| A AF-8 591 AT E 9
o el Bl AHg 7 a ABAE Fxa AL

o« A Sl Aol o gk AFA S W8-S FXOS A Sl 2 Tho]l =5 RS Al Q.
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http://www.cisco.com/go/asadocs
https://www.cisco.com/c/en/us/td/docs/security/asa/fxos/troubleshoot/asa-fxos-troubleshoot.html
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