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UA 2 CLI ZEZ EE #%3}0] W39 Firewall Threat Defense B2 ASAS 218 <1 ge1dht},
Firewall Threat Defense

Firepower = 1QI(FXOS) ZH ZE7} AUt 2 a1t A v H S A &l A4S ES T AdsHHh
E7FA] 21218 oF &= 7 9ol = Firewall Threat Defense CLIO A2, 4 H| o] X & %

firepower login:

ASA

ASA ZTEIE7} AT
ciscoasa>

9A 3 FEE o Z g Alo]AE A8 =21 79 Cisco Secure Firewall ASA 2 Secure Firewall Threat Defense ©] 7] %] 7] A X]

[e)
=
Thol =8 xS L.

Firewall Threat Defense CLI®l| % A 2~

T4 s A AL 918 CLIol A4 28 of 3 4 vt
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FXO0Sol| AAZ 3t} admin AF&4}F o] & 2 B H & (7] 2-2k-S Adminl123)= AF-8-3te] CLIol 21913y t} 22
2IalstH U S E WA sk WA A 7 A Y ok

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]
Hello admin. You must change your password.
Enter new password: *¥xkkix*x

Confirm new password: **xk*xxix
Your password was updated successfully.

[...]

firepower#

Firewall Threat Defense CLI= ¥ 74 4 ¢},
connect ftd
Firewall Threat Defense CLI® ]S AZA S v= 7] A S 538t T2 EVF TA|H Y}

o A:

firepower# connect ftd
>

Firewall Threat DefenseCLIS & 5.3} 2] ¥ exit B=+= logout ™ &S 4 E Ut} 18)W FX0S LFHFZEZ Hol7iy

=3
ol All:

> exit
firepower#

A &l 5L ojm) =] A A

Wb e T Aol B MAS AX s Ao] FHUT EE S AR F g adol =g
TR AAR, TS FA S Gl Eas o] HARS AR Sk ARG ARl T 2.8 A
2~ ol X~

T AEy T
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scope ssa

show app-instance
of A:

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup Version Cluster Oper State

ftd 1 Enabled Online 7.6.0.65 7.6.0.65 Not Applicable

A 3 A

b)

d)

scope fabric-interconnect a

set out-of-band staticip ip netmask ¥lvt2= =1 gw Al o] E ¢ o]

commit-buffer

olu] 2] A =] A A= FXOS A4 sl 4 A A& Fx2std Al Q.

el QlEjsl o] 2ol A ol 23k 5 9= A4 A o)A & the = s ok gtk
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I A 287 A el
Management Center = A}-8-3} o Firewall 1 117] .

A 2 FXOS CLI 9 A local-mgmtel] <174 3},

Firepower # connect local-mgmt

SA3 A AHS TR
firepower(local-mgmt) # shutdown

o A|:

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

WA 4 PEe] TR W ALY TEZES RUBY G TR/t 59 0g ZEXEA RARUL

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

A8 AAZE AT A o= AR Froll BRR g AAlel A LS EeElst] s o AAL 5 s H

Management CenterS A}-8-5} < Firewall 21 117]

Firewall Management Center& AF-8-3o] Al ~B1S vl 2A] F53 o AU
TR A|A
A1 e S TR
a) Devices(t]H}o] 2~) > Device Management(t] vFo] 2~ He]) & A & g o},

b) t}A] A1 ZHEE Tulo] A~ S o] ;O(w, )% =283}
¢) Device(t]rlo]~) Bl Z8 3t}
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System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]

ool AATA B A5 A 280l F2E W o 3% 59t

A3 AAITE AT AR

X

A Foll a7 FF- Aol M dde st

. Secure Firewall 4200 Threat Defense ~| 2} 5} 71: Cloud-Delivered Firewall Management Center



W50 o] % AA W e

g},

Security Cloud Control®ll ¥}3}¥ & Alo] &2 A4 3}
< 3 Alo]E A4, 11 F o] A]
e sle 21 12 #o] A
« 7] 74 59, 14 H o] A

Yo Alol= AZ

o Z& Ao E FH] - EH L V| A o 7 24 Alo] B3} 3 AT H A Fo R o & 5o B}
USB-RJ-45 & & Alo] &S Fujj g oF ],

=K

=
L

« Hlo] g Qg o] 2~ L E o] SFP A A| - 7] A| & EE & SFP 2&°] I 8.3 1/10/25-Gbps SFP 3£

Eqyr}

CARAE 8L ShE o] AR Thol B8 FasHAIA L.

outside ‘ )
(Security Cloud Control access) ~ Outside/ "

internet

-Security -,

Console port —

0000000000000

Management
computer

Other data networks
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TD

Firewall Threat Defense

FTD tile(E} )<
M anagement M ode(2]
21y WA © 7 UseCLI Registration Key(CLI 5= 7] AFR)E A eighy )

Ahg

23y
=)ol 4] FTD7F 418w o gl=7] el 3]

o

A Important: After you onboard the threat defense device to cdFMC or the Firewall Management Center using the zero-touch provisioning
method, the device will be managed by the corresponding manager it is onboarded to. Note that the firewall device manager will no longer
manage the device, and all existing policy configurations on the device will be lost except for the basic interface configurations. Therefore,

xou must confiﬁure the ﬁolicies
=

Use CLI Registration Key
Onboard a device using a
registration key generated from
SCC and applied on the device
using the Command Line Interface.
(FTD 7.0.3+ & 7.2+)

WA 5 Device Name(t]Hlo] 2 o] )& 9 €

1% 10: Device Name(t] ¥}-0] 2= o] &)

Device Name

rom the corresponding manager.

=)

Use Serial Number
Onboard a factory-shipped FTD
7.2+ device to cdFMC or a 7.4+ On-
Prem FMC using zero-touch
provisioning.

=)

Deploy an FTD to a cloud
environment
Deploy a device to supported cloud
platforms: AWS, GCP, and Azure.

l ftd1

) 6
TAE Ao = 7

% 11 QA 2= Ao] A A

Policy Assignment(% & %”)Oﬂfﬂ EEtE v E

Access Control Policy

l Default Access Control Policy ~ ]

SAT T ol s

7
715 el daE A

A

pI4

o
)
21}

=1
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Physical FTD Device(= & 4 FTD t]u}o] 2~) ghr] e
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=93

AH-g-sto] Tluto] 2of gk A 2 Alo] A
$- Default Access Control Policy(7] 3 &) A 2~ 7o F S A el gy},

=)

Bulk Onboard using CSV File
Use this method for adding multiple
devices to cdFMC by uploading a
.csv file, with template assignment.
(FTD 7.4+)

EESEAEIcE
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-
%fj@ Subscription License Please indicate if this FTD is physical or virtual:
@ Physical FTD Device
O Virtual ETD Device

License Type Includes

Base Firewall Capabilities

Carrier (7.3+ FTDs only) GTP/GPRS, Diameter, SCTP,

M3UA
IPS % Intrusion Policy
Malware Defense Cs File Policy
URL URL Reputation

9718 CLI 55 719 -9 Security Cloud Control+= 5% 7] 2 7|} vl 7]} M55 21831 58 AP} o] ¥
S & A} 3} Firewall Threat Defense®] = 7] -4 ol| A AF-&3f oF gt}

2% 13: CLI 5 7)

Y
L) Ensure the device's initial configuration is complete before trying to apply the registration key. Learn more &'

:
(2) Copy the CLI Key below and paste it into the CLI of the FTD

configure manager add cisco-security-docs.app.us.cdo.cisco.com
BanyI2o0aTBewl JTpCOP2w3xEBnVVkfZv x7R7dwemd3JCMzwGY3Z2CfoFmZhW97my cisco-security-

docs.app.us.cdo.cisco.com

configure manager add Security Cloud Control_hostname registration_key nat_id display_name

A2 2T HEE 283 3 Firewall Threat Defense CLIOA] o] W& & EALg Ut} 2 7] 724 =38, 14 ¥ o] #] 9]
&S Fxs Al L.

o A

CLIAAE 9|t AE e

configure manager add accountl.app.us.scc.cisco.com KPOOPOrgWzaHrnjlV5ha2g5RE8SpKEFX9OE
LzmlHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.scc.cisco.com

WA SuT rhE Al A Ned(t2)E 2 skl tutel 2 552 A4 E o,
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Your device is now onboarding.

tupo] o o]

2 Security Cloud Control®]|

€ This may take a long time to finish. You can check the status of the device on the Devices and Services page.
Add Labels @
7 4 T
CLIAA 2AHEES ALg-ato] 48 ] IP F24, Aol =)o) D /e 7|2 W =97 44 44

o},

L RAA

A 1 Firewall Threat Defense 2
o] XL ZZE AL

e e E ol A

1 ASA CLI®| A~

A 2 2~ YET}

FEAFH U
2k

oj | A A HA] F& E3l TS A
2 configure network (W E¢ 2 743

Threat Defense ™ & 339 &2

=
AdF 5=

=

0]
PR

H& A&t CLIOﬂ/\i L5ol

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
Cisco General Terms

[...]

Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.

Do you want to configure IPv4? (y/n) [y]:
Do you want to configure IPv6? (y/n) [y]l: n
AR v T2 FE T ot ol el disl yE ok ek I o] 25 AL S A1 E]

[e]
- =
= =
A Ta)E

A aok g,
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https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
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)

ol

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

A3 manual(28) & A B g vk A A QA LG 9] 5 A H o] 25 AHE-E wji= DHCP7F AJ 9 5 4] 851t
2h5-8 LAl S A EH7] AAel o] /IE o] A7 de] At Al )T F o] Aok thE A B Yo l=A] FlsH A L.

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:

A H: Aol E9 o] & data-interfaces= A AUt} o] A2 ] ET S NEHAS T3l 2Pz o5

AE o] 28 Fa B99E 5 AU
fully qualified hostname for this system
comma-separated list of DNS servers or 'none'
Enter a comma-separated list of search domains or 'none' []: cisco.com
If your networking information has changed, you will need to reconnect.
Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35:
Setting DNS domains:cisco.com

2% ] ¢lE]H o] ~ DNS A& A%
o] 2~ DNS A B ¢} &) 8k 5= gl o),

=]
Setting hostname as 1010-3
Setting static IPv4: 10.89.5.17 netmask:
Updating routing tables, please wait...
All configurations applied to the system. Took 3 Seconds.
Saving a copy of running network configuration to local disk.
For HTTP Proxy configuration, run 'configure network http-proxy'

Enter a 1010-3

Enter a

[firepower]:

:35

255.255.255.192 gateway: data on managementO

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask:
Updating routing tables, please wait...
All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.
For HTTP Proxy configuration, run 'configure network http-proxy'

routedS 4 H Tt o - defaf A 2= 2he-| sk B o M nt X gy

Configuring firewall mode

255.255.255.192 gateway: data on managementO

K

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key ]'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Firepower Management Center, you must

Secure Firewall 4200 Threat Defense ~| 2} 5 71: Cloud-Delivered Firewall Management Center .
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use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.
>

H A AA 2 913 o5 QI H| o] 25 A v
configure networ k management-data-inter face
Enter & 21 9] % lE] sl o] 20 tl 3k 7] 2 vl E9) 2 AA & A shehs WAIA7F BAH U,

1P Fa

> configure network management-data-interface

Data interface to use for management: ethernetl/1

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]l: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

A% 55 3 2|5 DNS AW E f-#] 52 A Firewall Management Center®l] A DNS =3 & A A & t}A] F+A4 3 oF 3
U,

DDNS server update URL [none]:
Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow manager access from any network, if you wish to change the manager
access network
use the 'client' option in the command 'configure network management-data-interface'

Setting IPv4 network configuration.
Network settings changed.

>

DHCPZR-H H IP T4

> configure network management-data-interface

Data interface to use for management: ethernetl/1

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcp]:

DDNS server update URL [none]:
https://dwinchester:pa$$wOrdl7Qdomains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow manager access from any network, if you wish to change the manager
access network

use the 'client' option in the command 'configure network management-data-interface'

Setting IPv4 network configuration.
Network settings changed.

>

Security Cloud Control®ll A A d g+ configure manager add ™8 &
Security Cloud Control & 2 ¢ttt & & A A stelw W

o A|:

S A}-&5}¢] 9] Firewall Threat DefenseS 2] &
she 2R, 12 o)A o] &S FFsA L.
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9A5 ¢

> configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2g5Rf8pKFX9E
LzmlHOynhVUWhXYWz2swmk j2ZWsN3Lb accountl.app.us.cdo.cisco.com
Manager successfully configured.

A4 A AR tufo] 25 A5 4= ) == Firewall Threat Defense S 3 5 g1t}
NzRle griEA ek Ao] Fath el A9 Bl e 2904 S 2 49 gel A2
o] A7}t £ F JdHFUTH A MO so N e Ze A AP e e AAS Bee Ay FRed

Firepower A| =8l 0] 44 0 2 F o ¥ 2] =t Hol 23t A L.

a) shutdown % #S &g},

b) <l LED % g8 LEDE #&sto] A o] o] AR =4 =AY EHLED 71 7).

0 AMAZF A FA 02 AR S F AN A Belsto] Beldom AAG 5 A5
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715 A A 74

O

The Ao A Ret AL A

« - 5L o) QlEf H o] 2~ - - QI E | o] 2ol A 1P T4 5 ShdefaL, 2] - Q1 E] 9 o] =0 DHCP
= AR

« DHCP Server(DHCP A #]) - Z2}o] o1 E-& |5 1] ¥ o] 2~ 0]l 4] DHCP A B & A&t}
* Default route(7] - 74 2) - 9] - QlE{H o] ~ 5 F

« NAT - 9] 3 Q€] 5] 0] 220 4] 21E] 3] 0] 2= PATE

i
>
ofo
i
M T
= O

* Access control( 2} Al 2= A o]) - Y Lol 4] 9] 3= &Fa)=

WO RS ALEA A ool o i AR ERAL FE A
« Z2}9-= A|-F Firewall Management Center = ©] -5, 19 3| ©] 4]
« Qg o] 2~ 5143, 20 ] o] A]
« DHCP A1H] 4, 24 7 0] %]
« NAT 4, 25 5| o] #]
« A2 Ao S T F U T, 28 | o] A
« 95 21 E | o] 2ol A SSH &4 3}, 31 | 0] #]
< 773 75, 33 # o] A

= ¢}-9-= A& Firewall Management Center=. ©|-&

e}
£ 2}$-= A F Firewall Management Center Security Cloud Control2] 2}A]| g}l A A 5 Y},
I ZAA

A1 Administration(ZH2]) > Integration(E-3}) > Firewall Management Center 2 A & g1t}
97 2 FH-= AlF FMCE A 838} Actions(2H$]), Management (2 2]) T+ Settings(2 &) 3 2 A2 Zlsto] A o
A Z2}9-= A Firewall Management Center< $3 1 U}
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| JREE BB

2
Z2}-9-= A|F Firewall Management Center©ll 4] Security Cloud Control 2 t}A] ©]-5&}#1™H Home()E &2 &4t}

Q1] o] 2= -4

U ool M= DHCPE AH8-8h= 941‘%01‘51111 ojzol M g Fa B FE BEE AN 0}04 Ve |
o] ol 2k RES A d YT =1 i 5 { A H 8 DMZ I #H o] &

32 A A]
=B i 2~ i 2~ =2 el SN=z] sl 3 = =2 Z g3}
Al 1 Devices(t] v} o] ) > Device Management(t] BFo] = S A9 atal whshd of JA3(@HE E9%
fe) bz N2 =8 8
A 2 Interfaces(Q1E ¥ o] )& S gt}
1% 15: Interfaces
Device  Routng  Interfaces  Inline Sets ~ DHCP  VTEP
—
Q_ Search by name Sync Device Add Interfaces ¥
Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address Path Monitoring Virtual Router
® Management0/0 management Physical Disabled Global
[@ GigabitEthemetoro Physical Disabled
GigabitEtherneto/1 Physical Disabled
GigabitEthernet0/2 Physical Disabled &
GigabitEtherneto/3 Physical Disabled pd
GigabitEthernet0/4 Physical Disabled ra
GigabitEthernet0/s Physical Disabled ra
GigabitEthernet0/6 Physical Disabled ra
(@ GigabitEthernetof? Physical Disabled Va

A3 40Gb o] o] QI H o] Lol A Befo] Aok R ES st s Q1E #l o] 29 Break ofo]lZ& S I
TAolA ofm] AA I F o] 25 AREFF A B AL A8 dell 7S Al oF Fu

A 4 3ol AHgE B o) 20) A () ST
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1% 16: Qv =R

b)

©)
d)

e)

Edit Physical Interface

General IPv4 IPv6 Path Monitoring F

S

Name:
inside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

inside_zone v

nterface 1D:

MTU:
1500

Priority:

0
Propagate Security Group Tag:
NVE Only:

Security Zone(EOF F) =FThE HFolA 7] o] i Bl 93 A g s Y New(H = REE7))E 283}
of A Bt g9& F7hu e

o & £°] inside_zonecl 2tz A& F/HFUTH G BE AFS 7IE o W A S A&k o & &
of, Edflg o] i G 95 A= o] Tty ool A WF-2= ol s 5 fIET AA L Al A
= 78g T sy
W UE s o] 27k AR 0 5 35, U Al A== A E AFg Yy
Name(°]) B ol o] 55 484 oW = vt
o & 5] QlE 7 o] 20 insidezt= o] 55 A A G
Enable(27d 8}) gelzhs A= gy,
Mode(:2. =)= None(oi%) SH = HAE Y
IPv4 BU/HE= 1PV B5 28 Ut
¢ IPV4 - EF UGS BE o4 Use Static IP(ZLA IP AR E ABStL S A|() B7]Z 1P =49 B Y vl

A5 dEgy
o & £0] 192.168.1.1/24 & Y Fth,
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1% 17: I1Pv4 &Y

Edit Physical Interface

General IPv4 IPv6 Path Monitoring
I
IP Type:
Use Static IP -
IP Address:

I 192.168.1.1/24

* IPV6 - Bl v A7 A5 -4 S 88 Autoconfiguration(As 7-4) &

219 18: IPv6

Edit Physical Interface

General IPv4 IPv6 Path Monitoring
I
Basic Address Prefixes Settings
 —
Enable IPV6:

Enforce EUI 64:

Link-Local address:

Autoconfiguration:

Obtain Default Route:

f) OK(&FeH)= &g}

GA 5 o] Fo A ARt = I A o] 20 HH(P)H)E =
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agsez 4 i

1Y 19: Q=R

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardwart

Name:

outside
Enabled

Management Only

Description:

Mode:

None v

Security Zone:

outside_zone v

nterface 1D:

MTU:
1500

Priority:
0

Propagate Security Group Tag:
NVE Only:

a) Security Zone(EOP g o) EFTE B2 A 7]F ] 5 Bl S AEst AL New(M & BHE7))E 286t
of A Hetd9S 7t
ol & E°] outside zoneo| 2ti= 9 S F7HE YT}
ol 2]t 7] & A 7S W7 3} Firewall M
IR Rs R
b) OK(ZME =8 FYh
GA 6 oS S0 P B S T AH
a) AH&3tE = QE Ho] =
b) Security Zone(X.qF & <
o Al Bt S F719

o £ 9] dmz_zoneo| 2=

anagement Center ¥&] o] T EE o 7| AA S

)
o,
QL
5=

T S50 7]%4 DMZ H.ot & A& s A Y New(H = H57])E S48t

c) Name(¢] &) Lo o] 58 487 oY = ¢
d & £ QJIE H o] 2 o] &5 dmz= A AH gtk
d) Enable(&7d3}) &S A8 g,
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B ouce 40

¢) Mode(:2 =) None($lS)

f) 1Pv4 ¥ 2/ |pyve B S

g) OK(&eh= &g}
A7 Save(A ) E SHFY Y

i o

B = FAE YT
gslal Yl 1P F425 AT

DHCP A ¥ 43

Zeto] A E7} DHCPE AHg-sho] st ol A IP 245 714 & 7] 8te] W DHCP A ¥ & &4 519
.

X ZAA
A 1 Devices(t] ulo] 2) > Device Management(t] BFo] 2~ #2])

7] 2 DHCP > DHCP Server (DHCP A B])Z A &l gl t}.
19 20: DHCP ~] 1]

it
2
i)
ol
k1
O
=
o
[»
lo
r =l
i)
S
o
i
o
i
i
O

Device Routing Interfaces Inline Sets DHCP VTEP SNMP

Ping Timeout
DHCP Server [ 50 ] (10 - 10000 ms)
DHCP Relay Lease Length
DDNS [ 3600 ] (300 - 10,48,575 sec)

D Auto-Configuration

Interface

[ ]
Override Auto Configured Settings:
Domain Name

[ )

Primary DNS Server Primary WINS Server

[ o+ v +
Secondary DNS Server Secondary WINS Server
[ J o+ v +

Server Advanced

+ Add

Interface Address Pool Enable DHCP Server

@A 3 Server (A H]) FHlo] Ao A Add(F7HE Y351l thg 24

o

74

i
T
o
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nat 4 [l

19 21498 571

Add Server ®

Interface*

(insas 2

Address Pool*

[ 192.168.1.2-192.168.1.55 ]

(2.2.210-2.2.2.20)

Enable DHCP Server

« Interface(Q1E] 5 0] ) - EET}& E 2o A] O E] 7 o] ~2 A el T}

)
A
o
2
!
_l
rir
2
)
i
rO
)
Ay
o
>
o
(o3
o
2
iy
S5,
=
o,

* Address Pool (-4 &)- 1P 422 W
olok 3lm, QIE o] 2= 2pA| o] [P F e

* Enable DHCP Server (DHCP A 1] 4] 3}) - A &k Q1] | o] 2~ 0] A DHCP A ¥ 2 &4 3}t o},

A 4 OK (B = gt}
@Al 5 Save(AhE Y Th

NAT A

L RAA

Al 1 Devices(t] HFo] 22) > NAT S A 815131, New Policy(M 4 2= 28 gk
GA 2 AA o] 52 AR, BHS AR Hnlo] 25 Y3 F Save(A 7 E SH YL
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B onares

% 2224 A3

New Policy

Name:

[ FTD_policy

Description:

[ )

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices and Templates

[ Q. Search by name or value ]

192.168.0.124
192.168.0.155

Add to Policy

Selected Devices and Templates

192.168.0.124
192.168.0.155

4

% A o] Firewall Management Centers 57+ Ut Al &38| A 4 Aol 1 2-& S}l of Ut}

1% 23: NAT 73 #)

FTD_Policy

Enter Description

Rules

[ Show Warnings ] @ [ Cancel ]

NAT Exemptions  Policy Assignments (1)

[ Filter by Device ] [ Y Filter Rules

® ] [ Add Rule ]

Original Packet Translated Packet
Source Destination i - e
" : Original Original Original T T "
D # Direction  Type Interface Interface Sources Destinations Services Sources Destinations Services Options

Obijects Objects

~  NAT Rules Before
~ Auto NAT Rules

~  NAT Rules After

@71 3 Add Rule(7+ 3 F7h)< S84t}

e
ox
12

o,
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Add NAT Rule
NAT Rule:
Auto NAT Rule v
Type:
[ Dynamic V]
Interface Objects Translation

« NAT Rule(NAT %)) - Auto NAT Rule(x5 NAT 7+2)< A el g},
* Type(# @) - Dynamic(s-4) & 4 & ] ok,

WA 5 Interface Objects($1 E] #| o] 2 7} A])) #| o] #] o] A] Available | nterface Objects(AH-& 7}s 3+ Q1 E] ] o] 2 7] A]) & & ¢]
9] 4 oJ 98 Destination Interface objects(th 4 Q1E = o] 2~ 7| A]) o A o] 7} o}

1% 25: Q1E | o] 2~ AN A

Interface Objects Translation PAT Pool Advanced
Available Interface Objects Source Interface Objects (0) Destination Interface Objects (1)
[ Q. Search by name ] outside o

T | Add to Source l
inside

Add to Destination

@7 6 Trandation(F 3 o] Aol A th& 4 S AA P

1% 26: g

Interface Objects Translation PAT Pool Advanced

Original Packet Translated Packet

Original Source:* Translated Source:

[ all-ipv4 [ Destination Interface IP v ]
— @ The values selected for

Original Port: Destination Interface Objects in

[ TCP v ] 'Interface Objects' tab will be

used

Translated Port:
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AL EE

| EEREEEEE S e

« Original Source(g ¥ A 2+)- B2 [pv4 E 2 9(0.0.0.0/0)0l &t U ES 2 A A S 371she d AddG7H (h) =
Ekth=s

% 27: A ES A A

New Network Object ®
[ all-ipv4 ]

Description

Network

(O Host O Range (O FaDN

[CT—]

D Allow Overrides

ZHar
ZFE NAT 722 A AFolo] AB2 NATE =718t A28 A o] A2 A8 4= 9 7] u]Fof] Al 2~Elo] A
o5 any-ipv4 7] A & AF& e 5 9lsU T

* Trandated Source(¥ 2% A~ ) - Destination Interface IP(Th7g Q1E{H o] 2~ IP)E A &) g,
G717 Save(A ) E S8k A S A HA L
T2 o] Rules(7f3]) ®ll o] &l A%H Ut}

A 8 W7 AFREES A Sk NAT o] %] ol A Save(A )& S th

A2 A 52 T F e,

|5 M|~ AE S A A2 Block all traffic(2E El T Aeh)S 4
2
)

7 J2d PThA,
3] 8-3}7] ﬂoﬂ Aol 28 F7tsl| of Futh AA| 2= Ao AL &

o}
A=

o] Aafi= - g ol A of 7 2o 2= Ed S 38k A Ao i H S A E U
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a2 Aol 4 e g i

L2 AA

t:,

A1 Policies(*d 3) > Security policies(:.¢F A 2) > Access Control (& Al &= A 0])S MBSt A (2 )dl EdH AA 2=
AEEZE A A g t]jufo] ~E S},
@7 2 Add Rule(i# 3] %71 & Zelati g sl 45 44 E o)

%) 28 0~ 39

Add Rule

Name [insideAto~outside| ] Action | @ Allow v B Lc
Insert |into Mandatory v @ Intrusion Policy | None

Q Zones (1) Networks Ports Applications A Users URLs Dynamic Attributes VLAN Tags
Clear Selections [ Q Search Security Zone Objects ] Showing 2 out of 2 | Selected 1 Selected Sources: 0

W & inside (Routed Security Zone)

D & outside  (Routed Security Zone)

Any

+ Create Security Zone Object  pr—
1. o= 59 o] 713 2] o] 2% insideto-outside® #| A gF T}
2. Zones(%d &)oll A U5 9 &S et ),

3. Add Source Zone(A 2= 9 F7HS 8o

EEPPERTE

. Add Rule

Name [ins\de—(o—outs\de Action | @ Allow v B Logging OFF B Time Range Ru

Q Zones (2) Networks Ports Applications A Users URLs Dynamic Attributes VLAN Tags

Clear Selections [ Q search Security Zone Objects ] Showing 2 out of 2 | Selected 1 Selected Sources: 1 Selected Destinations and Applications: 0

B inside (Routed Security Zone) Collapse All Remove All

m Juoutside (Route

20N | v 10Object

curity Zone)
h inside

Any

+ Create Security Zone Object Add Source Zone 5 | Add Destination Zone

7)eh A e MR e 24

SA3 (R A AR 5 F vholol 1ol B £ ZEstel AAW AL AL A F v
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| IEEER EEEEEatE R

NA| 2~ AJof 7+ 2] B} AL D E, &l 5, Security Intelligence 2 ID 7 2 o] WA 2 &Yt} o] 2] st A 2 & AF&-A} A
Ao AL UM EY] T 27 AFHS ghotgt $oll= Al & e Ed g S &5 4= AR A Y §-3)3)
Au EF S Apdste] 37 A7 48 gles o mA MEH A A5 MAE = dsyh

1% 30: A A 2= A o] ol A5 g4

packets + @ PrefilterRules + () Decryption » @ Security Intelligence » () Identity » @ Access Control ‘
A 7R AR e nE 2 Adele) thE 130 2A(BA)E AGESIES F
HTh A1 A ] 0@ G080 ARe B 2 Aueht AUt 184 er $AH ), B
% A% AH($3 890 $3) i AT AT 4 Qi A2 Ao B AT} AR A AL NE FAL A
e 5 gley

A BEE AL Ed 2 o] o o) 4w sh] Aol AdshAG B B2 E Agsel Y5& ANE 5 9
STk A AN A B A DA BE 73 F4E 5 Ak B 718 A s B s
st B US UEYE AP, A0 i J9E 0A 44T 5 Atk A B T H S ALgsE P

L ﬂ

9
A, LES IR AHENHE Edg s d

R A AY A 4= A5y

o S0l Y=o RE FTP 202 & Agratel 3t b uh, whel 4 24 o] b7 = SsH =2 & At
ahels A5 Al Akl e G AS Foh S gl

* Decryption(3l =) - 7]1;9 07 FEo] ALy X F&HUL S EY T EFES A= A wEE =
WP QI T g B ] A EgE L =S dalx] o W o s 58y At st U EY
ﬂﬂiﬁﬂﬂﬂ4ﬁL Z0% A o] 5L AT 5 gl VIEN D ATV EA o Ede 8%

498 ALga e 7ol EHUT

Security Intelligence- ( IPS 2}o] 412~ & Q) Security Intelligence ™ 7] % 0. 2 &4 3} & o] 3}%14 t}. Security
Intelligence™= F7F A 2] & 913 A A2 Alo] Aol AAE AL3}7] Holl 2 -&5]= oFo] 4l &5 gk &=
& %7] vro] ekl Ut} Security Intelligence= 8 QA& & A 25 ALE-3lo] Al~79] 9§ oldlg] A~ 2
2] Q1 Talosol A} Al &8k IP 524>, URL B =]l o] F3to] QA& A& A Ayt dsk= 45 F7HP
F4, URL B o2 & 37ha 70 AAl 4 Slgu o,

Zk a1

IPS 2ho] A 27k §laz 75 o] A A2 QAL Alo] A F oM DA she Ao FASHTE 554 F5H

& A9 g2 2] A o] Aojd 39 Yt Firewall Management
Centeroll = A= :LEHE 244 ﬂé}ﬂ‘/} StEste ¢ ol ol g Al a' Al g A o] 23HE o] st o] EAA

a) Intrusion Policy(3 9 4 &) =5 th 555 U
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EEREEDEC R E SN |

2943

5|
o
«
>
[>
ol
2
o

@ Intrusion Policy [|None A]

ags

Balanced Security and Conne
Selected Sources: 1

Connectivity Over Security
Collapse All

Jone | v 10bject Maximum Detection

& inside_| Security Over Connectivity

b) BEoA A2E AT A F e Aud

A5 (A AR A Alo] g FHeoll 485 = 9t A S FUH YT
a) FilePolicy(¥< A ) =50 55 g
drNedgste] 4A S Fr T

EEPEDEE

Ee File Policy [None A]

Open File Policy List”
ns and Applicatio

A} A A 2] 72 Policies("d ) > Security policies(2.¢F 4 ) > Malware & File(d 9] 2 3}d) Ho] x| 7} H =
o] g Ayt

b) A2 Ao Ul g x4 & )82 Cisco Secure Firewall Device Manager 4] 7101 =& 23514 Al S

¢) Add Rule(7 2 F71) Flo]| A & Eol7t Bt H5o A A2 A H A S deshy
@716 Apply(d-&8)E ==Yt

T+ o] Rules(11-#) Bl o] &l F7Hg 1 o
A7 save(A ) E FEFYL

2] F- Q1] 7| o] 2~of A SSH 24 3}

o] Ao A= 9] 5 Q1B o] 20 A Bt o] o] Hjo] B Hi= 21gk S1E} 5 o] ol ©] G SSH &)

R

P ssre P e AT,
J

NEA o m 7] AR Fol HIZWHEE 74 % admin AHEAH7E 5 U H
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. 9] 5 <l Ef H| o] 2o A SSH &4 3}

L EAA

¥ AA)E 4 93kl Firewall Threat Defense 7 45 A3 A A &

uful

w71 Devices(t] o] 22) > Platform Settings(Z 2
Yyt
@A 2 SecureSheII(yio} AyS HAelgh)
T3 SSH 91 AL 3] 4351 92 Qg o] 29} [P F4E sHelgh ).
a) Add(F7HE =88] A 7122 F78EA U Edit(EH ) S 2838 71 732 S
b) T3 HAS AU
< IPAddress(IP 54)-SSH 948 3] &3l 3 AE = Y EYAE AHel= Y EY T A B 1859
Uth = 20-L b oA AAS A AL +2 S8 sl A U EY I A S F=718 )
- Available Zones/Interfaces(*H& & 4= 915 4 ©/9VE] 9] ©] =) - Selected Zones/I nterface(A1 B & J 1/ QI E
Ho]2x) 55 olg] Do o JAS FI1stAL o & ClE o] 2 o] 52 Y Ed T Add(FTHE ¢

e,

719 33: 9] 5 Q1 E] H o] 2o A SSH &4 3}

gy,

&)

—

Edit Secure Shell Configuration ®

IP Address*

[ any-ipv4 v ] +

Available Zones/Interfaces C Selected Zones/Interfaces

[ Q. Search ] [ Add ]

DMZ
inside

outside

outside| I Add
Cancel ﬂ

¢) OK(ENE FHFYh
@A 4 Save(AHE T
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o1 Deploy(%) > Deploy(%) & ol &-3te] &l

w 7kA] g 8t A] e F U

T T

tnpol 2ol A7 WA AME FE TG 753871 ol tinfo] el A WG Apgro] 24 e 7t
shduith.
ZEANA
A -5 el A Deploy(7-5)E 28 4t
Y M4
Deploy © @ @ ‘ 7

WA 2 wEA 5 eked
:ll

9 3

Ay

574 tnto] 223 A3 vh Deploy(T5) 2 2 Fth

Q

Advanced Deploy ‘ A D Ignore warnings Deploy

1010-2
(] 1120-3

%=+ Deploy All(X5

19 36: BT T

Q

I Ready for Deployment

I Ready for Deployment

FH)E FYste] RE trtel o] THF L

Advanced Deploy ‘ A D Ignore warnings ST [0 |

(7] 1010-2
(] 1120-3
(7] 120-4
(] ftd-clustert

(1) fta1

® 5 devices are available for deployment

I Ready for Deployment
I Ready for Deployment
I Ready for Deployment
I Ready for Deployment

I Ready for Deployment

D
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a8x o St % Aol thall Advanced Deploy(iLi 7-%)5 29 ¢

1 device selected

v Q search using device name, user name, type, group or status

] Deploy time: Estimate MY

Pending Changes Reports

C] Device Modified by Inspect Interru... Type Group Last Deploy Time Preview
> (0 fin rboersma, System FTD Feb 26, 2024 11:09 ... B | Ready for Deployment
> (] ftd-clusterl rboersma, System FTD Feb 22, 2024 10:36 ... &3] | Ready for Deployment
b 1010-2 rboersma, System FTD Feb 22,2024 11:09 ... @ I Ready for Deployment
- v Access Control Group
Access Control Policy: in-out R rboersma, System
®
Intrusion Policy: No Rules Active 2 system
2 Network Analysis Policy: Balanced Security and Connectivity R System

~ Device Configurations
Interface Policy R rboersma

~ Flex Configuration

Template Policy: Unassigned R rboersma
~ NAT Group
Manual NAT Rules: interface_PAT R rboersma

v Security Updates

Rule Update: (Isp-rel-20240311-2013)

B3 FEe] AFeh=A ST w3 282 Deploy(%) B E 2 250

Aot

% 38: 4% 3 H)

Deployments Upgrades A Health © Tasks

O failures
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