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firepower login: admin

Password: Adminl23

Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.

Enter new password: ***xkxkkk*

Confirm new password: **xkkxkix

Your password was updated successfully.

[...]

firepower#

FXOS CLICIA A3 $¢ v d& FAFUH

Scope ssa

show app-instance

o A

Firepower# scope ssa

Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup

Version Cluster Oper State

ftd 1 Enabled Online 7.1.0.65 7.1.0.65
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Example:

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: **xkkxkkx

Confirm new password: ****xkxxx%

Your password was updated successfully.
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[...]

firepower#

& X E X FXOS 17243+ 7§ threat defense CLI® 914 3t}
connect ftd

Example:

firepower# connect ftd
>

threat defense®ll % & 2118 A9, 9= 4] gho]d 2~ Al 2KHEULA)® 5] 5Fal SSH A2 S A&
e A5 #eA v S E WA st WA A7 AR YT 2 vl CLI A 2 HEY
FEAFH Y
Note ojm A AR & 3l Ay L o] S A 4-A] oW CLI AR vPEANE v E = Q&
Yt} 28y o] 3 3k & A A2 configurenetwork(W| E 9 2 143) ™ & & AF&-31o] CLIC
8k 2= 9] 21
=

A ol M7 e 4= 95t} Secure Firewall Threat Defense ™8 & %2 &2 333814
A Q.
7] gk = o] el & gho] E qholl EAF YT o] Holl =g g2 Felske W Enter & 7
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« 7] Qe o] 2o gk IPv4 7] Alo] E 9] o] ¢} 8—data-interfaces A7 2 2 management
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S}+= 7 -7 Management 1/1°] th 3+ Alo] Efllo] IP F=45 A A sl oF vt I E S A 45 A4 o

o} gl = AR G5 ofl ol Al U - QIE | o] 2= ] Ao E o] 9hS 3t o] A9 Aol E
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If your networking information has changed, you will need to reconnect(V1 E9 % A X7} ¥ 74
745 oAl dAdsfof ryth) —SSHE Sall A o] YA Hx AAANM P TS VAT
T Aol BHUTE A IP F4 H I HS & AREsto] oA AAF UL & A A=

"R A g5 U

Manage the device locally?(t] Bl o] 25 24 2 #2] 5} A 215 Y 7F?)—management center=-(£)
AHE-eE ™ noE FE YT yesE & HE 7 -5- L th4l device managerE AH&-SHA FH U T

o ox. il

Configurefirewall mode?(3bH m =2 A ASA AHU7F?)—%7] A Ao A ey =2
Aok Aol FHUT 27] 44 ol g5 RES WS 48 3 P4 A9 Py

[o:

Example:

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]
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Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must change the password for 'admin' to continue.

Enter new password: ***kkkk*

Confirm new password: **kkkxkkx

You must configure the network to continue.

You must configure at least one of IPv4 or IPv6.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15

Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1
Enter a fully qualified hostname for this system [firepower]: ftd-1l.cisco.com

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220]:
Enter a comma-separated list of search domains or 'none' []:

If your networking information has changed, you will need to reconnect.

For

HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no
Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode

Update policy deployment information

You

- add device configuration
- add network discovery
- add system policy

can register the sensor to a Firepower Management Center and use the

Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or

the

IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key ]'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration

key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

o] threat defense & ¥+2] 3 management centers 28 34 T}

configure manager add {hostname | IPv4_address| IPv6_address| DONTRESOLVE} reg_key [nat_id]

{hostname | IPv4_address| IPv6_address| DONTRESOLVE}—management center®] FQDN %+
IP 725 A Yt} management center®] 745 A4 XA e 4= ¢l 74 DONTRESOLVE
S AF&-31al nat_id= #]7g gHU th. s} o] AF2] T BFo] 2 (management center 51 threat defense)
o] = F tfulo] 2 7F ek SSL (a3t BAl AL S AA ] 9% AA 7Hs S IP T4 9lo]
of 3t t}. o] W&ol 4] DONTRESOLVEE A A 3}+= 74 9~ threat defenseol] 1A & 5= A= 1P
& EE SAE ool glofof gt
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5= o} management centeroﬂ A A o ﬂ T AHE S A4 3 T} management center
= DONTRESOLVEZ A 43} 7 $- ?}EA %&% Yt} NAT ID+= 37448 2348 4= 9154
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Example:

> configure manager add MC.example.com 123456
Manager successfully configured.

management center©](7}) NAT Tl H}o] 2= Hol| 1=
o] & 4] DONTRESOLVEE A4 Yt} o] & &

Example:

> configure manager add DONTRESOLVE regk3y78 natid90
Manager successfully configured.

threat defense”} NAT t]H}o] 2= F ol 9] 7 -9- management center IP 542 B2= S 2 E o] 534 37| 4L
59 NATIDS 25 o). o & 51 0183} 240,

Example:

> configure manager add 10.70.45.5 regk3y78 natid56
Manager successfully configured.

What to do next
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Configure Connection to FMC

Provide details to register to the FMC

FMC Details
Do you know the FMC hostname or IP address?
@ Yes O No
FTD FMC
10.89.5.43 10.89.5.35

fe80::2ef8:9bff.fe1e:8fd2/64

FMC Hostname/IP Address

10.89.5.35

FMC Registration Key

aono ©®

fp21303

Connectivity Configuration

FTD Hostname

fp2130-3

DNS Server Group

CustomDNSServerGroup R

FMC Access Interface

management (Management1/1) v

Type: Static IP Address: 10.89.5.43 / 255.255.255.192 Edit

CANCEL CONNECT

a) Doyou know the FMC hostnameor IP addressFMC &~ E o] & &= IPFT4AE &3 J5U7H

o i3] IP 4 & 32~ E o] 52 AF-8-319] management center®l] =2 & 4= 91 0 Yeg(ol) &,
management center®l] ¥ 5] [P T4 = T2 E o] 59| LAY NAT Heoll 9= 74-%- No(ohH L)

g 23
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71€ 255 AgaAY 2 Ayl 7] 2 DNS 2152 CiscoUmbrellaDNSServer Group©]
™, o] 7] o] &= OpenDNS A ¥ 7} EZ 3Hg U T},

FMC 4] 2= Q1E| sl o] 220 4] he] & A& ghch,

[S13
H

7] 8 Connect($12)E 28 & th FMC 55 A Hl(FMC Registration Status) ™ 3} 4} A= management
center 1 Zhol| g A A e E R F U} Saving FMC Registration Settings(FMC 5= A4 #4)
A o] ] management centerZ ©] &3} W s} S 73T
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9 8 FMC 55 73l

FMC Registration Status

.1...1.. Registering with the FMC. Please wait...
See_configuraton summary v

* Backing up Configuration

Cavi y MC R vietration Sattina
Saving FMC Registration Settings

Deploying Configuration
Testing Connectivity to FMC

Registering to FMC

CANCEL REGISTRATION

management center®l] U] 3+ 2 3+S- #4312 Cancel Registration(s5 3 4)& 283Ut ofyd
Saving FM C Registration Settings(FMC 55 A7 #7) @A 7}4] device manager B.2}-5-4 & &%]
A Al @ o] g A SFH R M| 2 T7F U A T2 5, device managerel] THA] 1A S wff vk A 7)) 5 U T}

FMC Registration Settings(FMC &% A7 A 74) @S 53 3 £ device managerd]] 2 ¥ Je| =
A = 79, vhA 9. 2 Successful Connection with FMC(FMC2} 12 A ) th 3} =7t A |
% device manager ©. 2 58] ¢4 o] &f A 1t}

IH EFMCAE BF

FMC Registration Status

Successful Connection with FMC
You can now manage the FTD using FMC. You can no longer use

FDM to manage the FTD. See the FTD getting started guide (7 or
the FMC configuration guide (4 to configure your device.
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Add Device (]

Host:+

ftd-1.cisco.com

Display Name:

ftd-1.cisco.com

Registration Key:*

Group:

None v

Access Control Policy:*
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Malware
Threat
URL Filtering
Advanced

Unigue NAT ID:+
[ natidse
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Overview Analysis Policies elSUTE8 Objects  AMP  Intelligence Deploy , System Help v admin v
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Cisco Firepower 9000 Series SM-24 Threat Defense
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Edit Physical Interface

General m IPvG Advanced Hardware Configuration

IP Type: Use Static IP hd

IP Address: 152.166.1.1/24] L e

« IPv6 - AHH] Bl A4 A5 A4S &1l Autoconfiguration(AHs 7-43) EHelehs el gty o)
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Edit Physical Interface ? X
m IPv4 IPv6 Advanced Hardware Configuration

Mame: outside Enabled Management Only

Description:

Mode: None R

Security Zone: putside_zone i

MTU: 1500 (64 - 3000)

K Cancel
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puep A1 24 ]

Edit Physical Interface

General m IPvG Advanced Hardware Configuration

IP Type: Use DHCP >

Obtain default route using

DHCP:

DHCP route metric: 1 (1 - 255)

« IPv6 - AHE] B A A5 A4S &2l Autoconfiguration(AHs T-43) EHelehs el gt o)

f) OK(ZFehH= =gl
@Al 6 Save(AhHE SFHFUTH

DHCP A W -7

= 2Fo] A E7} DHCPE AF-8-3F<] threat defenseol] A IP 45 714 @A ste]™ DHCP AW & &4 3}
S

I ZAA

S 1 Devices(t] vl-©] 22) > Device Management(t] vlo] 2~ #+2]) & A &5} a1 t]njo] o] 524 ( #) S 223t
Yy,
@7 2 DHCP > DHCP Server (DHCP Hlﬂ%)—% A el )},
oA 3 A8 Fo] Aol A Add(F7h S 28t e A4S AA T
Add Server 2 %
Interface* inside -
Address Pool* 10.9.7.9-10.9.7.25
Enable DHCP Server

OK Cancel
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N
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A5 Save(#] %
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3}01 i) > Device M anagement(t] v}] 2= #2]) > Routing(2F-9-%) > Static Route(*d 4 7 =) 7 o] #] ]
| Pv4 Routes(I Pv4 7 &) B=+= |Pv6 Routes(I Pv6 7 =) E| o] Z-ofl A1 Ut}

L ZAA

Devices(t] B} 0] 22) > Device Management(t] B o] 2~ #h2]) & A ¥l sl ar t]nfo] ~ 9] =4 ( )& 28§

o},

Routing(2}-9-¥) > Static Route( 2 74 )& 4 ® 3} Add Route(d = F+7hH & 223 o2& A A
Fuyo.
| Add Static Route Configuration ? X
Type: ® 1mva O Ipve
Interface™® outside w
Available Network (5 (%] Selected Network
L, Search == any-ipv4 &
~

5= IPv4-Benchmark-Tests

52 IPv4-Link-Local

=2 TPv4-Multicast Add
== IPv4-Private-10.0.0.0-8

== IPv4-Private-172.16.0.0

5= IPv4-Private-192.168.0.

= IPv4-Private-All-RFC191

v
52 IPve-to-IPv4-Relay-Any:
Gateway™ default-gateway v @
Metric: 1)
Tunneled: O (Used only for default Route)
Route Tracking: v @

0K Cancel
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System Help v admin v

Overview Analysis Policies sISUTSEN Objects = AMP  Intelligence Deploy !

Device Management NAT VPN v QoS Platform Settings FlexConfig Certificates

You have unsaved changes | [=] Save ) cancel
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Cisco Firepower 9000 Series SM-24 Threat Defense
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OSPFv3 N
Network Interface Gateway Tunneled Metric Tracked
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. ﬂ_:] BGP ¥ IPv4 Routes
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¥ IPV6 Routes

@l 4 Save(A 7 E SHFU T
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o
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AR&E tuto] 25 A1 E%E H Save(A ) E 29U
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Name: interface
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Targeted Devices
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Available Devices
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tH7 3 Add Rule(77 3 27he =
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z

| Add to Policy |

| Save
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* Add NAT Rule
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Destination |
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Interface Objects Translaﬂon PAT Pool  Advanced
Translated Packet

Original Packet

Criginal Source:* zll-ipvd Ay * Translated Source:

Original Port: TCP

Destination Interface IP

« Original Source(‘g ¥ 2 2) - BLE IPv4 E 2 2(0.0.0.0/0)° i3t WIEY T A& F=7182H 5
Kz gy

New MNetwork Object ? X
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Deploy Policies Version:2019-03-05 03:17 PM 279
Device Inspect Interruption Type Group Current Version 2o
=#152.168.0.16 Mo FTD 2019-02-28 07:11 AM

Deploy || & || System Help v

Deployments § @ Health

1 total 1 running 0 success O warnings 0O failures Show History
™ 192.168.0.16 Deployment - Collecting policies and objects. 10s
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Sh=3
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AL oYW SSHE threat defense Tl HFo] 2= 0] ¥ I #lo] 2= & 4= QlF Utk F& Al 3 &g
SSH M A& 7114 © 2 threat defense CLIE A}-8-3}™, connect fxos ™ & S AF-8-3}o] FXOS CLI
ol AAE 7 AFHTh o] F- SSH AZ & IE H o] 25 o] = 4 §- tlo]H QI #Ho] 2o gl&=F
2ol AR = lF U HlolH QI | o] 220 3k SSH A A= 7] 3t o 2 ALS Sl A 4
Bl J it} o] Axjol A= 7] E-gho] FXOS CLIS &4 X E A 2o thal] A gt}

2

L RAIA

A1 CLIO) 21218 el d #e] AFEHE 24 L E o A3t} Secure Firewall 31002 DB-9~RJ-45 A]
g Aol B3 A AlFgE B2 A4S AYsted A =ThE Al L-USB Ao &) Lo} &
o A Aol 23k USB A2 Y =glo] W E A X 8 oF &1t} (Secure Firewall 3100 8} =9 o] 7}o] = -
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sl AEHE

FXOS CLIe| A2 Ytk 271 A4 Al A A Ak ARSAE o] & B W= (7] 2 382 Admin123)
£ AH&-ste] CLIOl =11 gyt

o A

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1
firepower#

threat defense CLI®Y o8 A ~3g+U T},
connect ftd

o) A

firepower# connect ftd
>

211 3 CLION A AFE-EE = ol = W&ol tigh AW & &lstei™ help =& 25 Y EH A Al . A
€ A ¥ = Secure Firewall Threat Defense ™ & 2ol A 22341 A] Q.
threat defenseCLIE & 5.3} 8™ exit = logout ™8 3= ¢ H 3t}

“121¥ FXOS CLI ZF X E & Fop7hH th FXOS CLII A AHE-& 4= 9l= W o] tig A 1E &<l
st 28 P saAl L.

o) A

> exit
firepower#

A 2=8E gt 58t o] TaFUT s ddS At 1 2AE r=2= 4
G 3L A 2=go] AZbeH Al E4E g AU A N g s BE ZRALV A ER
A& e shA Y F 5814 Firepower Al 28] o] /A 02 T8 5 %] =tk Holl 2ok A L.
tlulo] 2 ] 7 o] A & A}-8-5} ] management center T] ¥} 0] 22 2] A 18- 7141} FXOS CLIE A}-8-&
T A5
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A2 FASAY AL 2948 27

=
3319 A 2 8lo] AetAl 98 + AFUth B3 Wase A Be s dgH B
A9 B s FRA WEo] A H o n FRuA etk Aol f95HA S

management centers AF-8-5to] A|~8lS Evt2 A S5

SR A|A
“HA 1 Devices(t] H}o] ) > Device Management(t] Hlo] 2~ #H2]) S A el g o},
A 2 vhA] Al AHE Hutel 2 ol o] | ofo] F(e )2 YT
7 3 Device(tlvtol ) Bl =94t
7 4 System(A] 2=8) Al o A Tluto] 2~ F 8 ofo] Z(W) S Y Pt
A5 W AIA 7} FAE A Hute] = TR E gl T
A 6 sl e F& Aol = A Wt o] TEE ALY TEZES RUHIFU o

ZEZIETF FAHYH

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

S0l AAHA G A9 A xo] TR WK k3% Fk ATk A e
GA 7 A7 AAEH R AR Fof DRk A Ao A AYS BEste] BEYF o R AAT F d5Y
o},
CLIo A W3l A9 117]
FXOS CLIE A3}

Al
A A3 CLIo] A~ 4= 9l Yt} Threat Defense 2

2 AA

Al 1 FXOS CLIO A local-mgmtol] 143U T},
Firepower # connect local-mgmt

@A 2 shutdown ™ & 2 3
firepower(local-mgmt) # shutdown

<) A

firepower (local-mgmt) # shutdown
This command will shutdown the system. Continue?
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Please enter 'YES' or 'NO': yes
INIT: Stopping Cisco Threat Defense...... ok

WA Ee] TR W ALY TEXES RUSY G g TEZESL

=<

E I

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

A 4 AT AT A o' AR Foll g Fg Aol dLE Belete] YA ez AAT U5
=2

O SAl= FAdY 71

threat defense A 4 2 7| <3} ¥ Cisco Firepower A1 B A1 ol A AR 591 A E 9o W Aol T
sk A1 E AL

—a-.

management center AF-& 3} ¥ H -8 Firepower Management Center 7-/3 7}0] =& #2314 Al L.
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