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firepower login: admin

Password: Adminl23

Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.

Enter new password: ****xkkxx

Confirm new password: ****xkxxx%

Your password was updated successfully.

[...]

firepower#
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SCope ssa

show app-instance

o A

Firepower# scope ssa

Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup

Version Cluster Oper State

ftd 1 Enabled Online 7.1.0.65 7.1.0.65
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A WA A shelE g BAE FAF
a) Tl Qe w0l 2ol thi 3 P FAE Aok HE A% CLIE AL AR T4, 14 0]
FESAA 2. 7124 0 2 ) Q1B w0 = DHCPE AHg-gheh.

we] o] 2ol A AT 4= Q= ME oA A o] M A&t R =) oF gt

il

T T —

Threat Defense 9 2 © 2 <% Management Center .


https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html#task_vxn_r5h_qdb
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html

Threat Defense <! 2] . 2 = Management Center |

. Device ManagerE A}-8-3F AFH -4

b) o|W] A A 2] AAf= FXOS A af 2 A A E Fxs Al L.

Device Manager= A2 3+ A7 A4

o
g

v
X
w

threat defense2] % 7] A4S =35} # ™ device manager®l] 143Ut} device managerE A8} _J%
71 43S 3 ol ¥2]E 935 management center= 7 3}3}H device managerol| A ¢ ¥ 2] 2
‘i‘iﬁli”ﬂﬂrﬁ‘i AE o] 2 A o] AU th A2 Alo] A& B Bk 3 - 7| E
713 T A A E A 25T FTD CLIE AF8-8h 745 ¥ 2 FMC A 2~ A A vk 725
Yohell: 713 U5 g Hl o] &~ 42 FA H A ).

A 2a}7] Aol

* management center2] % 7] 74 & % 3}aL A & g U} Cisco Firepower Management Center 1600,
2600 2 4600 sF=<9o] A x| 7Fo]| =& 3234 Al L. threat defense S A %J 317] % o] management
center IP T4 = T AE o] 58 dolof gt}

« 21 ¥ 7 9] Firefox, Chrome, Safari, Edge 5-+= Internet ExplorerS AF&-314 A] &

SR AA
e A5 W 5-(Ethernet 1/2)Q1E] | o] 2~0] 4 A gt}

o AFEE
e o] 19 7y,

= %] 2 threat defense -8 Aol &= Z 7] 8}ol] 2F 15~3089] 282 4 AdH5H )

device manager®l] =113t}
a) Hzl$-A o thS URLS ¢ & gy th https://192.168.95.1
b) AHEZ} o] & admin 2 7] v S Admin12320. 2 & 1918t}

©) T AREAF Ehold & Al KEULA)ON & o] shar whe| Ak v 5.5 WA 52k v A A 7F 4]

Yt
%71 A S 4537] Aol A5 2 2 device managerol] 1918 wf] A7 wpHALE AFE YT A E)
Z] 7 o] ] &}the] Skip device setup(t] HFo] 2~ A A A 7])S F2lato] A A npHALE AYE

A = shE U5 Q1 E #| o] 2~ (Ethernet1/2)0l] th gt 7] 2 73] 18 o] A <] o] management
center 2] 2 A 83t uf) f-%] ¥ = 2] F-(Ethernet1/1) Q1 E] 3] o] 2~ 9] A 3] Z1g o] A o] A7t}
a) o5 2 T JAE T o] 2o i tha 44 S 7 8k Next(Hh) & 29 Yo
1. R AYH o]l F4 — o] QI o]~ dibd o 2 QE Yl Alo]Eo]olm ez} HA|
2 RIE o] 22 AREE F AFUT 7] tnfo] 2~ A Foll= A 9 F- Qe Hlo] =& A
93k = gls Utk A HA dlolH QA H o] 27 7] & L) F QIE o] ~ Y T

. Threat Defense 9 2 © 2 <% Management Center


https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html#task_n5q_3v1_hbb
https://www.cisco.com/c/en/us/td/docs/security/firepower/fmc-1600-2600-4600/hw/guide/install-fmc-1600-2600-4600.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/fmc-1600-2600-4600/hw/guide/install-fmc-1600-2600-4600.html

| Threat Defense <! 2] © 2 -3 Management Center

Device ManagerE AF-8-3F AL -4 .

o

A2 O 2 91l 910 LA T Q1R 0] 2 A e A 4
2 e ¥ FEoR P slok Gt

wm?@-ﬂ AEfH o] = 9] IPv4 T4 5 T4 U th DHCPE A&t Y o o=
IP T2, B vta S LA Edo] & A8 = sy th 117]1 5 A Este] IPvd 25
?H4ﬂ%QTE%GH4“ﬂﬂﬂ4eﬂﬁ4ﬂHMEa¥H b syt QlE s

o] =7} DSL B gloju} Aol Bl 1A o] IA 7IEFISP A & AFE-5}aL ISPl A

PPPOES AHE-3to] IP 425 A& 8k:= 785, PPPoE7F 2 8.3 = lssHth whiALS gt
F PPPoEE T4 & = A5 Y

IPV6 7-7d - 9% Q1 s o] =9 IPve 425 74 §H Uh DHCPE A& Sl AW 5 o=
IP 74, AFAFR ACIES ]S A2 7 syt 11715 A Elske] IPve 45 1+ 8)

wh A}

111
O‘u

&l

N, ol

A

CLIPIA 27| A& a8 745wl o] dA o] 3% A 5y

dleol® g #l o] 2ol A #ef 2l AA =S DA s}stt]ehie e QlEso] = Y EYA AL
1*/\}%%‘4‘1} dE o ol A AE Tl HEHJ o R eh-J u = v Ed
2 dlo]H 1E # o] DNS A ¥ 7} opd ¥t2] Q1E| 3| o] 2 DNS A H S A}-&-3}o] FQDN<

DNS AJH] - ] 228 ¥42] 548 DNS A8 2 A 4 gt o] & 8212 ]3] DNS A ¥ ] F
2 311} o 4 G T 7] BZEE OpenDNS 27 DNS A8l Q1Y H. MEE 4 5}o] 71—%%
©2 %7 2] OpenDNS(OpenDNSAHL)E 28l5to] A - e [p 742 Lo O] 2

ati=g
uc}—ﬁrli‘ﬂ SoAE o] = ]/\Eﬂ J,l.,:q SAE o]%% x}xé%ﬂl-b]q_
b) AIZF AR (NTP)S -4 813 Next(thS) S 223tk
1. FF AR - Al 2" F5 A7 E A gy ok
2. NTPAIZF AW - 7] NTP A H & AR 34| of A NTP A H &) 45 5 o8 A&
Aeidyet Mg S AlEst7] A8 oA A E F71E = AdFH ek

O

©) = f1°] 904 7}t 7|3 A ZAhE A sk Al QL
threat defense-2- Smart Software Managerol] 55 &} 4] v} A| .. BLE 2}o] A4 -2 management center
ol A g YTt

d vHE Y3y

e) Cloud Management(Zd}$-= Tjrﬂ) ¥ = Standalone(5 H )& A8 slel= WA A 7} A EHY
U}. management center ¥+ 2] 2] 7 -9- Standalone(=5 # 3)= A 8l gl -5 Got 1t(&2])S A 83yt

(Fod 5 A5 Bl B FH ol 25 Tt Huto] 2 > QIE] o] 2 9] #he] QI Ho| A&

o]-/‘] }\] Q.

#2] Qe o] 2] o] B Q1] o] 22 AR Aol 9ol 7} Slofof gtk 71 EA o w ] 2

o
B ¥ o] 223= DHCPOI| A IP 4 E Alo] E g o] & 213 HD} DHCPel| A Alo] E gl o] & =Alak4] 3
g7 5-(ell: o] AEfH o] 25 W ESf Lol AABEA] &2 ) Aol ESo]= 7|24 o2 HolH {1

Threat Defense 9 2 © 2 <% Management Center .



Threat Defense ¥ 2 ©. & <= Management Center |
. Device ManagerS AF-8-3F AFd -4

©

o]~ A A0, o} FAE T4 B a7t g1 Th DHCPSI A Ao E 8ol & 4415 745 o
DA IPFAE o] Qe o) 2 T4 Ao EdlolF dole} alejso] 2~z dgsok gtk

GA 6 T Ap Aol AREEE O = ) - o] 9] 9] QIE H|o] 25 EFsto] ) )IE Fo] =& A 8t
&1 Device(t] v}l =) & e e Interfaces(1 B | 0] =) £ oFe] &35 S 3t}
Device Manager()ol| 4] W3}H FEAJof| 4 QlE H| o] A~ & 4] 8= W St 2} A gk U] -8-2 device
managerS 3323514 A Q.. T 1] 225 management center®l] 552w T2 device manager 71 3] 1]

o] -2 A ¥ #] eFE Ut

SGA 7 Devicg(t] H}o] ) > System Settings)A] 2~ & A A]) > Management Center (¥2] Al E])E A 813} a1
Proceed(7]47)S = 2] management center 32 & 41 g 3 o},

@78 FMC DetailsSFMC Al - A 1) S 4 g o)

=2
é

. Threat Defense 9 2 © 2 <% Management Center


secure-firewall-3100-gsg_chapter4.pdf#nameddest=unique_25

| Threat Defense 17 © = 7= Management Center
Device ManagerS AL-8-3+ ALA -4 .

2% 3:FMC M - 4 B

FMC Details
Do you know the FMC hostname or IP address?
@ Yes O No
FTD FMC
L I ez 3}
10.89.5.43 10.89.5.35

fe80::2ef8:9bff:fe1e:8fd2/64

FMC Hostname/IP Address

10.89.5.35

FMC Registration Key

sone ®
NAT ID
fp21303
Connectivity Configuration
FTD Hostname
fp2130-3
DNS Server Group
CustomDNSServerGroup v
FMC Access Interface
outside (Ethernet1/1) v
Type: Static IP Address: 10.89.5.42 / 255.255.255.192 Edit

@ Before you connect to the FMC, perform additional configuration:

review your current static routes (2 .

* Optional. Add a Dynamic DNS (DDNS). method. Or review your current DDNS methods (3 .
DDNS ensures the FMC can reach the FTD at its Fully-Qualified Domain Name (FQDN) if the
FTD's IP address changes.

CANCEL CONNECT

a) Doyou know the FMC hostnameor IP addressFMC &~ E o|& L= |IP 745 43l 547
of thafl IP 4 == S22 E o] 55 A}-8-519] management centerdl] =23 4= 31 91 Yes(cl) &,
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+= threat defenseol] 2% A4 A S ddstd sl v 1go] o] =4 AAS dojFy )
management center®} threat defense S & 7| 3}t ™ o] A4 7} X} 5 DNS & *’7'3% A8E A
A o= Ak slo] EHUTH

Tk 27 DNS AW = %27] 55 A] DNS A ¥ 7} 73 A5 7 9-of| 'F management center®l] 2] 3l %]
Hyth

FMC Access Interface(FMC 2] 4] 2~ Q1 €] 5| o] ) 2] 73 -%- outside(@] ) S A &g o),
TAE BE I HA o] 25 AE 3 4 A RE, o] Tho]Eof| A= & ol A AL-g-ah= A o & 7§
=3
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AN

A 12

& 7% Management Center
Device ManagerE AF-8-3F AL -4 .

tlolg Qg Flo] 25 A = < e s o] 27} obd A5 7] = F7Hy o

A FH o] 25 FIHet= ]%§i7 9\)\{‘ A Flstek= WA A 7F BAE U 55 A e A5

AR mpAbe] 1 A A3 AJUTH thE Q1 E H o] A8 Ak A —?*management
center®l] 174 3}7] 7<4 o 7] ﬁi o2 FA ok &Yt} device manager-/] AA A2 FA

o gk KA gk U]-8--2 Device Manager()oﬂ *1 ele 4 S A2 Al

Hﬂ
AN

DDNS(% %] DNS) ¥4 %718 23t}

DDNS = threat defense2] IP 5=4~7} 7 2 7J-9- management center”} FQDN(Fully-Qualified Domain
Name)©ll A threat defensel] 9174 & 4= 9 =5 3t} Devicg(t] Hlo] 22) > System Settings(A] 2~ & A
) > DDNS Service(DDNS 4] H] 222 & 2 5}6] DDNSE T4 &1t}

management center®| threat defense & F=7}3}7] %ol DDNSE -4 & 74 - threat defense”} HTTPS 91
A5 913l DDNS A H Q1A & A5 5 == Cisco Trusted Root CA = | A] threat defense”| =
E 2 CAd U3t Al FAE 250 & F713HU U threat defensei= DynDNS €1 2] API A}<F
(https://help.dyn.com/remote-access-api/)= AH-&H= 5.5 DDNS A HE A 43yt

Connect($12)=2 &8 gt} FMC 5= A Bl (FMC Registration Status) ™l 3} A 2= management
center % 3kof] th gt A A A& HoFH o Saving FM C Registration Settings(FMC 5= A4 # %)
A ol 4] management center = ©]55Fo] Wl ¥ & F=71gh o}

_7_31 4: FMC == /\LEH

FMC Registration Status @

.1...1.. Registering with the FMC. Please wait...
See_configuration_summary v

Backing up Configuration

CANCEL REGISTRATION

management center®l] )3+ 132 3 43} Cancel Registration(s-5 F42)S 234t} ofyd
Saving FMC Registration Settings(FMC 55 A7 A7) @7 7}4] device manager H.2}-5-4 & &4
Al QL o] g A S L2 M| 27 A A] FA] F ™, device managerol] THA] 14 3wk A 7 U T}
FMC Registration Settings(FMC 55 74 #4) @7 S 4=3) 3+ 5 device managero]] 172 % e =
FA 5 E 749, vFA 2o 2 Successful Connection with FMC(FMC2} 472 A &) th 3} =17 A1 ¥
% device manager ©. 2 58] ¢4 o] & A 1t}
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Y 5FMC A A A F

FMC Registration Status

Successful Connection with FMC
You can now manage the FTD using FMC. You can no longer use

FDM to manage the FTD. See the FTD getting started guide (7 or
the FMC configuration guide (7 to configure your device.

CLIS AFE-3F AR -4

o)

%27] A7 & 35t ¥ threat defense CLIO| A A3t} 27] 74 ol CLIE AH&-3h= 74§ #e] <1
Bl g o] 2~ 2l FE] A} A A2 Qe | o] 2 A A v §-%] 5 U T}.device managerS AF-&-31o] 7] A4S
FfE u ] 2 AA 2= S EH o]~ A 9 #E]E 93] management center = 7 313} device

managerol| Al $F5 ¥ B = QIE o] 2~ g o] f-A g YT A2 Ao} A A i) F-& 7] ER 7] A

AL FA A EHYTh

Before you begin

management center®] 7] 74 S 753}l A 8 3H T}, Cisco Firepower Management Center 1600, 2600
24600 sF= 9] A =] 7Fo]| =5 FF 34 Al L. threat defenseS 24 4 3} 7] 7 o] management center IP
FAhEE TAE o5& dofof

Procedure

Wsle o] HdS A}
]S threat defense S8 Aol = Z 7|3} oF 15~30%0] 223 4= AdHFY T},

=
=]
-
@
1

SSH T+ 4 X EE AF8-3}9] threat defense CLIC| 44 g},
4 ZEE=FXOS CLIY| 25yt
AR} o] & admin 2 B Y H S Adminl123o. & & 191}

FXOS°l A5 22918k nl| A &5 WA skl WA A 7k sEAE YT o] vl M 5= SSH] threat
defense = 1219 &= AL & Yt}
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cusAea i 74 i

Note Bl E7holu] MAHYA MLNEE Rt 49 LnEE 7| Beko AR5 e
A Hupo] o] o] uj A & A A 8l oF vk o m] A A 2] M AF= FXOS A1 3l 2 A v A
SF )

Example:

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]
Hello admin. You must change your password.
Enter new password: ***xkkkk*

Confirm new password: **kkkxkk*
Your password was updated successfully.

[...1]

firepower#

threat defense CLI®Y| 143t}
connect ftd

Example:

firepower# connect ftd
>

threat defense®l] *] & 21913k 749 = F-A gfo] A 2 A KHEULA)Y| 52 3laL SSH A2 S AHE-
A AT A AHEHSE WA :0‘}3}*‘5 WA R 7} A A YT e e e o] 2 Aol o

@ cL A 229 e} FAEY .

Hlol e g o] 2ol A whela}p A AE B4 shett]ehie whe] AH A 2 M EA] A A2 A5 A
SHU

Note olu|A] AHR 5L B AT 2 o] S A A o CLI A A v HALS uh 23 = ¢l
Ytk 28y o] 213 2 E A4S configurenetwork (U E9] = -4]) 8 8 & A}-&-3}o] CLIC
A Yol M7 sk 4= 9) 5 Ut} Secure Firewall Threat Defense ™ & 329 W85 323514
A Q.

713k = o] Holl Y& gho] & <toll TAIF YT o] el g ghs Slsk e Enter & 7

Fuu.
e AR BRI L.

« Configure |Pv4 via DHCP or manually?(DHCPE &3] =& -5 2.2 IPv4E A 34 A5 Y
7}?)—manual (F5) S A E U Th #E] QI Ho] 25 AHEE Al 82 g X]“} IP F=2x(el: HOL
T)E AAs) ok gyt #8] ¢lE H o] 2~7 DHCPZ AAH 4% &
oj~E AAT  glEUTh HolH ¢ Eﬁﬂ o] =t ] B <1E 7 ]/\)&101[ O} 7] 733(‘:}1:
2w g 71% 3H2)7F DHCP AW ol Al =218 712 A 2& dol & = 9l7] Wy Th

FO
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« Enter the | Pv4 default gateway for the management interface(#2] <18 & o] 2~ 9] |Pv4 7] & A o]
E °ﬂ o] &) — Ale] Edlo] & data-interfaces®= A Gt o] A2 ] EI S W E# <
ol st E A A AA 2 HolH QI Ho| 25 Fal ehv-"E T ST

If your networking information has changed, you will need to reconnect(ﬂ] A7 AB7FHEA
735 oAl A oF U TH — SSHE S8l A4 E o] A= A5 Ado] BYnh &l A5 EV}
HHUEAIA A= BTN IPFARLHEHTZ E]r’\] E“% b AFH T vl o] B Q1E #] o]
25 TR AR AR AN AA UEAAANA A A2 5 l5U T Z& A2+
B VA A FFHTH

* Manage the device locally?(t] vl o] ~ & 2 7 2 2] 3}A] 255 Y 71?)—management center-2(£)
AbgsHeH nos Y Ed YT yesE SHE 749 7L Al device managers AF8-&HA Ut

« Configurefirewall mode?(*§3}¥ E=E G4 314 25U 7F?)—routed(BH-9)E Y=Ytk
Q- e A; A 2= whg-d sk ol A uk 2|l o

Example:

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must change the password for 'admin' to continue.

Enter new password: **x*xkix

Confirm new password: ***x*x*x

You must configure the network to continue.

You must configure at least one of IPv4 or IPv6.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:
Enter a fully qualified hostname for this system [firepower]: ftd-1l.cisco.com
Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220]:
Enter a comma-separated list of search domains or 'none' []:

If your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no
Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode

Update policy deployment information
- add device configuration
- add network discovery
- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
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a sensor to a Firepower Management Center, you must provide the hostname or

the

IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a

NAT device, you must enter a unique NAT ID, along with the unique registration
key.
'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must

use

the same registration key and, if necessary, the same NAT ID when you add

this sensor to the Firepower Management Center.

>

A AA2E G 9P Qe ol 28 T

configure networ k management-data-interface

e o Qg g o] 2o th gt

E A AAE A sk MIAA 7 FAE YUY o] A

1 vE
ol g AT NEL e FxaiAle

FHe]ol dlolE Qe o] 22 & A&
th 27) 47 Fol P F 4% 4%
manual ¥ & & A}-&-5Fo] A A g 4=

2 AAEA] F2 A g, o] o] o)A

o1 E] H| o] ~o| A DHCPE A& & 4= 15U
3FA] &2 7§~ A= configure network {ipv4|ipv6}
2 Alo] E 4l o] & o} 4] data-inter faces

management center®l| threat defense & 5713} management centeri= Q1 E] 7| 0] 2= o] & L [P 42,
Aol Edelel thgh 1174 7 =, DNS 41 #] 3! DDNS A H & E3}3 2B 5 o] 2~ 744131] ol d&
AL A ] Y T DNS A ¥ Aol gk 2} gk U] -8 O}EH"E— 2B Al 2
management center®] A 5ol ] 2} A2~ IE o] 2~ 3] 2 o] S AT 5 AT,
threat defense 5= management center”} #2] A2 S A4 AG3HA] E5HA & = A= WAL T3
ahA] erolol Ut #he] o4 o] S ¥ W threat defensedl] ©] A 7-%-3 3} configurepolicy
rollback ™8 & o] gt}

DDNS A H ] H]o] E URLS 4 A 3}i= 7 9- threat defense”} HTTPS 174 S 9] 3] DDNS A1 H <l
ZME AF8 4 Y == threat defense”} Cisco Trusted Root CA HE 9| A BE =8 CA9l T3t
ANZME A5 o2 F7F3H T, threat defensei= DynDNS ) 2 API A&k
(https://help.dyn.com/remote-access-api/) = AF-83}= & DDNS A H & 2| L4}

o] WL dlo]E ¢1E H o]~ DNS AH S At A4 ~g3HEZ 4871 configure
network dnsservers ™ & 2 A}-8-3Fo] A A 3k ¥h2] DNS A= o] E ol AFgg Ut do]
E| DNS A= DDNS(A A € 74 -9) H+= o] Qg #jo] 2o 485 Kt A 4o A& T

management center®l| ] ©] threat defense®l] Edst= S F A7 A A o] E Qe H o] 2
DNS A1 ¥ 7} 4 A 5] 1 t}. management center®l| threat defenseS 57135l 27 A4 o] f-% = 11
DNS A H 7} Z 23 A QAo 3715 A g5 Utk 18 L Lol DNS 73] 1go] & £ 3

S} threat defense®l] ZHEZ A A A ANE el | F Ay 1go)]do] 24 AAL doj&y
T}. management center®} threat defense S 5 7] 3}t W o] A A 3} A X| 3} =5 DNS Z2H % A A
= AFA 0w A5k Aol F5U

3k 274 DNS AW & %7] 55 A] DNS A1 7} 73 4 5 74 --of] 't management center®ll 2] 3l f-
AFYnh o & 5o #e] dEF o] 25 AFE-ste] Huto] 2 & 553tk U5l configure

networ k management-data-interface ' & S A}-8-3} ] dlo] ¥ Q1 H o] ~ & 4 5}= 7 - threat
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defense 71 3] 18] o] A 3} U 2| 3} =5 DNS A ¥ & 3 $}5} ¢ management centerol] 4] ©] 2] 3k L&
AARAE F5o8 Ao F

threat defenseE- management center®ll 553k & #2] Sl H o] A~ & #E] JAEHHA | A E= T E
dlolg e o] 2=z WA 4= 5T}

7 mhg Aol A 4% 8 FQDNe] o] Q18 o] 2o AHg U o,

wo] vz A trbol = TS A% F AFUTH B Abel 0ol A o] $H L AIE S
Ik 7] A g AEelE o] S AFEEA 2 Alo] BHUT
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fn)

ol¢] #e] = n] &4 3}l & ™ configure networ k management-data-inter face disable ™ & < ¢

2 g e,

—
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Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcp]:

DDNS server update URL [none]:
https://deanwinchester:pa$$wOrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'

Setting IPv4 network configuration.
Network settings changed.

>

Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPvé6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network

use the 'client' option in the command 'configure network management-data-interface'

Setting IPv4 network configuration.
Network settings changed.

>
(Optional) 578 Y| E 9] =Loll 4] management center®l] T g+ t] o] ] 1| # o] 2~ K M| ~ & A g T},

configure networ k management-data-interface client ip_address netmask

. Threat Defense 9 2 © 2 <% Management Center



| Threat Defense 17 © = 7= Management Center

ERRE

Z|EH o7 RE Y EY I} FHEH

A1 8 ©] threat defense S ¥+2] & management centerS 2] 3t}

a9 94

configure manager add {hostname | IPv4_address | IPv6_address| DONTRESOLVE} reg_key [nat_id]

« {hostname | IPv4_address | IPv6_address| DONTRESOLVE }—management center2] FQDN %+
IP =45 #] A 3} management center®] 45 24 A4 e = gl 7 DONTRESOLVE
E AF&gU ) 8l o] Ak e] tinlo ]/\(management center £+ threat defense)oﬂ = 5 tnlo] = 3H
I SSL e st 4l AHES dAet7] g A4 7Hs g IP FA7F QlojoF . o] W
/] DONTRESOLVEE A A 3}:= 7 9- threat defenseol] A A& 4= 9)\ =PFLAEESAE OB
o] 1o oF v,

reg_key — threat defense 5 2] management centerol] A| 4 & L 3] § 55 7] & A F Ut} o] &
5 7123748 23 = o FuUth G AHAZ, a~z, 0-9)8h BFO] ()2 AHEE 5 lF U T

nat_id —management center®l] 4] %] A & 313 L 3] A —‘:-"X}Od AR el doly Q1
EjH o] 25 ALE-35= A-F- 552 93l threat defense 2 management center =27 4] NAT IDZ

A7 8l oF U th NAT ID= 3743 232 5 eyt G RAHAZ, a~z, 0~9)9t 3lolE(-) = A
&3 4= 95Ut} o] IDE management center®ll 5 5-3F U2 Y Hfo] 2o A& = §lG U T

X
4

Example:

> configure manager add fmc-1.example.com regk3y78 natid56
Manager successfully configured.

AR Tafo] A5 A58 5 9 == threat defense S =531 U}

A 2="E Sut2 A T53hE Aol o drd] d9S S8t AU 1Y 29X & T2 F
§- 9t Al ~glo] Azt A E4E 7 AFUTh B M agk oA W A AL AR R
A& 88t Y £ 5814 Firepower Al 22§l o] g2 0 2 £ 5 5 4] gtk Aol fost A L.
a) shutdown H#S 953t}

b) ¢ LED % “J] LEDS #23e] A 2] Aol A Ji=A] gl tHLED A F).

o) AMAZFAA Ao Z AR Fofl Qg A Al A AdAE FElste] el o2 AAT F UF

.

T APl A threat defense 512 F-ofl = 9] IE #| o] 2ol A QIE|Hlof] A 2T 4= Q) =5 W3}
Holl Alol&& ddsta dde A gunh 22 T A S gRD F AS U

management center 2 2] FFH = 924 Aol gl om QIE Y-S S35 threat defenseoﬂ A2 3
% t}. Secure Firewall 31002] 7| o]
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IR AIA
MAIE AR U st=dlo] A 7ho| =8 FEskA] Al L.
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A A} F] 27 & B o1 ] F o] 2ol A 21E] vl 9 I A== threat defensel] 7 o] &S A

AA = LR Eatel
Z 3} 3 Y'H management center®l| threat defenseS 553}l tjHlo] 9] A4S a4 lHF Ut

Threat Defense 9 2 © 2 <% Management Center .



Threat Defense ¥1 7 © = "= Management Center |
. Management Centerol] =191

Management Centercl] = 79I

management center-S A}-8-3l] threat defense S 773 3+ XY E & gt}

A28 7] Aol

A Q= Bepg-A ol thgh AAR WE2 AR TRl W Helis mES FES AL
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* RA VPN—AnyConnect Plus, AnyConnect Apex 5=+ AnyConnect VPN &
Al 223 gho] A d o o g Z}A| $F U] -8--2 cisco.com/go/licensingguide & 33} A &
A1 2te7] 7ol

« Cisco Smart Software Managerol| 4] v} ~H A4S w54t}

ofz] AAFFEEVF Gl = A3 Al o7 E AA 35 S8 YU Smart Software Manager©l A
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* Source Zones(YU & 4 ) - Available Zones(AH-& 71 g o )l A Wi - of & & A €lslal Add to
Source(¢l:2ol F=7hE FH AUk
* Destination Zones(th 4+ % 99) - Available Zones(A}-& 75 8k & 9)ol| A < 5
Add to Destination(t %l F7hH& 29 gy th.
71} A& HA A FEU T

9713 Add(F7hE 2 g
51 0] Rules(7# ) Blo] ol F7hgL e},

Deploy ) System Help v

Overview Analysis SRR Devices Objects =~ AMP  Intelligence

Access Control » Access Control | Network Discovery  Application Detectors ~ Correlation  Actions v

You have unsaved changes [ /2 Show Warnings | | analyze hit counts | [ E Save | [ @ cancel

ftd_ac_policy
Enter Description
Identity Policy: None

Prefilter Policy: Default Prefilter Policy. SSL Policy: None

m Security Intelligence  HTTP Responses  Logging  Advanced

8 Fitcer by Device

 Show Rule Confits @) @ Acd Cacegary | @ Add Rule | Search Rules

/& inside_to_outside o Allov
There are no rules in this section. Add Rule or Add Category
- G |

@7 4 save(A)E SH U
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. A} HA| 2wl o] E QIE o] 2o A A A

e A A2 dlol Y 1E # o] 2ol A A7

2] F-o} 742 g o] E] Q1 E ¥ o] 2ol 4] management center & Al =5 S 3} 38F 7 -¢- o] A S AF-E5}o]
3 Q1 H o] 2~of| A} SSHE &4 3}3] oF 8“4‘3} o] Al A o] A+ threat defenseol| A 8}r} o] A+2] w]o]
B e X g H o] 2o th$k SSH A4S &4 shsh= WS AUt SSHy =84 1w 2l
B o o] 2ol A A ¥ A 5T

4

F3L SSHE 7] QUE|so) 2o 4] 7134 0 2 S shE Utk 84 vk o] e whel SsH o)A 2o
G2 v A A B

] QI Ho] 2= tuto] 2o Q)= v QI H o] 28 2] ¥ of JlFU T o] /I Ho] 2=+ tu}
o] 2~ & management center®l| A4 x| 8} 1L 553} H AFEH U dlo]H A EH o] ~& SSHE #E] 9
B # o] ~& SSHE UF H o F A2 55 Iyt & A8 HEE A3 Y dolH
A F o] 29] A5 o] S AFE-3te] SSH B A~ 555 & stehuth dlo]E Q1B o] ~-&

SSH E g2 dut g}9-9 7445 AF8-3h A x| == CLINA T8 4 A2 AM88HA] &5
=3

] Qe Hlo] 2~ 9] 7 -%- SSH N Al 2~ 555 -4 5t 2 ¥ Secure Firewall Threat Defense ' % 9]
configuressh-access-list ¥ # & 3254 A Q.. A 4 4 22 4 312 configurenetwork static-routes
BE S xR . 7Aoo 27 A Al #E QIF Aol 25 gl 7| ARE A E T

SSHE A§-31 ] W 52 E 1P 48 5] 83k 94l 2 775 & 8 2504 941tk o] 4 o] uhe} ssH
o4 2 T4 A P,

DAL 7 9l e s o] =20l ¥ SSHE AR & = AAF U Th SSH &= E7} o) 5 QI ¥ o] 2=of] 9 &
B ol QlEj o] et e] A H A QL whe] AR A2t 4 5y o

¥
dho] 2= # ) 5719 54 SsH A4 L 3] 85

. AFgA7E33] A4 SSHE 53 CLI 21010 Ao gk 7 $- tlufo] 27} SSH 9 A8 E 5t}

o

SECHEE

« configureuser add ™8 & S A}-&-3 CLI®IA] SSH W5 AF8AFE A4 5 4 %SHE} JuyEsF

Z:fS‘HJ AL 71 EA o' 27 A F H] UG5 A A AR AT dSUT E8F

d A o] A External Authentication(2] 5= ¢15)S /3 8} LDAP =+ RADIUSON A o] F AL-&-2}
TR FE s

e UJulO] 20 SSHHAAS 3] 8 T AE E=HEYAS Aost= U EY A A7 Z g
o] date] AF-Z /A E F7He = AA T ANA 155 A 1P T4 15-S A sk
2o "3k 150] olv] 9li=A] 2l Objects(7 #l]) > Object Management(7] A #+2])&

AT

deiste] AAE Ak

(]
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(HUBNRU)
)

A1

4% I

%

i A 2"l A AlEehe any WIEH A A& A S 5 glssUth dial
any-ipv4 %= any-ipv6E A& o}

L ZAA

Devices(t] H}o] 2~) > Platform Settings(Z & A 4)E 41 B 3} 3L threat defense 8 A& A J 3t A L 5
i

Secure Shell & A€l ghu o},

SSH A4 = 3] &3l Qe Flo] =8 1P F4 5 gl

o] Hlo] &5 A&-3te] SSH A4S 5183 Qe Ho] 29} o] g A S 583
O IP FAE AGFUTE MEIP Fa7t ol WEY A F25 AT F AFH T

a) Add(—r7}) 88 A rH S F7Esk L Edit(i ) S8 6l 71 S J gy Y
b) T E4E TAAEUTL
« IPAddress(IP 54) - SSH 91 A& 3 438l S A2E EE U EYIE A Hs= UES A 7
A= 2F AU S S dlarel A RAE sy +5 S ske] A vlE A A
= F7Fg

* Security Zones(:.QF &9 9) - SSH A A & & -8-a Qo] 27} 3t J S F71EY ) o

Aol glE ClE H o] A 9] 745~ A 813 Selected Security Zone(H.¢F 4 &5 o} g o] I =0
Qo] 2~ o] 55 ¢ Eiﬂ.o}i’Add(iﬂ)g %"@.’%*’FOV\‘%D} ]1?_41_"4 Hlo] 2o &
sk QI o] 2~ = o o] 32 EE o] 9l &= 4 -F-ol vk tyufo] 2o A 8- T,

¢) OK(Ze)E 283yt
Save(4 )2 2el g,

1] Deploy(5) > Deployment(7-5) o 3] Tl tuto] o] 44 & 75T 5 gLt
MANGE PES ) Y5 A e

threat defense®l] 273 WM 7 A}l =3t} 153817 Aol &= tlnfo] Ao 4] W74 A}3slo] &A] Ale)
7} obd Ytk

L EAA

% Abeko] A Deploy(1%) 2 2 1 th
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B hreatDefense = Fxos oLl o 4~

Deploy y System Help ¥

|__6 Cancel |

€71 2 Deploy policy(d 2 7-5) th8l A3Hol Al Tlvko] 28 418 & T8 Deploy(7-5)& 23tk

Deploy Policies version:2019-03-05 03:17 PM ER
Device Inspect Interruption Type Group Current Version o3
=#192.168.0.16 Mo FTD 2019-02-28 07:11 AM

Deploy || & || System Help v

Deployments

1 total 1 running 0 success 0 warnings 0 failures Show History
* 192.168.0.16 Deployment - Collecting policies and objects. 10s
. 15%

Threat Defense 2 FX0S CLI &4 A ~~

CLI(Command Llne Interface) = AF-&3Fo] A A8l A A5l 7| A0l A A8 EPEFE S =3
Utk CLIAA S 3 A& 74T = lsUth & £ E 25t CLIOl A= 5 955

[Rh=
A 3 AL 938l FXOS CLIY| M A 23 5= 95U o)

)

a1 o} SSHE threat defense T H}o] 2~ 0] 2] JIH o] ~= 3 4= QlF Ut & Al &g
SSH A A& 7] B4 © 2 threat defense CLIS A}-8-3}, connect fxos ™ = < A}J‘lo}oi FXOS CLI
off AZAE 4 AFYTE o] % SSH A2 & AH F o] 25 of = 4§ dlo]H AH FH o] 29 &= F
Ao A4 5 FU T HlolH IE H o] 2o B gk SSH A 2~ 7] 3h o2 AFE- sl Al
Bl Utk o] Hxpo A= 71 gko] FXOS CLIS! 24 L E A 2~of tia] A ),

o
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A 2

A3

Threat Defense 2 FX0s cLl 141~ ]

L 2AIA

CLIC| 2a1ste ¥ 2] AFEE 2F X E AdZ Yt} Secure Firewall 3100-> DB-9~RJ-45 A|
21 7 1‘[‘48”/1] AgE o2 A4S AAsteH A =Tt Al E-USB Alo] &) ZaFUr) &
o A Aol 23 USB A gl d =gko]u] = A 2] & ofF gt t} (Secure Firewall 3100 &= ¢j| o] 7Fo] = 3+
Z)1i4E41 #= FXOS CLIIH T th Al 21 A & A8kl Al 2

* 96001 =
8 Hlo]E H|E
- A2 E A&
sl A2FHE
FXOS CLI¢| A AT 271 A7 Al A g A2 2k AFE-A} o] & 2 v (7] 245> Admin123)
Z AFg-8le] CLIol 2291}
o Al:

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1

firepower#

threat defense CLI®l| o A ~gh] T}

connect ftd

o All:

firepower# connect ftd
>

2918 3 CLI A AFE-E = = H o) tish R E Rl ™ help &= 25 I A . A
& A X = Secure Firewall Threat Defense 8 & 230l A 22310 A 2.
threat defenseCLIZ % &3} ¥ exit =% logout B H & &34

71219 FXOS CLI Z 2 X E & Zol7tth FXOS CLIGN A AF8-8F 4= 9l = & o] s uE 3¢]
St ™ 25 JE3AA L

o All:

> exit
firepower#
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B vo asso zey v 228 24 92

ol

o =
ol g AE H o] 2ol A #g] AAA A

2.9 2] 9—Threat Defense

A8 7] Qg F o] 25 Ag-8hE thal #e] At dlolE S1E Hl o] A5 AR5 79, management

center®l] 4| threat defense®l] T gt QIE| o]~ H YEL F A S AA S uf AAo] FHA] FEsH

o] 8l oF §F1 t}. management center®l] threat defenseS 713 & 32| Q1 E]H o] 2 F8 S d| o] 9

A B E = oA HolB 2 WA sk A5, Qe o]~ R Y ES A A o] SutEA A4

A grom v AAo] Fold = dFy T

o] FAl&= #e A4 B HAE WA= v E&o] Huth

e A4 AH 17

management center2] Devices(t] H}©] 22) > Device Management(t] v}o] 2~ #+2]) > Device(t] H}-©|

22) > Management(¥2]) > FM C Access - Configuration DetailS(FMC 4 M| 2~ 73] 18 o] A t] €|
1) > Connection Status($1 72 &) o] Aol A #he] A2 Fei & gl gt

threat defense CLIOI A 2] 912 e S &l8}= sftunnel-status-brief '8 & A 2 gt
sftunnel-status 8 # & A} 83}0] A A ARE B S5 g)HUT)

A5 FAE Aol A= TS AE EES B AL OE3 22 Fo] A doli} FE
o= ?‘éiﬂ "AANH A F kT

12

o
b

> sftunnel-status-brief

PEER:10.10.17.202

Registration: Completed.

Connection to peer '10.10.17.202' Attempted at Mon Jun 15 09:21:57 2020 UTC

Last disconnect time : Mon Jun 15 09:19:09 2020 UTC

Last disconnect reason : Both control and event channel connections with peer went down

slo} Y B SHERE AR HAE E S F Qo] U thg AE 2 S FESAA L.

ﬂl H

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to '10.10.17.202'
via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to '10.10.17.202'
via '10.10.17.222"

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC
Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC

threat defense Y| E ] A K K7
threat defense CLIO| A 2] @ FMC A A 2 Hlo g Qe Ho] A~ M EY T AA

m[o
Bl
ro
it
T
kS

show network

> show network

===============[ System Information ]===============
Hostname : 5516X-4

DNS Servers : 208.67.220.220,208.67.222.222
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Management port

IPv4 Default route
Gateway

IPv6 Default route
Gateway

[ brl
State :
Link
Channels
Mode
MDI/MDIX
MTU
MAC Address :
—————————————————————— [ IPv4
Configuration
Address
Netmask
Gateway

State
Authentication

[ Proxy Infor

[ System Information -
DNS Servers
Interfaces

[ GigabitEthe

MTU

MAC Address :
—————————————————————— [ IPv4
Configuration

Address

Netmask

Gateway

IPv6
Configuration

v o] E] QIE| | o] 2ol 4] 2

8305

data-interfaces

data-interfaces

]
Enabled
Up
Management & Events
Non-Autonegotiation
Auto/MDIX
1500
28:6F:7F:D3:CB:8D

]
Manual
10.99.10.4
255.255.255.0
10.99.10.1

Disabled

mation ]
Disabled
Disabled

Data Interfaces

GigabitEthernetl/1

rnetl/1
Enabled
Up
outside
1500
28:6F:7F:D3:CB:8F
1
Manual
10.89.5.29
255.255.255.192
10.89.5.1

Disabled

threat defense”} management center ol 555 $1+=%] &<l
threat defense CLI®| 4] management center 55 ©] ¢& % A=
o] A el E EAISA ZFU
show managers
> show managers
Type Manager
Host 10.89.5.35
Registration Completed
>
Threat Defense <1 7] ©.
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management center pings}”|

FTD CLI%| A threat defense TF ™8 ¥ = AF-8-3lo] d o] & Q1E]H| o] 2ol A management center&
pingsr 4t}

ping fmc_ip

threat defenseCLIOT 4] T 7 & & AF8-3ho] ¥he] Q1E 3] o] 2] 4 management centerE ping ¢ 1
th o] /I Hlo] 2= ME Q1S Fall HolE Sl Ho] A m 2h9-8 w o] oF St}

ping system fmc_ip

threat defense U] 5 Q1E] o] 2o A | %1 71 4]

threat defense CLIONA] U] - 8 &2 91 Q1 E] | o] ~(nlp_int tap)2] TN Z S 74 A 3} ] wfjZlo] A
S5 =A) Sl g
capture nameinterface nlp_int_tap trace detail match ip any any
show capture name trace detail
2 el s o] 2= e, B % w2 S gl
threat defense CLIO| A W5 W Z Q1 A E]H o] 2 nlp int tapol] N3 A B E FZ3H4HA L

show inter ace detail

> show interface detail

[...]

Interface Internal-Data0/1 "nlp int tap", is up, line protocol is up
Hardware is en vtun rev00, BW Unknown Speed-Capability, DLY 1000 usec
(Full-duplex), (1000 Mbps)

Input flow control is unsupported, output flow control is unsupported
MAC address 0000.0100.0001, MTU 1500

IP address 169.254.1.1, subnet mask 255.255.255.248

37 packets input, 2822 bytes, 0 no buffer

Received 0 broadcasts, 0 runts, 0 giants

input errors, 0 CRC, 0 frame, 0 overrun, O ignored, 0 abort

pause input, 0 resume input

L2 decode drops

packets output, 370 bytes, 0 underruns

pause output, 0 resume output

output errors, 0 collisions, 0 interface resets

late collisions, 0 deferred

input reset drops, 0 output reset drops

input queue (blocks free curr/low): hardware (0/0)

output queue (blocks free curr/low): hardware (0/0)

Traffic Statistics for "nlp int tap":

37 packets input, 2304 bytes

5 packets output, 300 bytes

37 packets dropped

1 minute input rate 0 pkts/sec, 0 bytes/sec

minute output rate 0 pkts/sec, 0 bytes/sec

minute drop rate, 0 pkts/sec

minute input rate 0 pkts/sec, 0 bytes/sec

minute output rate 0 pkts/sec, 0 bytes/sec

5 minute drop rate, 0 pkts/sec
Control Point Interface States:

Interface number is 14

Interface config status is active

Interface state is active

O O O O Ul o o o

(GG I e
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EEEREERPC RESEEFERE RN

2% % NAT 2<

threat defense CLION Al 713 7 &(S *)7} F7F= 13z 2] <18 | o] Z(nlp_int_tap)ol] g -
NAT 7 Z o] Sl =A] Zlg

show route

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF
Gateway of last resort is 10.89.5.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.89.5.1, outside

C 10.89.5.0 255.255.255.192 is directly connected, outside
L 10.89.5.29 255.255.255.255 is directly connected, outside
>

show nat

> show nat

Auto NAT Policies (Section 2)
1 (nlp int tap) to (outside) source static nlp server O sftunnel intf3 interface service
tcp 8305 8305
translate hits = 0, untranslate hits = 6
2 (nlp int tap) to (outside) source static nlp server 0 ssh intf3 interface service
tcp ssh ssh
translate hits = 0, untranslate hits = 73
3 (nlp_int tap) to (outside) source static nlp server 0 sftunnel ipv6 intf3 interface
ipvé service tcp 8305 8305
translate hits = 0, untranslate hits = 0
4 (nlp_int tap) to (outside) source dynamic nlp client 0 intf3 interface
translate hits = 174, untranslate hits = 0
5 (nlp_int_tap) to (outside) source dynamic nlp client O _ipvé_intf3 interface ipv6
translate hits = 0, untranslate hits = 0
>

e Ad s
o2 B Aol A sk W v 1 S 32354 A 2. management center] Devices(T]
H}o] 2~) > Device Management (t] Bl-o] 2~ ¥2]) > Device(t] BFo] =) > Management(32]) > FMC

Access Configuration Details(FM C ] Al = 74413] o] A A5 A} > CLI Output(CL1 =4) =
o1 Aol A ol B S ol & 5+ gt

o
R

g

show running-config sftunnel

> show running-config sftunnel
sftunnel interface outside
sftunnel port 8305

show running-config ip-client
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> show running-config ip-client
ip-client outside

show conn addressfmc_ip

> show conn address 10.89.5.35
5 in use, 16 most used
Inspect Snort:
preserve-connection: 0 enabled, 0 in effect, 0 most enabled, 0 most in effect

TCP nlp int tap 10.89.5.29(169.254.1.2):51231 outside 10.89.5.35:8305, idle 0:00:04,
bytes 86684, flags UxIO

TCP nlp int tap 10.89.5.29(169.254.1.2):8305 outside 10.89.5.35:52019, idle 0:00:02,
bytes 1630834, flags UIO

>

]2 91 DDNS ¢ dlo] E &9l
threat defense CLI®| 4] DDNS ¢t o] Eo A & =% sFel gt}
debug ddns
> debug ddns
DDNS update request = /v3/update?hostname=domain.example.org&myip=209.165.200.225
Successfuly updated the DDNS sever with current IP addresses

DDNS: Another update completed, outstanding = 0
DDNS: IDB SB total = 0

o] E7} 41351 debug http 2 debug sd ™ 2 -& AHEE U TE Q12 7 ZF o] 29
& Fl FE 15417 tfuto] 2ol A A H o] 9EA] gl T

show crypto ca certificates trustpoint_name

DDNS #¢]& &elalei el vh& W el & AH8-aH4 Al €.

show ddns update interface fmc_access ifc_name

o
o,
o

> show ddns update interface outside

Dynamic DNS Update on outside:
Update Method Name Update Destination
RBD DDNS not available

Last Update attempted on 04:11:58.083 UTC Thu Jun 11 2020
Status : Success

FODN : domain.example.org

IP addresses : 209.165.200.225

management center =1 3} &0l

https:/cisco.com/go/fmc-reg-errors 38 Al L.

Ho)| ~E AT UEYT AZdd AFS F+=
T #Y A4S 59T A5 threat defense®] 7+

threat defense T2 = 9 8l FTDol 4] d]o] ¥ <l

Management Centerol| A 12 & A ¢ 745
15
management center 1-J W7 AME-S 58k 4
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| Threat Defense ! 2} © = = Management Center
Management Centerol| 4] 124 -S 28 49 142 .

A e R FEE AR EWE Sy 1YW o WEY A Aol A HES
management centerl| A 7/ HA S A s A 5T ASF U AA o] E71A] ol =W
715 & A A F U o] = o] A sl A o= A 3kE A Ut

C7bg A EE e 2E Y PEe M B9e] 4 U5 E,
=
=

B2 management centerol] A A7 sk = 9l = A ol T F &S v H Ut} o & £ o] &1L threat

defense CLION A 9F /3 3 4= Q1= & #e] JIH o] 2o I H 24 Ao AFSTA &5

Yt} conflgure network management-data-interface ™ ¥ & A}-8-3}¢] v}2] 9} management center
S oy IH o]~ HAS ARGt W WH S AFSeH alld A o] FrA = A &

Syt x| eto 7 =5 management center A1 %4
« UCAPL/CC RE&= 93 4= glss o)
« o]l d -3 Fof ¢Jdlo] E¥ OOB(Out of Band) SCEP ¢15 4] o] E] &= & 4= Q15U T
« EW Foll= AR Aol AAABE o] AP T

A1 threat defense CLION A o] F+A o2 S}

configure policy rollback

mol'
L
£

= X threat defense= =9 o] 34 0.2 ¢+5 ¥ 955 management center®l] <% 1 T} management
centerol] A -5 stH ol = G o] M E S-S &= vy Tt EAIE YT

Zan E W of A 9|5} 31 management center 2] 7} R 79, A Q1 -5 EAlof O gk
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw-virtual/
215258-troubleshooting-firepower-threat-defense. html®] W8-S H 2544 A] ¢ 790 u}a}
management center T2] N A 27} H-J @ & Zo] A a3t 4= ¢)F Ut} o] -9 management
center T4 - A & 3| 2 3} 2L management centerdl] 4] TFA] 5T 4= A HF Y T

o A

A2} DA 2~E 93] b)) g AE H o] 22 AL} threat defensed] 4 $-:

> configure policy rollback

The last deployment to this FTD was on June 1, 2020 and its status was Successful.
Do you want to continue [Y/N]?

Y

Rolling back complete configuration on the FTD. This will take time.
Policy rollback was successful on the FTD.

Configuration has been reverted back to transaction id:

Following is the rollback summary:
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. Management CenterS- A}-8-31of 1318 9 117]
RRRRREEEEEEREERR
@A 2 #e] Aol A EA=A] 1z

management center2] Devices(T] H}-©] 2) > Device Management(t] v} o] 2= #+2]) > Device(t] v}o] =) >
Management(3+2]) > FM C Access- Configuration Details(FM C 2} 4] 2~ - A4 4 A §- A} ) > Connection
Status(1 2 ZGEl) Flo] Aol A ] A4 EE S P

threat defense CLIONA] #2] 12 A E| S 82181+ sftunnel-status-brief &< ¢ =18},

fo
o
i
vl
ey
M
ol
2
(o,

F . S BASAL AU 294G FEE
21 A 2o] AZhspl S S AU Th B e mel A e TR A2t Ag s n R
4908 FelahAA v E Rt Wah o) 4 0 R FR A etk Yol el L.

EZEAA

Devices(t] v} 2] 22) > Device Management(t] vlo] 2~ #2]) S A €] ghy o},
CRA] A 2HeE Hluto] 2 o o] | ool F(e )& S YT

Device(t] Hlol ) 91 S =yt

System(A] Z=®l) A A ol A Tluto] 2~ F 8 ofo] Z(W) S Y P

H A A 7} FA H A Hubo] =~ FRE I

6 o] ek 4 o] i A5 WHue] FaE W ALY ZEZES RUHIF e

TEILIEZF FAEYG

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]
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https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html
http://www.cisco.com/go/firepower-config
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