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( Outside

outside
Etherneti/
DHCP from outside nw

DHCP from
management nw

(Optiona
Managemen
inside )
Ethernet1/2
192.168.1.1

Management Computer
DHCP from inside ifc: 192.168.1.x
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interface Managementl/1
management-only
nameif management
security-level 100
ip address dhcp setroute
no shutdown
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interface Ethernetl/1
nameif outside
security-level O
ip address dhcp setroute
no shutdown
|
interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 0.0.0.0 0.0.0.0 management
http 192.168.1.0 255.255.255.0 inside
|

dhcpd auto_config outside

dhcpd address 192.168.1.20-192.168.1.254 inside
dhcpd enable inside

I

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside
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1% 2: Secure Firewall 3100 7] o] & 172

( Outside

(Optional)
Console port

Ethernet 11
[ outside, DHCP from outside nw

(Alt.) Management 1/1
management,
DHCP from mgmt nw

Ethernet 1/2
inside, 192.168.1.1

Y 4

Management Computer Other Data Networks
DHCP from inside ifc: 192.168.1.x
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configure factory-default [ip_addr
of A

&
i

ciscoasa(config)# configure factory-default 10.1.1.151 255.255.255.0
Based on the management IP address and mask, the DHCP address
pool size is reduced to 103 from the platform limit 256

WARNING: The boot system configuration will be cleared.
The first image found in diskO:/ will be used to boot the
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system on the next reload.
Verify there is a valid image on disk0:/ or the system will
not boot.

Begin to apply factory-default configuration:

Clear all configuration

Executing command: interface ethernetl/2

Executing command: nameif inside

INFO: Security level for "inside" set to 100 by default.
Executing command: ip address 10.1.1.151 255.255.255.0
Executing command: security-level 100

Executing command: no shutdown

Executing command: exit

Executing command: http server enable

Executing command: http 10.1.1.0 255.255.255.0 management
Executing command: dhcpd address 10.1.1.152-10.1.1.254 management
Executing command: dhcpd enable management

Executing command: logging asdm informational
Factory-default configuration is completed
ciscoasa(config) #
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* Anyconnect—Cisco AnyConnect -1 7}O| =& ZZ2 34 Al Q.. ASA A AR o] o] d~E &

8544 vHA A 2.

o,

g

@Al 2 Cisco Smart Software Manager©l| 4] ©] t]nlo] A~ 5 2718 71 o] 7} Eof 3t 55 EFS 8 %
Ak,
a) Inventory(JIMEH)E &= F T}

bt

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts License Conversion Reports Email Motification Satellites Activity

b) General(2uh) Boll A New Token(X] E2)S &gt}
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General Licenses Product Instances Event Log
Virtual Account
Description:
Default Virtual Account: No
Product Instance Registration Tokens
he registration tokens below can be used to register new product instances to this virtual account
Token Expiration Date Description
NWU1MzY 1MzEtZ]NmOS00MjF.. 8 2018-Jul-06 14:20:13 (in 354 days) FTD-5506
= [e] [e) = [e)
¢) CreateRegistration Token(s 5 B2 A A]) th 3} g #Fol| A th5- A 4 & 18 3 t}2- Create Token(E
[e)
2 44)% 2

Create Registration Token .

his dialog will generate the token required to register your product instances with your Smart Account

Virtual Account:

Description:

= Expire After: 30 Days

Enter the value between T and 365,but Cisco recommends a maximum of 30 days.

Allow export-controlied functionality on the products registered with this token €

Cancel
- v
* Expire After (th& o] 3ol Wt&) — 30U 2 A A 3}= A o] 5
* Allow export-controlled functionality on the products registered with thistoken(¢] E&2 A}

&3t TF3 Al Fol A WHE 7] Alo] 7|5 &]-8) — export-compliance &2 15 &/ 33
Si=3

d EZo s = 3} E olo] 28 F8 5] Token(BEE) W3t A& 9 EZ IDE ¢
HrEo] HAe 4= 9 F UL 5ol Aajoll A ASAS 5 =3l oF &= 49 AF&-517] Y38l o] B
< =Sl A AL
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General Licenses Product Instances Event Log

Virtual Account
Deseription:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account

New Token...
Token Expiration Date Description Export-Controlled Created By Actions
MJMSZ]IhYTIrZGGAOSGOYJkEL@ 2017-Aug-16 19:41:53 (in 30 days) ASAFP 21101 Allowed Actions =

Token 0 X

MjM3ZjInYTIZGQ40500Yk2LTgzMGIMThmZTUyY]ky
NmVALTETMDISMTIT %60AMTMxMzh8YzdQdmgzMjA2V
mFJN2dYQjISQWRhOEdscDU4cWISNFNWRUtsa2wz %
NAMDANSTN%AINANA

Press ctrl + ¢ o copy selected text to clipboard.

ASDM®| 4] Configuration(-*d) > DeviceM anagement(t] ul-o] 2= g-2)> Licensing(2he] 44) > Smart
Licensing(Z="HE 2ho] A 4)S A el g,

Register (5-=)& F& g4t

ID Token(ID E32) 2o 52 EZS Jd g}

L] ® Smart License Registration

ID Token: 'MzV8eHpYYOSEMGg2aDRYakOybmZNVnRaSW5sbmSXVXVIZkk2RTdGTW)6%0AZVBVWT0%3 D%0A|

Force registration

Help Cancel _

(A8 AFg)) o] m] T 5 =] $1A| WF Smart Software Manager®} -5 7] 815 A 2 3k-S 7 = ASAE 553}
] ForceRegistration("d Al 55) 2| 2 ¥t~ & 28 3t} o] & ] ASA”} Smart Software Manager
ol A A2 A A% 79 Forceregistration(s5 74 A 4-8)S AFESHI A L

Register (' 5) & 2 g4l

ASAE AHH T 95 Q1B H o] 22 & AFE-5F= Smart Software Manageroﬂ SEstal A ol A
22 2 A o] gk Ak Fo & 8% f?jb]]:} o7} E o A 383} 7 -$ Smart Software Managere &
=l °P§§}(3DES/AES) 2ho] M~ L3y} 2ol A 2 A7t Y dl o] E 1 ASDMOIA] F o] #]
2z ¥y} w3 Monltormg(+‘4 Bl %) > Properties(£54]) > Smart LicenseZ 41 &) &} o] g}o] A
2 g H), 53] 550l A=A o F-E % dHF U

Registration Status: REGISTERED

Unregister Renew ID Certificate Renew Authorization
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To configure an HTTP proxy for smart licensing, see the Smart Call-Home page. Note that Smart Call Home is
automatically enabled and is required for smart licensing.

Enable Smart license configuration

Feature Tier: standard a
Context: 3 (1-38)

Enable strong-encryption protocol

Registration Status: REGISTERED

Unregister Renew ID Certificate Renew Authorization

a) Enable Smart license configuration(Z=v}FE &}o] A2~ Ay 18| o] A
b) FeatureTier(7]% A1%) =5 th$ vl¥ol A Standard(FF)E A =3

EEASW A AU
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» Secure Firewall 3120 - 257} 3}
* Secure Firewall 3130 - 3071 -3}

* Secure Firewall 3140 - 4071 4-3}
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SR A

Al 1 Wizards(WHHAF > Startup Wizard(A] 2 »FH AN E 23 3131 Modify existing configuration(7]<& 21
5 ol 4 58) 2l o MBS 2 gt
@& Launcher File View Tools m Window Help

ec e Startup Wizard... Cisco
& . . 3 VPM Wizlirds ‘ @ ‘ - .
&% Configuration |**| Monitor ard Help | Type topic Co
- B : D . High Availability and Scalability Wizard... | b g
~Device List- iipiatiay | Unified Communication Wizard... |

000 Device List ASDM Identity Certificate Wizard... L
% Add [} Delete & Connect { Packet Capture Wizard
I

Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup fﬂizard Starting Point (Step 1 of 10)

Choose a starting point for the wizard.

© Modify existing configuration

' Reset configuration to factory defaults

+| Configure the IP address of the management interface

IP Address:

<

Subnet Mask: 255.0.0.0

"
Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard

Stal‘lll_ll ?_‘ilard Basic Configuration (Step 2 of 10)

Enter the host name and the domain name of the ASA. If your Internet Service Provider (ISP) requires
that your host uses DHCP, you may need to use the device name supplied by the ISP as the host name
of the ASA.

ASA Host Name: ciscoasa

Domain Name:

Privileged Mode (Enable) Password
The privileged mode (enable) password is required to administer the ASA using ASDM or the
Command Line Interface (CLI).

| Change privileged mode (enable) password
Old Password:
New Password:

Confirm New Password:

7 2 Startup Wizard(A 4 phl Aol 42 the 5 A B2 gt

c &gt H AT

- QTE] o] (U3 W 913 Q1E] A o] 25 1P 4 W QVE|oo) 2~ B4 3
A A
« DHCP A H]
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(28 AR Wizards("HH A Hl ol A THE mEARS A By ok
ASAE 74 -4 3} ¥ Navigating the Cisco ASA Series Documentation(Cisco ASA Series 141 §41)
AN ARE FQ AT ES o] WA daf A 7HsdF B A E FEE A Q.

FX0S CLI <4 4] 2~

ASACLIE A3l Al & | 23 A L) ASDM S AFE-3h= tal ASAE A = A5 25 X
Eo A3} CLIO| HA 2~ 4= 5 Ut vhsol o] W Q1 EjH o] 20| A %= ASAR SSH N A A&
Ae = AdFYTE ZAE U8 ASALHE 2H A Tho| 5 HEEA A QL

A | 25 9 el ASA CLION A FXOS CLIO| A~ 4= 9l&5 Yt

L 2AIA

A AFE S 24 L Eo| A 43t} Secure Firewall 3100 DB-9~RJ-45 A| 2] & 7| o] &3} 3+ A
TH R A4S AAsteE M EgE Alg L-USB Aol Eo] et &< AA 223 USB
Algld =Egtol v & A x| & ofF g t}Secure Firewall 3100 st =90 7}ol = 2% th8- Alg)d A4S
A& Al L.

* 96001 =
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enable
enable ™ % & A& 123k v U a5 WA skeks oA 27k EAH U

o A

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: ***#**x*

Repeat Password: ****x*xx*

ciscoasa#

ASACIA A g 2 8} v W B = ASAZE R HE H] el 3k 5 FXOS 3| A A o] i o] 3
%) 8h= FXOS admin A2} v 9 & ¢ & g ot

A


http://www.cisco.com/go/asadocs
https://www.cisco.com/go/asa-config
https://cisco.com/go/secure-firewall-3100-install
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BE A Aol d ¥ 5 EXEC REA AHE 3 5= A F U th 3 57 EXEC REo) A
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configureterminal

o All:

ciscoasa# configure terminal
ciscoasa (config) #

Ao 4 R4 ASA TAS AR AGUh A 4 REE TR Y edt, quit £
end ¥ 43T,

(18 A}3H) FXOS CLI®| 914 gt}

connect fxos [admin]

« admin—#H2] 2 A8 94 28 A FETh o] §4S S o ALg Aol A= 97 A4S
AR S el REol A T WA e A E 4 gl

AHEA A S A ZELES EASHA G Ut @A ASA AFE-AL ©] 5] FXOSE e v
F7F 210l0] HQ3lA] kU th ASA CLIZ Eol7F W exitS 9 88k Ctrl-Shift-6, x= 1 &

FXOS W9l A scope security/show audit-logs ™ & = AF-&3}o] AFE-2} &5 & &2 = G5t

o) A

ciscoasa# connect fxos admin

Connecting to fxos.

Connected to fxos. Escape character sequence is 'CTRL-"X'.
firepower#

firepower# exit

Connection with FXOS terminated.

Type help or '?' for a list of available commands.
ciscoasai

A7

* ASAE A4 773312 ™ Navigating the Cisco ASA Series Documentation®l] A AF-§& &Q1 A3 E 9]
o] el tial A 7hs gt AR A E RS AL

o A S Ao 3 AFA FF W8S FXOS T4 | 2 7o)l =2 FxsHA A Q.

ASDM



http://www.cisco.com/go/asadocs
https://www.cisco.com/c/en/us/td/docs/security/asa/fxos/troubleshoot/asa-fxos-troubleshoot.html
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