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Before you begin

tupo] 2ol QFg A Q1 A& A& sk= A o] T 2.9 tH(ell: UPS(Uninterruptable Power Supply) AH-8-). ¥4 A
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RJ-45 console
USB-C console

2. CLI Z 22 E & 22 35}o] 3}l Firewall Threat Defense T ASAE 21 8] =<1 g-oldt]t},
Firewall Threat Defense

Firepower = ~1<1(FX0S) Z & 357} E/\] HUth 2adsta A v s AR G AdA4S #S 59
SFU G E7A] 212l 8l oF 3Fi= 7 $-oll = Firewall Threat Defense CLIoI| < & % 2

firepower login:
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Firewall Threat Defense CLI

@ A FXOSoll 121384 FTD CLIE A 3kel= 5o A4 wi= 54 s 2 #¢jo] £33 Yt}

CLiel o4 25he] Tuto] 2= 74, 474 2 Al 32 219 & F I
A B 128 915 OLiel oAl < aof & 4 9l
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1% EE Y F S Ageel 24 L0 AP
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RJ-45 console
USB-C console

2. FX0Soll ¥ Z 3 Yt} admin AF&A} o] & 2 1 H 3 (7] 2 35S Admin123) 3 AF-8-31o] CLio] 21218y
th 2 E 218 U HE S WA= w A A 7F FAE U

Example

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: ****xkkkk

Confirm new password: ***kxkxkkk

Your password was updated successfully.

[ooo]
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firepowert#

3. Firewall Threat Defense CLIZ W 7 3+ T},

( )

B =

%7] 447 <] Firewall Device Manager=- A}-8-3} 2 ¥ Firewall Threat Defense CLIol| o} M| 23} %] wp4] Al Q.. 1
31”4 cLl /ﬂx% o] ]x]—ﬁqq.

g J

connect FTD

Firewall Threat Defense CLIo| 3] & A 2T wj= 27] A S g8 dtals T2 e FAH YT

Example

firepower# connect ftd
>

Firewall Threat DefenseCLIZ < 5.3} ] exit == logout B &8 S JF gt} 12 W FX0S TEZE R Eo}

ZH et

Example

> exit
firepower#

T/3-& Al 2Fek7] Aol Firewall Threat Defense4~ >~ E €] o ¥ & -4 3} a1, Secure Firewall 200-S(5) Ul 2 2
22 o] uA] A A Xt}

Q) 2 E s of W& Feleki o A5 oA E ARAT) T Ao Papol A HAE AW F
o1 %] gholal Al A ¢,

USR5 Al o DA Ak o] ST kS A4
AT, AL FASHE Ardol = !

oW B HS AP oF 51t 2?
% 0= AT EY o] TR Ho| oA He A~ WS Ao F4 H TR FAF Gold Star D] ~2 A 83k A

S A& Y . https://www.cisco.com/c/en/us/products/collateral/security/firewalls/bulletin-c25-743178.html o] 4
B Dels AL FET FE Yk

Before you begin
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1. FXERE ¥

5:

hbe Abgstel 24 EE6] A AT,

RJ-45 console
USB-C console

2. FXOS CLIo A A &) 591 W d 8 ¥ A gt}
scope ssa

show app-instance

Example

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup
Version Cluster Oper State

%oz ke Qe o c—smcpgx}%@»]u} 2] Q1B o) o] Y@ 114 P A E A 8ok 5

scope fabric-interconnect a
set out-of-band static IP /P netmask v}~ = gw Al o] E 9] 9]
commit-buffer

S QF7F s W ALee A 1lEl7] 2o DHCP Al ¥ & v &4 g)3foF ). o} 2l W&ol & wa)
DHCP‘E A & v 24 gl ey o)

firepower /fabric-interconnect* # commit-buffer

Error: Update failed: [Management ipv4 address (IP <ip> / net mask <netmask>
) 1is not

in the same network of current DHCP server IP range <ip - ip>.

Either disable DHCP server first or config with a different ipv4 address.]

firepower /fabric-interconnect* # exit

firepower* # scope system

firepower /system* # scope services

firepower /system/services* # disable dhcp-server

firepower /system/services* # commit-buffer

Cisco Secure Firewall Threat Defense | Updated NaN,
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® Essentials—2 5~
® IPS

o " glo] o]

e URL ZE

® Cisco Secure Client
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RJ-45 console
USB-C console

2. FXOS CLI °| A local-mgmtel] 9174 3+ ),
Firepower # connect local-mgmt
3. Alzdle FeguU,

firepower(local-mgmt) # shutdown

Example

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

5. A7 A o2 AR Fofl BRF A A LS Eelete] el oz AAT = A5y

o

sk Al aglo] SHAEHA SR EN e B4 A A B A E S E07F HAF Y

Management Center Firewall

A7 07 pe)shs 49ol i Cnjo] o] 791G ehd sk Aeka 4 QEm, wahe e Al S 5 Secure
Firewall 2009¢] ¢+ 282 A &},

o] 2} & B3l Wt Al 28-S Sul2 A FR ko] vlo|E &4 WA S b AU AAE BT 5 2
Fyth
Wk ] AlE & ARG sho] Al2'E SnteA FRE S dF U

1. WIS Fa 3
a) Devices(t]H}o] ~) > Device Management(t] v} o]~ #2])E A el gt o},

e

b) THA] A12HEE Tinfo] 2 Qlo] (2 )& S T

c) Device(t]nto] =) 92 24Ut

d) System(A]~gl) Ao A tute]~ F2(0)E 22
)

W A2 7} A H T o] s F R Sl g,
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System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]
& AAHA G2 A Al =go]l T w7bA] oF 3 St 7Tk A Al L.
3. AATE A S A 2 A Foll DA A Al A S Bkl BEld om AT S AdFU T
et o] b HAl TR HM oy E4 A flo] e AAY 5 dFU
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Management 1/1

DHCP from mgmt nw
Ethernet 1/2-1/5 switch ports
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® — inside , 192.168.95.1/24
® 7|t F = - o QlE ¥ o] 2o A DHCPE F8ll ¥+

® 7} ¢l 5 o] 2 - Firewall Device Manager®] =& <S1E # o] 2 A o] ALt}

o] 5] DHOP A o], 241 2= Alof 4 4 si= 1ok J o} e 7]eh g e 457 g

1. FFEE W AdE o] 20 A2 F T
2. Firewall Device Manageroll =113 t},

a. https://192.168.95.1% X3 g},
b. A}-&%} o] & admin % 7] H| U H E Admin123 2 2 21913},

c. Uk ofbol] Folatal vhej At vl E W & 5 WA st WA A 7 EAH U Tk
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Connect firewall to Internet

The initial access control policy will enforce the following actions.
You can edit the policy after setup.

Trust Outbound Traffic Block all other traffic
This rule allows traffic to go from The default action blocks all other
inside to outside, which is needed traffic.

for the Smart License configuration.

Outside Interface Address

Connect Ethernet1/1 (Outside) to your ISP/WAN device, for example, your
cable modem or router. Then, configure the addresses for the outside interface.

Configure IPv4

Using DHCP v

Configure IPv6

Using DHCP v
Don't have internet connection?
Skip device setup
S QUE| 0] 2 2 - A1 BR AT S A5 P F 25 AL T 47 ohALE ALE Bl
PPRORE T T 4 Il FLA A S5 0 PPPOEE 44 8t & A ]
110 UEIe1 2 - 2 IR 5P AL A SPHAS] U Y U E A
S QgL 17 IP 45 AFE o} B 4 4 0] 4] 17 WA B2 EUA 9

DNS A 8] - A] 25 2] 548 DNS 4] & % 4§ th. 7] ¥-41 OpenDNS 871 DNS A1 4 1] o
B BAE o] F
A7k A (NTP)S: 743 81 31 Next(tH) 2 22 g

10:  (NTP)
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Time Setting (NTP)

System Time: 11:56:20AM October 03 2024 -06:00

Time Zone for Scheduling Tasks

(UTC+00:00) UTC v

NTP Time Server

Default NTP Servers v

Server Name

0.sourcefire.pool.ntp.org
1.sourcefire.pool.ntp.org

2.sourcefire.pool.ntp.org

NEXT

c. Start 90 day evaluation period without registration(s-= ¢1°] 90 3 7} 7] 7+ A| 2H) & A &gk o},

Register with Cisco Smart Software Manager

Register with Cisco Smart Software Manager to use the full functionality of this device and to apply
subscription licenses.

What is smart license? (2

O Continue with evaluation period: Start 90-day evaluation period without
registration
Recommended if device will be cloud managed. Learn More (2

Please make sure you register with Cisco before the evaluation period ends.
Otherwise you will not be able to make any changes to the device configuration.

Firewall Threat Defense = Smart Software Manager©ll 5 =3} %] vp4] Al @ B gFo] A 4] whsle #ha] 4l
B Security Cloud Controlol] 4] =38 % L] t},
d. Finish("} %)= =3 g}
11:
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The Device Is Up and Ready to Be Configured!

What's next?

Device will be Cloud Managed Standalone Device

Configure Interfaces E]

Connect inside ports to internal devices

Configure Policy 07

Manage traffic

GOT IT

e. Standalone Device(5 Hd t]nlo] 2)= A 83 U2 Got It(EH21)S Al g},

4. 34 ojnfo] 9] #he] AE o] oA A IP FTAE AT TH tuto] 2 > A | o] 2~ 9] #z] 1E ¥
o] ~F FEIA L.
5. 7} 1 E o] =5 743 &2l Device(t] vlo] =) 5 A 3k U Interfaces(Q1 Bl 7l o] =) @ oFe] | A&
SRR
6. Device(t]1}o] =) > System Settings(*| =&l 4 4) > Central Management(5-<} #2])E A &3l a
Proceed(? &) & =2l 5o Whsly #a] AlE Securlty Cloud Controlol] 5 =3t}
Management Center/SCC/4| - 4 B2 -4 &t}
( N\
@ =
o] A 1 "2 "SCC" th4l "CDO" 7} A4 4= A5 U Th
. _J

12: Management Center/SCC
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Management Center/SCC Details

Do you know the Management Center/SCC hostname or IP address?

@ Yes () No
Threat Defense Management Center/SCC
10.89.5.4 10.89.5.35

fe80::6a87:c6ff:fea6:5480/64

Management Center/SCC Hostname or IP Address

10.89.5.35

Management Center/SCC Registration Key

NAT ID

11204

Connectivity Configuration

Threat Defense Hostname

1120-4

DNS Server Group

CustomDNSServerGroup v

Management Center/SCC Access Interface

management (Management1/1) v

Type: Static IP Address: 10.89.5.4 / 255.255.255.192 Edit

a. Management Center/SCC 5.4~ E o] & W= [P F4 2 Ab-g3lo] Whab e e A48 5= = 49,
Do you know the FMC hostname or IP address(FMC IAREOETEEIPFAE 4 dH5U)
A Yes(ol)E 22l 35kaL, Wabs] #he] AE 7FNAT FHoll AAY HEZ P T4 B S4E o] 59 gl

735 No(o}‘% [)E ST
b. Yes(<])= 4 &3 79 Management Center/SCC 5~ E o] E[IP F+4 5 ¢ HA 3 h
c. Management Center/SCC 5= 7] & #4431t

Waie o ==t ) whshE e AlE o %A e o3
of ok ]t 95 AHA-Z, a2, 0-9)S} 3ol E()2 AL

S5z o o gahulo] AT 5 YU T

d. NATID= A A g},

S EAGTUSY 55 7] 2~364F Aol
& AU o] ID= :@}‘iﬂ‘ e Al ol &

3
A= —?—Oﬂ NATIDE A A H:—Zdol 5 UL NATIDE 2~364Ff©
o S0l E() A& 5 AU of D W} 5
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SITh NATIDE 917 0] £uh2 juhe] 2o 4 2.7 Selal7] 913 P 29} 970 AL g LT Ip
ANATID 91 ol B 555 7] 7} 2 .

N
2

24 49e T

o,

Fu,
Threat Defense Hostname & E o] &3 %] 4 g},

DNS AH 155 A4 g

oln] AA P et 7]E 1FS A gAY A 2 A F T 7] DNS 152
CiscoUmbrellaDNSServerGroup©] ™, ¢] 7] o = OpenDNS A ¥ 7} 3£ g} Y},

c. Management Center/SCC < A 2~ Q1 E 7] o] 2~ 9] 7 -9- Management Interface(} 2] <1 E| | o] ~)&
=94 Th

T p

8. Connect(¢12)=E &8 gt}

Registration Status(z 5 &) t 8} d2}= #-3}2 32| AE Security Cloud Control & 5ol o gk & A &

B & Hosy
13:

Registration Status

cessful Connection with the

Management Center or CDO

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense gett
management center configuration gu

started guide (2,
J A,0r
CDO configuration guide (2 to configure your device.

] 37 o] Saving Management Center/SCC Registration Settings(Management Center/SCC 5
= A A7) @A ol A WHakE 3B2] AlE Security Cloud Control 2 ©] % %~ W3} & F=71gtY ). Firewall
Management Centerol] "-3}H 5= #]o]=] 22 o] W&-& x5 Al L.

: CLI

CLAA 23 PES A8 ] T4 4 2 9% Qe so] = B4 M 25 T4 alo] tlufo] 22 whshy]
#e) A o 523

CLI A7 2T AES AHg3to] 28 el P 7, Ao Edlo] 2 7]e} 7|32 V=97 43S 493,

.

1. Firewall Threat Defense 2 ASA CLIo| A ~3}17] 8 Z< L E| <2 Firewall Threat Defense CLIoI| o 4] =~
7 o] 7] 59 W8-S HZ3HA Al L.
2. 2HA #e QAH ol A~ AAHS st CU A ~2AHET A H YT
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Threat Defense Y3 & 7722 Y& FAZ3H4 A L.

You must accept the EULA to continue.

Press <ENTER> to display the EULA:

Cisco General Terms

[...]

Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]:
n

Aok T4 53 F skt ool Ulal y 2 93

Configure IPv4 via DHCP or manually? (dhcp/manual) [manual]:

Enter an IPv4 address for the management interface
[192.168.45.61]:
10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]:
255.255.255.192

Enter the IPv4 default gateway for the management
interface [data-interfaces]:
10.10.10.1

Enter a fully qualified hostname for this system
[firepower]:

1010-3
Enter a comma-separated list of DNS servers or 'none'
[208.67.222.222,208.67.220.220,2620:119:35::35]:
Enter a comma-separated list of search domains or 'none' []:

cisco.com
If your networking information has changed, you will need to reconnect.
Disabling IPv6 configuration: managementO
Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35
Setting DNS domains:cisco.com

Setting hostname as 1010-3
Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on
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managementO

Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.
For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]:
no

A4 eke gk AE S AFgShel W no & Yl g

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on
management0

Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Configuring firewall mode
Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy
You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.
When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.
'configure manager add [hostname | ip address ] [registration key ]'
However, if the sensor and the Firepower Management Center are separated by
a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.
'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'
Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.
>

. e A AEE A E s o
configure manager add {hostname | IPv4_address | IPv6_address | DONTRESOLVEY} reg_key nat_id

® DONTRESOLVE {hostname | ipv4_address| ipv6_address}—43}9 #2] A1E ¢ FQDN == IP =45 A A
aqu} wrshe gha] AlE o] A2 AH AT ¢ e A DONTRESOLVE%—A}o Futh o] 4
G- speo] A4 TsHIP FA e iiE o] 5ol lofofF Ft.

® reg_key— Firewall Threat Defense % Al s e AdlE o) A4S A3 8 55 78
= 7] 2~364F Abo] o] oF Tt} ¢ 52 2HA~Z, a~z, 0~9)$} o] =(-)& Ab&-a <= 25yt
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® nat_id—3stH 2] AE A A Qe gk A3 A
~Z,a~z )= I &

51 S A gtk NAT ID:= 2~364Fof of Y
o}olM( ) °

mlo
>
>
ofo ot

th. d 5 2HA~Z, a~z, 0~9 = 3 ] ID= "3k g AlE ol S5k o
& tupo] 2ol AFR-E = flEF Y
Example
>
configure manager add fmc-1l.example.com regk3y78
natid56

Manager successfully configured.

Firewall Management Center

oo~ S 2E o] 5 =P 4, 55 7

:Z>
_‘
mlm
ﬂd

gato] tiufol =g whalu] whe) AlE|o] 523 o

7% Aol i3 %55 7] % NATIDSk 971 535 S 20] g & Abg-ahe] wsha) ghe] Aol Tute] 28 7
ik,

https://fmc_ip_address
b) AF&AF ol & HHUHEE JH T
c) LogIn(=131)& S &t
2. Devices(t]H}o] =) > Device Management(t] v} o] 2~ #H2])S(E) A &gt}
. Add(5-7}) =5 th2 #5770l ] Device(t] ko] =) & A Bl gt o}
4. Registration Key(5 5 7])E 29 3}a Basic(7] )2 293¢
14:

w
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Add device

o Device registration method Device registration method

2) Dsvice detals Registration key Serial number
Identify the same one-time registration key on the device and in Identify the device by serial number. On the device, you don’t
the management center. have to configure anything (zero-touch provisioning)

Choose the initial device configuration method:

@® Basic

Apply basic configuration, including the access control policy.

O Device template
Preconfigure settings using a template. A compatible template must exist (either a default template or one you added) before continuing.

Sanen m

5. tulo] 2 A% A B E 7433l Next(t2)S =& s},
15:

Add device

@ Device registration method Device details

Domain *

e Device details | [GIobaI/Leaﬂ ® v]

Hostname or IP address

[ 10.89.5.41 ]

e.g. server.example.com or 192.168.1.1

Display name *
[ 3110-1 ]

Registration key *

Enter the same registration key you set on the
device. This key doesn't have to be unique per
device. Use alphanumerical characters (A-Z, a-z, 0~
9) and the hyphen (-), between 2 and 36 characters.

Unique NATID @
[ 31101

Enter the same NAT ID if you set one on the device.
This key needs to be unique per device. Use
alphanumerical characters (A-Z, a-z, 0-9) and the
hyphen (-), between 2 and 36 characters.

D Analytics-only management center
When using Security Cloud Control as your primary manager, you can use an On-Prem management center for analytics.

Cancel

® Domain(=¢1) - th5 =9l A A 2] Z =S Aeigyt}
® Device group(t]vlo] 2 T15) - @ E=uQl ol A tuto] 25 tiupo] 2 T Fof F7Hg

(¢}
Z2)- 2718k gufo] 2 9] P F 4 EE{—E Eol&
+)

== )] F U THe): NAT 5o 9

® Hostname or IP address(3 =~ E
AU TE ufe] 2P F42E =
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o Display Name(3 4] ©] =) - w8l 7] AlE)o] FA 5k a7} 3H= Cluko] 2= o] 5.8 g2l ghth. o] of
2o zol WAE 4 gle

® Registration key(s 5 7]) - 7] 7433 5L 55 7] & 49 FU T
@ Unique NAT ID(22 & NAT ID) - 7] +A ¥ 5 =
® Analytics-only management center(c] 9 2] g~ A&
B & 5
6. =7] tnto]~ S-S FAF U
16:

Add device

@ Device registration method Initial device configuration

Access control policy *

@ Device details [Defau\t Access Control Policy ® v ] +

o Initial device configuration | Smart licensing

Ensure that your smart licensing account has the required licenses.

Is this device physical or virtual?

@ Physical device O Virtual device

License type Includes
Base firewall capabilities
Carrier GTP/GPRS, Diameter, SCTP, M3UA
IPS Intrusion Policy
Malware Defense File Policy
URL Filtering URL Reputation
RA VPN Premier ® v ] RA VPN

Transfer packets

For each intrusion event, the device sends event information and the packet that triggered the event to the management center for inspection. If
you disable it, only event information will be sent to the management center; the packet will not be sent.

Cancel

Add device

® Access control policy(% A~ Ao} A H) - 5= A] Huo] 25 F53817] 96l 27] 25 A9 s
LA RS A T ARl oF & AR A A o] AR o] o] gl A -5 A9l shals, Add(F-7H)
()& A E5 a1, Block all traffic(2 5 Eg ¥ 20H) S Aegch Uz Eg2 S 583552 WA
& gy

® Smart licensing(="}E 2}o] 47 - gfol d =& A e gt}

® o] julo] A= B8] A = 714 tiulo] ~ 41 7172 - Physical device(E 2] 4 t]ufo]
® License type(2}o] 2 73) - T

tuto] 25 F7hgE o e gfo] A A& A8 T A5

® Transfer packets(¥] 7! 1<) - 7} 29} o] vlo] 27} HANE 918l Wshe #he] AlE = 5

1T e H
NS AFFEZ AR A% A2 92 E 4

7139} o W=l T ojuho] S 913 W 2o
ME 2 445 T o M= S Hlag shalwl ol iE 4w wahe whel Y] A5y A% ol
B A5E A ey,

7. Add Device(t] Hlo] = 7)) & Ze gt}
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%ﬂ%%ﬂﬂﬂﬂﬂmﬂéﬁaEmE%;ﬂaﬂ%ﬂ%@%}%ﬂqmzﬁﬂi&%$%%ﬂﬂ.
S Eol AAFehd tufo] A7t HEFof 7Yt 77 HASHA @ WA A7t A E U f]ulo] <7}
TEo) A etd g 5SS

® Ping - U}& &5 AF-g-3l t]ulo] 2 CLlol| Al ~3)ar whald 3] AlE IP

%20 PingS .Y Tk,

ping system jp_address

Ping©] /\UHo}L OT show network ™ @ & A}1-&-3] U EY

AAE FgAgY T Hrpol & =S
w7 8 oF 3h= 49~ configure network {ipv4 | ipvé} manual '8 & A8t}
® 5= 7], NATID 51 319 ¥42] AlE IP 54 - Tﬂmq*ﬂi%%%% 7] SLNATID7} AF-8-5] 31 9]
=4 ghel gt} configure manager add ™ %S A}&-3)] Tulo] 2o 4] 52 7] W NATIDE A A 3 5=
A5

ZFA$F F A A A K= https://cisco.com/go/fme-reg-errorE 234 A Q..
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« DHCP

*« NAT

® DHCP Server(DHCP A 1)) - Z-g}o] o E & 1t - 21 E] 7| o] 2~ ]| ] DHCP
A& AHE YT

® Defaultroute(7] 3 74 =) - o] F- A F| o] 2~ & &3l 7|2 F =& F715

yt}.
® NAT - £ 2 Q1 E] 5| o] 2~ 0] A] 21 E] 7] o] 2= PATE A}-&-3F1] T}
® Access control( Al 2~ A o]) - v} ol A & 5= gFsl= Edfo S 5§

Fuyo),

WOk B AL ALgA A G ste] B iF AAL

i
F

A7 S % g
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YR 2 9 i oo skt g} 9-gly =S 93P T4 AA 5 F3ato], ¢1E | o] 2 Secure Firewall 2002
(&) Yo
o] AL T et FHoM AHEIFUEY A AR5 2 ee-HS e o]~ HdAHS FAT 4= dHY

%7] A &l CLIS A}-8-3}+= th4l Firewall Device ManagerS- A& 79, T8 ClE] Hlo] 27} AL -4
= o] QlFH T

® Ethernet 1/1 - outside, DHCP 2] IP =2, IPv6 A& -3

® VLANT1 - inside, 192.168.95.1/24

® 7| F = - &7 QlE # o] o] A DHCPE &3 ¥+
Hkals #he] AlE] o] 5-=3}7] A ol Firewall Device Manageroll A Q1E] #|o] 2~¥ F=7} F A& =3 gl o s +
dol A H YT
CLIE AM&-3t] 7] A S g 45, tuto] 2o Abd -4 o] 21 &5 A ¥4 o
T Huto]| 25 FE5E 5 FUL B H o]~ 43S s oF Ut CLI 271 A4A4E 9

A9 BT 3 & v 9]
2] EEZ 913 VLANT Q1 el ofo] A8 WhE A Fobslok gt 7 PA S ke t2 294 XEE e
H QI o] ~ =2 W gtalar, Bel ol )IEFo]~& ddstaL, IPF4E WA ste 59 2gle] £
o] o o] A= DHCP= *P 3}i= o1 ¥ o o] 2~ (Ethernet1/1)oll A 214 F4 2 2191 R E AL&-51o] Y5 2lE 7|
O] <(VLANT)ol 2} 55 =5 A1 g el T gk Ul 31 4B 4 DMZ <1E) 0] 2% /bl .
1. Devices(T] v}o]22) > Device Management(T] B} o] = 2] )& A g5} aL t)njo] 29 HIF(L )2 ST
2. Interfaces(SlE] | o] =)= &8 g},

17: Interfaces

T P Virtual Tunnels Q Search by name ][SV"ED eeeee ][A"‘“" J

il Physical Disabled Global Q<

Ethernet/1 outside Physical  outside 10.89.5.29/255.255.255192(...  Disabled Global o
Ethernet1/2 Physical Disabled Access 1
Ethernet1/3 Physical Disabled Access 1

a»
@
@
@

Ethernet1/4. Physical Disabled Access 1

3. 7] Aol CUE A& A § 294 XEE & 83
a) =9 LEJ gjal AF(2)
18:
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Edit Physical Interface

General Hardware Configuration

Interface ID:
1
Ethernet1/2

1 4 Enabled

Description:

| ]

Port Mode:

Access v

VLAN ID:

E
Protected:

O

b) Enabled(Z4]3slg) A 3 vt~ 5 A e 5] Qe o] ~5 &4 3t

c) &/ VLANIDE ¥yt 712 %k% 194tk 218 tF2 o] ID9F U X 3}4= VLAN QI Ej o] o] ~ 5 5=7}5F
Y.

d) OK(&Ql)E =93t

. Inside(] ) VLAN Q18| | o] ~ & F7HHE+= A F)FY o

a) Add Interfaces(21E] #| ©] 2~ 37}) > VLAN Interface(VLAN ¢1E] 5| o] ~ 27} Z]51 7}, o] ¢1H
o] 2~7} o)v] Q)&= A, AE F o] 2o gl HH(F)E 87T

19: VLAN
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Add VLAN Interface ®

General IPv4 IPv6 Advanced

Name:
inside

4 Enabled
ription:

! ecurlty one:
|n5|de zone
|
U:

MT

| 1500

(64 - 9198)
| Priority:

(0 - 65535)

|  Disable Forwarding
on Interface Vlan:

| [None V]

Associated Interface Port Mo...

b) Security Zone(:.0t % 9) = H TS HFo| A 7]E2] U F Hot 98 HAB S A Y New(H 2 THE7])
= 223k Al Kol

[e)
= H
o & o} inside zoneO]E} % 9%

c) Name(°]&) Z =] o] 55 484} o 2 Y HFYT].
o & 5o QB # o] 29 insided}= ©] 55 A A th.
d) Enable(27d3}) &<l &S A8

e) Mode(* =)+ None($12) AEl 2 P75t
f) VLANIDZ 15 A3},

VNEA o R BE ~9x] FEE=VIAN 12 A5 YUth o714 T2 VLANIDS A 88t 7 $-ol = 2 ~
Ax TEZS AH VLAN IDol| 2tA] = 8l oF g T},

QIE Hl o] & A3k S0 = VLANIDE 7 8k 4= <51 o} VLAN ID= AF-& 5 VLAN B Z2o] &} +4] 2 <l
€5 ] 2 DS U] .

g) IPv4 /== IPv6 5 2 uth

® IPv4 - =51} 2= 0] 4] Use Static IP(3174 IP AH2)2 A8l i1 e A|(f) E7] 5 1P 5290 A 1
2 3

Y u A3 = s
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o & 0] 192.168.1.56/24 = <] =3t}
20: IP

Add VLAN Interface

General IPv4 IPv6 Advanced

IP Type:

[ Use Static IP v ]
IP Address:

[ 192.168.1.56/24 ]

eg. 192.0.2.1/255.255.255.128 or 192.0.2.1/25

® IPv6 - B ¥ A4 2H% A4S 5l W Autoconfiguration(<}5 1-4) €< &S H ® U o}

h) OK(Z<1)E =8 .
5. outside($] F-)& AH-&-3}2] = Ethernet1/10l] AR (2 )S =23t}
General(2 ) ¥ o] 2] 7} F A U T},
21:

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Harc

Name:
outside

Description:

| )

Mode:
[ None v ]

ecurity Zone:

[ outside_zone| v ]

Interface ID:

Ethernet1/1

MTU:

[ 1500 ]

(64 - 9198)

Priority:
[ 0 ] (0 - 65535)

Propagate Security Group Tag: D
NVE Only:

O

a) Security Zone(1t 4 %) EFTE H50 A V]9 o - Hel oS A E e 1 New(H 2 = 71)
= S A B g e FUey T
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o & £°] outside_zone©¢| 2} % 9 & F7FgH
VLAN1©] AR -4 | 739 o] 2l gk =9 YA =

b) Name(©] &) Z =0 o] &S 484} o]
o & 501, QJE H o] 29| outside®} =

c¢) Enable(&43}) 8 ehS Aeigh o).
d) Mode(EE)L NOnE(u)\%) }\]'EHE 147;]_,_]/]14_
e) IPv4 Z/%= IPv6 515 22 il

® IPv4 - Use DHCP(DHCP *}§)& A ¥slo] th5 &4 w7l iS4tk
® DHCP| A 7] &2 Z 2 7}4 2. 7] - DHCP AW el A 7] & A2 & 74 F U T},
® DHCP 7 = v| E 2] - slehg FJ 2o vl 13} 255 Ateo] o] #he] 712 & &3, ghete
o] 7] e] A= 19y

22: IP

rr £
9

rlllo )
sl

A

o

H
ol &

%

Edit Physical Interface

General IPv4 IPv6 Path Monitoring

IP Type:

[ Use DHCP v ]
Obtain default route
using DHCP:

DHCP route metric:

® IPv6 - B H] A& 25 43S sle] W Autoconfiguration(<}5 1-4) 2-¢1 &S A el g o},

AR

2z 20

oL
_IN (

f) OK(Z<1)E =93y},
6. & 0] § ~ M‘éi B317] 918l DMZ Q1E] | o] 2~ & T4 U T
a) DMZo) A3 292 LE S A9 x| LE Rt Z v]& A 352 H SwitchPort(»~ 9 X L E) & o] &at

ot & & 0}04 H] 2/ 3H(am) & A H =5 U T
b) A o]zl disf AH (2 )= —gawu}
c) Securlty Zone(H <ol 9 ¢) =
= ZE3lo] A Hel g s %7}% E‘r.
o| & £°| dmz_zoneo| &= 4 9 & F7hsH o
d) Name(©] &) L= o] &2 487} o E‘ﬂ
& 5o QJE]H o] 2 o]
e) Enable(&/d3}) gelehs A&
f) Mode(*=)+= None($1 O) EHE FAEY
g) IPv4 5] 2/5=IPv6 512 28 3tal Jet= IP 45 AL
h) OK(Z<)E ==yt
7. Save(A ) =8 g}
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DHCP

ot
_I

- Sefo|AETF s o2 IP 5

AU AHAYEYF HAAGS S

220l 4 HCP AW & -4 v,

DHCP A ¥ & 4] 3} 3}o] Feto] o EV] whahs

Sh=3
SefoldE

1. Devices(t] ®}¢] ) > Device Management(t] H}-©]

o).

7} DHCPE AF-8-3Fof 133}

A A IPFAE

2. DHCP > DHCP Server(DHCP ~H)Z A &l g} t}.

Device Routing Interfaces Inline Sets DHCP VTEP SNMP
Ping Timeout
DHCP Server [ 50 ] (10 - 10000 ms)
DHCP Relay Lease Length
DDNS [ 3600 J (300 - 10,48,575 sec)

C] Auto-Configuration

Interface

[

]

Override Auto Configured Settings:
Domain Name

[

)

Primary DNS Server

Primary WINS Server

5 2=~
N 5

7} . A 5t DHCP A1 ¥ &

2 e))E A st Hupe] 2

%= 5, Secure Firewall 200 <1E] 7] o]

facs

AP FEDINEAL LIS AFOE A 5 YES G

2 sty

[

o+ v +
Secondary DNS Server Secondary WINS Server
o+ v +

[

Server

Interface

Advanced

Address Pool

+ Add

Enable DHCP Server

3. Server(AH]) o
24:

2o A Add(F71)E &
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Add Server ®

Interface*

(insae )

Address Pool*

[ 192.168.1.2-192.168.1.55 ]

(2.2.210-2.2.2.20)

Enable DHCP Server

® Interface(31 Bl | 0] ) - EF TS H-Fo A g o]~ 5 e g}
® Address Pool(5-24 £)-IP 749 B9 = AU} o] IPFAE Auy Qg Ho] A9 T3 A1
ol ook a1, QIEf | o] 22 AJA| 2] IP T4+ X8 4= glH Yt

4. OK(ZR)E =2 rh
5. Save(4 )= &

Secure Firewall 2007} 2] F- A1 E] #| o] A2 &5 T3] - E 7 U E 9 F o) 9143 4= 9] === Firewall Management Center
oA 71 AR5 FA YT}

o 21 AHEBke] 9|3 QlEls o] 2o A Y bs @ AEY BEE b)) e AR E 2o,
718 AR N 0% 9|3 lEf s o] o) A Mt 7Fs & Q1 SEY e 5 /12 1] LTt DHOPR ] 913
F2F DTS, Y Tutol 2ol ov] 7| B AR FIHAL 5 AU FEOE ARE T ok
She 45 o AAE grFn

2. Routing(2}-$-¥) > Static Route(™ 4 74 2)= A el g},
25:
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Device Routing Interfaces Inline Sets DHCP VTEP
Manage Virtual Routers
Global v
Network & Interface

SNMP

Leaked from T

Virtual Router 7

Metric

+ Add Route

Tracked

re

Virtual Router Properties
V IPv4 Routes

ECMP

BFD
V IPv6 Routes

OSPF

OSPFv3

EIGRP

RIP

Policy Based Routing

v BGP

IPv4

IPv6

Static Route

Vv Multicast Routing

DHCP MW 258 7| & F 25 &3¢ 4, o] elo] =l A gt

3. Add Route(7 & %712 a1 oS &

26:

S AT

Add Static Route Configuration ®

Type:

Interface*

(Interface starting with this icon @signifies it is available for route leak)

Available Network -
[ Q Search ]
any-iov4
gateway

IPv4-Benchmark-Tests
IPv4-Link-Local

IPv4-Multicast

|Pv4-Private-10.0.0.0-8

Ateway*
(oo -
Metric:

L ]
(1-254)

Tunneled: D (Used only for default Route)

Route Tracking:

[ ]+
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® Type(F3) - F7tstd = 4 F= F3 o whe} IPv4 == IPv6 hH] 2 HES 2834

® Interface(31H #| o] =) - o] T1¢f| 2~ QI E] Fl o] ~ & A B3t} A REA 0 = o QI o o] ~ 9 YT},

® Available Network(A} & 7}%@ Y| E ﬂ)—IPv4 718 7 2| 3] any-ipv4= A €51 IPv6 7]
A 2o b3l any-ipv6S A B St F7HE B 5] AU E EY A 5502 o] F YT,

® Gateway(7|©] E ¢ °]) ==+ IPv6 Gateway(IPv6 7| © o)) - o] 2] th5 &2l Alo] Edlo] 25
HE Y e 9P IPFA EE U EY EL/Z‘E 7H A& Aled = AU

NAT

3 ool QIET} 9] % QIEl 3 o] 22 P B ALG-3ho] 9% U E 9] 210l oA 28 5+ 9L % NAT(Q1E o] 2=
PAT) 4 3. -4 g k.

L
-
-z
N
B
il
fo

(e}
o
5,
o

W
<
o
I—M
HU
E
riot

NAT(S1 & 7] o] 2~ PAT) 4 &5 A4 shof Wi - Sefol A ETHY

afo] o] Wl E S Aol A 2T 5= e g,
o] Aak= U F- FEPOlAEZF W F 28 - QIFH o]~ IP 40 XER WEet S 8= NAT 113 & 4
AU ol # g 3 o NAT 713 & QI EH| o] = X E S22 W g (PAT)ol & aL

1. Devices(t]H}o] 22) > NATE A 3} 31, New Policy(X] 4 #)& = 3ttt
2. ZA o] & A AstaL, S AFEE tinfo] A~ 5 A e g F Save(HH)E ST

27:
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1=

73 136

[e

New Policy ®

Name:

[ FTD_policy

Description:

[ )

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices and Templates Selected Devices and Templates
[ Q. Search by name or value ] 192.168.0.124

192.168.0.124 ERREES

192.168.0.155

Add to Policy

g ao] whahel ghe] AE S SR A% el A A Aol 15 Fohelof gt
28: NAT

FTD_Policy (] (G (=)

Enter Description

NAT Exemptions  Policy Assignments (1)

Rules
[ Filter by Device ] [ Y Filter Rules ® ] [ Add Rule ]
Original Packet Translated Packet
Source Destination - - s
" N Original Original Original Ti Ti "
D # Direction  Type Interface Interface Sources Destinations Services Sources Destinations Services Options

Objects Objects

AT Rules Before
© Auto NAT Rules
© NAT Rules Afer
3. Add Rule(+7 % F71)S 8 g4}
4. 713 rH FAS AU
29:
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Add NAT Rule
NAT Rule:
Auto NAT Rule v
Type:
Dynamic V]
Interface Objects Translation

® NAT Rule(NAT %) - Auto NAT Rule(#-5 NAT 7 %)S- A &gk o},
® Type(++3) - Dynamic(& %])S A &gy,
5. Interface Objects(3! | 31| o] 2= 7§ 4]]) 7| ©] %] ol| 4] Available Interface Objects(*}-8 7}5 §t 21 ¥ 7 o] =~
WA & o] 9% ] oS Destination Interface objects(t] 3 21 E] 3| o] 2~ 7§ A]) & & o] F7}e T,
30:

Interface Objects Translation PAT Pool Advanced
Available Interface Objects Source Interface Objects (0) Destination Interface Objects (1)

[ Q. Search by name ] ) outside o

T | Add to Source I
inside
Add to Destination

2

6. Translation(*H 3}) 3 o] %] o] A T}& A4S A4},

31:
Interface Objects Translation PAT Pool Advanced

Original Packet Translated Packet

Original Source:* Translated Source:

[ all-ipv4 [ Destination Interface IP v ]
— @ The values selected for

Original Port: Destination Interface Objects in

[ TCP v ] 'Interface Objects' tab will be

used

Translated Port:

® Original Source(Q - A 2)- 2= Pv4 E #3](0.0.0.0/0)¢]l th3t Y EY I /HA = F7}8te H Add(F-
N (H)E 283y
32:
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New Network Object ®

Name

(ators ]

Description

Network

O Host O Range

D Allow Overrides

O FaDN

Cancel w
N
=
B -

Ve

AHE NAT 7+ 22 7§ A A o] o] AF-2 NATE F7}etal Al 2] o) A& 48 4= §L7] wtell Al
5holl A A o) € any-ipva /A1 E ARS-E S QLT

-

® Translated Source(* 35 4 *) - Destination Interface IP(t] 4} Q1€ #| o] ~ IP)E A &1 gk T},

7. Save(A )= F8 5t 113 A HA L
T4 o] Rules(77-3) Fl°] e 43510,

8. W7 ALaE A17g3hel ¥l NAT 0] 4 ol 4] Save(4 9)& #¢ gt

H

Secure Firewall 2000 4] Y- d oA 2] F o H o 2o EFHE 3] &5 E= N~ Ao F2L A
A Bk A 4 A& Z*%"”%E}.

B EAE FAEHA A E 5 JE UE UEGAAAM R EY AR TS Taets B 55
£ & T A2~ Ao 12 S AT T

W3 S 553w 7] 8 dlAl s AEE 4 22 Block all traffic( 5 E | )S Ao, tnfo] ~
o Ee) TS 3 837 91a) Aol 742 Fohao FITh, A% Alo] AL A )z F e e ol 114
& T35 Ak

o] Azl B Ao 9B Jgd oo BE Ef TS 5] 8as A Ao] 2 AT
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1. Policies(d @) > Security policies(} ¢t 4 @) > Access Control( ¢} 4] = | ))& A &5} a1 H 52 )ol] e+
T A2 Ao} A F e o El T H}O] ~5 Y h

2. Add Rule(71% F71)< Z88ta ohS w52 A AT},
33:

Add Rule

Name [insidevto~outside| ] Action ° Allow v B Lc
Insert |into Mandatory v @ Intrusion Policy | None

Q Zones (1) Networks Ports Applications A Users URLs Dynamic Attributes VLAN Tags

Clear Selections [ Q Search Security Zone Objects ] Showing 2 out of 2 | Selected 1 Selected Sources: 0

m «lainside (Routed Security Zone)

D & outside  (Routed Security Zone)

Any

+ Create Security Zone Object 3 Add Source Zone

1. g = E0] o] 7737 ¢] o] &5 inside-to-outside & #] A &1 U},
2. Zones(%d &)l A W5 S AEsty),
3. Add Source Zone(x~2~ 49 F71)S gt}

34

. Add Rule

Name [ inside-to-outside ] Action | @ Allow v B Logging OFF B Time Range Ru

Q Zones (2) Networks Ports Applications A Users URLs Dynamic Attributes VLAN Tags

Clear Selections [ Q search Security Zone Obijects ] Showing 2 out of 2 | Selected 1 Selected Sources: 1 Selected Destinations and Applications: 0

B inside (Routed Se

m < outside (Routed Sec

Collapse All Remove All

20N | v 10bject

o inside

Any

e —————
4. Zones(3 2)° 41 94 32 & A e,

5. Add Destination Zone(’d & & F+71)S
71eF A WA A g5

3. 84 9% 58 tolol Aol A 44§82 Feale] AAN AL ALEA AFFY T

A 2 Ao F= Wt} ALA D, 35, Security Intelligence 2 ID 4 o] WA 2 & Ut} o] 2]l A A S A}
S AT Lo+ AT UE A9 8T AMES gotst So = 21238 = = EYY S I F HA=E A
A(AE F3))tAYt EYT S AAdste] F7F A7 28 glES FOoEA U E JEL 4= /N 5 3

Zuth
35:

L' Packets » @ Prefilter Rules -+ O Decryption » @ Security Intelligence - O Identity > @ Access Control ‘
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£% g 78 A A e f% v AL B £ Aukahs Ay 19X gy
BA(R9), 95 42 2493 59l §3)) Bx A0S FAT 5 ol AH2 Alo] A AR A
A A A A4S 5 AT,

A B 4SS Ediso] B o] wASH] Aol AR B A 2E A gstel 45 A
@ AEUT A A A B FH DA BE 49 54 5 dgUth 8Y 75 b s
BEM AT A 2AT U S U5 H 2 Ao, e wE GG S ol A4S 5 AFUT AL B
FHEAGS P T, EE R Eu e s ds vE Y 292 952 A skt A 4

AFH

oS 5ol HES 9] B FTP Ee) 2 & A thshed an shx| vk, e} 258 o] @574 2 SSHEZ 2 &
Apeksted = A A AR EH A8 E 270 5 sk
® Decryption(3l] ) - 7] 24 0.2 s} o] 4 &5 %] b FUH. s 52 v EQ A Ed 25 A5 Ak =
Zohs W AU Th ti o] A B2 el 5E ek o, WA o2 585 = Fpolvt Ve
Utk E S Bo s Sdlete 5o AR o] At AT 5 gl UEA L AIRE
oM = B a5 A A& AHgsks Aol F5aut

® Security Intelligence- (IPS 2} o] 2~ & Q) Security Intelligences= 7] -2} 0 2 g4 3} & o] 9l th,
Security Intelligence= 7} A 2] & 913 AA| 2 Alo] G A o] AAS HAdal7] dell 485 = ohef A<l
o] gk &= th= % 7] o] =k Ut} Security Intelligence™= 3 7 21 €l @] d A~ & A}&-3fo] A| A~
o] g A& 222l Talosol| A A3 IP 4, URL & =9l o] & 312] A2 & A48 2het

FUTH 938k A F7HIP 4, URL B B0 1S 73 A AHA 8 5= 9l ).

= NA| & Ao} AN S stE Ao r FAHTHE 7554

3
o
£
X
[
N
g
rr
o
o
£
o
i)

H — % g =4 X O i=] 1ﬂ w
goll= ol 2t 2 24 skel A v stEsked ¢ 9l of 2] Al AE Al A A o] EFFE o] lsU T o] @A
oAM= AT Al A S Syt
2) Intrusion Policy(1 %) % %) = §r}e m=2 22 g

36:
@ Intrusion Policy [|None A]
ags

Balanced Security and Conne
Selected Sources: 1

Connectivity Over Security
Collapse All

7ONE | v 10Object Maximum Detection

& inside_| Security Over Connectivity

b) ZEo) A AT AF A F st

i

AEg e,
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5. o3t o142 A1 17 51 48
S 4 815171} Open File Policy List(} <

Ee File Policy [None A]

Open File Policy List” |
ns and Applicatio

A A A 2] 739 Policies( ) > Security policies(=.¢F 3 ) > Malware & File(2 ¢]o] 2 11<]) =
o)A 7} o] gof] Ay}

b) 2 WA g+ 24| g W& Cisco Secure Firewall Device Manager -7 7} =& 3+
c) AddRule(73 F7}) Flo]| A 2 Foprt EEThe H5o A A= e A AS A

6. Apply(4-&)E 9t
713 ] Rules(71-3]) El o] &0 F7Fg .
7. Save(A )= Z .

J&“:m
o o
MW
o

, DHCP B WA~ A o] e o] E7} v nfo] o) 485 == Secure Firewall 20001 o g 7 2 3
< Qe #H[ o] 2, NAT, DHCP % oAl 2~ Ao 5-dof] th gk J A QH|o] EE 58] tnfo] oA -4
3.

B AR FEGU T $3587] Mol = tlute] 2ol 4 WA Alake] 24 AHEl7k ol U .

1. §-5 4ol A Deploy(+-5)& =8 ot

pepioy| @ & @ \ v

2. W2 FEele W 54 vvlo] 25 A T8 Deploy(7%)E 43,

39:
Q Advanced Deploy | A D Ignore warnings Deploy
1010-2 I Ready for Deployment
D 1120-3 I Ready for Deployment
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%= Deploy All(LF -55)& 288t & tlufo] 2o 53t
40:

Q Advanced Deploy ‘ A D Ignore warnings Deploy All

(7] 1010-2
(] 1120-3
(7] 1120-4
(] ftd-clustert

(1) fta1

Ready for Deployment
Ready for Deployment
Ready for Deployment

Ready for Deployment

Ready for Deployment

® 5 devices are available for deployment :0)

%A o F7) 3 S ol tisf Advanced Deploy(ili T-5) 2 28 U )

1 device selected

[Q Search using device name, user name, type, group or status ] Deploy time: Estimate Deploy

Pending Changes Reports

() Device Modified by Inspectinterru..  Type Group Last Deploy Time Preview
> [ fr rboersma, System FTD Feb 26, 2024 11:09 ... B | Ready for Deployment
> (J  ftd-cluster rboersma, System FTD Feb 22, 2024 10:36 ... @ | Ready for Deployment
v 1010-2 rboersma, System FTD Feb 22, 2024 11:09 ... B | Ready for Deployment
% v Access Control Group.
Access Control Policy: in-out R rboersma, System
@
Intrusion Policy: No Rules Active 2 system
R Network Analysis Policy: Balanced Security and Connectivity R System

~ Device Configurations
Interface Policy R rboersma

~ Flex Configuration

Template Policy: Unassigned R rboersma
~ NAT Group
Manual NAT Rules: interface_PAT 8 rboersma

v Security Updates
Rule Update: (Isp-rel-20240311-2013)

Deployments Upgrades A Health @ Tasks 2 ‘ (D show Pop-up Notifications @

H 1running 6 success 0 warnings O failures [ Q Filter ]

¢ 1010-2 Deployment - Policy and object collection 10% == s
complete.
©® 1120-3 Deployment to device successful. 2m 39s
©® 1120-4 Deployment to device successful. 2m 43s
3110-1 Deployment to device successful. Tm 38s
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