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RJ-45 console
USB-C console

2. CLI Z 22 E E 2% 35}o] 3}l Firewall Threat Defense T ASAE 21 8] =<1 o1t}
Firewall Threat Defense

Firepower = ~1¢1(FXOS) Z = 357} 3/\] Huoh 2t A v S AgeA] R AAE BE T
FSUTE 7R 21218 oF 8F+= 7 $-oll = Firewall Threat Defense CLIo] < <

firepower login:

ASA
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RJ-45 console
USB-C console

2. FX0Soll ¥ 23 Yt} admin AF&4} o] & 2 1 H 3 (7] 2 35S Admin123) 3 AF-8-319] CLio] 21218y
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Example

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]
Hello admin. You must change your password.
Enter new password: ****xkkkk

Confirm new password: ****xkkxx
Your password was updated successfully.

[oo0o]

firepower#

Cisco Secure Firewall Threat Defense | Updated NaN,
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connect FTD

Firewall Threat Defense CLIol 2] & A A e wj= %27] A4S 58 el TEZTEVF TAF Y

Example

firepower# connect ftd
>

Firewall Threat DefenseCLIS- % 5.3} W exit =+ logout " 8-S JHF gt} 18] FX0S L F L E & Eo}

e,

Example

> exit
firepower#

1A
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RJ-45 console
USB-C console

2. FXOS CLIo A A &) 591 W d 8 ¥ A gt}
scope ssa

show app-instance

Example

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup
Version Cluster Oper State

%oz ke Qe o c—smcpgx}%@»]u} 2] Q1B o) o] Y@ 114 P A E A 8ok 5

scope fabric-interconnect a
set out-of-band static IP /P netmask v}~ = gw Al o] E 9] 9]
commit-buffer

S QF7F s W ALee A 1lEl7] 2o DHCP Al ¥ & v &4 g)3foF ). o} 2l W&ol & wa)
DHCP‘E A & v 24 gl ey o)

firepower /fabric-interconnect* # commit-buffer

Error: Update failed: [Management ipv4 address (IP <ip> / net mask <netmask>
) 1is not

in the same network of current DHCP server IP range <ip - ip>.

Either disable DHCP server first or config with a different ipv4 address.]

firepower /fabric-interconnect* # exit

firepower* # scope system

firepower /system* # scope services

firepower /system/services* # disable dhcp-server

firepower /system/services* # commit-buffer
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2. Firewall Threat Defense CLI¢l| <14 g ).
connect ftd
Example

firepower# connect ftd
>

3. e e Aol A A S 9 CLUAA 2 HETF ZAH Y

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
Cisco General Terms

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:
System initialization in progress. Please stand by.

You must configure the network to continue.
Configure at least one of IPv4 or IPv6 unless managing via data interfaces.

Cisco Secure Firewall Threat Defense | Updated NaN,
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Do you want to configure IPv4? (y/n) [y]
Do you want to configure IPv6? (y/n) [y]l: n

A%k F2 58 F St ol el Bl yE A

Configure IPv4 via DHCP or manually? (dhcp/manual) [manual]:

)

A%

A4 P F2E A A3 H manual S A Bt

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17

Enter an IPv4 netmask for the management interface [255.255.255.0]:

255.255.255.192

Enter the IPv4 default gateway for the management interface [data-interfaces]:
10.10.10.1

2 Z: A EY ol IPFAE AA T}

Enter a fully qualified hostname for this system [firepower]: 1010-3
Enter a comma-separated list of DNS servers or 'none'
[208.67.222.222,208.67.220.220,2620:119:35::35]:

Enter a comma-separated list of search domains or 'none' []: cisco.com
If your networking information has changed, you will need to reconnect.
Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35
Setting DNS domains:cisco.com

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on
managementO

Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: yes
>
2] 4 : Firewall Device Manager™ & & A}-8-3l 2 ¥ yes S 9 & g o).
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1. 7 XE 83 ZF 32 A1 8310 24 L E A4},

RJ-45 console
USB-C console

2. FXOS CLI °l| 4] local-mgmtel] 174 3+ T},

Firepower # connect local-mgmt
3. AzEle FU,

firepower(local-mgmt) # shutdown

Example

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

4. Weho] FEE 9 A2y TETES RUEYPUT FE7} SR g TEEE} BAF

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]
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Device Manager Firewall

dA oz Ak 4ol = vuto] o] A S b sk A A E 5= 9l ==, Firewall Device ManagerE & 3l
Secure Firewall 2009 ¢Hd T =5 TPt
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Firewall Device Manager& AF-8-31o] Al 2=BlS SvtE2A] T2 4 5T

= 293l )5, System Settings(*] =& 41 %) > Reboot/Shutdown(z] - >YIE

a) Hwke]x
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b) Shut Down(Z£)<& &2y}
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55 o] ZFIZEVL A F YT

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]
ZEo A2 A E2 B AlaFo] FrE m7hH] oF 3% 3t 7]
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Firewall Device Manager
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Device Setup(t]ylo] 2= 4 A) sl o] LpebdY o}
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Device Setup 0
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Connect firewall to Internet

The initial access control policy will enforce the following actions.
You can edit the policy after setup.

Trust Outbound Traffic Block all other traffic
This rule allows traffic to go from The default action blocks all other
inside to outside, which is needed traffic.

for the Smart License configuration.

Outside Interface Address

Connect Ethernet1/1 (Outside) to your ISP/WAN device, for example, your
cable modem or router. Then, configure the addresses for the outside interface.

Configure IPv4

Using DHCP v

Configure IPv6

Using DHCP N

Don't have internet connection?
Skip device setup
) 91 Qe 0] = - ol Hl 11, 7] Tlubo] 2 214 Foli= i A] 93 Qle) o] 5 e & Qg
IPva 74— PPPOE7} 7 2.5 7 - mhHI AL 9hii 3 % PPPOES 74 & 5 9l %]},
IPv6 %3

b) #e] QIEj s o) - 18 he) 1/1 Qe sl o] 2ol thsh w2 AP T CLI A IP F28 WA 3
7S ole @ AL oju] TP oB R AN A EUt.
DNS A 1] - 7] %712 OpenDNS &7l DNS A] B 9 1] t}.
WEY S AE o] &
c) Next(-}=)E =24t
3. A 2B A7 AR S A

11:  (NTP)
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Time Setting (NTP)

System Time: 11:56:20AM October 03 2024 -06:00

Time Zone for Scheduling Tasks

(UTC+00:00) UTC

NTP Time Server

Default NTP Servers

Server Name
0.sourcefire.pool.ntp.org
1.sourcefire.pool.ntp.org

2.sourcefire.pool.ntp.org
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Register with Cisco Smart Software Manager

Register with Cisco Smart Software Manager to use the full functionality of this device and to apply
subscription licenses.

What is smart license? (3

O Continue with evaluation period: Start 90-day evaluation period without
registration
Recommended if device will be cloud managed. Learn More (3

Please make sure you register with Cisco before the evaluation period ends.
Otherwise you will not be able to make any changes to the device configuration.

@ Register device with Cisco Smart Software Manager

Please register your device at this time. If you do not register now, you can
register later from the Device > Smart License page.

@ Create or log in into your Cisco Smart Software Manager account.
N2

<2> On your assigned virtual account, under “General tab”, click on “New
. Token” to create token.

(3) Copy the token and paste it here:

Vv Token

MDM4MTdhNWEtNmExMCOONzMyLWE3YWMtMzY TMWViOTM2Nm
EOLTE3NDUOMzI2%0ANjQyMjV8dUNPZnRLWDJhSFJ6bWcOYkFqVW
ZWQzJzd2JDN2dwRkxhbUhQeHhj%0AZUtnUT0%3D%0A|

4

@ Select the region in which your device is operating.
Region

US Region v

@ Enroll Cisco Success Network.

Cisco Success Network enablement provides usage information and
statistics to Cisco which are essential for Cisco to provide technical
support.This information also allows Cisco to improve the product and to
make you aware of unused available features so that you can maximize
the value of the product in your network.

Enroll Cisco Success Network

(. \)\"
&

For a more detailed overview on Cisco Licensing, go to
cisco.com/go/licensingguide (3

BACK FINISH

a) Register device with Cisco Smart Software Manager(Cisco Smart Software Manageri tjy}
o2 5%)F Zeh

b) Cisco Smart Software Manager % 35 22 3t}

¢) Inventory(¢! ¥l E2])E =2 g},
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Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Convert to Smart Licensing

d) General( ) 5]+ New Token(A] £2)2 &gt}

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances t

Token Expiration Date Uses
OWFINTZiYTgtY2Ew... 2024-May-18 17:41:53 (in 30 days) 0of 10

e) Create Registration Token(5= £ A A) th 3} A2l A -5 A A& 9] 2 3 t}2 Create Token(E
Z A4S 2k

Create Registration Token ®

This will create a token that is used to register product instances, so that they can use licenses from this virtual account.Once it's
created, go to the Smart Licensing configuration for your products and enter the token, to register them with this virtual account.

Virtual Account:
Description: Description
* Expire After: 365 Days

Between 1 - 365, 30 days recommended

Max. Number of Uses:

The token will be expired when either the expiration or the maximum uses is reached

Allow export-controlled functionality on the products registered with this token @

Create Token Cancel

el

Expire After(t}S- o] %o 7t5) — 30U & A A3t o] E5U

A A4 A4

Allow export-controlled functionaility on the products registered with this token(¢] E&
= Abgete] ST ATl W] Alo] 75 §-8) A3 S5 stE &t w7kl =

BFHEW -4 &5 FU 25 AR D 7 s AbgstE = A ol A AT A
g)sjof gk U5l o] /%% BBk A5 M AF 712 o] 22 tha] S8 oujo]
25 A mEsoF Ut o] A o] FAIH A o o7k EVF R U] Ao 7] 58S A5k
e AU,

Tl F7g Y

Zo]) 9]+ 3}AF I olo] 28 ZEl 5] Token(ER) 3t A S W EZ DE SFYHE
. U=l A x}el A Firewall Threat Defense S 5= &l oF &}+= 7 9 AL-8-317] Y&l o] E

0
3

Edo] 9l
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General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...

Token Expiration Date

OWFINTZiYTgtYZEw_ 2024-May-18 17:41:53 (in 30 days)

13:

Token 0 X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky

NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY
mFJN2dYQjIEQWRhOEdscDU4cWISNFNWRUtsa2wz%
NAMDANSTNSAANANA

Press cfrl + ¢ fo copy selected text to clipboard.

Uses Export-Controlled

0 of 10 Allowed

h) th2 &S A4 Finish(v} 1) S 22 g
5. A4 vPiALE P Yo
14:

The Device Is Up and Ready to Be Configured!

What's next?

Device will be Cloud Managed Standalone Device

@ Configure Interfaces

Connect inside ports to internal devices

@ Configure Policy

Manage traffic

GOT IT

()

5

a) Firewall Device Manager= A}-8-3}¢] ¥ Standalone Device(s 3 & t]ulo] ~)= 2
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b) Configure Interfaces(<1E 7 o] = F-4)E =2 3}¢] Interfaces(Q H 7| 0] 2) 7| 0] %] 8
L}, Configure Policy(d 3 14)= 23 3l<] Policies(d ¥) #| o] A & o] 53} AL, G It(i‘f%)% Z
2] 5}o] Device(T] H}o] =) o] A 2 o] 5 g Tt}

Ao 2 Bi= A A2 U= =L A B A A oA 219 W E-& FEst Al L.

g2 7|21

6. 7|5 ol dAE &gyt

a) Device(T]n}o] ) o] ] o 4] Smart License(=T}E g}o] X ~) > > View Configuration(4 1.7])

2 Fgyh

b) A8 757k 2k 2fe]d 2ol sl Enable(2d 5})/Disable(] 2/ 3}) A E

SUBSGRIPTION LIGENSES INCLUDED

IPS ENABLE

This License allows you to perform intrusion detection and prevention and file control. You
must have this license to apply intrusion policies in access rules. You also must have this
license to apply file policies that control files based on file type.

Includes: & Intrusion Policy

URL

ENABLE

This license allows you to control web access based on URL categories and reputations, rather
than by individual URL alone. You must have this license to deploy access rules that filter web
traffic based on category and reputation.

Includes: URL Reputation

c) Cisco Smart Software Manager<} 2] 42 A B &

Connection(31 4 t}A] 57|35 A ¢

Go to Cloud Services

Resync connection

o] .

Unregister Device

s718kstE ™ 7)o

22 2Yguh

Malware Defense

ENABLE

This license lets you perform malware defense. You must have this license to apply file policies
that detect and block malware in files transmitted over your network.

Includes: Cy File Policy

Cisco Secure Client Type £

ge v ENABLE

Please select the license type that you purchased to enable remote access VPN. Note that
Secure Firewall device manager does not support any of the advanced features covered by the
Advantage license.

Includes: RA-VPN

ZHUE 594 Resync

Secure Secure Firewall Device Manageroll 4] Q1] & o] 2~ H ot A
A AARE

B ol A S % -2-3}o] Secure Firewall 200+= U E

7} S1E] o] 29} DHOP A1 M & T4 5131 1t B A&

3}3l ¢ ¥ Device(t] vlo]

, DHCP & B¢k A A & A sl= WS &3
B LT RS ST F AFH

2)2 A e3 oS Interface(3 Bl 7 0] )

) ol A Routéd(i}—,— gl)o 2 WA g},
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Ethernet1/3

Edit Physical Interface

Interface Name Mode Status

Switch Port

Passive

Description

IPv4 Address IPv6 Address Advanced v VLAN

Protected Port

Usage Type

Access VLAN

inside (Vlan1) v

Cisco Secure Firewall Threat Defense | Updated NaN,
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Ethernet1/3

Edit Physical Interface

Interface Name Mode Status

dmz Routed N e

Most features work with named interfaces only, although some
require unnamed interfaces.

Description

IPv4 Address IPv6 Address Advanced

Type

Static Vv

IP Address and Subnet Mask

192.168.1.4 / 24

e.g. 192.168.5.15/17 or 192.168.5.15/255.255.128.0

Standby IP Address and Subnet Mask

/

e.g. 192.168.5.16

. A EE Sl o] A5 743 79 Objects(7] H) S A & & U} Security Zones(H.¢F & 9)=

o

EN
2

k

U
392 AL AT G0l el o) 2 E FYFh T, 7} el o] 2k S T

o gl A = Al dmz_zoneS A4 $F ThE o] 7] ol dmz JIE H o] ~ & S}
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| 713 52 14 | 24

Add Security Zone

Name

dmz_zone

Description

Mode

@ Routed O Passive O Inline

Interfaces

©® > @ dmz (Ethemet1/3)

> inside (Ethernet1/2) SANCEL

> management (Management1/1)
> outside (Ethernet1/1)

> unnamed (Ethernet1/8)

1 item(s) selected

Create new Vv CANCEL

3. U3 Z2}o] A EZFDHCPE A}-&-3f tlulo] 2o A IPF 42 714 © %= = 3l ¢ M Device(t] vl ©] ) > System
Settings(*| 2= &! 44 7) > DHCP Server(DHCP *|¥)£- 41 €15} 32 DHCP Servers(DHCP A1) 512 A =
e,

- Q1Ef s o] 2o thl 54 € DHCP A1 7} o] ] A5 Y ot
18: DHCP

Add Server P

Enable DHCP Server O

Interface

dmz (Ethernet1/3) v

Address Pool

192.168.1.50-192.168.1.254]

e.g. 192.168.45.46-192.168.45.254

4. Policies(d ¥)= A 8st Y EH A Wk FA S A g},
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tjulo] 2~ A2 wpH AL A1 2] 912 & A3 inside_zone 2} outside_zone 7] E ¥ E25-
o A1E A2 A A A S 48814 %’“HD} AAS *}30}34“4 T2l 518 2
Kel

& Security Policies

h SSL Decryptic l — Security Intelligence — @) NAT — [ JNSSERYRIttS & Intrusion

1 rule Y Filte ¢ @ +

SOURCE DESTINATION

ACTION ~ ZONES NETWORKS ZONES NETWORKS S APPLICATIONS ~ URLS ACTIONS

> 1 Inside_Outside... ¥ inside_zone Y outside_zone

Default Action Access Control @) Block v

ey A Z o gl A Aol A7 3= A -oll= dld FHolM gl Whs EdE L 58k
_'H.

EH, T A PAse] F7L U AE AT S Qom NAT 2 942 3 & 24 ske] 240 D
@ANE A F A Dol 8 Y8 Feldjel o8 W E 2 sl

1= [e]
A SFAGU T A 2ge GAE ST Fol AAL ThA ds kP
® Identity(ID) — =912 5551 /121 418 2h2] ARILAE RASAY AL EE AL A 1

gl -1
He 7o R Y EL A A AE Alofet e 1 ID A 2 & AHEsko] A1 E 2P A0k A2 | AR AL
2 el gy,

® Security Intelligence(.¢F 1l 2] 4 ~) — (IPS 2lo] A~ F Q) Wk old g d Xé X—'.J & AHEste] &
AP AEo F7HE IP T4 EE URLE e/ d4S ﬂ*aﬂl AU Gzl frel Al EE =
3”111 Eof] F7Io A s d AL EE N2 Alo] Ao A arel e d 97} glsH . Cisco &Hed

%OH T2 2 URLYl &l A7) H o= <) Ao Ed JEE AFstEE Bk dded s B ~ET}

Y

d0 2 Qo UL 9] 8 AL a1 4 ol Hele 2ol X GBSk A A 9
A AP L eIt s

® NAT(Network Address Translation) - NAT 7 A 2 A}-&3}o] Y3 IP F422 oo A 258 7153
Tz |3y,

o
o2

® Access Control( <} 4| 2~ | o]) — M| 2 | o] A A& A}-8-81o] Y E S oA o]l oA o] 385 =4
Iyt Bt o, IPF4, TREE, XE, °H gl Alo] 4, URL, AF-&-AF B = AR o°
2 IHPET 5 9115‘43}. A2~ Ao} 72 & AREste] Y 2 () A S A48T = 2
FUth o] A AFE35le] URL ZEH S e 4= %SHE}.

® Intrusion(3 §1) — A ] A A= AHgste] Ll 1S HAFFY T QA 2 Ao 5 H S ARg-Eke] A
ol ML A 85= %l%oﬂg Q] AMNE HH Sl EA X RS ez o7 g

-61—/\ 9l T},

t}L ool &= N A 2~ A o] & 2 o)) A inside_zone & dmz_zone 7b] EYHYS 3
o] o o 4] = Logging(E 7 )(At End of Connectlon(oﬂﬁ 5 Al)e] dE g
gl = F o] A s o] A 5T

20:

oZi
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Add Access Rule X

Order Title Action

2 & inside-dmz

Allow v

Source/Destination Applications URLso Users o Intrusion Policyo File pol'\cyo Logging

SOURCE DESTINATION

Zones +  Networks +  Pors +  sGT Groups Zones *+  Networks +  ports +  SGT Groups

@ inside_zone ANY ANY ANY 8 dmz_zone ANY ANY ANY

43 74 | 26

5. Device(T]1}o] )& A &8 t}-& Updates( Ul ©] E) 79 4] View Configuration(7-4 X.7])= ¢
0%

a1 Al 2~ o] E W o] 2o) )3t Ado]E AdAHS FAE T}

9] 4919 41851 49 773 9 VDB Hjo] Bl W o] ol )t A7) o] =5 A AR ) mer e A
2 N EE AR E 7§S,’— J]#«] AdololE dAS AT UY. e Bt Ao dX] 7|Fo2 224 ¢
A% AL A5 8% dlo B wlo] 2ol vl @ qlvlel = A& AR g

T
2 5l o} Deploy Now(A] & %) HE (@)%
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