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RJ-45 console
USB-C console

2. CLl Z&Z EE 7 x35}o] w5} Firewall Threat Defense B-= ASAS 21 3 Z¢1%] el g},

Firewall Threat Defense

Firepower & ~L<1(FXOS) 2%257} EAEUL 2t A B EHs AR G A4S BS 9
HFUthE7A 22918 oF 8Fi= 7 $-ol = Firewall Threat Defense CLICI 9 4] 2~ 3| 0] %] 55 #2384 Al &..

firepower login:

ASA
ASA X2 E 7} F A F U}

ciscoasa>
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Firewall Threat Defense CLI
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RJ-45 console
USB-C console
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Example

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: *kxkxkxx

Confirm new password: ****xkkxx

Your password was updated successfully.

[ooo]

firepower#

3. Firewall Threat Defense CLI= ¥ 73 g U},
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Example

firepower# connect ftd
>

Firewall Threat DefenseCLIS % 5.3} 2] ™ exit B2+ logout ™ & S ) &gt} 212 W FX0S ZE L E 2 Eo}

.

Example

> exit
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Before you begin

oh& Aol whet Bl Sl ek luto] 9] o] u] X & A1 X 5H4 A L.

1. 7 XE 79 T 3tHE AHEsto] 2& L E| A2

5:

RJ-45 console
USB-C console

2. FXOS CLIo A A 8 591 W 48 FA| gt}
SCope ssa

show app-instance

Example

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup
Version Cluster Oper State

ftd 1 Enabled Online 7.6.0.65 7.6.0.65
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Not Applicable

scope fabric-interconnect a
set out-of-band static IP /P netmask Hlnt2~ =1 gw Al o] E ¢ o]

commit-buffer

g @ F7H S W7 192 A9 8] Aol DHOP A1l 2 W24 5al of Gtk o}l B ol 2 upe}
DHCPZ A 1] 2 1] 24 3k g o,

firepower /fabric-interconnect* # commit-buffer

Error: Update failed: [Management ipv4 address (IP <ip> / net mask <netmask>
) is not

in the same network of current DHCP server IP range <ip - ip>.

Either disable DHCP server first or config with a different ipv4 address.]

firepower /fabric-interconnect* # exit

firepower* # scope system

firepower /system* # scope services

firepower /system/services* # disable dhcp-server

firepower /system/services* # commit-buffer
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1. 7 XE 83 ZF 32 A1 8310 24 L E A4},

RJ-45 console
USB-C console

2. FXOS CLI °l| 4] local-mgmtel] 174 3+ T},

Firepower # connect local-mgmt
3. AzEle FU,

firepower(local-mgmt) # shutdown

Example

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

4. Weho] FEE 9 A2y TETES RUEYPUT FE7} SR g TEEE} BAF

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]
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Management Center Firewall
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1. aE e Fay.
a) Devices(t]=}o] ) > Device Management(t] o] = #2])E A &g},
b) thAl A&t Hute] &~ Ao AH(2 )& S
c) Device(t]wto] ) 5l& S8t
d) System(A]2~El) Al Ao A t]u}o]
e) "WIAAZF ZAHE tupol s TR J
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System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

FEo AAEA 2 B A adol TRE WA oF 3% F 2t v L
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A2 B %] Z2H| A9} t]npo] o] Adwd M & S AL-8-3}o] Firewall Threat Defense 1.9
Before you begin
o tluto] o] A W E 3

o U o= th CLI & & A3t & = ds5UTh
® FXOS - show chassis detail = 7 ¢ & E X5 HoFUTh
® Firewall Threat Defense - show inventory &= A A] 4 HEE A YT show serial-number =

PCB Y HEE HojsUt}

o LEDE E<1ste] Wahu & 52 7} 591EA Helghi,

3: : (M)LED
M LED A e o] AX T2 AITHE
%)
= o 2 g/ Zuke) Cisco Cloudol] 2= Ao 1 15:00 - 30:00
d FH] g8
=3} Ao W 2 FA]E t]u}o] 2~ Cisco Cloudol] 123} 15:00 - 30:00
(9.5 3e) Al Y HF YT
= CRTR=ES 20:00 - 45:00

1. Security Cloud Control &4} = -0l A B.¢F t]ulo] A5 &) & vt} a4 1] 8} 7] ‘H—E—()% EEi A=
Hlol 25 LR g},

2. FTD EtYS A =3yt

3. Management Mode(+2] 2. =)ol A FTD7} A 8 5] o] §l&=4] ghel gt}
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5

A Important: After you onboard the threat defense device to cdFMC or the Firewall Management Center using the zero-touch provisioning
method, the device will be managed by the corresponding manager it is onboarded to. Note that the firewall device manager will no longer

. manage the device, and all existing policy configurations on the device will be lost except for the basic interface configurations. Therefore,
Firewall Threat Defense i s h
you must configure the policies from the corresponding manager.

=] =] (=] =]
Use CLI Registration Key Use Serial Number Deploy an FTD to a cloud Bulk Onboard using CSV File
Onboard a device using a Onboard a factory-shipped FTD environment Use this method for adding multiple
registration key generated from 7.2+ device to cdFMC or a 7.4+ On- Deploy a device to supported cloud devices to cdFMC by uploading a
SCC and applied on the device Prem FMC using zero-touch platforms: AWS, GCP, and Azure. .csv file, with template assignment.
using the Command Line Interface. provisioning. (FTD 7.4+)
(FTD 7.0.3+ & 7.2+)

5. Select FMC(FMC %1 1) & =] x| Cloud-Delivered FMC(Z 2= 4] & FMC) > Cloud-Delivered
FMC(Z 2} 9-= A& FMC)E A 83} 3l Next 2(&) 2934

10: FMC

o Select FMC Select FMC @ For more details, click here

[ Select v ]

Cloud-Delivered FMC

Cloud-Delivered FMC (Recommended)

e Connection On-Prem FMCs (7.4+) @

e Password Reset

firepower_10.10.0.5

+ Onboard On-Prem FMC

)

6. Connection($172) < &0l ] t]njo] 2~ 9] A&l WS 9} tjulo] 2 o] 55 9] 8 F Next(th)E =23

o).

o Connection Device Serial Number Device Name @ Enter the serial number of the FTD device you want to
h Il h
[ JAD253802G8 ] [ fp-1010-1 J unb.oard‘ then CDO will attempt to connect to the
device.
m Important: Only FTD 1000, 2100 or 3100 series devices

(running on software version 7.4 or later) are supported.

7. Password Reset(1] 2 5 2|4 A)oll A Yes...(e])S ZF Ut . A vjEH TS & slar tjujo] =9

A A5 E 3219 F Next(th2)E 22 d o
Al B A 2zl A o) 4§ eakol 27k Al AlE ol A o] v 4 & w2 Ao of g
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12: Password Reset( )

o Password Reset & . - . ) . © Password must:
\l/- Please review all the p}:ETEqLIISItES for onboarding with a serial - Be 8-128 characters
number. Learn more (7 - Have at least one lower and one upper case letter

- Have at least one digit
- Have at least one special character.
- Not contain consecutive repeated letters

\3/- Is this a new device that has never been logged into or
configured for a manager?

® VYes, this new device has never been logged into or configured
for a manager
Enter a new password for devices that have never been
configured for a manager.
Important: If you select this option and the device's
default password has already been changed, enboarding
fails.

Mew Password Confirm Password

fracszoms: " T s

O Mo, this device has been logged into and configured for a
manager
Use this option if you already changed the password in
the device CLI
Important: If you select this option and the device's
default password has not been changed, onboarding fails.

A

8. Policy Assignment(™ 2] td)oll A =5 0he w37 & AFE-51e] tlufo] 2o T gk A 2 Ajo] A 2 -S A e
sttt A E A # o] gli= 7 9- Default Access Control Policy(7] ¥ ) A =~ Zﬂ ol )& A9t

13: Policy Assignment( )

—

o Policy Assignment Access Control Policy

[ Default Access Control Policy - ]

9. 75 gfold o] A, @A st = 24 7] gle] A AE A9yt Next(H+5)2 S &4

14:
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® Enable subscription licenses. CDO will attempt to
enable the selected licenses when the device is
connected to CDO and registered with the supplied
Smart License.
Learn more about Cisco Smart Accounts.

License Type Includes

Base Firewall Capabilities

Carrier (7.3+ FTDs only) GTP/GPRS, Diameter, SCTP,

M3UA
IPS % Intrusion Policy
Malware Defense Cs File Policy
URL URL Reputation
RA VPN

10 Security Devices(:.QF tHlo] ) o] X & A Hstal DE Y 5l U] =wo] B =5 t]nfo] = ol &S
&z g2 gty HE (.)% gk o}, gl o] &-2 Security Cloud Controlol]

271 o] B e e
2R g e 5 kol o] A g}
15:
_; Dor Your device is now onboarding.
@ This may take a long time to finish. You can check the status of the device on the Devices and Services page.
Add Labels @
Security Devices(}:.QF t]njo] =) #| o] x| of| A W 2 B G gk T nlo] 2 & A 85l a1 @ %9 )= Management

3 otzlol E &4 % shbE AEgu,

CLl 55 7] = A}-8-3}<] Security Cloud Control©ll Secure Firewall 2002-(2) 55 &1 th. o] Axjo| A= W3l H o
gt 75 T2 A Y-S S sy

CLI 55 718 AL§5ho] Wapy)

o

Y

k

Y},

1. Security Cloud Control £ w70l A B0t tjulo] A~ & S8 3 t}5 v}k v 3}7) H%%()—% 293te] o
njo] ~2 o1 gal.
2. FTD B¢ S S Y
Management Mode(2] 2. =)o 4] FTD7} A 8l = o] 9l =] &3t }.
4. &1 ¢ 4 o 2 Use CLI Registration Key(CLI 5= 7] AF8)E A glgh ),
16: CLI

w
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A Important: After you onboard the threat defense device to cdFMC or the Firewall Management Center using the zero-touch provisioning
method, the device will be managed by the corresponding manager it is onboarded to. Note that the firewall device manager will no longer
manage the device, and all existing policy configurations on the device will be lost except for the basic interface configurations. Therefore,

xou must confiﬁure the ﬁolicies rom the corresponding manager.

Firewall Threat Defense

= = = =
Use CLI Registration Key Use Serial Number Deploy an FTD to a cloud Bulk Onboard using CSV File
Onboard a device using a Onboard a factory-shipped FTD environment Use this method for adding multiple
registration key generated from 7.2+ device to cdFMC or a 7.4+ On- Deploy a device to supported cloud devices to cdFMC by uploading a
SCC and applied on the device Prem FMC using zero-touch platforms: AWS, GCP, and Azure. -csv file, with template assignment.
using the Command Line Interface. provisioning. (FTD 7.4+)

(FTD 7.0.3+ & 7.2+)

5. Device Name(t]H}o] 2 o] £)& 9] 83} 12 Next(th2)=S &8yt
17: Device Name( )

©

Device Name

6. Policy Assignment(% 2 & d)ol| ] =& t}-2 o372 A}&-3}o] t]ufo] 2of o gk ol A~ |
sty A E A o] gli= 79 Default Access Control Policy(7] 3 2 A 2~ Ajo] % H)

ﬂllﬂl 2
X ol
N0
o
rx
)

18:

Assignment Access Control Policy

[ Default Access Control Policy ~ ]

hysical FTD Device(= 2] % FTD t]u}o] ) ght] @ HES 28 of 5 &4 3tst
Ayt Next(E}F)%— —2“2 .

_IYE

Please indicate if this FTD is physical or virtual:
@ Physical FTD Device
O Virtual ETD Device

License Type Includes

Base Firewall Capabilities

Carrier (7.3+ FTDs only) GTP/GPRS, Diameter, SCTP,

M3UA
IPS % Intrusion Policy
Malware Defense Cs File Policy
URL URL Reputation

2 7]¢] 7 $- Security Cloud Control= 5= 7] @ 71e} w7 =5 A}8-3Fo] M-S At} o
5213} Firewall Threat Defense 2] z7] —TL/“ 01] 2y Ab-g-af o st}

®
®)
c
o m1o ol

L
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L) Ensure the device's initial configuration is complete before trying to apply the registration key. Learn more (£

'11.2.:] Copy the CLI Key below and paste it into the CLI of the FTD
configure manager add cisco-security-docs.app.us.cdo.cisco.com

BanyIZoaTBew1JTpCOP2Zw3xEBnVVkfZv x7R7dwemd3JCMzwGY3Z2CfoFmZhWI7my cisco-security-
docs.app.us.cdo.cisco.com

configure manager add Security Cloud Control _hostname registration_key nat_id display_name
Firewall Device Manager-S AF-8-31] CLIo Al 7] -4 ¢+=.:
® 7| 1/J: CLI o] %] 26- A| &} 2 HE & ¢+ 5 3k 5 Firewall Threat Defense CLIo 4] o] ™ &S S A
Y,

® = 7| /: Firewall Device Manager 3| ©] %] 20 - ™ ¥ 2] scc_hostname, registration_key = nat_id -5
Management Center(#2] 41£])] Hostname(Z2~E ©]E)/IP Address(IP 54-), Management
Center(¥}+2] 41E])/ Registration Key(5= 7]) 2 NAT ID & =of] A} o},

Example

configure manager add accountl.app.us.
scc

.cisco.com KPOOPOrgWzaHrnjlVv5ha2g5Rf8pKEFXIE
LzmlHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.
scc

.cisco.com

21: configure manager add

scc_hostname registration_key

I Il
configure manager add accountl.app.us.scc.cisco.com KPOOP@rgWzaHrnj1lV5ha2g5Rf8pKFX9E
Lzm1HOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.scc.cisco.com
I

nat_id

210 vh Aol A Next(ch$) 22 5o] tpo] 2= 558 A 2o,
FE| Yo o] Egol 55 o] 2o ¢

. 541: Security Devices(.¢t T nfo] =) Hlo] x| & A H 3l ar
o] & FrIF th o] E Qe sta shekal o s}y v (W) Me g, ¢ o] &2 Security Cloud
Controlol] =}x.% ¥ § tjujo] 2of 2 -g T},

22:
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Your device is now onboarding.
O Thi / take a long time to finish. You can check the status of the device on the Devices and Services page.

Add Labels @
Go to Inventory

( )

Hufo] 27k 7| L W E 2 B AL 2t

& 2oL g ZHEe] S5 ER7F H A=A #lE]
Aol 27 A ZRAAE AP FUT

Ho
ol

i<

oft
[kl

2H]

Z7] 242 24 % e S5 238ke7] 98 WalHel A R U EA A A S Ak Z2A LY

% L2849 ¢ 79, Secure Firewall Device Manager t=3= CLIE AF-&-31o] W3pH o] 7] A4S 33y
t}.

: Firewall Device Manager
ﬂ Hl-o] 2~ & Security Cloud Controlol] 5 =-317] ol &5 % 2] A4 F1]3}7] 9] 3l Firewall Device Manager

=(E )*}%OPO# Secure Firewall 20001] Z7] A np AR A E T
o S AHESH Wt & S5 § we] JIE v o] X 9o Ik v QI F o] 27F AR g Y T

® Ethernet 1/1— outside , DHCP<] IP =2, IPv6 A5 -7

® — inside , 192.168.95.1/24

® 7|1 7 & - 9% QIE] ¥ o] 2ol A DHCPE Fal] &5

® -7} ¢l €] o] 2= - Firewall Device Manager2] =L+ Q1 E] 3| o] 2~ -4 o] §-%] 3¢ ] t}.

U} 7-2] DHCP A 1], o4 2= Alo] ) sz 1

22
o

A3 22 7le AL A HA FEUH

. AFHE W g d o] 2ol A4 F
2. Firewall Device Manager®ll =123+ T},
a. https://192.168.95.1=2 1 P},
b. A}€7}F o] & admin ¥ 7] 2 B Y H S Admin123 2.2 2 1203t}
c. Unkokyto] Fojstar A A} vE M S & WA stek= WA A 7F A U T

3. 44 VAL AL FU T
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a. 9% Qe w0 29} e Qe Ho]| A5 AT T}
23:

Connect firewall to Internet

The initial access control policy will enforce the following actions.
You can edit the policy after setup.

Trust Outbound Traffic Block all other traffic

This rule allows traffic to go from The default action blocks all other
inside to outside, which is needed traffic.
for the Smart License configuration.

Outside Interface Address

Connect Ethernet1/1 (Outside) to your ISP/WAN device, for example, your
cable modem or router. Then, configure the addresses for the outside interface.

Configure IPv4

Using DHCP M

Configure IPv6

Using DHCP N

NEXT Don't have internet connection?
Skip device setup

o - Y Ho] & Fa - VPR & A 8ok A LA IPF S AR T A A vEHARS AFS-8He]
PPPOES T & ﬂ*HE} npHALS b3 ¥ PPPOES AT 5= AU th

o] e H ol - 9] 5 IE ¥ ]*Oﬂ A e ap SA| 25 ARESEe] s BHie ] QI H|o] & W E L
A AL AS AU dE 59, A5 A AE Sl MEUJ o R 2R H = el E
< 9| ¢1E]# o] 2 DNS A H 7} 0} ] ©1E] 5 o] 2 DNS A H] = A}-&-3}o] FQDNS 8¢l sk},

DNS A H - A| =8l 2] 52428 DNS A H & A 4 F v}, 7] 2%k OpenDNS &7l DNS A ¥ U o, <]
Qe s o] 2ol A A 2tz 1pol] A sk 9] - 1E 3 o] 22 DNS A H ¢F A A & &= 3l5 U .

el $AE o] &
b. A7t AR (NTP)S -4 3} i Next(th&) = =8 g},
24:  (NTP)
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Time Setting (NTP)

System Time: 11:56:20AM October 03 2024 -06:00

Time Zone for Scheduling Tasks

(UTC+00:00) UTC v

NTP Time Server

Default NTP Servers v

Server Name

0.sourcefire.pool.ntp.org
1.sourcefire.pool.ntp.org

2.sourcefire.pool.ntp.org

NEXT

c. Start 90 day evaluation period without registration(5= ¢1©] 90 3 7} 7| 7} A] 2}

Register with Cisco Smart Software Manager

Register with Cisco Smart Software Manager to use the full functionality of this device and to apply
subscription licenses.

What is smart license? (2

O Continue with evaluation period: Start 90-day evaluation period without
registration
Recommended if device will be cloud managed. Learn More (2

Please make sure you register with Cisco before the evaluation period ends.
Otherwise you will not be able to make any changes to the device configuration.

Firewall Threat Defense= Smart Software Manager©ll 533} 4] vlA] Al @, B glo] A A&
Controlol| A =38 Y t}.

d. Finish("} %)= 28 g4}
25:
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The Device Is Up and Ready to Be Configured!

What's next?

Device will be Cloud Managed Standalone Device

Configure Interfaces E]

Connect inside ports to internal devices

Configure Policy 07

Manage traffic

GOT IT

e. Standalone Device(5 33 t]ulo] )& A8l gh th5 Got It(F<1)S A 8 g T

Device(t] v}o] =) > System Settings(#] =% 41 %4]) > Central Management(= <} #2])E d¥3}aL
Proceed(7 3)E = 2] 3} ¢ Security Cloud Controlol] 55 &1t}

Management Center/SCC/A| - 4 B E A gt}

( A

B *

o] [ B A& "SCC" thAl "CDO" 7} HA 2 4 U th.

26: Management Center/SCC
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Management Center/SCC Details

Do you know the Management Center/SCC hostname or IP address?

@ Yes O No

Threat Defense Management Center/SCC
— &
10.89.5.4 10.89.5.35
fe80::6a87:c6ff:fea6:5480/64
Management Center/SCC Hostname or IP Address
10.89.5.35
Management Center/SCC Registration Key
NAT ID
Required when the management center/SCC hostname or IP address is not provided. We recommend always setting
the NAT ID even when you specify the management center/SCC hostname or IP address.
11204
Connectivity Configuration
Threat Defense Hostname
1120-4
DNS Server Group
CustomDNSServerGroup v
Management Center/SCC Access Interface
outside (Ethernet1/1) v
Type: Static IP Address: 10.89.5.6 / 255.255.255.192 Edit

to the mar center or SCC, perform additional configuration:

ﬂ Before you

management center can reach the threat defense at its Fully-Qualified Domain Name (FQDN) if the threat
defense's IP address changes.

CANCEL

Management Center/SCC &~ E o] &

—’F 3= 7%, Do you know the FMC hostname or IP address(FM

I AFH 7)ol A Yes(o).

Security Cloud Control®] configure manager add
Je Abgate] Wk endl HoX 179 Ul§

2 AP

22 A A 2

g%
S
=2 h=] S

9o A

)

configure manager add

__hostname
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registration key
nat id
display name

27: configure manager add

cdo_hostname registration_key

| Il I
configure manager add accountl.app.us.cdo.cisco.com KPOOP@rgWzaHrnjlV5ha2qSRT8pKFX9E
Lzm1HOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.cdo.cisco.com

|

nat id

it

b. 8 ® 2] cdo_hostname, registration_key 2 nat_id F-5S TS Lo AL
® Management Center/SCC .~ E o] &/IP T4
® Management Center/SCC 5= 7|

e NATID

A AAHS FAAFY

a. Threat Defense Hostname 5~ E o] &5 X g g},
©] FQDN-2 2] 5- Q1 E] 7| o] 2~of] A8 Yt}

b. DNS A8 155 A4y},

71E 21ES Aas A A 2 Al 7] E DNS 135S CiscoUmbrellaDNSServerGroup©| 1,

o] 7] o] = OpenDNS A ¥ 7} 3£ &F5 U},
5= 5 FEDNS A E A eted S5 Alw sty e AH A AW A S oA A3l of
Esh=

c. Management Center/SCC Access Interface 2] 7 9- Data Interface(tl ©] E] <1 Ej o] ~)E S35}
i1, outside(<] )& A&l 3tU ).

. 341: DDNS(= %] DNS) W 712 83y},
DDNS+= Firewall Threat Defense 2] IP =27} ¥ 74 @ 74 9- 2 2}-9-= A& W39 2] A5 7} FQDNoI 4] Firewall

Threat Defenseol] A2 e 4= JJ == 3

o

. Connect(¢14)= &8 gt}

Registration Status(5 = 3 Bl]) th 3} A#}+= Security Cloud Control 59l th3t & A A e & Kol FU T},
28:
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Registration Status

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2
management center configuration guide (2, or
CDO con flgurdtlcn guide [2 to configure your device.

] 3} o] Saving Management Center/SCC Registration Settings(Management Center/SCC %
A7 A7) e A ol A Security Cloud Control 2 ©] 5 § W88 & =7}y t), 45 2 21 4 & ALg-5)
Wk LR Ho] A 179 WE& xR AL

9t o,

: CLI

CLIEA ~AHEE AR A8 T4 X4 9 &5 g # o] 2 #| 2F AA| 2~ E -4 5lo] t]ufo] 2 & Security
Cloud Controloﬂ v%%‘ﬂ t}.

CUEA ~AHES AREsto] A8 B IP 524, Al Edle] B 7E 7|2 v EZ A& A dud

1. Firewall Threat Defense 2 ASA CLIoY| 4 A 2=3}7] 98] 24 X E o <12 Firewall Threat Defense CLIo| ol A 2~
7 o] #] 5o U]-&-& 7&7*&”’4*

2. o H #E JH Aol A~ HAHS st CLAA 23 HEV A H YL

( N\

B

ojH| X AHA T& Tl TS ATA FOHCLAEAY 2IAHES v sy 28y ol g
RE A2 configure network ™ 7S AF-8-3}of CLIo A U-5oll M7 & 5= 1 5 Y T}, Cisco Secure Firewall
Threat Defense "8 & 7+ W &5 FZE3H4 A L.

You must accept the EULA to continue.

Press <ENTER> to display the EULA:

Cisco General Terms

[...]

Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.
Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]:

Cisco Secure Firewall Threat Defense | Updated NaN,
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Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

A %: manual & S ST, )4 9L 28 91 Q1) 0] 225 AFE-F 3= DHCP7} A 151%) 24
R S e EE DR REVE SRR PRCE BEFEERES B
o

Enter an IPv4 address for the management interface
[192.168.45.61]:

10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]:

255.255.255.192

Enter the IPv4 default gateway for the management
interface [data-interfaces]:

2|2 Alo] E¢lo] & data-interfaces & A4 A gt} o] AL
Z o Qg Aol A5 F3) " E = AF UL

r o
o
[
&
18
tlo
=
e
=
r o
o
oft
:Ogg
bl
fo
ol
_0|L
(o

Enter a fully qualified hostname for this system
[firepower]:

1010-3
Enter a comma-separated list of DNS servers or 'none'
[208.67.222.222,208.67.220.220,2620:119:35::35] :
Enter a comma-separated list of search domains or 'none' []:

cisco.com
If your networking information has changed, you will need to reconnect.
Disabling IPv6 configuration: managementO
Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35
Setting DNS domains:cisco.com

#)3): 7he] QTE} o] 2 DNS A ] 2 AU T, 9% Q13 o] 20 4] 4] 23k m 2 Lol Mg shis 9] %
ST} o] 2 DNS A 1] s} 212 & 5= gl & o,

Setting hostname as 1010-3
Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on
managementO
Updating routing tables, please wait...
All configurations applied to the system. Took 3 Seconds.
Saving a copy of running network configuration to local disk.
For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]:
no
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Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on
managementO

Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

A3 routed = A H UL 25 AP AL QA L= - WA s ARk ] gy o

Configuring firewall mode
Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy
You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.
When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.
'configure manager add [hostname | ip address ] [registration key ]'
However, if the sensor and the Firepower Management Center are separated by
a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.
'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'
Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.
>

. WA A RS 97 Q5 ol AE A YT
configure network management-data-interface
Enter & 721 o5 QlE|Fo] 2o B3t 7| 2 U EQ A A3 A stk WA A 7F EA 1 U H-

FEIP T

>
configure network management-data-interface
Data interface to use for management:

ethernetl/1
Specify a name for the interface [outside]:
internet
IP address (manual / dhcp) [dhcp]:
manual
IPv4/IPv6 address:
10.10.6.7

Netmask/IPv6 Prefix:

255.255.255.0
Default Gateway:

10.10.6.1
Comma-separated list of DNS servers [none]:
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208.67.222.222,208.67.220.220

5 DNS A & frshel Wl Zehs-= Al F W whe] A o)A DNS FFE AL vl

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n)
[n]:

Configuration done with option to allow manager access from any network, if
you wish to change the manager access network

use the 'client' option in the command 'configure network
management-data-interface'

Setting IPv4 network configuration.

Network settings changed.

>

DHCP=-E] &4 IP 2

>
configure network management-data-interface
Data interface to use for management:
ethernetl/1
Specify a name for the interface [outside]:
IP address (manual / dhcp) [dhcp]:
DDNS server update URL [none]:

https://dwinchester:pa$$wlOrdl7@domains . example . com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n)
[n]:

Configuration done with option to allow manager access from any network, if
you wish to change the manager access network

use the 'client' option in the command 'configure network
management-data-interface'

Setting IPv4 network configuration.

Network settings changed.

>

. Security Cloud Controlol| 4] A4 3} configure manager add ™8 % = A}-8-3}¢] o] Firewall Threat DefenseE- #2]
gl Security Cloud Control & 21 3t W& S AW 75 21| 4 d-S Abgsto] el 21y 7
oA 179 W&& F=x OV‘ /‘]2

Example

>
configure manager add accountl.app.us.cdo.cisco.com
KPOOPOrgWzaHrnjlV5ha2q5Rf8pKFX9E
LzmlHOynhVUWhXYWz2swmk j2ZWsN3Lb accountl.app.us.cdo.cisco.com
Manager successfully configured.

AA A A2 tlufo]l 25 [ 43 4= 9) & = Firewall Threat Defense S & = 3 U},

NS ZulEA F 88 Fo] ToTULH W] ALY S BEsAY ALY 29AE FE= A S 7Y
Al z=glo] A7t A 442 A FYTh S Ot EoA B2 T2 A Av AR Ags s
A} %2319 Firepower A ~Elo] A A 0 2 22 5 %] eri=tl= Hol §2] 514 A L.
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b) A LED ¥
c) AMAI7E A

LEDZ ¥28ho] A4l 2] A 9lo] 7] Q=7 BHel gL tHLED 74 3]).
2 714 S0 MR A AN 9L Helete] B2 4o A
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Center

« DHCP
o NAT

Firewall Management

SSH

o U % 3 93 QlE] o] 2 - U3 QlE] o] o] 1A P T4 E el
31, 9] 3 Q1E] 3 o] 2]l DHCPE A& 3 T

® DHCP Server(DHCP A 1)) - Z-g}o] o E & 1t - 21 E] 7| o] 2~ ]| ] DHCP
A& AHE YT

® Defaultroute(7] 3 74 =) - o] F- A F| o] 2~ & &3l 7|2 F =& F715

yt}.
® NAT - £ 2 Q1 E] 5| o] 2~ 0] A] 21 E] 7] o] 2= PATE A}-&-3F1] T}
® Access control(] Al 2~ A o) - U] -0l A 2] {2 &el= E S 5§

e,

WOk B AL ALgA A G ste] B iF AAL

i
F

A %

Eay
= = i=]

id
*

o]
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Firewall Management Center

W - o] 7] Boll A A S Al 51 aL Secure Firewall 2005 #2] & <= = Security Cloud Controloll 4] Z&}-9-
= AF Firewall Management Centerol] t)3l A A2 AES FA T T/}

o] 24} E3)) Z}-9-= A Firewall Management Center <1 E] 5] o] 2~ o] A A~ 3}o] wba} A S LA 6L
tuto] 2~ 5 A e = dHFU
< 2}-9-= A|F Firewall Management Center= Security Cloud Control2] &} =] ] ol A A 3§ 5 Yt}

-

. Security Cloud Control & = o] ®| of| A ¥}3} ¥ & Z2] 3t}
. Administration(3*2]) > Integration(=3}) > Firewall Management Center= X 8/ 31 T},

3. Fg9-= AF FMCE A ® 5} 1 Actions(%F%]), Management(¥2] )5+ Settings(2 3) % H 3= ¢
3kl A Bl A Z8}-9-= A Firewall Management Center<- %3 1 T}.

(Q %

N

~

Z2}9-= A ¥ Firewall Management Centerl] 4 Security Cloud Control = tHA] ©] 5 3}le ' Home(&)= &
2o}
S H o

o
rob

o) [e)
P9 90 o 9, b

o

A

H

9

P2 A 52 £33, Q1 ¥ 3 o] 2 Secure Firewall 2002

o] 25 F3f Bt FHolM AT EA] A AL B 2he-"H S A AEAol A dF S FAAE s Y
ot

Z7] Aol thal] CLIE AF&-3h= thAl Al = B x| S 28] A d H=+= Firewall Device Manager< AH8-3F= 747, o
= IE o] A7F AR A H o lsu

® Ethernet 1/1 - outside, DHCP9] IP =2, IPv6 A}5 T4
® VLANT1 - inside, 192.168.95.1/24
® 7|2 A= - 9 QlE| o] 2o A DHCPE &3l A

Seh-= Al sk e AlE el 553817] 2ol Firewall Device Managerell A Q1E] o] 2~ 37} 74 & 48
Fgod g Aol FAH Y

CLIZ A} 83} 7] AL 488 A9 t]ulo] 2o ALA A o] 2852 ek )

T3 B Uhlo| A5 S5 F F7F IE H o)A A& sl of St Cul z7] A4S 98l - =9
A EES 913 VLANT QI H| o] 25 Rb=A] =71af of Syt F7F 74 ol = sk = /\ﬁ A| ZES U3}
W olE] Aol 27 Wkl Bt oo QlEHlo] A2 ditala, IP 4 S HAGE 5o 24¢jo] £ )
o] o o] A += DHCP= A}-&-31+= Q1 E] 5] o] ~(Ethernet1/1)o A 24 24 2 a}o Fg 9_52 A}g5he] U E- o1 E 1)
o] 2+ (VLANT) 295 5 =2 4 gy ok, s vl 3] 418 DMZ 18] o 271,
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ot
T

1. Devices(t]v}°] ) > Device Management(t] v} o] 2~ 3#2])E A &3} 11 t]nfo] 2o A (£ )S ¢
}.
2. Interfaces(21 & 3 o] ~)& S g oh
29: Interfaces

01

Device  Routing Interfaces  InlineSets DHCP  VTEP  SNMP

Q Search by name ] (synepevice ] [ Addintertaces v
Interface Logical Name Type Security Zones  MAC Address (Active/Standby) IP Address Path Monitorin PortMode ~ VLANUsage SwitchPo Virtual Router
11 Physical Disabled Global Q<
Ethernet/1 outside Physical  outside 10.89.5.29/255.255.255.192(..  Disabled D  Global o
Ethernet1/2 Physical Disabled Access 1 [ o] o
Ethernet1/3 Physical Disabled Access 1 [ o] o
Ethernet1/4 Physical Disabled Access 1 [ o] 7

3. x7] A7l CLIE A}
a) =92 LEJ 3
30:

£ oo
St
oy
Q o
T
i L\g
mw Nt
qu =
o
T m
v Ll
]
ox
Lo
U:L?E
o

Edit Physical Interface

General Hardware Configuration

Interface ID:
1
Ethernet1/2

1 4 Enabled

Description:

| ]

Port Mode:

Access v

VLAN ID:

E
= U770
Protected:

O

b) Enabled(Z4]3}¢) A 7 vt ~E A esto] olE o] A5 &4 815 T},

c) &4:VLANIDE ¥}, 712 3ke 199Ut} 138 oh& o] ID9} & ] 5} VLAN Q1B o] ~ & F7}3}
[Rh=

d) OK(&el)= ZF2 g}

4. Inside(W] %) VLAN 21 g #| o] 2 & 7K A F) g o

a) Add Interfaces(¢1H #l| ]2~ 5-7}) > VLAN Interface(VLAN <1 E| 5[ o] =~ 37} 5 Z&l 8t AU, o] <lH
H o] 27} oln] gl A9, ¢l o] 2o tha] (LS S}
31: VLAN
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Add VLAN Interface ®

General IPv4 IPv6 Advanced

Name:
inside

4 Enabled
ription:

! ecurlty one:
|n5|de zone
|
U:

MT

| 1500

(64 - 9198)
| Priority:

(0 - 65535)

|  Disable Forwarding
on Interface Vlan:

| [None V]

Associated Interface Port Mo...

b) Security Zone(:.0t % 9) = H TS HFo| A 7]E2] U F Hot 98 HAB S A Y New(H 2 THE7])
= 223k Al Kol

[e)
= H
o & o} inside zoneO]E} % 9%

c) Name(°]&) Z =] o] 55 484} o 2 Y HFYT].
o & 5o QB # o] 29 insided}= ©] 55 A A th.
d) Enable(27d3}) &<l &S A8

e) Mode(* =)+ None($12) AEl 2 P75t
f) VLANIDZ 15 A3},

VNEA o R BE ~9x] FEE=VIAN 12 A5 YUth o714 T2 VLANIDS A 88t 7 $-ol = 2 ~
Ax TEZS AH VLAN IDol| 2tA] = 8l oF g T},

QIE Hl o] & A3k S0 = VLANIDE 7 8k 4= <51 o} VLAN ID= AF-& 5 VLAN B Z2o] &} +4] 2 <l
€5 ] 2 DS U] .

g) IPv4 /== IPv6 5 2 uth

® IPv4 - =51} 2= 0] 4] Use Static IP(3174 IP AH2)2 A8l i1 e A|(f) E7] 5 1P 5290 A 1
2 3

Y u A3 = s
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o & 0] 192.168.1.56/24 = <] =3t}
32: IP

Add VLAN Interface

General IPv4 IPv6 Advanced

IP Type:

[ Use Static IP v ]
IP Address:

[ 192.168.1.56/24 ]

eg. 192.0.2.1/255.255.255.128 or 192.0.2.1/25

® IPv6 - B ¥ A4 2H% A4S 5l W Autoconfiguration(<}5 1-4) €< &S H ® U o}

h) OK(Z<1)E =8 .
5. outside($] F-)& AH-&-3}2] = Ethernet1/10l] AR (2 )S =23t}
General(2 ) ¥ o] 2] 7} F A U T},
33:

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Harc

Name:
outside

Description:

| )

Mode:
[ None v ]

ecurity Zone:

[ outside_zone| v ]

Interface ID:

Ethernet1/1

MTU:

[ 1500 ]

(64 - 9198)

Priority:
[ 0 ] (0 - 65535)

Propagate Security Group Tag: D
NVE Only:

O

a) Security Zone(1t 4 %) EFTE H50 A V]9 o - Hel oS A E e 1 New(H 2 = 71)
= S A B g e FUey T
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d|Z £-0] outside_zoneo] &= & 98 Fr1gh ).
olgfgt 7] A S WSt S5 AlE Wy e AlE #e Ade] R oE 7|2 AR
S WA sk kY
b) OK(&1)E &8y}
6. d& 5] Y AHE E2"3sl7] 918 DMZ QIE H o] 2 & G- YT,
a) DMZoll A& =91 %] X EO] ~9|X] X E RE5 v 84 3}5}2] ¥ SwitchPort(2= 9] X 2 E) 9 o] &2}
o] ﬂ% TZL%‘ sto] Bl S SHom) = FA| H =5 5“45}

19T % ol) E UL B 5ol 4] 7] 5] DMZ 13k % o] £ 418517 v} New(4) = 115 7])
& Selolel 4 et 9 [y

d) Name(©]&) Z ol o] 52 484 oY= ¢
o & 5] QIEH o] 2 o] & dmz= X g3t

e) Enable(Z4d3}) &lehS Mgy,

f) Mode(= =)= None($lS) A el &2 H 75U .

g) IPv4 & W= IPv6 512 85l Y3t=IP 425 AT Y.

h) OK(Z}:l)E == 3yt

7. Save(4 )= ).

DHCP
- St A BV Abg o 2 P4 B B U E A AL ST 5
220 A HCP M ¥ 5 -4 gyt

DHCP 4™ & 24 815o] 2ol 1=/ Watulo] A P 34 R Y EN L S 4B 08 A4S 5 UES G
Y.
20|91 =7} DHCPE A& 81o] W3l ol 4] IP 425 717 ©.7) 5}2] 1l DHOP A M & 2h4 s},

—

=5, Secure Firewall 200 <1E] 7 o]

§aSs

1. Devices(t]H}o] ) > Device Management(t] v} o] =~ #2])S A &) &} o t]ufo] 2~ o] HAF(2 )S F8 Y
=
2. DHCP > DHCP Server(DHCP A H)ZE A el gk},
34: DHCP
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O

Device Routing Interfaces Inline Sets DHCP VTEP SNMP

Ping Timeout

DHCP Server [ 50 ] (10 - 10000 ms)
DHCP Relay Lease Length
DDNS [ 3600 ] (300 - 10,48,575 sec)

D Auto-Configuration

Interface

[ v
Override Auto Configured Settings:
Domain Name

[ )

Primary DNS Server Primary WINS Server

[ o+ v +
Secondary DNS Server Secondary WINS Server

[ o+ v +

Server Advanced

+ Add

Interface Address Pool Enable DHCP Server

3. Server( 1) o] Aol A Add(F-7H)E S8t ths 5AS FA YR
35:

Add Server ®

Interface*

(insce )

Address Pool*

[ 192.168.1.2-192.168.1.55 ]
(2.2.210-2.2.2.20)

Enable DHCP Server

® Interface(1 Bl 3 o] =) - =F 02 E-5o A QIEH o] =& A e g}
° Address Pool(F4 E)-IP 42 MY S AU o] IPF4= Agd g o] 29l U3 4B
e Xge 5 elsUy

S0 glojof 5, 1t] o] 2= A 2] Ip =
35}

® Enable DHCP Server(DHCP A 1] &4 3}) - 4813} o1 €] 3] o] 2~ || ] DHCP A ¥ & &4 3} gt T},
g},

a. OK(319)E 299
e

5. Save(A )&

NAT

- 2efe] AETF O QIE H o] 2 IP T4 5 AR 8] 9 U E S Aol A28 5= d =5 NAT(S1H 9] o] 2~
PAT) 8 3-8 4§t
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NAT(S1E] 5] o] 2= PAT) 4 )-8 414 5}o] 1) Ze}o] A 7L U 542 o) 5 ol E o] 2P 49 TE Wg
shed o) vl E 91 2ol o428 2 e

=
o) B e S}y g
1=

IP 5229] EE W33 =5 5k NAT 113 & A
e o] 23 3 o NAT 7121 & < gy

1. Devices(t]H}o] ) > NATE A ©135}31, New Policy(X] 4 #)& &2 Ut
2. AA o] 55 AA sk, S A S o] A5 A Y3 5 Save(AH)E S dUH

36:

New Policy ®

Name:

[ FTD_policy

Description:

[ )

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices and Templates Selected Devices and Templates
[ Q. Search by name or value ] 192.168.0.124

192.168.0.124 ERREES

192.168.0.155

Add to Policy

Qo] Feh5m AT R3] wel AE S FR T A% A A6 118 Fhs ok
37: NAT
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FTD_Policy (e (3 (=)

Enter Description

NAT Exemptions Policy Assignments (1)

Rules
[ Filter by Device ] [ Y Filter Rules ® ] [ Add Rule ]
Original Packet Translated Packet
Source Destination o . ot
" ;. Original Original Original Ti T "
D # Direction  Type Ionlt,?g:at:e g.;?ggge Sources Destinations Services Sources Destinations Services Options

AT Rules Before
© Auto NAT Rules
© NAT Rules After
3. Add Rule(7F% F71)& 223t}
a. 71% 4§41 T T,
38:

Add NAT Rule

NAT Rule:
Auto NAT Rule v
Type:
Dynamic V]
Interface Objects Translation

® NAT Rule(NAT 7+ %) - Auto NAT Rule(#5 NAT 1 %)S A &3 o),

® Type(++3) - Dynamic(& %)) A =83y,

5. Interface Objects(<! E] 3] o] 2 7} 4]) 3] o] %] o] 4] Available Interface Objects(A}-& 7}5-3F ¢l E] | o] ~
A & o] 9] ¢ oS Destination Interface objects(t 7 21 E] 3| o] 2~ 7§ A]) & & ol F=7}3H o}

39:
Interface Objects Translation PAT Pool Advanced
Available Interface Objects Source Interface Objects (0) Destination Interface Objects (1)

[ Q. Search by name ] ‘ outside o

T | Add to Source I
inside

Add to Destination

6. Translation(*H 3}) ¥ o] x| o] A t}2 A S A4}
40:
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Interface Objects Translation PAT Pool Advanced
Original Packet Translated Packet
Original Source:* Translated Source:
[ all-ipv4 v ] + [ Destination Interface IP v ]
— @ The values selected for
Original Port: Destination Interface Objects in
[ TCP v ] 'Interface Objects' tab will be
used

Translated Port:

® Original Source($! ¥ 4~ 2)- == IPv4 E 2]9(0.0.0.0/0)0 T3+ Y E 9 = /) A S F7138le Add(F
M (HE 2gauy.

41:
New Network Object ®
[ all-ipv4 ]
Description

Network

O Host O Range

C] Allow Overrides

r

B

2% NAT 2L A Aol di= NAT—E—g %— 7VetaL A =8 A RA S AT 5 Q1] w Fol] A
2~ Hol| A A o] ¥ any-ipv4 7| A = AFEE = gl5 Ut
L

acAkY

® Translated Source(# 3+ ¥ 2 ) - Destination Interface IP(t 3 ¢1E]#| o] 2~ IP)S A &l & o},

7. Save(A )= FE o] 1H S A HeA AL

74 o] Rules(7}-3) ¥l o] o] 4451 t}.

8. W73 ALS A7ste W NAT # o] A | A Save(Ad)= S Tt
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Secure Firewall 2000 4] Y- o ol A e F- o o g o] E=Z
Ae A Hek HAF 4 A S 4%%

18
o
Q
oo
Oll

b a2 Ao] 75 st

T2
2

HotEAZ fAetHA A E = JE W UEY I R YEYaZ B3y Exel= Egdg 58
S 3Bt EE A 2 Ao} 2 S AT T

W S 5= ) 7] 2 A AES 4 A9 Block all traffic(2 5 E 22 2d)S Ao, tjnfol
of E¥j & 518317] 8l QA el 9t &S F7ha oF vk, N2 Ao A2 2 #Hﬂ%:’éﬁﬂﬂ of 2] 1]
S X3 AFHh

o] A= Ul ol A 9 J oo RE E¥ S 38t A2 Alo] 12 A T

1. Policies(”d #) > Security policies(Z.¢} % 2]) > Access Control( <} Al 2~ A o])S- A &l 5} A (2 )l &
T AM 2= A o] A 3l tlufo] ~F —2“‘3‘6”4‘3}

2. Add Rule(73] 71 2931 v v/l & A A Y.
42:

Add Rule

Name [ inside-to-outside]| ] Action e Allow v B Lc
Insert |into Mandatory v @ Intrusion Policy | None

Q Zones (1) Networks Ports Applications A Users URLs Dynamic Attributes VLAN Tags

Clear Selections [ Q Search Security Zone Objects ]

W & inside  (Routed Security Zone)

(O houtside (Routed Security Zone)

Showing 2 out of 2 | Selected 1 Selected Sources: 0

Any

+ Create Security Zone Object

1618 S o 74 ol

2. Zones(% &)l A W4 4

3. Add Source Zone(4 2 4
43:

inside-to-outside = *] A 3+ t}.
desy

©
=
o 278 2e g,

Insert @ Intrusion Policy & File Policy |None
Q Zones (2) Networks Ports Applications A Users URLs Dynamic Attributes VLAN Tags
Clear Selections [ Q search urity Zone Objects Showing 2 out of 2 | Selected 1 Selected Sources: 1 Selected Destinations and Applications: 0

sinside (Routed Se: Collapse All Remove All

m outside (Routed Security Zone) Z0NE

+ 10bject

ahinside

Any

+ Create Security Zone Object Add Source Zone 5 | Add Destination Zone
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4. Zones(% %)l A 2] Q& e

5. Add Destination Zone(t %} 9 F71)& 2234t}

71 e} A A& WA A )

.S S5 toloj e A §-H S FEste] AAHE A YS AR AT

N A 2= Alof = B AL DE, 8l 5, Security Intelligence 2
S AT D QA U ES A9 87 AFHS: vholdh
A(AY -3t AY EgE & Abdste] 7 A7 2 e gl
Fyth

44:

(1]

L' Packets » @ PrefilterRules » () Decryption » @ Security Intelligence » () Identity » @ Access Control ‘

o A1 JE] 7 - 7| E ALH D AL nE EYH S Adasle] thE FF o] 2X|(EA)E FH sl =st
5yt 712 A e L HE AR !
TA(HY), &5 A= A 4(5-3] g2l z
A FE AAS AT 5 dF U

=

AP HElE ARgehd B o] 1 o) whsly] Hell Aperel v v A= 2| st A
& la U h Al g 3o A H AR FE 3 & FME 5 lG =
Ba(gss}) s ans gy
T2 AHEEH P 4, X E

A5 H T

[&
il
i
|
tl
1
U
(it
=
a
iy
i
)
28
o
e
i)
o
utl
E
QL
N
-
N
OO
m (
-

o) & Fof U9 29] WE FIP =) 2 & Ahekshel 1 b v, $hel A 298 o v 7w SSH E e &
S T PR T T e i o
® Decryption(3%) - 7] 2.4 o & 8] o] 2§51 4] &tk 815 W EY T Ee B S A5 Aabo]
Zoh U Th d el A9 B e ol 58 ek sron], YA o R 545 4ol b
FU UEYZ WSS Fseteln F a8 A8 2 ol Bel AL A F 5 gl MEN L ATHE
o4 o= Eelu o5 A AL ALgaE Aol EHUL

® Security Intelligence- (IPS 2} ©] 4 2 Z Q) Security Intelligence:= 7] &2} © 2 g4 3} ¥ o] 9l th,
Security Intelligence™ 57} A 2] & 913l AA| 2~ Alo] Ao AAE Adatr] Aol 2485 = oFef A<l
o) th &k & o2 2 7] o] ek Ut} Security Intelligence: 3 3 ¢l el 2] A A2 AFg-dlo] Al A5
o] 919 elelg]d 2 29l Talosoll A #| &3H= IP 2>, URL 2 =] 91 o] F-3}o] A A S A &38HA 2t
FUth Y= 49 F7FIP 24, URL == =1 Q1S F7b8k A U A1) 8 5= 9l U T

IPS 2ho] A 227k 1= A5 o] AAL QA Ao} F Aol A BB A ow EAHHeHE 7554

@ ID-ID:= 7|24 02 4454 Ui oAl Ao A Ao et Eejn L el et 8 4a] A
ol ALgAYell A Q1L 278k 5 A

o] o

= H =

Wk whe] Al ol = Sl L
t}
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a) Intrusion Policy(¥ ¢ A ) =F 0} 552 Sk

45:

I

@ Intrusion Policy [|None A]

ags
Balanced Security and Conne
Selected Sources: 1

Connectivity Over Security
Collapse All

Sone | v 10bject Maximum Detection

& inside_| Security Over Connectivity

b) ZZol A Al g) AF A F
o -] A1 Abelol 8 41

5. &4: Al Alo] 34 Hol 485 9 4

a) File Policy(7% 4 #) =5 th &
A 5= dr))exdst 4Hs

46:

5 A #3711} Open File Policy List(3}

Ee File Policy [None A]

Open File Policy List” |

ns and Applicatio

A} A A o] 7 2- Policies(* #) > Security policies(:.¢F % #) > Malware & File(*d ¢o] 2 5}2]) 7
o] x| 7} o] 'lof] &Yt}

b) A WA 3k 2FA| & W& Cisco Secure Firewall Device Manager - 7ol =& %341 L.
c) Add Rule(7f % F71) sl o] A 2 Eol7} Btk S50l Al = A 4 AS Ae ey

6. Apply(#4 &)= =4 gt
7% ©] Rules(1#]) €| o] &l F7}g U},

7. Save(4F)E S I

SSH
SAH P Faol M YA 02 Hupo] A5 whe] S 5= QL= Secure Firewall 200 9] 4~ Q1E] 7 ©] 2] SSH <} A =
=YY
S1F AAE s o] 220l thgk SSH A =5 B/ stato] Sle IP T4l M d4 o= Wah S A2,
of Adel M= sk & A0 R we|d ¢ QLS 95 /IF H o] 2o tiel SSH Ad & 2 sheh= S
A
7|2H o7 27 A Fol AWM EE 74 g admin AHEALF QLU T

Before you begin
97 1E]H o] 2ol A SSHE &/ 3}st el U5 T & w24 A Q.
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. Devices(t] H}o] 1) > Platform Settings(= 2! 3% 4 )& 4 & 5} a1 Firewall Threat Defense g 2 S A 4] 5} 7
U 7 gk o
2. Secure Shell(=.¢F )< A elgic}
3. SSHAZA & 3] 83t 9 AE o] =9t IP 425 AT
a) Add(F7hE =98 A 13 & F71e v Bdit(A ) S =
b) T &4 AT T
® IP Address(IP 5+4)-SSH 24 S 5 & ExsUEAIE A= MEA D AA E=
TEPUT EFTE vl A A= U +E S5t A M EY A WA E F7H o
® Available Zonesllnterfaces(/\ 23k 5= 9l o 921 E] 7| o] ~) - Selected Zones/Interface(X
glgk g ) AE Ho] ) 5 ofef BEo o IS FTtstAL 2 F Qe o]~ o] & Y gt
% Add(F7hE =

47: SSH
Edit Secure Shell Configuration ®
IP Address*
[any—ipv4 v ] -+
Available Zones/Interfaces C Selected Zones/Interfaces
[ Q_ Search ] [Add ]
DMZ
inside

outside

|| outside l Add ]

Cancel ﬂ

¢) OK(H<1)E ¥ Frivh.
4. Save(1 )= 2 g

o] Deploy(75) > Deploy(5) o] 5éte] @el tluto] 2ol 4 A& 5% 5 ALtk WA
& TET b 295 A Gk

4

#H o] 2, NAT, DHCP %! o} Af| 2~ A o] ¢ d] o] E7} tfn}o] 2 o] #|-8-%] &= = Secure Firewall 2001 &+ 4 2 W
T

tlo T
i)

ox o,
n:°('
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NAT, DHCP ! o} 4| 2= Ajof -2 ofl Tt g 4 A el o] EE F-F5ko] tiufo] Lo A 7]

3 A e FEGUT FE317] Aol tute] 2ol 4] W Abage] &4 el7kobd U,

1. %5 2ol A Deploy(7-5)E &2 4t

Deploy(7-=)= S ¢4t

49:
Q Advanced Deploy ‘ A D Ignore warnings Deploy
1010-2 I Ready for Deployment
D 1120-3 I Ready for Deployment

= Deploy All(5.5 1-%)S &8 8lo] & tjnlo] 2o &3t}

50:
Q Advanced Deploy ‘ A D Ignore warnings ST [0 |

D 1010-2 I Ready for Deployment
D 1120-3 I Ready for Deployment
D 1120-4 I Ready for Deployment
D ftd-cluster1 I Ready for Deployment
D ftd1 I Ready for Deployment

® 5 devices are available for deployment :0)

a8 koW F7} 5 34 o s Advanced Deploy(iL T-%)E 8 gt
51:
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1 device selected
[ Q_ search using device name, user name, type, group or status Deploy time: Estimate Deploy
Pending Changes Reports
()] Device Modified by Inspectinterru..  Type Group Last Deploy Time Preview

> (J fun rboersma, System FTD Feb 26, 2024 11:09 @ | Ready for Deployment
> (J ftd-clusterl rboersma, System FTD Feb 22, 2024 10:36 ... B | Ready for Deployment
v 1010-2 rboersma, System FTD Feb 22, 2024 11:09 ... ® | Ready for Deployment

= v Access Control Group

ik Access Control Policy: in-out R rboersma, System

Intrusion Policy: No Rules Active R System
R Network Analysis Policy: Balanced Security and Connectivity Q system

~ Device Configurations
Interface Policy R rboersma

 Flex Configuration

Template Policy: Unassigned AR rboersma
~ NAT Group
Manual NAT Rules: interface_PAT R rboersma

~ Security Updates
Rule Update: (Isp-rel-20240311-2013)

ol
o
£
4
H
oy

#) el vk, vl i 2&-<] Deploy(15) W E £ 2% 9= ofo] 2.2 29

Deployments Upgrades A Health @ Tasks 2 ‘ (D show Pop-up Notifications @

tal 1running 6 success 0 warnings O failures [ Q Filter ]

¢ 1010-2 Deployment - Policy and object collection 10% == s
complete.
1120-3 Deployment to device successful. 2m 39s
1120-4 Deployment to device successful. 2m 43s
3110-1 Deployment to device successful. Tm 38s
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