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Cisco Secure Firewall Threat Defense호환성가이드
이가이드에서는 Cisco Secure Firewall Threat Defense의소프트웨어및하드웨어호환성을제공합니
다.관련호환성가이드는추가리소스, 1페이지를참조하십시오.

모든소프트웨어버전,특히패치가모든플랫폼에적용되는것은아닙니다.버전이지원되는지
확인하는빠른방법은해당업그레이드/설치패키지가 Cisco지원및다운로드사이트에게시되
어있는지를확인하는것입니다.사이트에업그레이드또는설치패키지가 "누락된"경우해당
버전은지원되지않습니다.릴리스노트및 End-of-Life공지, 23페이지도확인할수있습니다
오류로인해버전이누락되었다고생각되면 Cisco TAC에문의하십시오.

참고

추가리소스

표 1:

리소스설명

Cisco NGFW제품라인소프트웨어출시및유지
보수게시판

유지보수게시판은관리플랫폼및운영체제를

비롯해 Cisco차세대방화벽제품라인에대한지
원일정을제공합니다.

Cisco Secure Firewall Management Center호환성
가이드

Cisco Firepower 4100/9300 FXOS호환성

호환성가이드는번들구성요소및통합제품을

포함하여지원되는하드웨어모델및소프트웨어

버전에대한자세한호환성정보를제공합니다.

Cisco Secure Firewall Threat Defense릴리스노트

Cisco Firepower 4100/9300 FXOS릴리스노트

릴리스노트는업그레이드경고및동작변경사

항을포함하여중요하고릴리스별정보를제공합

니다.릴리스노트에는업그레이드및설치지침
에대한빠른링크도포함되어있습니다.

Cisco Secure Firewall Threat Defense호환성가이드
1
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리소스설명

https://www.cisco.com/c/en/us/td/docs/security/
secure-firewall/roadmap/
management-center-new-features-by-release.html

Cisco Secure Firewall Device Manager릴리스별새
로운기능

새로운기능가이드는릴리스별로새로운기능과

사용되지않는기능에대한정보를제공합니다.

Cisco Firepower문서탐색

Cisco FXOS문서탐색

문서로드맵은현재사용가능한레거시문서에

대한링크를제공합니다.찾고있는것이위에나
열되지않은경우로드맵을시도합니다.

Threat Defense관리
이표에는위협대응에대해지원되는디바이스및관리방법이버전별로나열되어있습니다.

관리방법

관리센터를사용하여여러디바이스를원격으로관리합니다.관리센터는하드웨어,가상또는클라
우드플랫폼으로제공됩니다.하드웨어관리센터또는관리센터가상는관리되는디바이스와동일
하거나최신버전을실행해야합니다.

단일위협대응디바이스를로컬로관리하는데디바이스관리자을사용합니다.

관리센터대신여러위협대응디바이스를원격으로관리하려면 Cisco Defense Orchestrator(CDO)를
디바이스관리자과함께사용합니다.일부구성에서는여전히필요하지만디바이스관리자를사용
하면위협대응구축전체에서일관된보안정책을설정하고유지할수있습니다.

Threat Defense하드웨어

표 2: Threat Defense관리자및버전별하드웨어

디바이스버전: Device Manager디바이스버전: Management Center디바이스플랫폼

Device Manager +
CDO

Device Manager전
용

클라우드제공
Management
Center

하드웨어또는가

상Management
Center

6.4+6.4+7.2+6.4+Firepower 1010, 1120,
1140

6.5+6.5+7.2+6.5+Firepower 1150

6.4+6.2.1+7.2+6.2.1+Firepower 2110, 2120,
2130, 2140

7.1+7.1+7.2+7.1+Secure Firewall 3110,
3120, 3130, 3140
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/roadmap/management-center-new-features-by-release.html
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https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/roadmap/fxos-roadmap.html


디바이스버전: Device Manager디바이스버전: Management Center디바이스플랫폼

Device Manager +
CDO

Device Manager전
용

클라우드제공
Management
Center

하드웨어또는가

상Management
Center

6.5+6.5+7.2+6.0.1+Firepower 4110, 4120,
4140

6.5+6.5+7.2+6.1Firepower 4150

6.5+6.5+7.2+6.4+Firepower 4115, 4125,
4145

6.6+6.6+7.2+6.6+Firepower 4112

6.5+6.5+7.2+6.0.1+Firepower 9300: SM-24,
SM-36, SM-44

6.5+6.5+7.2+6.4+Firepower 9300: SM-40,
SM-48, SM-56

6.4+6.2.3이상7.2+6.2.3이상ISA 3000

—6.1~6.2.3—6.0.1~6.2.3ASA 5506-X, 5506H-X,
5506W-X

6.4~7.06.1~7.0—6.0.1~7.0ASA 5508-X, 5516-X

—6.1~6.2.3—6.0.1~6.2.3ASA 5512-X

6.46.1~6.4—6.0.1~6.4ASA 5515-X

6.4 ~ 6.66.1~6.6—6.0.1~6.6ASA 5525-X, 5545-X,
5555-X

Threat Defense Virtual

표 3: Threat Defense Virtual관리자및버전별

디바이스버전: Device Manager디바이스버전: Management Center디바이스플랫폼

Device Manager +
CDO

Device Manager전
용

클라우드제공
Management
Center

하드웨어/가상
Management
Center

——7.2%7.2+Alibaba

6.6+6.6+7.2+6.0.1+AWS

6.5+6.5+7.2+6.2+Azure

7.2%7.2+7.2+6.7+GCP
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디바이스버전: Device Manager디바이스버전: Management Center디바이스플랫폼

Device Manager +
CDO

Device Manager전
용

클라우드제공
Management
Center

하드웨어/가상
Management
Center

7.0+7.0+7.2+7.0+HyperFlex

6.4+6.2.3이상7.2+6.1+KVM

7.0+7.0+7.2+7.0+Nutanix

——7.2+6.7+OCI

——7.2+7.0+OpenStack

6.4+6.2.2이상7.2+6.0.1+VMWare

Threat Defense하드웨어

Firepower 1000/2100및 Secure Firewall 3100 Series

Firepower 1000/2100및 Secure Firewall 3100시리즈디바이스는 FXOS운영체제를사용합니다.위협
대응을업그레이드하면 FXOS도자동으로업그레이드됩니다.각 Firepower버전과함께번들로제공
되는 FXOS버전에대한자세한내용은번들구성요소, 10페이지을(를)참조하십시오.

이러한디바이스는 Cisco Secure Firewall ASA호환성대신 ASA를실행할수도있습니다.

표 4: Firepower 1000/2100및 Secure FIrewall 3100 Series호환성

Firepower 2110

Firepower 2120

Firepower 2130

Firepower 2140

Firepower 1010

Firepower 1120

Firepower 1140

Firepower 1150Secure Firewall
3110

Secure Firewall
3120

Secure Firewall
3130

Secure Firewall
3140

Threat Defense

예예예예7.2

예예예예7.1

예예예7.0

예예예6.7

예예예6.6

예예예6.5
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Firepower 2110

Firepower 2120

Firepower 2130

Firepower 2140

Firepower 1010

Firepower 1120

Firepower 1140

Firepower 1150Secure Firewall
3110

Secure Firewall
3120

Secure Firewall
3130

Secure Firewall
3140

Threat Defense

예예—6.4

예——6.3

예——6.2.3

예——6.2.2

예——6.2.1

Firepower 4100/9300

Firepower 4100/9300의경우,아래에굵게표시된주요위협대응버전에대해특별히검증되고권장
되는컴패니언 FXOS버전이있습니다.이런조합에대해서는향상된테스트를수행하므로가능한
경우라면언제든지사용하십시오.

이러한디바이스는위협대응대신 ASA를실행할수도있습니다. ASA 9.12이상및위협대응 6.4.0
이상을사용하면동일한 Firepower 9300섀시의별도모듈에서 ASA와위협대응를모두실행할수있
습니다.자세한내용은 Cisco Firepower 4100/9300 FXOS호환성를참고하십시오.

문제를해결하려면 FXOS를최신빌드로업그레이드해야할수있습니다.결정에도움이필요하면
Cisco Firepower 4100/9300 FXOS릴리스노트를참조하십시오.

다음주요버전시퀀스에서흐름오프로드를수행하려면위협대응및 FXOS의특정조합을실
행해야합니다.

• 버전 6.2.2.x: FXOS 2.3.1.130이상에서버전 6.2.2.2이상

• 버전 6.2.0.x: FXOS 2.2.1.x또는 FXOS 2.2.2빌드 17-86에서버전 6.2.0.3이상

참고
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표 5: Firepower 4100/9300호환성

Firepower 4100 SeriesFirepower 9300FXOSThreat
Defense

4115

4125

4145

411241504110

4120

4140

SM-40

SM-48

SM-56

SM-26

SM-36

SM-44

예예예예예예2.12.0.31이상7.2

예예예예예예2.11.1.154이상

2.12.0.31이상

7.1

예예예예예예2.10.1.159이상

2.11.1.154이상

2.12.0.31이상

7.0

예예예예예예2.9.1.131이상

2.10.1.159이상

2.11.1.154이상

2.12.0.31이상

6.7

예예예예예예2.8.1.105이상

2.9.1.131이상

2.10.1.159이상

2.11.1.154이상

2.12.0.31이상

6.6

예—예예예예2.7.1.92이상

2.8.1.105이상

2.9.1.131이상

2.10.1.159이상

2.11.1.154이상

6.5

예—예예예예2.6.1.157이상

2.7.1.92이상

2.8.1.105이상

2.9.1.131이상

2.10.1.159이상

6.4
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Firepower 4100 SeriesFirepower 9300FXOSThreat
Defense

4115

4125

4145

411241504110

4120

4140

SM-40

SM-48

SM-56

SM-26

SM-36

SM-44

——예예—예2.4.1.214이상

2.6.1.157이상

2.7.1.92이상

2.8.1.105이상

2.9.1.131이상

6.3

——예예—예2.3.1.73이상

2.4.1.214이상

2.6.1.157이상

2.7.1.92이상

2.8.1.105이상

Firepower
6.2.3.16
이상에

는 FXOS
2.3.1.157
이상이

필요합

니다.

참고

6.2.3

——예예—예2.2.2.x

2.3.1.73이상

2.4.1.214이상

2.6.1.157이상

2.7.1.92이상

6.2.2

———————6.2.1

——예예—예2.1.1.x, 2.2.1.x,
2.2.2.x

2.3.1.73이상

2.4.1.214이상

2.6.1.157이상

6.2.0
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Firepower 4100 SeriesFirepower 9300FXOSThreat
Defense

4115

4125

4145

411241504110

4120

4140

SM-40

SM-48

SM-56

SM-26

SM-36

SM-44

——예예—예2.0.1.x

2.1.1.x

2.3.1.73이상

6.1

———예—예1.1.4.x

2.0.1.x

6.0.1

ASA 5500-X Series및 ISA 3000

ASA 5500-X Series및 ISA 3000디바이스는 ASA운영체제를사용합니다.위협대응을업그레이드하
면 ASA도자동으로업그레이드됩니다.각 Firepower버전과함께번들로제공되는 ASA버전에대한
자세한내용은번들구성요소, 10페이지을(를)참조하십시오.

버전 7.0은 ASA 5500-X Series디바이스를지원하는마지막주요위협대응릴리스입니다.

표 6: ASA 5500-X Series및 ISA 3000호환성

ASA 5506-X

ASA 5506H-X

ASA 5506W-X

ASA 5512-X

ASA 5515-XASA 5525-X

ASA 5545-X

ASA 5555-X

ASA 5508-X

ASA 5516-X

ISA 3000Threat Defense

————예7.2

————예7.1

———예예7.0

———예예6.7

——예예예6.6

——예예예6.5

—예예예예6.4

—예예예예6.3

예예예예예6.2.3

예예예예—6.2.2
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ASA 5506-X

ASA 5506H-X

ASA 5506W-X

ASA 5512-X

ASA 5515-XASA 5525-X

ASA 5545-X

ASA 5555-X

ASA 5508-X

ASA 5516-X

ISA 3000Threat Defense

—————6.2.1

예예예예—6.2.0

예예예예—6.1

예예예예—6.0.1

Threat Defense Virtual
버전 7.0이상에서위협대응가상는처리량요구사항및원격액세스 VPN세션제한에따라계층화
된성능의 Smart Software Licensing을지원합니다.지원되는인스턴스,처리량및기타호스팅요구사
항구축에대한자세한내용은해당시작가이드를참조하십시오.

표 7: Threat Defense Virtual호환성: VMware

VMware vSphere/VMware ESXiThreat
Defense
Virtual 5.15.56.06.56.77.0

———예예예7.2

———예예예7.1

———예예예7.0

——예예예—6.7

——예예예—6.6

——예예예—6.5

——예예——6.4

——예예——6.3

—예예예——6.2.3

—예예———6.2.2

——————6.2.1

—예예———6.2.0

—예예———6.1
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VMware vSphere/VMware ESXiThreat
Defense
Virtual 5.15.56.06.56.77.0

예예————6.0.1

표 8: Threat Defense Virtual호환성:기타 Hypervisors

OCI(Oracle
Cloud
Infrastructure)

OpenStackNutanix
Enterprise
Cloud(Nutanix)

KVM(Kernel-Based
Virtual
Machine)

Cisco
HyperFlex(HyperFlex)

GCP(Google
Cloud
Platform)

Microsoft
Azure(Azure)

AWS(Amazon
Web
Services)

AlibabaThreat
Defense
Virtual

예예예예예예예예예7.2

예예예예예예예예—7.1

예예예예예예예예—7.0

예——예—예예예—6.7

———예——예예—6.6

———예——예예—6.5

———예——예예—6.4

———예——예예—6.3

———예——예예—6.2.3

———예——예예—6.2.2

—————————6.2.1

———예——예예—6.2.0

———예———예—6.1

———————예—6.0.1

번들구성요소

이표에는위협대응릴리스와함께번들로제공되는다양한구성요소의버전이나열되어있습니다.
이정보를사용하여구축에영향을줄수있는번들구성요소에서발생하거나해결된버그를파악할

수있습니다.

일부릴리스에대해업데이트된빌드를릴리스하는경우도있습니다.번들구성요소가빌드에서빌
드로변경되는경우최신빌드에구성요소가포함됩니다. (대부분의경우최신빌드만다운로드할
수있습니다.)새빌드및새빌드로해결된문제에대한자세한내용은사용중인릴리스노트내용을
참조하십시오.
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Operating Systems(운영체제)

ASA 5500-X Series및 ISA 3000디바이스는 ASA운영체제를사용합니다. Firepower 1000/2100및
Secure Firewall 3100시리즈디바이스는 FXOS운영체제를사용합니다.이러한디바이스에서위협
대응을업그레이드하면운영체제가자동으로업그레이드됩니다.

표 9:

FXOSASA위협방어

2.12.0.319.18(1)7.2.0

2.11.1.1549.17(1.150)7.1.0.1

2.11.1.1549.17(1.0)7.1.0

2.10.1.1759.16(2.5)7.0.1.1

2.10.1.1929.16(3.11)7.0.2

2.10.1.1759.16(2.5)7.0.1

2.10.1.1599.16(1.25)7.0.0.1

2.10.1.1599.16(1)7.0.0

2.9.1.1389.15(1.19)6.7.0.3

2.9.1.1389.15(1.15)6.7.0.2

2.9.1.1359.15(1.8)6.7.0.1

2.9.1.1319.15(1)6.7.0

2.8.1.1729.14(3.22)6.6.5.2

2.8.1.1729.14(3.15)6.6.5.1

2.8.1.1659.14(3.6)6.6.5

2.8.1.11489.14(2.155)6.6.4

2.8.1.11469.14(2.151)6.6.3

2.8.1.1299.14(1.150)6.6.1

2.8.1.1059.14(1.216)6.6.0.1

2.8.1.1059.14(1.1)6.6.0

2.7.1.1299.13(1.18)6.5.0.5

2.7.1.1179.13(1.5)6.5.0.4

2.7.1.1179.13(1.4)6.5.0.3
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FXOSASA위협방어

2.7.1.1159.13(1.151)6.5.0.2

2.7.1.1159.13(1.2)6.5.0.1

2.7.1.1079.13(1)6.5.0

2.6.1.2549.12(4.41)6.4.0.15

2.6.1.2399.12(4.37)6.4.0.14

2.6.1.2399.12(4.37)6.4.0.13

2.6.1.2309.12(4.152)6.4.0.12

2.6.1.2149.12(2.40)6.4.0.11

2.6.1.2149.12(2.38)6.4.0.10

2.6.1.2019.12(2.33)6.4.0.9

2.6.1.1669.12(2.18)6.4.0.8

2.6.1.1569.12(2.151)6.4.0.7

2.6.1.1569.12(2.12)6.4.0.6

2.6.1.1449.12(2.4)6.4.0.5

2.6.1.1449.12(2.4)6.4.0.4

2.6.1.1339.12(1.12)6.4.0.3

2.6.1.1339.12(1.10)6.4.0.2

2.6.1.1339.12(1.7)6.4.0.1

2.6.1.1339.12(1.6)6.4.0

2.4.1.2559.10(1.31)6.3.0.5

2.4.1.2489.10(1.28)6.3.0.4

2.4.1.2379.10(1.18)6.3.0.3

2.4.1.2379.10(1.12)6.3.0.2

2.4.1.2229.10(1.8)6.3.0.1

2.4.1.2169.10(1.3)6.3.0

2.3.1.2199.9(2.91)6.2.3.18

2.3.1.2179.9(2.88)6.2.3.17

2.3.1.1809.9(2.74)6.2.3.16

Cisco Secure Firewall Threat Defense호환성가이드
12

번들구성요소



FXOSASA위협방어

2.3.1.1679.9(2.60)6.2.3.15

2.3.1.1519.9(2.55)6.2.3.14

2.3.1.1449.9(2.51)6.2.3.13

2.3.1.1449.9(2.48)6.2.3.12

2.3.1.1329.9(2.43)6.2.3.11

2.3.1.1319.9(2.41)6.2.3.10

2.3.1.1229.9(2.37)6.2.3.9

2.3.1.1229.9(2.37)6.2.3.8

2.3.1.1189.9(2.32)6.2.3.7

2.3.1.1159.9(2.26)6.2.3.6

2.3.1.1089.9(2.245)6.2.3.5

2.3.1.1089.9(2.15)6.2.3.4

2.3.1.1049.9(2.13)6.2.3.3

2.3.1.859.9(2.8)6.2.3.2

2.3.1.849.9(2.4)6.2.3.1

2.3.1.849.9(2)6.2.3

2.2.2.1079.8(2.44)6.2.2.5

2.2.2.869.8(2.36)6.2.2.4

2.2.2.799.8(2.30)6.2.2.3

2.2.2.759.8(2.22)6.2.2.2

2.2.2.639.8(2.10)6.2.2.1

2.2.2.529.8(2.3)6.2.2

2.2.1.499.8(1)6.2.1

—9.7(1.25)6.2.0.6

—9.7(1.23)6.2.0.5

—9.7(1.19)6.2.0.4

—9.7(1.15)6.2.0.3
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FXOSASA위협방어

—9.7(1.10)6.2.0.2

—9.7(1.7)6.2.0.1

—9.7(1.4)6.2.0

—9.6(4.12)6.1.0.7

—9.6(3.23)6.1.0.6

—9.6(2.21)6.1.0.5

—9.6(2.16)6.1.0.4

—9.6(2.16)6.1.0.3

—9.6(2.4)6.1.0.2

—9.6(2.4)6.1.0.1

—9.6(2)6.1.0

—9.6(1.19)6.0.1.4

—9.6(1.12)6.0.1.3

—9.6(1.11)6.0.1.2

—9.6(1)6.0.1.1

—9.6(1)6.0.1

—9.6(1)6.0.0.1

—9.6(1)6.0.0

Snort

Snort는기본검사엔진입니다. Snort 3은디바이스관리자버전 6.7이상및관리센터버전 7.0이상에
서사용할수있습니다.

표 10:

Snort 3Snort 2위협방어

3.1.21.1-1262.9.20-1077.2.0

3.1.7.2-2002.9.19-10137.1.0.1

3.1.7.1-1082.9.19-927.1.0
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Snort 3Snort 2위협방어

3.1.0.200-162.9.18-20227.0.2

3.1.0.100-112.9.18-10267.0.1.1

3.1.0.100-112.9.18-10267.0.1

3.1.0.1-1742.9.18-10017.0.0.1

3.1.0.1-1742.9.18-1747.0.0

3.0.1-4.1292.9.17-30146.7.0.3

3.0.1.4-1292.9.17-20036.7.0.2

3.0.1.4-1292.9.17-10066.7.0.1

3.0.1.4-1292.9.17-2006.7.0

—2.9.16-52046.6.5.2

—2.9.16-51076.6.5.1

—2.9.16-50346.6.5

—2.9.16-40226.6.4

—2.9.16-30336.6.3

—2.9.16-10256.6.1

—2.9.16-1406.6.0.1

—2.9.16-1406.6.0

—2.9.15-155106.5.0.5

—2.9.15-152016.5.0.4

—2.9.15-152016.5.0.3

—2.9.15-151016.5.0.2

—2.9.15-151016.5.0.1

—2.9.15-76.5.0

—2.9.14-240006.4.0.14

—2.9.14-190086.4.0.13

—2.9.14-180116.4.0.12
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Snort 3Snort 2위협방어

—2.9.14-170056.4.0.11

—2.9.14-160236.4.0.10

—2.9.14-159066.4.0.9

—2.9.14-157076.4.0.8

—2.9.14-156056.4.0.7

—2.9.14-156056.4.0.6

—2.9.14-155076.4.0.5

—2.9.12-153016.4.0.4

—2.9.14-153016.4.0.3

—2.9.14-152096.4.0.2

—2.9.14-151006.4.0.1

—2.9.14-150036.4.0

—2.9.13-155036.3.0.5

—2.9.13-154096.3.0.4

—2.9.13-153076.3.0.3

—2.9.13-152116.3.0.2

—2.9.13-151016.3.0.1

—2.9.13-150136.3.0

—2.9.12-18136.2.3.18

—2.9.12-16056.2.3.17

—2.9.12-16056.2.3.16

—2.9.12-15136.2.3.15

—2.9.12-14016.2.3.14

—2.9.12-13066.2.3.13

—2.9.12-12076.2.3.12

—2.9.12-11026.2.3.11
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Snort 3Snort 2위협방어

—2.9.12-9026.2.3.10

—2.9.12-8066.2.3.9

—2.9.12-8046.2.3.8

—2.9.12-7046.2.3.7

—2.9.12-6076.2.3.6

—2.9.12-5066.2.3.5

—2.9.12-3836.2.3.4

—2.9.12-3256.2.3.3

—2.9.12-2706.2.3.2

—2.9.12-2046.2.3.1

—2.9.12-1366.2.3

—2.9.11-4306.2.2.5

—2.9.11-3716.2.2.4

—2.9.11-3036.2.2.3

—2.9.11-2736.2.2.2

—2.9.11-2076.2.2.1

—2.9.11-1256.2.2

—2.9.11-1016.2.1

—2.9.10-3016.2.0.6

—2.9.10-2556.2.0.5

—2.9.10-2056.2.0.4

—2.9.10-1606.2.0.3

—2.9.10-1266.2.0.2

—2.9.10-986.2.0.1

—2.9.10-426.2.0

—2.9.9-3126.1.0.7
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Snort 3Snort 2위협방어

—2.9.9-2586.1.0.6

—2.9.9-2256.1.0.5

—2.9.9-1916.1.0.4

—2.9.9-1596.1.0.3

—2.9.9-1256.1.0.2

—2.9.9-926.1.0.1

—2.9.9-3306.1.0

—2.9.8-4906.0.1.4

—2.9.8-4616.0.1.3

—2.9.8-4266.0.1.2

—2.9.8-3836.0.1.1

—2.9.8-2246.0.1

시스템데이터베이스

취약성데이터베이스(VDB)는호스트가영향을받기쉬운잘알려진취약성의데이터베이스일뿐만
아니라운영체제,클라이언트및애플리케이션의지문입니다.시스템이 VDB를사용하여특정호스
트가침해위험을높이는지여부를결정합니다.

GeoDB(지리위치데이터베이스)는지리적위치를기준으로트래픽을보고필터링하는데사용할수
있는데이터베이스입니다.

표 11:

GeoDBVDB위협방어

2022-05-11-1034.5.0-3537.2.0

2020-04-28-0024.5.0-3467.1.0

2020-04-28-0024.5.0-3387.0.2

2020-04-28-0024.5.0-3387.0.1

2020-04-28-0024.5.0-3387.0.0

2020-04-28-0024.5.0-3386.7.0

2019-06-03-0024.5.0-3366.6.5
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GeoDBVDB위협방어

2019-06-03-0024.5.0-3366.6.4

2019-06-03-0024.5.0-3366.6.3

2019-06-03-0024.5.0-3366.6.1

2019-06-03-0024.5.0-3286.6.0

2019-06-03-0024.5.0-3096.5.0

2018-07-09-0024.5.0-3096.4.0

2018-07-09-0024.5.0-2996.3.0

2017-12-12-0024.5.0-2906.2.3

2017-01-17-0024.5.0-2716.2.2

2017-01-17-0024.5.0-2716.2.1

2015-10-12-0014.5.0-2716.2.0

2015-10-12-0014.5.0-2716.0.1

통합제품

아래에나열된 Cisco제품에는다른호환성요구사항이있을수있습니다.예를들어특정하드웨어
또는특정운영체제에서실행해야할수있습니다.자세한내용은해당제품의설명서를참조하십시
오.

가능하면각통합제품의최신호환버전을사용하는것이좋습니다.이렇게하면최신기능,버
그수정및보안패치를사용할수있습니다.

참고

ID서비스및사용자제어

다음을참고하십시오.

• Cisco ISE및 ISE-PIC:다른조합도가능하지만향상된호환성테스트를제공하는 ISE및 ISE-PIC
버전이나열됩니다.

• Cisco Firepower사용자에이전트:버전 6.6은사용자에이전트소프트웨어를 ID소스로지원하는
마지막관리센터릴리스입니다.이렇게하면버전 6.7이상으로의업그레이드가차단됩니다.

• Cisco TS Agent:버전 1.0및 1.1은더이상사용할수없습니다.
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표 12:통합제품: ID서비스/사용자제어

Cisco Terminal
Services(TS)에이전
트

Cisco Firepower User
Agent

Cisco ISE(Identity Services Engine)Management
Center/Threat
Defense ISE-PICISE

Management center
전용

Management Center
전용

Management Center

디바이스관리자

Management Center

디바이스관리자

지원대상

1.4—3.1

2.7패치 2이상

3.1

3.0

2.7패치 2이상

클라우드제공

관리센터(버
전없음)

1.4

1.3
—3.1

2.7패치 2이상

3.1

3.0

2.7패치 2이상

7.2

1.4

1.3
—3.1

2.7패치 2이상

3.1

3.0

2.7패치 2이상

7.1

1.4

1.3
—3.1

2.7패치 2이상

2.6패치 6이상

3.1

3.0

2.7패치 2이상

2.6패치 6이상

7.0

1.4

1.3
—2.7패치 2이상

2.6패치 6이상

3.0

2.7패치 2이상

2.6패치 6이상

6.7.x

1.4

1.3

1.2

2.5

2.4
2.6,모든패치

2.4

3.0

2.6,모든패치

2.4

6.6

1.4

1.3

1.2

1.1

2.5

2.4

2.6

2.4

2.6

2.4

6.5
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Cisco Terminal
Services(TS)에이전
트

Cisco Firepower User
Agent

Cisco ISE(Identity Services Engine)Management
Center/Threat
Defense ISE-PICISE

1.4

1.3

1.2

1.1

2.5

2.4

2.3, ASA
FirePOWER없음

2.4

2.2패치 1

2.4

2.6패치 2

2.3

6.4

1.2

1.1

2.4

2.3, ASA
FirePOWER없음

2.4

2.2패치 1

2.4

2.4

2.3패치 2

2.3

6.3

1.2

1.1

2.4

2.3
2.2패치 12.3패치 2

2.3

2.2패치 5

2.2패치 1

2.2

6.2.3

1.2

1.1

1.0

2.32.2패치 12.3

2.2패치 1

2.2

2.1

6.2.2

1.1

1.0

2.32.2패치 12.1

2.0.1

2.0

6.2.1

—2.3—2.1

2.0.1

2.0

1.3

6.2.0

—2.3—2.1

2.0.1

2.0

1.3

6.1

—2.3—1.36.0.1
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위협탐지

Cisco SecurityAnalytics and Logging(온프레미스)에는 SMC(StealthwatchManagement Console)용 Security
Analytics and Logging On Prem앱이필요합니다. SMC의 SWE(Stealthwatch Enterprise)요구사항에대
한자세한내용은 Cisco Security Analytics and Logging온프레미스: Firepower이벤트통합가이드를
참조하십시오.

표 13:통합제품:위협탐지

Cisco Security
Packet Analyzer

Cisco Secure
Malware
Analytics

Cisco Security
Analytics및
Logging (온프레
미스)

Cisco Security
Analytics and
Logging(SaaS)

Cisco SecureXManagement
Center/Threat
Defense

Management
Center전용

Management
Center전용

Management
Center전용

Management
Center

디바이스관리

자

Management
Center

디바이스관리

자

지원대상

—예예예예7.2

—예예예예7.1

—예예예예7.0

—예예예예6.7

—예예예예6.6

—예예예예6.5

예예예예

FTD 6.4가설치
된 FMC가필요
합니다.

예6.4

예예———6.3

—예———6.2.3

—예———6.2.2

—예———6.2.1

—예———6.2.0

—예———6.1
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https://www.cisco.com/c/en/us/support/security/security-analytics-logging/products-installation-guides-list.html


Cisco Secure Dynamic Attributes Connector

Cisco Secure Dynamic Attributes Connector는클라우드/가상워크로드변경사항을기반으로관리센
터에서방화벽정책을빠르고원활하게업데이트하는경량애플리케이션입니다.자세한내용은Cisco
Secure Dynamic Attributes Connector구성가이드를참고하십시오.

표 14:통합제품: Cisco Secure Dynamic Attributes Connector

Cisco Secure Dynamic Attributes ConnectorManagement Center

1.0+7.0+

Threat Defense원격액세스 VPN

원격액세스 VPN(RA VPN, Remote Access Virtual Private Network)을사용하면개별사용자가인터넷
에연결된컴퓨터또는지원되는모바일디바이스를사용하여원격위치에서네트워크에연결할수

있습니다.자세한내용은 Cisco AnyConnect Secure Mobility Client구성설명서를참조하십시오.

표 15:통합제품: Threat Defense RA VPN

Cisco AnyConnect Secure Mobility ClientThreat Defense

4.0이상6.2.2이상

End-of-Life공지
다음표에는 End-of-Life세부사항이나와있습니다.경과된날짜는굵게표시됩니다.

소프트웨어

이러한주요소프트웨어버전은판매및/또는지원이종료되었습니다.

표 16:소프트웨어 EOL알림

공지사항지원종료판매중단버전

Cisco FTD(Firepower Threat Defense) 6.7,
FMC(Firepower Management Center) 6.7및
FXOS(Firepower eXtensibleOperating System) 2.9(x)
의판매중단및단종알림

2024-07-312021-07-096.7

Cisco Firepower Threat Defense(FTD) 6.5(x),
FMC(Firepower Management Center) 6.5(x)및
Firepower eXtensibleOperating System(FXOS) 2.7(x)
의판매중단및단종알림

2023-06-302020-06-226.5

Cisco Firepower Threat Defense(FTD) 6.2.2, 6.3(x),
Firepower eXtensible Operating System(FXOS) 2.4.1
및 Firepower Management Center(FMC) 6.2.2및
6.3(x)의판매중단및단종알림

2023-04-302020-04-306.3
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/1-0/cisco-secure-dynamic-attributes-connector.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/1-0/cisco-secure-dynamic-attributes-connector.html
https://www.cisco.com/c/en/us/support/security/anyconnect-secure-mobility-client/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw/eos-eol-notice-c51-744709.html
https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw/eos-eol-notice-c51-744709.html
https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw/eos-eol-notice-c51-744709.html
https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw/eos-eol-notice-c51-744709.html
https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw/eos-eol-notice-c51-743795.html
https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw/eos-eol-notice-c51-743795.html
https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw/eos-eol-notice-c51-743795.html
https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw/eos-eol-notice-c51-743795.html
https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw/eos-eol-notice-c51-743073.html
https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw/eos-eol-notice-c51-743073.html
https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw/eos-eol-notice-c51-743073.html
https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw/eos-eol-notice-c51-743073.html


공지사항지원종료판매중단버전

Cisco Firepower Threat Defense(FTD) 6.2.3,
Firepower Management Center(FMC) 6.2.3및
Firepower eXtensibleOperating System(FXOS) 2.2(x)
의판매중단및단종알림

2025-02-282022-02-046.2.3

Cisco Firepower Threat Defense(FTD) 6.2.2, 6.3(x),
Firepower eXtensible Operating System(FXOS) 2.4.1
및 Firepower Management Center(FMC) 6.2.2및
6.3(x)의판매중단및단종알림

2023-04-302020-04-306.2.2

Cisco Firepower Threat Defense버전 6.2.0및 6.2.1
의판매중단및단종알림

2022-03-312019-03-056.2.1

Cisco Firepower Threat Defense버전 6.2.0및 6.2.1
의판매중단및단종알림

2022-03-312019-03-056.2

Cisco Firepower Threat Defense버전 6.1, NGIPSv
및NGFWv버전 6.1, FirepowerManagement Center
6.1및Firepower eXtensibleOperating System(FXOS)
2.0(x)의판매중단및단종알림

2023-05-312019-11-226.1

Cisco Firepower소프트웨어릴리스 5.4, 6.0, 6.0.1
및 Firepower Management Center소프트웨어릴리
스 5.4, 6.0, 6.0.1의판매중단및단종알림

2020-11-302017-11-106.0.1

이러한소프트웨어버전은 Cisco지원및다운로드사이트에서제거되었습니다.

버전 6.2.3이상에서패치(네번째숫자릴리스)를제거하면업그레이드한원본버전이어플라이
언스에서실행됩니다.즉,최신패치를제거하기만하면더이상사용되지않는버전을실행할
수있습니다.달리명시되지않는한더이상사용되지않는버전을유지하지마십시오.대신업
그레이드하는것이좋습니다.업그레이드가불가능한경우사용되지않는패치를제거합니다.

참고

표 17:소프트웨어제거버전

관련된버그및추가디테일제거된날짜버전

CSCvs86257: 800_post/1025_vrf_policy_upgrade.pl에서 FMC업그
레이드가실패합니다.

이는업그레이드버그입니다.이버전을실행중인경우,계속사
용해도문제가없습니다.

2020-03-02:디
바이스

2020-02-04:
FMC

6.5.0.3

CSCvr52109:여러디바이스에구축한후 FTD가올바른액세스제
어규칙과일치하지않을수있음

2019-12-196.5.0.1
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https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw/firepower-threat-defense-eol.html
https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw/firepower-threat-defense-eol.html
https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw/firepower-threat-defense-eol.html
https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw/firepower-threat-defense-eol.html
https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw/eos-eol-notice-c51-743073.html
https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw/eos-eol-notice-c51-743073.html
https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw/eos-eol-notice-c51-743073.html
https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw/eos-eol-notice-c51-743073.html
https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw/eos-eol-notice-c51-741309.html
https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw/eos-eol-notice-c51-741309.html
https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw/eos-eol-notice-c51-741309.html
https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw/eos-eol-notice-c51-741309.html
https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw/eos-eol-notice-c51-743170.html
https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw/eos-eol-notice-c51-743170.html
https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw/eos-eol-notice-c51-743170.html
https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw/eos-eol-notice-c51-743170.html
https://www.cisco.com/c/en/us/products/collateral/security/firepower-8000-series-appliances/eos-eol-notice-c51-739057.html
https://www.cisco.com/c/en/us/products/collateral/security/firepower-8000-series-appliances/eos-eol-notice-c51-739057.html
https://www.cisco.com/c/en/us/products/collateral/security/firepower-8000-series-appliances/eos-eol-notice-c51-739057.html
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs86257
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr52109


관련된버그및추가디테일제거된날짜버전

CSCvr52109:여러디바이스에구축한후 FTD가올바른액세스제
어규칙과일치하지않을수있음

2019-12-196.4.0.6

CSCvn82378: FMC를 6.2.3.8-51로업그레이드하면 ASA/FTD를통
과하는트래픽이전달을중지할수있음

2019-01-076.2.3.8

해당버전은동일한기능을제공하고 Firepower플랫폼전체를지
원하는버전 6.2.2로대체되었습니다.

2017-11-176.2.1

하드웨어

이러한플랫폼은판매및/또는지원이종료되었습니다.

표 18: Threat Defense하드웨어 EOL알림

공지사항지원종료판매중단마지막버전Platform(플랫
폼)

Cisco Firepower 4110 Series보안어플라이
언스및 5년구독판매중단및단종발표

2027-01-312022-01-31—Firepower
4110

CiscoASA5508및ASA5516 Series Security
Appliance및 5년구독판매중단및단종
발표

2026-08-312021-08-027.0ASA 5508-X,
5516-X

Cisco ASA5525, ASA5545및 ASA5555
Series보안어플라이언스및 5년구독판
매중단및단종발표

2025-09-302020-09-046.6ASA 5525-X,
5545-X,
5555-X

Cisco Firepower 4120/40/50및 FPR 9300
SM24/36/44 Series보안어플라이언스/모
듈및 5년구독판매중단및단종발표

2025-08-312020-08-31—Firepower
4120, 4140,
4150

Firepower
9300: SM-24,
SM-36,
SM-44모듈

Cisco ASA 5512-X and ASA 5515-X판매
중단및단종발표

2022-08-312017-08-256.4ASA 5515-X
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr52109
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvn82378
https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw/firepower-4110-series-security-appliances-eol.html
https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw/firepower-4110-series-security-appliances-eol.html
https://www.cisco.com/c/en/us/products/collateral/security/asa-5500-series-next-generation-firewalls/eos-eol-notice-c51-744798.html
https://www.cisco.com/c/en/us/products/collateral/security/asa-5500-series-next-generation-firewalls/eos-eol-notice-c51-744798.html
https://www.cisco.com/c/en/us/products/collateral/security/asa-5500-series-next-generation-firewalls/eos-eol-notice-c51-744798.html
https://www.cisco.com/c/en/us/products/collateral/security/asa-firepower-services/eos-eol-notice-c51-743545.html
https://www.cisco.com/c/en/us/products/collateral/security/asa-firepower-services/eos-eol-notice-c51-743545.html
https://www.cisco.com/c/en/us/products/collateral/security/asa-firepower-services/eos-eol-notice-c51-743545.html
https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw/eos-eol-notice-c51-743522.html
https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw/eos-eol-notice-c51-743522.html
https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw/eos-eol-notice-c51-743522.html
https://www.cisco.com/c/en/us/products/collateral/security/asa-5500-series-next-generation-firewalls/eos-eol-notice-c51-738644.html
https://www.cisco.com/c/en/us/products/collateral/security/asa-5500-series-next-generation-firewalls/eos-eol-notice-c51-738644.html


공지사항지원종료판매중단마지막버전Platform(플랫
폼)

ASA소프트웨어를사용하는 Cisco
ASA5506 Series Security Appliance의판매
중단및단종알림

2026-08-312021-08-026.2.3ASA 5506-X,
5506H-X,
5506W-X

Cisco ASA5506 Series Security Appliance 1
년구독판매중단및단종알림

2022-07-312021-07-31

Cisco ASA5506 Series Security Appliance 3
년구독판매중단및단종발표

2022-07-312020-05-05

Cisco ASA5506 Series Security Appliance 5
년구독판매중단및단종발표

2022-07-312018-09-30

Cisco ASA 5512-X및 ASA 5515-X판매중
단및단종발표

2022-08-312017-08-256.2.3ASA 5512-X
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https://www.cisco.com/c/en/us/products/collateral/security/asa-5500-series-next-generation-firewalls/eos-eol-notice-c51-744797.html
https://www.cisco.com/c/en/us/products/collateral/security/asa-5500-series-next-generation-firewalls/eos-eol-notice-c51-744797.html
https://www.cisco.com/c/en/us/products/collateral/security/asa-5500-series-next-generation-firewalls/eos-eol-notice-c51-744797.html
https://www.cisco.com/c/en/us/products/collateral/security/asa-5500-series-next-generation-firewalls/eos-eol-notice-c51-744793.html
https://www.cisco.com/c/en/us/products/collateral/security/asa-5500-series-next-generation-firewalls/eos-eol-notice-c51-744793.html
https://www.cisco.com/c/en/us/products/collateral/security/asa-5500-series-next-generation-firewalls/eos-eol-notice-c51-743753.html
https://www.cisco.com/c/en/us/products/collateral/security/asa-5500-series-next-generation-firewalls/eos-eol-notice-c51-743753.html
https://www.cisco.com/c/en/us/products/collateral/security/asa-5500-series-next-generation-firewalls/eos-eol-notice-c51-741287.html
https://www.cisco.com/c/en/us/products/collateral/security/asa-5500-series-next-generation-firewalls/eos-eol-notice-c51-741287.html
https://www.cisco.com/c/en/us/products/collateral/security/asa-5500-series-next-generation-firewalls/eos-eol-notice-c51-738644.html
https://www.cisco.com/c/en/us/products/collateral/security/asa-5500-series-next-generation-firewalls/eos-eol-notice-c51-738644.html
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번역에 관하여
Cisco는 일부 지역에서 본 콘텐츠의 현지 언어 번역을 제공할 수 있습니다. 이러한 번역은 정보 제
공의 목적으로만 제공되며, 불일치가 있는 경우 본 콘텐츠의 영어 버전이 우선합니다.


