atfran]n
CISCO.

4

Cisco ID A B8] = ¢l Zl o] gt g~ B, &
2] 2~ 3.0

i
El

# 8l = 3] B (content.cisco.com)® ©] &g t}. o] 7] A Faceted Search(¥] 4! A M) 7] %S AF&3to] o
st 2Rl =5 A s A duE = 9o, SA Fx2T 5 A= F 953 PDF w41 & A A st
HE23sTFAd54Y

F-ol& o] AU 7k X & content.cisco.comS =B 514 A] 2.

18] 31 o] 7] Content Hub(Z®l = S H)&E 2 3tal A& A5, A=A & FHA L.

0] 4] o] 4] Feedback (9] =) o}o] 2.8 S2j 8t A 7he] BF o] @744 L.

Cisco ISE(71Introduction)i= U] E9] =L 2] 220l o dh Bot QA A S Al sk Bt A4 we] ZRF
AUt Cisco ISEE AH&-3H= 7192 WIEY A, AF& 2 E tlupo] 2o 4] AA7F 38 JHE 5
sk FY T A AFE A 2 22 9] %], WLC(Wireless LAN Controller), VPN(Virtual Private Network)
Aol Edlo] B dlo]y AlE 29X & v E&§ thYgt YIES A 840 IDE Adshs WA o= 1y
3 AR E ALEEtY] TE A AMd s A4S W™ 4= 55Ut Cisco ISE= Cisco TrustSec 541
o A 42 ] &} &S 51, TrustSec 2Z E o] o] Al o] S A Y3ty

Cisco ISE+= A5 54 ©] T} Secure Network Server ©] = 2}o] 9 2~ 0| A AR 7}5 3}, VM(Virtual
Machine)o| /] A&t = A= A ZEo] 2= Al FH Utk ¢ & A5S 9, o] Zo|d~E
ol 9 5713 7 dFH

Cisco ISEE: HH % 249 F52 AT 3 454 A3 1elol 4 L 92 & AQsh 3
A b5 ol A B 2053 QU Th EE @ A 2k 2 A n] 20] A3 age] 4 o el 2
BBl V=20l A BLF 35 A 22 YA 488 5 DA Cisco ISE 52 9
Matn 248 A sgow 98 F gL

o] Cisco ISE H &] 220l A X L& &= 7]5 o &3 2FA g W82 Cisco ISE(Identity Services Engine) ¥+
22} A A o etol A s 2

=Z=
cisco.com®] A A o] N A ~35} M, End-User Documentation(Z & AF-&-2F A A2 o] 534 Al 2.

Cisco ISE 2 2] ~ 3.0 M E2F 7] 52 Fol Yy 7}1?

Cisco ISE, & 2] 2= 3.0/ A] &= Essentials, Advantage ¥ Premium 2}o] A 2= & A8t}

Cisco ID A1 H] 2~ Ao 3l Ay~ B, He] 2~ 3.0 .


https://content.cisco.com/
https://content.cisco.com/
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html
http://Cisco.com
https://www.cisco.com/c/en/us/td/docs/security/ise/end-user-documentation/Cisco_ISE_End_User_Documentation.html

. Essentials @} 0] 1 2=

ol I8

o _O,
o 2

[~
O

] of] 73+ 2}A 8 -8 Cisco ISE(Identity Services Engine) ¥+2] A} A 1 4] 2] 12} o] 414!
Al }\] e}
" A S

1350l 268 eho] 4 2ol wheh 4L L),

N

=
N
olr
rlo
N

Essentials &} o] 4 =~
)L 7)1 52 AF-&5)F8 W, Cisco ISE Essentials 2}¢] A1 2~7} & Q@ 3 o},

7] o ¥ L v AL
T 2 mh ALl = ISE 0] B A1 A H A8 5 Qi A Aol H v E o) X
strlo] Utk g 22yl P o1 205 A = AdFY R
H] =Y 22 A 37} o] A| Cisco TACE Cisco ISE 7-F9] ol 8] =0 tW 1 235 {7 &334
ruieh. o) 715& AL S, BAIS O s 48 & e,

P

MFA(Multi-Factor Authentication)l| T} 3 SAML SSO

gt 135S A D3 =S, SAML 87 Al o] 15 YU ~E 3hs 43t

H| =Y 2 Al 3} o] 2] SAML ¢l A thekA] 2155 A Agty).
VMware Cloud on AWS(Amazon Web Services) 2! AVS(Azure VMware Solution)2] VMware = 2}-$-=cl A Cisco ISE
A

VMware 2=l Cisco ISEE A X 3}= X EZ A A= VMware 7H A 5B ol Cisco ISES A %] 3F+=
I RN 29 A s FUP YT A dE = 7HE 3, 7 Hl ol # o] W8S xS Al L.

H] =2 2 A 7} WS(Amazon Web Services) 2 AVS(Azure VMware Solution)2] VMware Cloud®| 4] <.

~9E % g,

ODBC ID A 720l tf 3+ b5 &4 23]

ODBC ID A& 4E F7}8+ %<k, Advanced Settings(3’ ) A& S8t thi AP of g €]
24:/J & Fetch Attributes(%J 7?%4 7)) A A x}(A}ﬁx} l% D e F7he] = vl WS
2 AR T

* RADIUS
o TjH}o] X~

* U E 9] = N A 2~ (AuthenticationMethod, T] B}-©] 2~ IP 5=4~, EapAuthentication, EapTunnel, ISE Host
Name(Z 2~ E o] F), L2 EF, UserName, VN 2 WasMachineAuthenticated)

i~

o]

ODBC Hlo| g Ho] 2o A v &8 v/ sE A st =S A% dat T AU

Gl

74

]
i)

.
* ACL

* Security Group(}.QF 1)

)

fol

* VLAN(®| & =+ |

[l CiscolD A v~ <zl B3 Pl s wE, e~ 30


https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html

Cisco ISE AP Ao =5]0] ]

¥ Y EA ACL

R EEEEE R

Hl =Y 2= A3 o] gk 44 & AFEate] 9gh o] 229 S 74T 5 dFU ol & 50, Ag
o] ZEIUES TG e o R ZF Ugh Fo TR 3] VLANS A A 8k tialel %78

g £ (o, MAC 2, AH8-A} ©] &, Calling-Station-ID X+ T Hlo] 2~ 91 X)E 7]HF S 2 ODBC H] ]
Bl W] o] 2o A HEEEE] = VLANS AF&-3 5= Q15U t).

Cisco ISE APl 7| ©] E ¢]| o]

ASH A2

Cisco ISE API Al °] E ¢J| o] = & & Cisco ISE A1 H| 2~ APIl| t] &} Entry Point(S1 E 2] ¥ E) S 5t-S
o ¥ 5% Het 2 EY 3| 75 & AlFshs API | EFAYJYTE 9§ SefolAE ] API
8742 Cisco ISES] API Alo] E gl o] 2 2}-9-B Ltk API Alo] E oo /3% & o] ufe}
A H] 2~ API7F A 8 591 Cisco ISE = =2 57 Aaf Y},

H] =1 2 A 37} Cisco ACI Q13 2k} A 3% Cisco SDA(Software Defined Access) ¥ H.2]of] th$+ g 1.
WD TRl 7t Abs ko] SHdE Ak

o|\

M A ZAY A AE A e AT R FA] B3 A A ZHE SHA256 154
7Vebe "l AR YT o] 2] &b, of ] S A7 A 2 T =S A Y E Kot v A
o] & Uth QlFA F 7 TUE S E3,802.1x TEEF| 3] A F T F Q= AFAS

JE Yt
Yz A3k oy 7o) AEE 5= Q= QA oA of 2] mw|le] Ayt

A

N

i o o
o X

]

r
¥

H]

IN

Passive Identity Service(=] ] 2. ID 4] 1] ~)ol| t] & MSRPC = & =

~
2,

okt

o

Cisco ISE, ¥ 2] 2= 3.05-E] = Passive Identity(Z] A] B. ID)°l| MS-Eventing API %=+ MSRPC(Microsoft
Remote Procedure Call) ZZEZF-5 AFEE = Q)5 U T MSRPC Z2 EFS AF8-31], & TA1&
173} al Cisco ISEO A =X Alo] o] SFERIEES B UE H Ut} o] 34L& Passive Identity(Z] A] B
ID) A1 H] 2~-8 WMI 22 & Z 3} 3| AE-3F = Ql5 Ut

MSRPC X 2 E =2 Cisco ISE B+ Cisco ISE-PIC7} 18] =H|Ql AEE oA o] EE =435}
FUE P o 2183 ¢ = WAYSE Al F Yl B3 Active Directory Domain Controllers( %= ™|
1 AEZ ) AR 21}l o] HE S Hlo||A & YU

Hl =42 A3k DC ol HEES RYE 7] 913 kg4 viAYSTS AledHt

Cisco ID A1 H] 2~ Ao 3l Ay~ B, He] 2~ 3.0 .



. Telemetry(2l 2| | E2]) A U] o] E

Telemetry(2 gl v E2]) J d]o] E
F7HAES A SAZ FRE YT

v ZY2A~ Ay o
s

SRR S

AV EY T o] B B ARE FHLFE, AFS MAEE gl g &
& AFYTh
TCP Dump(TCP & 32) 7] A A}&t

o] 4 TCP Dump(TCP %) 5421 & 1 2] 4)0] 3 5= 9151] o). 37} 21E] 5 0] 226 4 TCP Dump(TCP
92 498 5 dgth

vl =1 2 A3k o] A TCP E o]l thgt vlo] 8 =5 0] ¥ A5t

Azure Active Directory = A}-8-2}= 2155} 7] 9]+ ROPC(Resource Owner Password Credentials) 5.5
ROPC(Resource Owner Password Credentials) = 2 $-5 53} Cisco ISEx= 2 2}9-= 7| WFID A& A7}
A= HIES Tl A Agh Fof LTS 53 = lFUth o] = AlojH &Y 7l sdYth 224
A B A AHEEH7] Zlell, Bl ~E S ol A o] 75 A A S Bl2Esh= Aol FHU

¢}

H] =14 2 A 3} ROPC &5 2 53] Cisco ISET Azure Active Directory A8 AFE Q15-3FaL Q153 4=

AF Y

Interactive Help(th 3} & ==
Interactive Help(t] 818 =312 A4S g7 458 5 = H o dAE AR S AT

MU A3 A ALS A AAZZE 0 oldlshal A2 A 2 5 AT

o] =] %] o] 2

S 7155 AF8-sle |, Cisco ISE Advantage 2Fo] A 7] F @ 3h ),

[o

Al pxGrid 3] 0] A]

Al pxGrid 1 E] | 0] 2~ o)) i= pxGrid v1 2} pxGrid v2& T8F= Al Flo] X 7F 5y th Al 2 S}
AE GBI} X3 A 28 Summary(8.9F) o] AdFYH T

H| =Y 2~ A3 pxGrid A S Al e of 3 Z2E /a3y

4

Y
£l
o

1| A1 A] XMPP(Extensible Messaging and Presence Protocol) S A}-8-3}= pxGrid 1.0-> 4] X4~ B=0]
™ & ALg-o] Tk Yt Cisco ISE & 2] 22 2,490 A pxGrid 2.0 =% &5 Y ). pxGrid 2.0 =3}
a1 sk 9 o Aol -l el Aol A 7F F41 JIE o] 2] REST % Websocket X 2 EF-& A}
L3t} I E Y = pxGrid 20| A E Fd S o3 A T2 EZF 7 A3l = Aol FHUTH

pxGrid 2.00. 2 9] A 8-S A A3st= o] -0l gk &}A| gk W8-S pxGrid (Cisco Platform Exchange Grid
g5 Al E Fxe Al 2

[l CiscolD A v~ <zl B3 Pl s wE, e~ 30


https://developer.cisco.com/docs/pxgrid/#!introduction-to-pxgrid-2-0/introduction-to-pxgrid-20
https://developer.cisco.com/docs/pxgrid/#!introduction-to-pxgrid-2-0/introduction-to-pxgrid-20

Desktop Device Manager(H| 2~ =35 T]uj-o] 2 2] x})oll A v o] 2~ 2}91 7 2] 719 “1¢j o] .

Desktop Device Manager(tl| 2~ =135 t]n}o] 2~ FE] zF)ol| A Wl o] ~2}<l 4 2 5] 1g o] A

CiscoISE H 2]~ 3,002 g adg el = 3w = FE 3 X & AF&-8}of A2 ¥ Desktop Device Manager( &l
245 vupo] 2 FE| A AWl e o] A wo] ~etel A A A EshA] 9= Alo] 5
g5, =7 2H O] e MAC T4 99 AF 71eS AHEShE 49, MAC 54 ti2l tato)

2 A AR Windows A EFEJES Flsto] A& =9 5 AFHH

H] 21 2~ A 3} Desktop Device Manager A1 H ol A A %

RS s PR N ﬂ%ﬂ%QE%%ﬂﬁﬁﬁmc%im
A Eluhol 2 AE RS ALE 5 A 2

1

-Q,
0 OJ./
m _4
Y
i
I
)
2 3
é
-0,
[
k)
O
o
iy
tlo
~
ol
ofo
ol
on
a8

Cisco ISE ACI-SDA®} VN <1 2] 53t

Cisco ISE 2 2] 2= 3.0 Cisco ACI 91 22} 233 Cisco SDA(Software Defined Access) 3| H. 2] ol T
sk n g 9 EuQl 7t AbE ko] e MRS Al o] ol A= EPG 2 SGT A K9]
2% 2 W3k SDA VN(Virtual Network)2- Cisco ACI ¥ B 8] © & 32 SDA W ACI ¥ B 8] dlo]¥ &
Q1 A5 3}, IP-SGT ¥FQ1 Y 13}, pxGrid ¥ SXP =12 vielY A 5S|4y,

M= U 2 ok A ek 2 B el whel,

QtElmbol 2] 2 Bl QbEl o] o] Z 4 WA

oA AM FH

t}= DNAC A ¢

Cisco ISE €& 2= 3.05-H &= HES 79 <l
e A T2 3G YT 5 9
olef 2 % orE W elol o] Ak M AS Fa)
Helol 271 AF 0w Yo EFtna

M= 2 ok S EOIEA MBS P AS 55 R, Beto] ot v,

e e QrEjubol )2 3 eheE glo] o] # 2 1)
] AL QA= EAEI HESD G ) bl
% S %wiTMA4waw1aégﬁa

53l Zehol Aol ool AES Aukah L2 7k gheslE A9

T—F=

o7 ZElo]AEE A '%L]E} A nyConnect= 2 Q 3} %] 5t

MU 2 g3k 1R R YA £ oo BT Al A EAIS A e,

Cisco DNA AlE] Al 212 ol = ¥ Q1 E & 25,000~10,0007] 7k4] 8748 4= ¢35 Y T}, Cisco ISE= 2
al o] At ol e 2 sabal 5 o) Lieh &A= 5Lke] Cisco DNA Center A 2< 813} 3hike] Cisco
ISE A ~Elet Z318l 4= 9l &1 ). t4F X DNA ISE 7" ol A+ o1 2] DNA Center 28] ~HE ¢
Cisco ISE®} B3}t o] S A& 4= A5 YT Cisco= ©] Al Cisco ISE -5 9 tF% Cisco DNA Center
=2 2~ B (Multi-DNACE 1L = $hHE A g o},

Cisco ID A1 B2 o Ao 3t L~ wE, A~ 30 .



. Premier 2}o] A2

H] =Y 2~ A 3} Cisco DNA Center?] o A2 o] 1S 93t o] 7] 52 AF&-3HH, Z o] 470 9] Cisco
DNA Center & 2B & @ Cisco ISE A| 28l 3} F3tst 4= gl 5t}

Premier 2} o] A

t}&- 715 S AF83 el ¥, Cisco ISE Premier 2Fo] A <7} & @ sk}

o= Lol E /\ELT—HE) ]_ /\],

V3 . —

Endpoint Scripts(

7 AFY

Endpoint Scripts(N =X E 2T HE) upFALE AFEsHH, AZE =FREo A 2T HES A8
sho] 240 LT RS Eooke e AU BT 5 AU o 710 ALERA B 4T
]

Aoy AA, ZRA 2 = of Z] 7
2+¢jo] gk
2z Aok 249 a7 AFEE E87] 918 A d=XRIEA e A4S fA T4

Y.

-1—1

F & §05 Cisco ISE 219 18 o] 9] 75, th5 Al =¥ Q. Aglo] S5 5] =%] g1y},
o] Cisco ISE 3300 & 2] 2] 3=9 o] Z23% 2 A %] of] o 3+ 2} A| 31 182 Cisco | SE(Identity Services
Engine), 2] 2~ 1.2 3t =9o] A APAE

= 3=

Cisco ISE, H 2] 3.0 U TR FA A2 2 Ay 5 hFHH

ELAN = ZAE

st=glo] ZAE A9 g o]

Cisco SNS-3515-K9(4 &) o Z ol A~ =9 o] AFYES Cisco SNS(Secure Network
- Server) o] Zefol A4 st=gllo] A A A A E A8 Al

Cisco SNS-3595-K(th &) o

Cisco SNS-3615-K9(%~ &)

Cisco SNS-3655-K9(Z7F)

Cisco SNS-3695-K9(tH &)

[l CiscolD A v~ <zl B3 Pl s wE, e~ 30


https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-guides-list.html

St=slo] ZHFE v 1ol A

Cisco ISE-VM-K9(VMware, Linux KVM, « CPU ¥ | &22] H4 A& Cisco | SE(Identity Services
Microsoft Hyper-V) Engine) A %] A v 4] £] "VMware Appliance Sizing

VMware ESXi 5.x, 6.x, 7.x Recommendations(VMware ] Z2fo] A~ 7] 274 A
AR A S A A QL

« B 3= ]2~ A 7]+ Cisco | SE(Identity Services
Engine) A %] A vg A] 2] "Disk Space Requirements(T] 2~
A E7E 8 AR AR S A A L.

« NIC-1GB NIC 1E| o] 27} B g 3ttt} F o 6711 9]
NICE A A& 4= 9 HFY T}

A Zoll = ¢ Foll JE ¥ =335 A Administration(¥2]), Monitoring(X- U B ) & pxGrid2} -2
EQ FA] Q4 H2LUE ALE5}Y] Cisco ISES A E 4= I5U T o83k H 244 ]9, Cisco
ISE®l| = Policy Service(“8 #} A1 1] 2~) W] o] T2 /-3 o] 7| 2 Axvh(ell, Profiling Service(ZZ 2 3t 4 & A H]
22), Session Services(A] A A H] ), TC-NAC(Threat-Centric NAC), TrustSec-& SXP A1 H| 2~ TACACS+

Device Admin Service(TACACS+ t]H}o] 2= 2] A]H] 22), Passive Identity Service(Z] A| B ID A 1] 2~))7}
E3tE o] AdFyTh

] * Cisco ISE, E 2] 2= 2.4 o]l A Cisco SNS(Secured Network Server) 3400 Series ¢ = 2}o] o1~ 7}
A F = A FFU

« VM o] Z&o] 2 73] e o] A ol 1= 16GB 1] Fhe] v 1.2] shrdo] X ¥ %] <51t} Cisco ISE
&2F A 7F WA 8F= 7 9-, Cisco TAC(Technical Assistance Center)ol| 4] Al o] 25 &G 7] Mol &
EAREAE S v e S 16GB o] o & WA dloF gt

* Cisco ISE, E 2] 2~ 2.0 o] ol 4 = 2| A A] ACS(Access Control Server) 3! NAC(Network Access
Control) o] =¢}o] 1 2~(Cisco ISE 3300 Series E@')ﬂ— 2D A FE5 YT

A= 7HE 87

Cisco ISEx= U3} 42 714 8- 3%

il
o
ro,

A

Sasia s
* VMware ESXi 5.x, 6.x, 7.x

* Cisco ISE+= VMware ESXi 6.57} 4 2] ¥ Cisco HyperFlex HX-Seriesol| A 7154

[Sl=

« VMware =2}-%-T0f| Cisco ISES A X| 3}= X 2 A 2= VMware 7H 7 3 E 9 Cisco ISES
}Sj] 3]'{‘ Eixﬂ ./3.9]- 7(3 @1——5] %?’JJELL] E]—

* AWS(Amazon Web Services)2] VMware Cloud®l] -5 % U Cisco ISE 7} % € : Cisco
Cloud”} AWS®l| A4 #|-&&}= SDDC(Software Defined Data Center)l| A Cisco ISEE &2~
a5 gtk 3ol 7%, B crhel 2 B AH| o] AT 5 g,
VMware Cloud®l] 23t Wt 1 4 S A8l oF It

Cisco ID A1 H] 2~ Ao 3l Ay~ B, He] 2~ 3.0 .


https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html

. FIPS(Federal Information Processing Standard) == #] ¢

» Azure VMware <74 ol -5 % Cisco ISE 7} H FH: Azure VMware &5 2 7] &
Z © 2 Cisco ISEE VMware 7Hd AFEHE 32~ 7:5:} T = Azuredl Al VMware 9] =1
25 APy}
* Microsoft Windows Server 2012 R2 ©]/3-2] Microsoft Hyper-V

* QEMU 1.5.3-1602] KVM

FIPS(Federal Information Processing Standard) = = =] ¢

Cisco ISE= ¢ W t] = FIPS(Federal Information Processing Standard) 140-2- 73 5 ¢+ 3.3} & &, Cisco

FIPS Object Module W & 6.2(1 541 #2984)E A&t} FIPS H Zetol A~ S ol o &k AA s

=) = 6 X z=
g W PR A5 BRAYA

Cisco ISES A] FIPS =7} S48t ¢l 4§ -8 A8 a1 sk Al 9.
« ZEHFIPS 5.3 945 IF-S v @A skE U
« 2154 H 7HQ1 71 FIPS S8k afA] B ¢F 58} drare] Suk ARg-s) of .
* RSA 7l Q1 7]5= 2,048H| E o] /Jo]of of gh T},
+ ECDSA(Elliptical Curve Digital Signature Algorithm) 7] Q1 7]3= 224H] E o] o] o of gt}

* DHE(Diffie-Hellman Ephemeral) ¢ & & 2,0484] E ©]/2] DH(Diffie-Hellman) 71 ¥ 5=} $}7)
25 o

« SHAIS ISE 24 A Q1 ZA & AT 4= g5y ).
« EAP-FAST?] 1™ PAC 2 H| A &4 0] 0|84 85 51t

« 27] SSH A ¥ & FIPS R = o] A 2% gt}
« Uhg Z 2 EZ -8 RADIUSO th3l FIPS oA 2] Q5 %] et}
* EAP-MD5
* PAP
* CHAP
* MS-CHAPv1
* MS-CHAPv2

* LEAP

- )
A A E = BebeA
A 4 &= Admin Portal(Z2] A X E)8 B4 = &3 254
* Mozilla Firefox 80 ©] 3} B &

[l CiscolD A v~ <zl B3 Pl s wE, e~ 30


https://www.cisco.com/c/en/us/solutions/industries/government/global-government-certifications.html

3kol # External Identity Sources($] - ID 4~ ) .

* Mozilla Firefox ESR 60.9 ©] 3} H A
* Google Chrome 85 ©] 3} ¥ %

* Microsoft Internet Explorer 11.x

g}-o] ¥ External Identity Sources(&] 5- ID 22~

¥t 2: 8k21 %l External Identity Sources(<] - ID 2~2~)

=

External Identity Source(%] - ID 4= 2~) 0s/4 A

Active Directory
12

Microsoft Windows Active Directory 2012 —

Microsoft Windows Active Directory 2012 R2 —
3

Microsoft Windows Active Directory 2016 —

Microsoft Windows Active Directory 2019 —
4

LDAP A 1]
SunONE LDAP Directory Server A 52
OpenLDAP Directory Server 7 2.4.23

XE LDAP v3 33 A1 —

B2 AH
RSA ACE/Server 6.x Series
RSA 15 &2 =} 7.x 2 8.x Series

RADIUS RFC 28659} & 3t% &= & EF AW | —

SAML (Security Assertion Markup Language) SSO(Single Sign-On)

Microsoft Azure —

OAM(Oracle Access Manager) B A 11.1.2.2.0
OIF(Oracle Identity Federation) B4 11.1.1.2.0
PingFederate 4] ¥ WA 6.10.0.4

PingOne Z&}-9-&= —

Cisco ID A1 H] 2~ Ao 3l Ay~ B, He] 2~ 3.0 .



. A Q¥ = tEnbol 2l 2 Bl Qe Sl o] A%

External Identity Source(2] 5~ ID 2= 22) 0S/H =
Holol= 8.1.1

FE SAMLv2 3.3H 1D A 32 —

ODBC(Open Database Connectivity) ID 2=~

Microsoft SQL Server Microsoft SQL Server 2012

Oracle Enterprise Edition 2 2] 2~ 12.1.0.2.0
PostgreSQL 9.0

Sybase 16.0

MySQL 6.3

A2d ZARJNUAIEE AR A E)

Facebook —

! Cisco ISE OCSP 7] % Microsoft Windows Active Directory 2008 ©] ol A 7k A28 4= 9l 51

.

2 ISEY = o] 20071 9] EHQl AEZ¢
A,

A4 ©F<pCc FQDN> -DC 4 &&= Ao 2007 =3

=

748 5 AHUTh ARE 295, he 0 R

Cisco ISE+= Microsoft Windows Active Directory 2012 R22] &&= 2| A A] 7]5S #| 4 3}FA| vk,
Protective User Groups<} 72 2012 R29] A1 7] 52 A4 3}A] 5T}

Cisco ISE+= Cisco ISE & 2] 2~ 2.6.0.156 3| %] 4 o] o)l A A| 3% = Microsoft Windows Active
Directory®] E& Bl AA] 7]55& AL T

ZFA) 8 W88 Cisco | SE(Identity Services Engine) #H2] 2} A A & 2514 A 9.

A =] = FE Hpol | & B RbE] T 9 of A3

ISE Posture Agentol| A] ] a}+= QFEnfo] 2] 2~ 9l QFE] ™ ¢l o] A&l o g+ 2k & U] -8 Cisco
| SE(Identity Services Engine) & 8+4 A ™ 4] 2] Cisco AnyConnect ISE Posture A ] At EE 33 8}4] A]
o

.

7= % OpenSSL B A

Cisco ISE+= OpenSSL 1.0.2.x(CiscoSSL 6.0)= 7

ax
ol\
i)
32
f
i
o

[l CiscolD A v~ <zl B3 Pl s wE, e~ 30


https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-device-support-tables-list.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-device-support-tables-list.html

ERE ERC R PR

G 3 Al S AL B s W

Aol =

A28 o] = 5~ LDAP AW A} +-73

Al gk AL}

713 S 2BV Q] e IP7F fulo] EX A ¢hof /15o] A FTh Cisco ISE 75 3 & sto] 75
ID7} /A =] = 73 &ko] Q7] Wiyt

=z

Connection($1Z) ol A Specify server for each | SE node(Z} ISE ;== thsf] A ¥ 2 4) A4S &
A 3lslE 49 o] A8 BelW i ool Z(=)S 288kl Administration(2]) > Identity
Management(ID 32]) > External | dentity Sources(2] 5~ ID 42) > LDAP > Add(F7}) =+ 7] A
W& d 8% o5, PSN©] 31+ Cisco ISE 755 9 L8l o] =3atH -5 ID7}F Al Q== 4 3] &

Y.

of 3l LDAP A1 A& Al 74 F th. AFA$F U8 "Cisco Identity Services Engine 32
2 AT A, He] 22 2.479] o F 1D A A E AFE-§F Cisco I SEol| g e A2 <] LDAPID A2~
%l

Cisco ISESN 4 Y 20] 5 AHE5HES AX 8t WAL FYT 4%, Lehel mo ool Yol 2o =
VAR 75 e Bk TGE|e] 94 @ eh o2l % 7150l e A4 3 8-S Cisco
ISE ) WA, A5 308 FEeA AL

xg H
e go] s A AL 12 H o] A

s Jagel= Aap dA =4

S U2 FHEE Cisco ISE, 8] 2 3.00. % ¢ 1go] =3 4= 95Ut}
*24
*2.6
«2.7

Cisco ID A1 H] 2~ Ao 3l Ay~ B, He] 2~ 3.0 .


https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html

| IEEEREETR

Cisco ISE, E &2~ 1.2 9| %] 14K} & W72l A9, WA Qo] A H e~ F 3=z Jagol=
shobg e 2~ 142 g agol=sloF Pyt

dadlo| =5 Al &str] Adoll, 71 B o] HAl A & ol =sk= Aol 54

e ol = w 7] 4]

Aol = 371 A W APy = FHFel Ul g A B = Cisco ISE Software Download(Cisco ISE 422 E
o] thEm =)ol A gQle o= 5t

73 b

Base, Plus, Apex 5 Cisco ISE, & 8] 2 2.xol] AF&-% &= go ]/\4 27 A gol o =2 WAEHUF
Ut} Cisco ISE, d 2] 2= 3.0l A i= Essentials, Advantage 2 Premium &2}¢] A~ 5 /\} 3t} Cisco
| SE(Identity Services Engine) ¥H2] 2} A g 4] o] "glo] A" &8 22314 A Q.

Cisco ISE, & 2] 22 3.000| A 2}o] A 2~ AL-8-5 84 815} 2 W, CSSM(Cisco Smart Software Manager) S &
a 7] 2ntE = 7] E gl A8 A ﬂ'o]”/\ o= weksof gt}

g relo] = Al AA 27

Telemetry

crAE HolHE A ISEM A o2 g ago] = d o= 9l #]lshe |, ISE 2 ZE gl = gl
T1# o] =&}7] # o] URT(Upgrade Readiness Tool)E A & g v, t 42 9] g0 = Al j,Hl—:_ )
olf] reo] = FA R HAF YT URTE A A 18 o] =317] ol tlo|El & A58t
AR, 75 8 75 542 153 925k 3 A 1 5. URTE Cisco SE Download
Software Center (A2 E ¢o] AlE o2 =)o A thE 2= & 5= gl

=2 T x4/

cJadeol=& A &str] Ao, e #- X & A A5k 3ol EHU

o

ApA| & )-8 Cisco | SE(Identity Services Engine) ¢ 22 o] = A A & 3 Z 34 A Q.

Ax] & ] x-of A 2113}, Cisco ISE Telemetry Bl 7} s} of] e Th o] 7] %S A}
%3}04 Cisco ISEx= 75, M/ E9 A A & tnfo] = I mapele] 9l ARR 591 7 Ef A H] 2o T3t
A3ahA| e e QHaEhl 51 T T 570 5l tﬂo]Eib &% 2] o] A Bk uhe Au] 2
52]r F7FAQ 715 S Al Fste o Areg Yt gy W ED V)5S 7B o2 A stE YTt o 7S
EGHES 2 *JEMH u =7 821 ¥, Cisco ISE GUIC A] uﬂW ool #(=)S 23kl > Settings(X
1) > Network Settings Diagnostics(M| E ¥ 2 A4 2 eh) > Telemetry(2 A w E2]) & A &gy} of

THEE ZF Eol A ARyt 24 BejA AR A E R R Ale e syt

Telemetry(2 &l W] E 2])= Cisco ISES] e ¥ 7]5ol 3t 783 A HE A FF YT} Ciscodll A &=

A v E ] & AF8-3}o] Cisco ISEE 75 FHIT | 9] o] Zefo]d 2 gho| 3 Alo] & ] & /i d vt
AF & o] HolHE st o] oAl ¢ Y& AR A2E AFe 5 A5t o] tlojy % &
& &2 S F3l Ciscor= A AR FA & AP el hotalar, An) 2~ B X8 7 A8k, A 28 7]

[l CiscolD A v~ <zl B3 Pl s wE, e~ 30


https://software.cisco.com/download/home/283801620/type/283802505/release/2.6.0
https://software.cisco.com/download/home/283801620/type/283802505/release/2.6.0
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html
https://software.cisco.com/download/home/283801620/type/283802505/release/3.0.0
https://software.cisco.com/download/home/283801620/type/283802505/release/3.0.0
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-guides-list.html

EEECDRREEE SN |

T 7)E 71 l A F7F A E 0}71 23 ol = A gPslar, gho] A QlEfo] EHE 2 g% 7Y
Ao gk vl Ee] s T3l IT HS A9

7]5 o] ] &d 3} $ Cisco ISE7} 2 W Eg] dlolH /5 Xt W, Hdl 24 Al gto] A€ 4= 3]
Futh

A== dlolH -3 ol = Product Usage Telemetry(#] 3 A}-& Telemetry) % Cisco Support
Diagnostics(Cisco A ¥ X &h)7}F QL5 o},

715] 19 o] A AAL 2.7 A

EUEH Y

)

Cisco ISE<}

e #+¢ Cisco ISE 2fo] A~ @ 78 A &3)oF g}

« 441 S22 A 8 of .

ISE F4& A, e 2l aaB dxa AL,
s Cisco ISE A| #}3}7]
* YouTube 2] Cisco ISE #d H|T] &
» Cisco ISE 2 WSA &3 4 ™ A]

» Cisco | SE(Identity Services Engine) #+&] 2} A1 W A

A 4

A28 RUEE D FA sl Aol o gk x4 gk U] -8 Cisco | SE(Identity Services Engine) ¥2] A} A
A19] "Cisco ISE U H g 9 A s A" A& FHxsk 4] Al 2

ZFA| & Cisco ISE =+ 2 2Fo] 7] % H.+= Cisco ISE(Identity Services Engine) 7=+ A " A & 3323}
Al /\] o
A=} -

Cisco Digital Network Architecture Center2] 5

Cisco ISE9} Cisco DNA Center = ¢} Cisco DNA Centerol| 4] 253} == Cisco ISES 143 3= W ol
o) &+ A} 4| 8+ U] 8-S Cisco DNA Center A8 4] & 223814 A £

Cisco DNA Center$} Cisco ISE & .84 of] o gk 2} 4| 3+ W] -8 Cisco SD-Access . 3H4] m EF A5 23
S Al 2

Cisco ID A1 B2 o Ao 3t L~ wE, A~ 30 .


https://communities.cisco.com/docs/DOC-72583
https://www.youtube.com/user/CiscoISE
https://communities.cisco.com/docs/DOC-64012
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/dam/en/us/products/collateral/security/identity-services-engine/guide_c07-656177.pdf
https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/tsd-products-support-series-home.html
https://www.cisco.com/c/en/us/solutions/enterprise-networks/software-defined-access/compatibility-matrix.html

. Cisco Al =¥ Q1 E B2

Cisco Al &l =

1Y

o]l E

— -

)=
4]

CiscoDNA I=¥RIE A2 A= E L2 3hly 44

AU MEstE A=xRJNE 2 do] S ot d =¥ Eof a3ty 4
A 74/\}2 Z3l =3 ¥ A B9} Cisco ISE, Cisco SD-AVC ¥ W E Q] I tjnjo]| 2o} e Ahrol X2 H
& A5l Q=R E L2 5l e S ey

Cisco 21F A5 d=XQQE &

—_—a v — L

S Z ) A3}= Cisco DNA Al E] 9] &5
NS

1%
rlo
o

ol A5 @ WAl HY 7] 5S A&Ete] §ALE

SIS
T 1
QIEE @A o7 IF3 gt IT Bl A= o] 88 155 @Efﬁh dol &g a3 4
t}. Cisco ISE ©] 7} E & &3 ¢ 1] 2 Cisco DNA Al E| o] &2 3} 79, Cisco ISE0 A o] &

EJE Hol&& AT 7 5 U

Cisco ISE ¥2] A}+= Cisco Al Endpoint Analytics2] ©] 1= ¥ E #|o] &5 A}
of AS AAE 5 AFUT ol g 9 Fo S Faf < E

QAR ELA

EH-E];_L A sk oﬂ,q]/\ :,q:s].;dsl-o ;q]_x.zﬂ— O]QT/]V%,

“

—_—

A A Hhe- 2= YA A

o,

4

Cisco ISEC] #| X & A -8-3}+= d] 3+ 9| X] u}d & 7}#] 2 2™, https:/software.cisco.com/download/
home®l| 4] Cisco Download Software(ﬁ‘:iiE o] -2 =) A}o] E(Cisco.com 2191 A4 S S A
&8 oF ghell 21918}z, Security(X.¢F) > Access Control and Policy() Al 2~ 7l o] = A #) > Cisco

| SE(I dentity Services Engine) > Cisco | dentity Services Engine Software® ©] &3}, 3 3] 1}< o] &
AHE S 2 A 2=Eol A gy v

]/\E“Oﬂ X = 285 W ol o) g %] 2 Cisco ldentity Services Engine ] x| A A o] "4
E9of s x| A" A FHEsH Al L.

CLIE AH&3to] s & A ]
Al s x] AR A A S S

Holl o 3F %] -2 Cisco | SE(Identity Services Engine) CLI 73 A1
A

=
l

4

He 224 %] 4 o] S HAAek= 41, 712 o] = Foll CLIMH| 25 A2 o= ARE-8
A FHuth o] Al7kel] CLIC A 23 }% d-F-, CLI®l = Stub Library & & =+ $l& 7 " AI A 7} 3
*1%144.1311%41 2 AR 7F kR H ™, CLIAH 25 A ARG = s Th

Caveats(7d 1) Al A of| = B 1 ID9} ¥ “1of] tf gk 1hekgh Ar o] 3E3hE o] lsUTh 574 7 atol di g
=78, 271 9 a4 uhof] o gk A gk 1] -8--2 Cisco BST(Bug Search Tool) & AF-8-3F4] A Q.. W 1
BRAE BEdE U

[}
f
R

S
m

v 2 7 31(Open Caveats) A Aol = A A HE] 2ol 2853, CiscoISE 3.0 o] d ol 484 4
1= %) A7 b slol izt ol 9l o)A del A, o s R Rl A
AE 7R BE s Ha) o Ae=k)

[l CiscolD A v~ <zl B3 Pl s wE, e~ 30


https://software.cisco.com/download/home
https://software.cisco.com/download/home
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-command-reference-list.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-command-reference-list.html
https://bst.cloudapps.cisco.com/bugsearch/

Cisco ISE 2 2] 2~ 3.09] 3| 2 ¥ 7 1.(Resolved Caveats) .

Bug Toolkit®] 242 ¥4 4| E<) BSTE vI=912 919 ha) 9 tjulo] 2 24 52 2]
HEHES A AU Th AF, Dol 2 BE S8 7 F 0% Mg g st W AR,
A 5ok e F0 dlolEE AR S gk o] gl Y 44T g2

=z

[e]

http://www.cisco.com/web/applicat/cbsshelp/help.html®l] %)+ Help(Z==2) #| o] A &

Cisco ISE = ] 2~ 3.09] 32 % 73 11(Resolved Caveats)

TA D HE 4

CSCu002920 ISE7} access-rejectol] 4] /4 ¥l Radius AVP 182 QF313}A] k-5

CSCuz02795 E Aol A2 A& 1F ) GET-BY-ID &5 A &5 <9

CSCvad4035 AN 7 Q15-9] VPN AFE-AF2] 7 9-of &= ISEol MAC 4 Al el IP =27} 3EA]
Ayt

CSCvb55884 ISE RBAC Y| E 9] =1 tjulo] 2 73/91 %] K77} 258k &+

CSCvd38796 AD7} authC 2 authzZol] 2% A8 5= 729~ RA-VPN/CWAS! t3ll 7 41¥ AD
Tl 5S40 gl

CSCve89689 MNT API:= 55 # A5 A 438k &+

CSCvf30470 3.6.113622 7F74 &4 ZE5Z 18 o] =3 & MAC OX 2 9]

CSCvg50777 nas-update=true ] 7+ £ 0 & 218, Al A o] 214 ¥ A k&

CSCvh77224 ENH // HTTPS Proxy(HTTPS 225 A] )& A}-&-¢h Smart License &5 A ¥

CSCvi35647 0% =X FE0 4 PSN Ftoll £23 A A el S FFalok &

CSCvi62805 CSCvi62805 ISE ODBC7} 4 ¥ A1 2 zlol] whe} MAC 42 WElalA] &&

C8Cvj47301 wE g W AT 5 i A9, ISEZECoAs B4 T4 Al AE R
Yt

CSCvj59836 [0S trlo] A& &1 = ¥ E o] QE}

CSCvj77817 2.3P4,2.4P3 @ LEl o] =7} 0S Q1 # o] = Foll A uf 3t

CSCvk04307 ISE AI2E/BYOD ¥4 AA =7} 1.1.1.1% g a4

CSCvks50684 S 2=EU9l W7 Al RADIUS DTLS % 39 AR-§-o] A} 2}A] A7 Q15A ol &
B4 s

CSCvn02461 Cisco IP Phone-& Z 23} 2] ¢t o] E 3 3+-8832,7832

CSCvnl2644 AD £73 0] ti gk A W71 ol ISE7F 5= %

CSCvn48096 T Context Visibility(“d- 3 7FA]A) 3] 0] 2] ol 4] Checkbox Al(EF 4-&) A=
AEQIE ERlghe] e A &

Cisco ID A1 B2 o Ao 3t L~ wE, A~ 30
I .-_


http://www.cisco.com/web/applicat/cbsshelp/help.html
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuo02920
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz02795
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva44035
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb55884
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvd38796
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve89689
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvf30470
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvg50777
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvh77224
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvi35647
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvi62805
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvj47301
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvj59836
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvj77817
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvk04307
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvk50684
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvn02461
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvn12644
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvn48096

. Cisco ISE 2 2] 2~ 3.09] 3| 2 ¥ 7 1.(Resolved Caveats)

A D HE A

CSCvn73740 A=FE ZRulgo] o = ¢l& o2 A4 % EAP-TLS ¢1=o] = WA A3k
ool A A sl g o}

CSCvn99149 d 7N A] Ao & 1] F ), No-cache 2! No-store = A2 74

CSCvol5770 47} Context Visibility(% 3 7FA| A)oll HTML Z =2 A 2

CSCvo22887 ISE 2.4 URTOA] 1= =7F 2| 13z o] Zefol ol 2ol 9li=7] BhelabA] &

CSCvo28970 Cisco ¥ A] ol o] A E A8 Al AnyConnect®] Cisco NAC Agent 2 3EA|

CSCvo84056 Self-Reg Success page( 4 3 &5 A &~ 9| o] #]) 2] "A}-g-2} o] F/H| W H & 4] 3}
Y= H &4 517} #| o] A] BEE Sl E 3 A 5

CSCvo87602 openldap rpm©] 2.4.44 WA S A8 F 21 [SE == 9] ] 7=

CSCvp42493 7|2~ E ERS API "SearchResult" % 7| 7} TH& API9F U x| 5}4] k54 T

CSCvp59038 ste ip 47} 169.254.2.2¢] TFE ISE ==& RSTE 43} ISE K% PAN =
=

CSCvp61452 [ENH] # %] A X ©A] Fol o}7Fe] B 2| A

CSCvp85813 ISE TACACS livelogs®ll = 54 NASIP 42 AL-g-3to] e H et = gle 34
o] gl HTh

CSCvp88443 Al Logical Profile(v=2] 4] X =2 3}<Y)°] Authz Policy Exceptions(Authz 7 ] o 2])
oA AR-E-¥] 5= 73 F-0ll &=, ISE CoA7} 53 #] &5 Ut

CSCvp93322 3 (Longevity) Bl 2 E 5 MNTol| A 233k v 2g] Z7}

CSCvql2204 ISE 2.4 SNMPv3 A}-8-2}7} ThA] R = 3 251y | A] 7} 3715 o] SNMPv3 Q]
ol Ao gEFy

CSCvql3431 227 Y RADIUS 229 Fof AEAE 548 7H4 Q& <L ISEPSN ==
==
5=

CSCvq43600 H| 241 3} ] PSN 9| 2 41 o] 2] vk TACACS EE 497} A4 48 54Ut

CSCvq48396 B Ao Lol A E R0, ise-psc.logoll ORA-00001 o 2] 7} EA]

CSCvq61089 SAML ¢15S %3 BYOD &5 9 3 My Device Portal(t] T} v}o] 2 FEl)d|| ]
vpo] =7} FA B A e

CSCvq70247 A THAZE o] v By "e5 e golEe] FAHA Fe

CSCvq88821 APO| AZAH MA| 2 29]x] 0] SNMP E] 0 7 ol3), 25ty T & upol o] it
/\g 61—14 r/].

[l CiscolD A v~ <zl B3 Pl s wE, e~ 30



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvn73740
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvn99149
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvo15770
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvo22887
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvo28970
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvo84056
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvo87602
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvp42493
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvp59038
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvp61452
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvp85813
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvp88443
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvp93322
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvq12204
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvq13431
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvq43600
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvq48396
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvq61089
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvq70247
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvq88821

Cisco ISE 2 2] 2~ 3.09] 3| 2 ¥ 7 1.(Resolved Caveats) .

A D HE A

CSCvq90601 EAP 17Z: Dynamic Attribute(5 %] 44) 2t AF8& 5= gl Ut

CSCvr07294 RADIUS ¢15 % RADIUS A4 B Ao =

CSCvr22373 ENH: 7] ¥ o]l E 21 API A9, Passive ID(¥] A| B ID) 7] 52 9|3+ EVT API

CSCvr39943 CTA Ze}$-=o A TC-NAC o] HE| 2 2 5= 93 o|flEo] gk vl 2] 7}
3

CSCvr40545 7Nel 7] erE ol Aafs A9, 3 ¢+5 ¢lo] EAP-FAST ¢l A 9 &5
}.

CSCvr40574 ISE GUION A 7% 7] & sholl @ F7F A 3hA] ¢k 7 -, ISE GUION A U] 1.
Wi 71el] Ao 5Tk,

CSCvr44495 pxGrid7} MnT ©|HIE & A A|}A] &5

CSCvr48726 [enh] SCCMol| W& A Z2ko] A 2= vnte] = A Q15 7 2] 8] A3t 314 57}

CSCvr68432 24P10 I=X Q1 E7}RESTE Fal F7FE W, "= R oA nk A 2 gigol
FA14

CSCvr68971 ISEIP 2H-9-9 -1 =% &4

CSCvr70044 =& 2= Fol| ISE Posture Moduleol] A "7 2 A W] 7} BF4] 5] %] ok

CSCvr81384 HES T tuto] 2 CSV 744 @.7] A3, o]t glo] Z2A 2= 25 T

CSCvr83696 ISE: Account OU(®1 7+ E OU)E W73 &, 7§ A1 &l AD OU7} A} OUK.TF $-4
s

CSCvr84143 ISE A~ E 0S°l A tzdataS ¢ do] Efof g

CSCvr85363 AHEAF APIZ QISHISE §f &

CSCvr87373 ACI v o] SXP pxGrid &H5-of] AlA = #] &2

CSCvr95948 ISE7} 2 S % 9]} syslog A4S A 2484+ 5

CSCvr96003 SYSAUX H| o] & F7Fo] AWR 2 OPSSTAT Hlo]H & A=A 11 &

CSCvs03810 AFEAL7F W T2 A =9 - ISEZ}F RADIUS H LA o] &ulE A8
FAIBHA e

CSCvs04433 ISE: TACACS: TACACS+°| 4] PSN &

CSCvs05260 ] @ A (Aol 1 Au] 2 EST AR 2 S5/ A =

Cisco ID A1 B2 o Ao 3t L~ wE, A~ 30 .


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvq90601
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr07294
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr22373
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr39943
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr40545
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr40574
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr44495
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr48726
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr68432
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr68971
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr70044
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr81384
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr83696
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr84143
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr85363
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr87373
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr95948
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr96003
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs03810
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs04433
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs05260

. Cisco ISE 2 2] 2~ 3.09] 3| 2 ¥ 7 1.(Resolved Caveats)

TAIDHE A

CSCvs07344 ISE: 2.4 3 2] 99] 1] Z1ef o] A A d A o] F/dH o2 SR H AT e E @77}
A ot

CSCvs09981 ISEQ] 1§ == Abo] o] MAR 74A] 2910 2 Qlall, A 5] 3h COAS HE Yok
715 F7}F

CSCvs19481 Cisco ISE(Identity Services Engine) At E 7+ =~ Y& F k4

CSCvs23628 T o] UA e Foll = G <l WS BE Policy Sets(4 H HHE Al Bt

CSCvs25258 FAPE NS A U F1 A

CSCvs25569 3% Root CA(FE CA) Q154 7} 5=2H¢

CSCvs36036 AR-g-A}7} 1Pv4(EE = IPv6) S A B8t 790l &, ISE 2.601 A &= dACL -3¢l 4
o 2] 71 €] Rl =& &]-&3oF it

CSCvs36150 ISE 2.x Network Device(Hl E ¢ 7 tju}o] ) 2 o] Tk

CSCvs36758 ISE 2.6°11 4 27]¢] & & & CRL URLS T4 T 5= 9l

CSCvs38883 L ¥ Ho|H & F Al 8k+= TrustSec "I E 8 2~

CSCvs39633 NAD Z15 CSV 7k @ 7]l A &= A H d=of A= L BAHE 883 of
Eiani=

CSCvs39880 Xms 719 @] o] 3 5o 2 e

CSCvs40406 A& 5= 9= CA 915 M E Al A8k= 59 SEC ERROR_BAD DATABASE
7h A28/ v B oL =00l A

CSCvs41571 Self-Registered Guest Portal(1 X 5=% A AE ¥ E)o| M ALE §3 A4S
A 7 ol

CSCvs42072 Static Group Assignment(d 2 713 )

CSCvs42441 SMS 2 LDAP o] x| &] Ao A wtas Au|A AA B|dHS

CSCvs42758 EA Z7 A CRLY| WHE =

CSCvs44006 Cisco ISE(Identity Services Engine) AF] E IF A~ H ¥ F oF3

CSCvs44795 ISE7F SGTE &Hh= A ddle] EdhA] &5

CSCvs46274 RADIUS A4 ¥#2] B 7} 258hA] e g-ol 78 #he] gl F=7F A 5 A
s

CSCvs46399 url-redirectol] o8k Authz T2 9 3133 T &2 9} Yo A 43 HTTPS A2 3]

<] 0]’7(] OW‘}\?:

[l CiscolD v <1xo] 3 Ha] 2~ v E, Ha] 30


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs07344
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs09981
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs19481
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs23628
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs25258
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs25569
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs36036
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs36150
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs36758
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs38883
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs39633
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs39880
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs40406
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs41571
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs42072
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs42441
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs42758
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs44006
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs44795
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs46274
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs46399

Cisco ISE 2 2] 2~ 3.09] 3| 2 ¥ 7 1.(Resolved Caveats) .

IAIDAHE a7y

CSCvs46853 DNA-C$} 538k 53k, CN©] U S ISE 2.6 CA Q1541 7F A8 & = 9= A
ol A A

CSCvs46998 Z710] gho]l B gl A Abeh A RE o] 3] DBl 9+

CSCvs47941 ISE2.690 A W3 CA B 71 = 714 @ %] 33}

CSCvs50437 ISE W %2 A Oracle t| o] E] W o] 29} & 3k %] ¢Fi= o] % JDBC ¥ #1(11.2.0.3)
= A%

CSCvs51296 ISE® A= Command Sets("d 7 ] &) obefioll W kel TS AT = A=

CSCvs51519 NFS P} E 2 Ql8) == T4

CSCvs51537 dast 7)ol e S EAR Wgo] E A A &

CSCvs52031 MACAdress API7} -5 314] ¢k -2-(API/mnt/Session/MACAddress)

CSCvs53606 ISE 2.4: ¥he| &} =191 WA, QIS 7]Hk e 2} 915 AR Al Q15 A 9f

CSCvs55464 2FEx FE| A A AR AE B8, invalid input"©] A E

CSCvs55594 Days to Expiry(RH7HA] &2 & ) g(0)°] 2] )15 o= FAH YT

CSCvs56617 AE] B ¥ (captive portal) ol A AF§AH= k= U= o] Y A4S Eg] A E
T AsHHh

CSCvs58106 NAD CSV 7FA 2.7]3= TrustSecDeviceIDOl| A 4] 1 &= RE £AHE 3] &3 of
U

CSCvs60518 ISE ¥2] A} AF&- A7} 5 Abg o] 188 MAe 4 9le

CSCvs62081 HHE =] = pxGrid 2 DNAC WA A 2 A 917 =3 7] 21

CSCvs62586 Tacacsprofile®] REST APIZ AM-&3}o] SulE A 7 M5 A &

CSCvs62597 REST APIE AF-8-319] Authz Z 2348 Sl 2 A 714 4] E3h(e) 1 )

CSCvs65467 Cisco ISE(Identity Services Engine) A ¥ ALo] E 7+ A~ 98] 3 ok

CSCvs65989 HIES A Yol /058 7HA 2 5 A 91X & 374 = gl &

CSCvs67042 ISE 2.2 o]/ W 28] F9] &S W5 Inflater()= Q13] 7142 H] X 2] o
A e 1~2% 57}

CSCvs68914 ERS APIE &3l Y= Security Group(}:.QF 7135)S A A 3HH, ISE 2.7 A

CSCvs69726 ISE 2.2 o] i g] 0] F3Fs WUk 7] W27 mfjd

PORT_Alloc_Util() 1~2% =7}

Cisco ID A1 B2 o Ao 3t L~ wE, A~ 30 .


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs46853
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs46998
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs47941
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs50437
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs51296
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs51519
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs51537
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs52031
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs53606
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs55464
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs55594
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs56617
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs58106
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs60518
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs62081
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs62586
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs62597
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs65467
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs65989
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs67042
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs68914
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs69726

. Cisco ISE 2 2] 2~ 3.09] 3| 2 ¥ 7 1.(Resolved Caveats)

IAIDHE a3

CSCvs70997 ISE: SCEP RAE 14 & ufl, 2.4p9 Intermediate CA( 3+ CA)7} A 2| &) ] -5

CSCvs75068 F7FRATE 9% = <S(5) X85 UA2EY 7] 3t 21 & FUHE 4
%i -

CSCvs75274 "Certificate Provisioning Portal(Q] 54 Z 2 H] A4 L &)'of tfj gk X & A}-&<} gt
3ts 3 5 sy

CSCvs76257 RadiusProxyFlow::stripUserName()°ll 4] AF-8-2} o] & tAl Rl #2421 3] ISE
7]_ ZE—E‘]—

CSCvs77182 ISE: HTTPS O 4] "url-redirect" 441 & AF-&-3F 9= §l5 Y th HTTP7} &= 5L 3
URL©| A4 o= 25t

CSCvs78160 INetworkAuthZCheck2] ConditionsData “ o] 4] URT 2 9]

CSCvs79836 gk 5l Q1= A] 7} AbA| ¥ 4] 9o

CSCvs82557 SXP ¥} o] pxGrid 2.0 FEFo] A Eof| A = A &S

CSCvs83303 Al Aele] E7F DBel A = 4] 952 A9, APIOIA] Hlo B & 3 Al5kA] &2

CSCvs85970 AD join-point®l] 'TACACS' =A< o] 91 0., AuthZ Z=71 ol A] AD joinpoint”} 3%
Al E A S

CSCvs86344 AI~E AFEA} o] F9l @ 7] & (guest@example.com)”} g% o] 91 0 ISE 2.4
Guest ERS Call Get-By-Name©| 2 =} &

CSCvs86775 ISE 2.6 A %]: 918 AZ-1P =3 o] & &2l

CSCvs88368 S A] B D 5 S ALR-3F o], ISE SNMP A 8] 7} Z= 3t}

CSCvs89440 PAN 7 & =0l t)al] CEPM 2~7]w} B A 7} 3] /ol F =) A] 92

CSCvs89683 ADE-OS &= 10| dut 8l ~E 2 1) ¥ BunnyMQ AH& A} H W H 5 S wp 2~ A
28k A Al A 8l °]C ?}

CSCvs91026 Docker image ise-rabbitmqE A &4 0.2 2 =%+ & Ay o] A S A A gt =
510
BA T

CSCvs91408 LONG: 5= (Longevity) EH| 2~ E 2] PMNT =0l A A3k v 2.g] Z7}

CSCvs91808 |54 247k £ e} dlo] ] xml 423 74 0.9 A 9154 o )1 0.5
7p 28 gt

CSCvs96516 o] 2] Cisco ISE(Identity Services Engine)oll ] 7¥ Alo] E 7+ <~ ¥ F ok

CSCvs96541 OP M5 E-913 & TACACS auth/acc B.aLA 7} EA 5 A &

[l CiscolD A v~ <zl B3 Pl s wE, e~ 30


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs70997
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs75068
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs75274
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs76257
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs77182
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs78160
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs79836
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs82557
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs83303
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs85970
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs86344
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs86775
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs88368
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs89440
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs89683
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs91026
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs91408
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs91808
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs96516
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs96541

Cisco ISE 2 2] 2~ 3.09] 3| 2 ¥ 7 1.(Resolved Caveats) .

IAIDAHE a7y

CSCvs96544 CV243A) 92 A= E CSV 3} LS 7hA e, A w D ETb A 5 4] &2

CSCvs96560 o o] =X ET} Q= , ISE ERS API %3] } ==

CSCvs97302 dmp 3} 2 ISECI A] reset-config ©] $-°]| = /opt/oracle/base/admin/cpm10/dpdump
oA AFA H A 25

CSCvs98094 ISE 2.7 A B ol A B =Edl= 53, 9t u &helo] Ao

CSCvt00283 A2EZL T Qs 9 AF oA S A &2 X, 404 O F A

CSCvt00780 BYOD A] 2} g o] %] ol ] OS BF-A] WA #| o] th3F WA X & A X33 < gle

CSCvt01161 NMAP-MCAFeeEPROOTrchestratorClientscan©] ISE 2.6H ol A 2 8 =] %] ¢F-2-

CSCvt03094 ISE RF5 TACACS A4 o] Al A Aol A 2 A el] 2] ] A A] 5

CSCvt03292 154 F 4 9 CPP7} APEX 2ho]d 2= §lo] Ab5abA] et

CSCvt03935 TrustSec Policy Matrix--ISEX A "View(:E.7])" 54 & W7

CSCvt04047 POST getBackupRestoreStatust= % /3¢ ¥ 47 = o] &3k 5~ K= ISE #| o] 4] <
A Ay

CSCvi04144 Alarm Settings(2H 3 A A)ol A & t] 22 A Bl i AAg 54 1

CSCvt05201 HY 25 A HI7HE ARR Sk 22 o A Java Mem AR 5

CSCvt07230 ISEX= 7148 ] o] Egress Policy(©] L@ 2~ A Aol A o] Wl A & 3] -& a4 = ¢t
Ayt

CSCvt08143 ISE 2.6¢] A] 7} o]

CSCvt09164 ISE 22 P16 o] "] &7 A~ E ARRALS UhA] 2 eh 4= §l&

CSCvt09434 SCCM A A3t 2 3k5 A 2fst7] 9l 2 dg =7 5l Wi 7}

CSCvt09458 ISE MDM - 9}-H H Z1o]| A 2505 COA #%

CSCvt10214 [ENH] Y| E 9] 4 t]u}o] -8 APIE AH&-3F] "GET|PUT/DELETE by Name" ]|
7% F7}

CSCvt11130 Sh ¥l A ¥ & o] &3 ISE B e %} CLI AF&-#H7} ob e

CSCvtl1179 AD AW o Al o] OS &2 o] ¥ 7 = uj] "AD-Operating-System" <-4 & 714 9.4
&

CSCvtl1366 CLICIA AE=EEES U B, java o €] 7} 24 3

Cisco ID A1 B2 o Ao 3t L~ wE, A~ 30 .


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs96544
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs96560
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs97302
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs98094
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt00283
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt00780
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt01161
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt03094
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt03292
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt03935
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt04047
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt04144
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt05201
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt07230
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt08143
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt09164
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt09434
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt09458
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt10214
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt11130
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt11179
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt11366

. Cisco ISE 2 2] 2~ 3.09] 3| 2 ¥ 7 1.(Resolved Caveats)

IA DS v

CSCvt11380 DNAC7} GBACE ] 3} 7 -9-9ll = Policy Sets(d @ %] &) o] I E ol A SGT
SR LT

CSCvtll664 'createLicenseSource' M| 4] = "FlexImListException: Error"& ‘&3l ISE ¥ = A1 H
5

CSCvt12236 IPSGT A2 1] 714 9 717} 3 A~E Y| A 3} Lul2 4| 2% e

CSCvtl13707 pxGrid 2.0 WebSocket &4+ G =E 7 A2 A4

CSCvt13719 5 =93 ol A % pxGrid 2.0 WebSocket ping pong®] Y =7

CSCvt13746 Authz A3 2 & 217} 1§ 9= A9, ISEo]] B t]ufo] ~ ez} A3k F 2 o] &
RERE

CSCvt14248 ISE 2.6/2.7%2 Q1Y o] =3+ 3, EST M H| =& % 7| 3}3}+= Certificate Authority
MU 27F AP H A g

CSCvt15256 "Guest user( Al 2 E AF& A" ID A H A7) AFE W ¢l=0] 2] 2] ¥ %] 5t}

CSCvt15893 ol W L ISE2.6 2. 2 1w o] =8k -, Radius 2 F/25% T4 € 21 A A} ] ¢]

ol EAEHA B+

CSCvt15935 I == of o 3f System Summary Dashboard(A] 2~ @ oF thA] B =) 9} & %] 5}
T ES 2 deo] QYA e

CSCvt16882 Apple CNA 2 AUPE & .2 A}8-3}9] iPadoll A £ ol A 231= 735, 400
Bad Request(Z5-¥ 234) & 77} 2,

CSCvtl7283 AVCE 24 38tsh= E 1k, GUI £ 5= A8t

CSCvil 7783 ISE:= SGT 714 ©.7] iz YU 7] 8 8 2E SGT = 7k 655357 =5+
X] o _,_E st o]: fois

CSCvtl8613 AD Z15-0] 91 AuthZ 271 0] TEAPe!| th3 A2 8H4] 93 5-EAP-Chaining

CSCvt19657 B Fol A=FAET} = 7 $, ISEERS API =X Q1 E Qo] E &7}
g
— 7

CSCvt22900 "*Endpoint Consumption Count Updated:"”} 2}0] A 7J ol Al o] E =] A] k-5

CSCvt24276 Al =8 ARE AR Ol 6717 E = S S 3 8/FTHE o )l

CSCv25610 ISE2.7 A Za}o] ol 2 7}-2F] 7} 09)

CSCvt26108 ISE 2.7 AnyConnect 13| Z1ef| o] A o] 7 Hd|o|EV} A+ A ¢F&

CSCvt34876 RADIUS 2 =2 CcpU°| t-$31= ISE @ o] 8l A]

[l CiscolD A v~ <zl B3 Pl s wE, e~ 30


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt11380
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt11664
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt12236
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt13707
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt13719
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt13746
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt14248
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt15256
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt15893
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt15935
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt16882
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt17283
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt17783
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt18613
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt19657
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt22900
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt24276
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt25610
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt26108
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt34876

Cisco ISE 2 2] 2~ 3.09] 3| 2 ¥ 7 1.(Resolved Caveats) .

IA DS a4

CSCvt35044 EP Z3]o] T W& AlRte] g H o] ALE Z29-9 oA 7F dojy

CSCvt35239 clientMac®] nulld ™ =% &= -5- Fof catalina.out] 4] NullpointerException
o) A

CSCvt36117 ERSE %3] ISES] W5 A& Aol ti3hID 15 ulo] E

CSCvt36322 URLOl 2t] 24 gko] ¢l.ow, ISE 2.6 MDM = 2 7} 1 o &}

CSCvt36452 ISEcll A 7} 22 utede] gho] vt vt =W, 7] 2 vk X2 87} 2434

CSCvt37910 [ENH] /ers/config/internaluser-&- APIE A}-8-3l°] "GET|PUT|DELETE by Name"
715 F7F

CSCvt38308 ISE: min pwd length”7} 5718}, B Z&-2 pwd7} 1= 499 &7 ¢lo] GUIE
&3l =lskA] 3t

CSCvt40534 MNT == A8 ZRZA| 27 At = A A H A kst

CSCvid2064 ISE7} £223) A 23] 558 SSH R 1910 & A5 1 g

CSCvt43844 ISE: runtime-aaa U] ¥ 1= 9| 71 24 A A BE ASCIIZ Q12314 &5, =X E
e

CSCvt46584 Hag 37 EA = g W] A7k Al A=A S
ENDPOINTS_REJECT RELEASE H|o] £

CSCVd6830 |22l ehol el el @ Aalo] ARE Hgt 218 AU+ geth

CSCvt49961 FQDN2. 2 -4 ¥ Syslog Target(Syslog tl/d) 2. = <13]l, Network Outage( U]
= Fehol Bl 5 U8

CSCvt53541 SMS over HTTPS7} AF-&-2} o] S/ 2 H & 5 Alo] E9o] & AE3}A] &g

CSCvt55300 redis®] 1P &7d o] A 7 ¥ 7 §-¢ll &= "Current IP address" CVoll A Ut}

CSCvt55312 Apple CNA 2] ISE BYOD”} 98002 2 ! of 3}

CSCvt57274 o] Al 9} 2=l Ul $ Authentication Summary Report($1 5 £.¢F B 31A])el ] o] ]
b A

CSCvt57571 [P N A 27} B Qo] Al ZEHH, ) A7 =38

CSCvt57805 REST API 9 dlo] E Zefe]l tf @ H A vl s 413 2 F

CSCvt61181 ISE ERS API-SNMP 73] Z18] 0] A& # 2] 3= S0k, U] E ] 3 t]n}o] 2of A

GET 3%0] =%

Cisco ID A1 B2 o Ao 3t L~ wE, A~ 30 .


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt35044
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt35239
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt36117
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt36322
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt36452
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt37910
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt38308
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt40534
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt42064
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt43844
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt46584
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt46850
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt49961
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt53541
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt55300
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt55312
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt57274
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt57571
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt57805
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt61181

B ciscorse 221300 s aw

31(Resolved Caveats)

IA DS v

CSCvt63793 E2A-LSDE AFE-3FA] &= 7d-%-, "No policy server detected (54| ¥ A 2 AW
L)k § B 2o a Al S 2 A

CSCvt65332 T &3 AH83 A = <Enter> AF8-3E, Client Provisioning(E 2}0]HE X 2

HI A ) 2l zmoll A @7 Ay

CSCvt65719 ZH5E Null £1E] o 9], ALS- G55 571817t =3 ¢

CSCvt65853 ISE-2.x || &4 5ol A AF-8-3 uff ReAuthell thgk MNT REST API A

CSCVt67595 A8 o1= Al go] thak shol B 217k EAE A ke

CSCvt69912 ISE7} o] A 3] @& 7 X "Alarms: Patch Failure"S A Al $h4 T}

CSCvt70689 MAR WA H5A 7} A 8t A5, ol Z 2] Aol A7 S5 o A+

CSCvt71355 pxGrid7} INIT A el o] AF-&-2HS 214 & 5= 92

CSCvt71559 k& g A] 2l 'No Data Found' 7} 3£ A1 Y T}

CSCvt73953 CLI W 2.1 7] ¢} Context Visibility(%3 7FA14) Abol o] A W7} A x| 81A] &6

CSCvt76509 SFTP 2] X% E & o] & 3Fo] §1%] %}, ISE Backup File(Mq] #+<) A% =10l A
o] A

CSCvt80285 Aot elol & AT, 4570 o] o] AlFS AEE = jls

CSCvt81194 CPU 2~ 3}o] 37} HitCountCollector 3 ol A 2HH 11 )5

CSCvt82384 diagnostics.log®] &] @ o] ISEl| A 2}& 34 &

CSCvi85722 25514 &= MNT 9 Alel] tigh oy 1 271 gl

CSCvt85757 oJ o] 7} o}l F Aol T 3k AFEA] EE F A9

CSCvt85836 Al FRAI 7F B gk Al o = 2] 9] 7

CSCvt87409 ISE DACL -3 AAFol| A IPv4 2] Q75 B4 514 &

CSCvt89098 ISE7} A9 gt ol gis)] A= 7t= BAE AA 2ahA] 5

CSCvt91871 ISE RADIUS Accounting Repor(ISE RADIUS & 718 H.314) A 4 1of A =
Accounting Details(®] 7}-% A7 1) o} 2l ol "No data found"7} 3£ A

CSCvt93117 ise-psc.log”} "check TTConnection is valid"= 7}5 2} & 27171 2 H ¥

CSCvt93603 ISE 2.6p6 AF-82F A| A =X JQE £A& 2HA S 7 gl

CSCvt96594 ISE 2.6: ERSE F-3ll 9] 22E A AHEAE AFE-31o] Guest user(Al 2= E A&}

E] A
A A o] 401 Unauthorized 2.5 24

[l CiscolD A v~ <zl B3 Pl s wE, e~ 30



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt63793
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt65332
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt65719
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt65853
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt67595
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt69912
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt70689
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt71355
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt71559
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt73953
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt76509
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt80285
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt81194
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt82384
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt85722
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt85757
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt85836
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt87409
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt89098
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt91871
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt93117
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt93603
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt96594

Cisco ISE & 2]~ 3.09] & 2 ¥ 7 11(Resolved Caveats) .

A D HE A

CSCvu04874 io.netty.buffer.PoolChunkol| A 2] A & = | 22| +=

CSCvu05164 ISE7} APIE &3l NAD| A RadiusE W&/ 5138 = Sl

CSCvul0009 Internal Users(U] - A8 <<} &7 Update-By-Name ¥+ & AF8-3F 7 -] =
&

CSCvul5948 TC-NAC ©] 91 E] 7} Nexpose(insite VM) 2 2~70-S 2] g

CSCvul6067 TCP A <1, TACACS ¥l ]| A| Z #-2-5}= [P-TABLES ISE 2.69] W7 A}&

CSCvu20359 7 o] Fofl Aol 3 T &l =S AME S wl, nla ] Ao S/
A3t

CSCvu21093 ISE 2.6p6 // 8 vl 7 o] 25 F A%

CSCvu25625 ISE7} DNAC®I A Y %] APl T &0l thal] 23 v S ukls}

CSCvu25975 Tacacs B & A3l A 7}4 0. 7] &4 0] ZHE31%] Lo

CSCvu28305 ISE 27 9] 28 o] v]g Gx FA]

CSCvu29434 SNS 3655 PSNoI| A] ThA] 2 =8k & [SE2.6P6 A H] 227} 7] 8} =] 2] 95

CSCvu30286 O M EE 2ol A el v EE A2 o] F 3t % ERS SGT A7 o] 31854 &+

CSCvu31176 2.4P11 VPN + Posture: Apex 2}o] A =7} AF-&-5] 2] &3,

CSCvu31853 ERSE &38| 57}¥ NDG7} DB2| R U ES] 3 t]nfo] 2o} A4+

CSCvu32240 internaluser ¢ Bl ] E& 9] 3l ISR ERS APIE 2 &) & wjj, 7] < identityGroups % ©]
null= A A=

CSCvu32865 ISE2.79] =& CPUVI Q1= H oA S Fg

CSCvu33416 Fragh gho]d 27t = ghold vt A& etol A SRk e

CSCvu33861 ISE 2.4 p6-MAC S8 & t]Hlo] 22 7}4] © 3= REST API MnT J g9l 2% ©]
el

CSCvu34433 ISE 2.x, A & F & Hlo] & 29 o] 29| of ff & 7}o] isehourlycron.sh cron 2=
Eof wpe} A H A A 5

CSCvu34895 B g EAEY WEWZ]7F A4 MNT 24 3boll A 25814 eyt

CSCvu35802 Shared email for AD A} &2 7} 188 AME}A] B3t ISEZF L8] AE 9l o
o ARES BAIE

CSCvu39653 MAC F=2xol that Al API7F 3185 3= % 915 Blol ' Char 0x05 Wkt

Cisco ID A1 H] 2~ Ao 3l Ay~ B, He] 2~ 3.0 .


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu04874
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu05164
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu10009
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu15948
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu16067
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu20359
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu21093
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu25625
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu25975
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu28305
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu29434
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu30286
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu31176
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu31853
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu32240
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu32865
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu33416
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu33861
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu34433
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu34895
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu35802
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu39653

B ciscorse 221300 s aw

31(Resolved Caveats)

TA IDHE A
CSCvu41815 [CFD] AuthZ > 2 1} o] diff SGol| thaf &< 3 VNel| vl =g =] = 7 $-, SGol| A
S 2HA| 31 GBAC 57187 8

CSCvu42244 EAP-TLSE -& & Machine Authentications(™ 41 Q1) A AF-&AHE 2H-& 7 §l
= OF/E A EE 9Ud o E29 ol A

CSCvud7395 ISE 2.x, 3.x: W] :2.2] A7} @2 A Z~®) ¢l Drop_Cache & &

CSCvu48417 ISE ERS API DELETE t]H}o| 20| A | 3] o]Ate] S5 = 500 257 Wik

CSCvu49019 Elastic Search(§-2 2] Aol A oAl ¥ &= W B {5

CSCvu49724 DNAC®] SNMP v2¢ B A o] -4 %l t]ulo] 27} ISES] Y| E 9] = t]njo] o 7
Al = 2]

CSCvu53022 ISE: Account OU(®7}-E OU)E W7 ¢t & 7 A| €l AD OU7} Al OUR.T} §-4
3t

CSCvu53836 ISE Authorize-Only 2 % -2 Internal User Groups(U] - AH-8-2} Z155)°l t &l %3 7k

w2 e

CSCvu55332 REST API & %2 Policy Set(d ] 3] 3holl A %3 %| = Network Device Group(Ul]
EfA gutol 2~ a5 AAT T A=

CSCvu55557 REST APIE A}-&-3l%] NADE A /d 3= 7 -, Radius secret 4 2} 3 4 8. AF&)
o] g = A &

CSCvu58476 ID A 20l 7] 7} 1S ul], My Device Portal(W] T} B}o] 2~ EE)o| A © F W A]
A 74

CSCvu58793 92 7]15 LE] S AFE S uf, ERS REST APIO| A 35348 o 2] W wk3l3}

CSCvu59093 SessionDB & ©] ISE°l| A “F&HE (>=2.4)

CSCvu59491 ISE7} insiteVM(tc-nac A B])oll A} Alo] E YA

CSCvu63642 Context Visibility(%3 7FA] A)o] Ab-&2} o] & Ho]E A A=F 2 E w7
FEE Es]—zﬂ—

CSCvu63833 AD7}HID A2 2 A B 5 = 7 9-, Audit Report(7ZHA} H.31.4)9l| Failed Logins to ISE
GUI(ISE GUI®| th3gk A v gk Z19l)o] FA| ¥ #] &Fa

CSCvu67707 CWE-937 &2 % # ok o] £l JavaScript 2}o] H.& 2] A&

CSCvu68700 258 G A o] 9= XML B+ JSON £ % o] o 3+ ISE 2.6 p5 ERS API 8| 4
S=7FHTTP 40107, o]l 7] 2] 252 HTML +-3-°] 2l

CSCvu70683 iselocalstore.logoll A & #l| ¢} g7, ERS # 2] ol v gt &3t oA Z g

[l CiscolD A v~ <zl B3 Pl s wE, e~ 30



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu41815
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu42244
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu47395
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu48417
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu49019
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu49724
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu53022
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu53836
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu55332
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu55557
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu58476
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu58793
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu59093
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu59491
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu63642
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu63833
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu67707
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu68700
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu70683

Cisco ISE 2 2] 2~ 3.09] 1] 2 7 11(0pen Caveats) .

A DS 2

CSCvu70768 73 H B A 2=¥] g oFo] ISE GUIC A 5 A &5

CSCvu73387 Q15 A7), o]+ "12308 Client sent Result TLV indicating failure"

CSCvu74198 ISE: LDAP % ODBC ID A &4 o] Z9] 3}o]Z o] &5 &5 A &&

CSCvu83759 sftp 2] FA E ol A W73 AL Q15 5 ISE7L 7] 5 A A §

CSCvu90107 I[SEE= 25 W A 9] ERS Z & -0 A & tnjo] 2~ IDE & &3t}

CSCvu90703 CLDAP 29 =7} Z=dy 3 st =2 A=

CSCvu91016 ATZ 73 2 9] InternalUser <34 o] 4] TACACS+ ASCII ¢15 A ¥

CSCvud1601 ISE Authentication Status(%1 5 4 El) API && 7]to] o2 253514 &5

CSCvu94733 Z- 35 v Sl gl 3l "Account is not yet active" = Al 2~ E QlFo] A o) g}

CSCvv00377 ABY H P Y9 E AHE S E M ES A trte] = 5

CSCvv070490. ISE7} 32 E H S & A}-8-3}4] ODBC "Connection failed"ol] A3 4= ¢l

CSCvv09167 TACACS g7 Hlo] o] At = A A = #] ks

CSCvv15811 IP #2427 e F 8 B H| o] 27} 9= 79, ISE TCP X E 84xx7} A4
e

CSCvv23256 ISE Authentication Status(?1 % %) API & °] A4 H A7 H Yo tgt =&
PR uaaa] e 2o

CSCvv26811 Policy Export(d & W R W77} 4232 Add Sol = das) §lo] A=A
O]—v__

=
CSCvv44914 isedataupgrade.sh”7} 21 3 155U T}, ISE A1 ¢ w08 ¢ 1# o] = 2 7)-ISE 2.6P6

o] A -2.7,3.0

Cisco ISE 2 2] 2~ 3.02] v| 4

74 11(Open Caveats)

TAIDHE A

CSCvq75448 B2 79 SGT= 13l, ISEC] th gk FMC 755 AH&-3 = gl

CSCvr24059 222~ SGT A ¢ ¥4 7} FMC 2 FTD 6.5901 4 253814 &

CSCvv45728 ISE Admin GUI®| &5~ glo] E-o] ditoj 2 WMeke#] b &

CSCvv54305 "Support TrustSec Verification reports(<] ¢! TrustSec &1 X 31A])" 82l gk &4

sshel oF fU o,

Cisco ID A1 B2 o Ao 3t L~ wE, A~ 30 .


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu70768
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu73387
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu74198
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu83759
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu90107
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu90703
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu91016
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu91601
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu94733
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv00377
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv07049
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv09167
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv15811
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv23256
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv26811
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv44914
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvq75448
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr24059
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv45728
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv54305

EES T )

IAIDHE A

CSCvv54754 IE 3|41 ¥ %: Portal EF¢] DB & Ao AAE XY so] x| A FEH
=

CSCvv55971 IEGUL: A& T A= 2 AR ofo]Fo] A &9 Ho]xe nE o231} A
A A5 AEEASFY

CSCvv57822 TRACE # t]¥ 12 2138}k pxgrid =9 W2 g,

CSCvv58353 HTTPS ServerList config”7} 2.7 P19 4] ISE 3.02.2 X| &4 0 2 ¢ 1d o] =3}4]
2

CSCvi97146 [ISE-3.0] WSA©l| ] %] 4] © & Z£38}+= ISED

CSCvu78668 [ISE3.0]: Al o] §1.0W ISE-WSA 53 2 v

CSCW66302 | =w]9lo] SXP 9]ofo] &gw 4] ke

CSCvv67101 TAC %91 #Ao] ~ glt] el A 27

R B e ]

* Cisco®l| A Al 7] el Bt el gl AW
A g

i

1k o 2 1H | Cisco Profile Manager(Cisco >~ 2 3} %) #+2] 29|

e T 8% 7R Y= 2y 2 AE Ao #H, Cisco Services(Cisco A1 H] 22)E 2314 Al &
« 0] 22 @ S A|E3Fe WA, Cisco Support(Cisco A )2 F23 A &

cbdeta A5 Y Zefol =g 9, A, 54 B A H 25 F A skar Ftol R e W, Cisco
Marketplace(Cisco "} & & o] 20) & 234 Al L.

AV YEYA], S E AFA Al HS do e, Cisco Press(Cisco ZH| ~) & 3}

il

Al 2.

« 5 AE T AET e BE JHE ZFo @, Cisco Warranty Finder(Cisco X% 37])ell

N Al 2= F T},

[l CiscolD A v~ <zl B3 Pl s wE, e~ 30



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv54754
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv55971
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv57822
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv58353
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvt97146
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu78668
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv66302
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv67101
https://www.cisco.com/offer/subscribe
https://www.cisco.com/go/services
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/go/marketplace/
https://www.cisco.com/go/marketplace/
http://www.ciscopress.com
http://www.cisco-warrantyfinder.com

THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS,
INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH
THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED WARRANTY,
CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley (UCB) as part of UCB's public domain version of
the UNIX operating system. All rights reserved. Copyright © 1981, Regents of the University of California.

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE PROVIDED “AS IS" WITH ALL FAULTS.
CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION, THOSE OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE PRACTICE.

IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT
LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS
HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any examples, command display output, network
topology diagrams, and other figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional
and coincidental.

All printed copies and duplicate soft copies of this document are considered uncontrolled. See the current online version for the latest version.
Cisco has more than 200 offices worldwide. Addresses and phone numbers are listed on the Cisco website at www.cisco.com/go/offices.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this URL:
https://www.cisco.com/c/en/us/about/legal/trademarks.html. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a
partnership relationship between Cisco and any other company. (1721R)

©2020 Cisco Systems, Inc. &£ 2] HF.


https://www.cisco.com/c/en/us/about/legal/trademarks.html

	Cisco ID 서비스 엔진에 대한 릴리스 노트, 릴리스 3.0
	소개
	Cisco ISE 릴리스 3.0의 새로운 기능은 무엇입니까?
	Essentials 라이선스
	기능별 디버그 마법사
	MFA(Multi-Factor Authentication)에 대한 SAML SSO
	VMware Cloud on AWS(Amazon Web Services) 및 AVS(Azure VMware Solution)의 VMware 클라우드에서 Cisco ISE 지원
	ODBC ID 저장소에 대한 다중 속성 조회
	Cisco ISE API 게이트웨이
	인증서 지문
	Passive Identity Service(패시브 ID 서비스)에 대한 MSRPC 프로토콜
	상태 확인
	Telemetry(텔레메트리) 업데이트
	TCP Dump(TCP 덤프) 개선 사항
	Azure Active Directory로 사용자를 인증하기 위한 ROPC(Resource Owner Password Credentials) 흐름
	Interactive Help(대화형 도움말)

	어드밴티지 라이선스
	새 pxGrid 페이지
	Desktop Device Manager(데스크톱 디바이스 관리자)에서 베이스라인 정책 컨피그레이션
	Cisco ISE ACI-SDA와 VN 인식 통합
	안티바이러스 및 안티멀웨어의 최소 버전
	포스처 세션 공유
	Agentless Posture(에이전트리스 포스처)
	다중 DNAC 지원

	Premier 라이선스
	Endpoint Scripts(엔드포인트 스크립트) 마법사


	시스템 요구 사항
	지원되는 하드웨어
	지원되는 가상 환경
	FIPS(Federal Information Processing Standard) 모드 지원
	지원되는 브라우저
	확인된 External Identity Sources(외부 ID 소스)
	지원되는 안티바이러스 및 안티멀웨어 제품
	검증된 OpenSSL 버전

	알려진 제한 사항 및 해결 방법
	일본어 온라인 도움말

	업그레이드 정보
	릴리스 3.0으로 업그레이드
	업그레이드 패키지
	라이선스 변경 사항
	업그레이드 절차 전제 조건

	Telemetry
	컨피그레이션 사전 요구 사항
	모니터링 및 문제 해결
	주문 정보
	Cisco ISE와 Cisco Digital Network Architecture Center의 통합
	Cisco AI 엔드포인트 분석

	새 패치 다운로드 및 설치
	경고
	Cisco ISE 릴리스 3.0의 해결된 경고(Resolved Caveats)
	Cisco ISE 릴리스 3.0의 미결 경고(Open Caveats)

	통신, 서비스 및 추가 정보

