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%ASA-6-109005 Authentication succeeded for user | [UserA,10.0.0.11]
UserA from 10.0.0.11/100 to 10.10.11.11/20 on
interface eth1/1

%ASA-6-602303 IPSEC: An direction tunnel_type
SA (SPI=spi) between local IP and 10.0.0.11 (UserA)
has been created.

%ASA-6-721016 (device) WebVPN session for client
user UserA, IP 10.0.0.11 has been created.

%ASA-6-603104 PPTP Tunnel created, tunnel id is
number, remote_peer_ip is remote_address,
ppp_virtual_interface id is number,\
client_dynamic_ip is 10.0.0.11,ffg123 #% UserA is
UserA, MPPE key strength is string

%ASA-6-603106 L2TP Tunnel created, tunnel id is
number, remote_peer_ip is remote_address,
ppp_virtual interface id is number,\

client dynamic ipis 10.0.0.11, UserA is user

%ASA-6-113039 Group group User UserA IP
10.0.0.11 AnyConnect parent session started.

%ASA-6-802001 User UserA IP 10.100.1.1 OS
os_name UDID number MDM action session started.

%ASA-6-713228: Group = xyz, UserA = xxxx227, |[UserA,172.16.0.11]
p =Xy
IP =192.168.0.11, Assigned private IP address a o
] =
172.16.0.11 to remote user e °! j} }\} }O:]r—o 9} j%
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%ASA-4-722051: Group <DfltGrpPolicy> User [UserA,172.16.0.12]
<UserA>IP <172.16.0.12> IPv4 Address

o o (=RRCIPER =
<172.16.0.21> IPv6 address <::> assigned to session | = * O] HIAA R el T A P T
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%ASA-4-113019 Group = group, UserA = UserA, IP = 10.1.1.1, Session disconnected. Session Type: type,
Duration:\ duration, Bytes xmt: count,Bytes rcv: count, Reason: reason

%ASA-4-717052 Group group name User UserA IP 10.1.1.1 Session disconnected due to periodic certificate
authentication failure. Subject Name id subject name Issuer Name id issuer name\ Serial Number id serial
number

%ASA-6-602304 IPSEC: An direction tunnel_type SA (SPI=spi) between local IP and 10.1.1.1 (UserA)
has been deleted.

%ASA-6-721018 WebVPN session for client user UserA, IP 10.1.1.1 has been deleted.

%ASA-4-722049 Group group User UserA IP 10.1.1.1 Session terminated: SVC not enabled or invalid
image on the ASA

%ASA-4-722050 Group group User UserA IP 10.1.1.1 Session terminated: SVC not enabled for the user.

%ASA-6-802002 User UserA IP 10.1.1.1 OS os_name UDID number MDM action session terminated.

%ASA-3-716057 Group group User UserA IP 10.1.1.1 Session terminated, no type license available.

%ASA-3-722046 Group group User UserA IP 10.1.1.1 Session terminated: unable to establish tunnel.

%ASA-4-113035 Group group User UserA IP 10.1.1.1 Session terminated: AnyConnect not enabled or
invalid AnyConnect image on the ASA.

%ASA-4-716052 Group group-name User UserA IP 10.1.1.1 Pending session terminated.

%ASA-6-721018 WebVPN session for client user UserA, IP 10.1.1.1 has been deleted.
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Nov 7 23:37:32 xx-campus1 dhepd: DHCPACK on 172.16.0.13 to nn:xx:nn:ca:xx:nn via 172.16.0.17
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Apr 10 09:33:58 Oct 2 08:28:32 abc.xyz.org security[nnnnn]: [UserA@vendor-aber] User UserA logged
on from 172.16.0.21 to \ 172.16.0.12 Sid = xyz\
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Nov 15 11:37:26 user1-Inx dhepd[3179]: DHCPACK on 10.0.0.14 to nn:xx:xx:nx:nn:nn
(android-df67ddcbb1271593) via eth2 relay 10.0.0.24 lease-duration 3600

Nov 15 11:38:11 userl-Inx dhepd[3179]: DHCPACK on 172.16.0.18 to nn:xx:xx:xn:nn:nn
(DESKTOP-HUDGAAQ) via eth2 relay 172.16.0.13 lease-duration 691200 (RENEW)

Nov 15 11:38:11 192.168.0.12 dhcpd[25595]: DHCPACK to 10.0.0.11 (nn:xx:xx:xn:nn:nx) via ethl

[10.0.10.100]

A I ALA]

07-11-2016 23:37:32 Daemon.Info 10.0.10.2 Jul 12 10:42:26 10.0.10.2 dhepd[26083]: DHCPEXPIRE
10.0.10.100 has expired

07-11-2016 23:37:32 Daemon.Info 10.0.10.2 Jul 12 10:42:26 10.0.10.2 dhepd[26083]: DHCPRELEASE of
10.0.10.100 from 00:0c¢:29:a2:18:34 \ (win10) via eth1 uid 01:00:0c:29:a2:18:34

07-11-2016 23:37:32 Daemon.Info 10.0.10.2 Jul 12 10:42:26 10.0.10.2 dhcpd[25595]: RELEASE on
10.20.31.172 to c0:ce:cd:44:41f:bd
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[macAddress=24:ab:81:ca:f2:72,ip=172.16.0.21]
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Nov 11 23:37:32 dhepsrv dhepd: DHCPACK on 10.0.10.100 to 00:0¢:29:a2:18:34 (winl0) via ethl
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Nov 11 23:37:32 dhepsrv dhepd: DHCPACK on 10.0.10.100 (00:0c:29:a2:18:34) via ethl
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Nov 11 23:37:32 dhcpsrv dhepd: DHCPEXPIRE 10.0.10.100 has expired

Nov 11 23:37:32 dhepsrv dhepd : DHCPRELEASE of 10.0.10.100 from 00 : Oc : 29 : a2 : 18 : 34 (winl0)
via ethl
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Nov 11 23:37:32
10,0721/16,16:55:22, Assign,10.0.10.123 win10JDCSPAN.Local 000C29912E5D,, 724476048 0,,,0x4D53465420352E30 MSFT,5.0
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Nov 11 23:37:32
12,07/21/16,16:55:18 Release,10.0.10.123,win10.IDCSPAN.Local,000C29912E5D,,3128563632,\0.,,,.,,..,,0
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[user=galindk1i,p=xxxx.xx.xxx.xxd,domain=Resnet-M acs]
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Apr 10 09:33:58 nac Safe*Connect:
authenticationResult[xxx.xx.xxx.xxx|xxx.xx.xxx.xxx|UserA|true|Resnet-Macs| TCNJ-Chain|001b63b7901 8§ MAC
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®* New mapping—auth\:
®* IP—ip ([A-F0-9a-f:.]+)

®* User name—UserA ([a-zA-Z0-9\ ]+)




| A

) 22%) %71 Blue Coat A4l 4] 922l - 7] 3 %), 22 4] 56, Squid 31 2= ]

WL S Fol 0hE 3t ol Ag A A G uol ds) T wA G U

[UserA,10.5.50.52]

A I ALA]

2013-04-01 14:06:05 info ah auth: Station 1cab:a7e6:cf7f ip 10.5.50.52 UserA UserA
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2016-09-21 23:05:33 58 10.0.0.1 UserA - - PROXIED "none" http://www.example.com/ 200 TCP_MISS
GET application/json;charset=UTF-8 http site.api.example.com 80 /apis/v2/scoreboard/header
7rand=1474499133503 - "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/46.0.2486.0 Safari/537.36 Edge/13.10586" 192.168.10.24 7186 708 - "unavailable
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» Accounting start and accounting update messages (new mapping)(Al % ¥2] A2+ 9 A7 ¥ J
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<181>Sep 13 10:51:41 Server logTag messageld totalFragments currentFragments message
of]: <181>Sep 13 10:51:41 Positron CISE_PassiveID 0000005255 1 0 message
o K

Passed-Authentication 000011 1 0 2016-05-09 12:48:11.011 +03:00 0000012435 5200 NOTICE
Passed-Authentication: Authentication succeeded, ConfigVersionld=104, Device IP Address=10.0.0.12,
Destination]PAddress=10.0.0.18, DestinationPort=1812, UserA=UserA, Protocol=Radius,
RequestLatency=45, NetworkDeviceName=DefaultNetworkDevice, User-Name=UserA,
NAS-IP-Address=1.1.1.1, Session-Timeout=90, Calling-Station-ID=, cisco-av-pair=audit-session-id=5
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<181>Sep 13 10:51:41 Server logTag messageld totalFragments currentFragments message
of]: <181>Sep 13 10:51:41 Positron CISE_PassivelD 0000005255 1 0 message
o« K

CISE_RADIUS_Accounting 000011 1 0 2016-05-09 12:53:52.823 +03:00 0000012451 3000 NOTICE
Radius-Accounting: RADIUS Accounting start request, ConfigVersionld=104, Device IP
Address=10.0.0.12, RequestLatency=12, NetworkDeviceName=DefaultNetworkDevice,
User-Name=UserA, NAS-IP-Address=10.0.0.1, Framed-IP-Address=10.0.0.16, Session-Timeout=90,
Calling-Station-ID=, Acct-Status-Type=Start, Acct-Session-1d=6, cisco-av-pair=audit-session-id=5
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<181>Sep 13 10:51:41 Server logTag messageld totalFragments currentFragments message

ol : <181>Sep 13 10:51:41 Positron CISE_PassiveID 0000005255 1 0 message

.2

M

2016-05-09 12:56:27.274 +03:00 0000012482 3001 NOTICE Radius-Accounting: RADIUS Accounting
stop request, ConfigVersionld=104, Device [P Address=10.0.0.17, RequestLatency=13,
NetworkDeviceName=DefaultNetworkDevice, User-Name=UserA, NAS-IP-Address=10.0.0.1,
Framed-IP-Address=10.0.0.16, Session-Timeout=90, Calling-Station-ID=, Acct-Status-Type=Stop,
Acct-Session-1d=104, cisco-av-pair=audit-session-id=>5
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