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o T2 AT S 93] SNMP v3 ﬂae A 3lshi= W, 11 Ho) X
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ip classless

ip route 0.0.0.0 0.0.0.0 10.1.2.3

ip http server

! Must enable HTTP/HTTPS for URL-redirection on port 80/443

ip http secure-server

ADIUS E N2 & 913k =4 AHEAL o] & B v E

2927} o] YIEY A A1 E o o gk RADIUS AW 91 74 -§-9l| I= Cisco ISE :==9} 5218 4= Q1A
st W v HWHE S dE gy

username test-radius password 0 abcdel23

2O A B AR G e 545 9 NTP A A

U " %= = 8Fo] Cisco ISEC] A3 A H 2913 ol NTP A& A A St

ntp server <IP address>|<domain_name>

1 3 =] =]
AAA V)5 & 273 slst=
802.1X % MAB Q15 7]'5& E 5319 Cisco ISES} 2291 2] 7kl thak gt AAA 7155 E/d 3}t ef W 2~
Aol A the WS g g
aaa new-model
| Creates an 802.1X port-based authentication method list
aaa authentication dotlx default group radius
! Required for VLAN/ACL assignment
aaa authorization network default group radius
! Authentication & authorization for webauth transactions
aaa authorization auth-proxy default group radius

! Enables accounting for 802.1X and MAB authentications
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aaa accounting dotlx default start-stop group radius

I
aaa session-id common

aaa accounting update periodic 5
! Update AAA accounting information periodically every 5 minutes

aaa accounting system default start-stop group radius

22 9] 2] of| 4 2] RADIUS A B 7 ] 17| o] A

U5 8% & 9 ¥ 8ke] RADIUS 2222 A W] A @& 8= Cisco ISESH 5 2488} o= 2935 74
Fun
H .

radius-server <ISE Name>

! ISE Name is the name of the ISE PSN

address ipv4 <ip address> auth-port 1812 acct-port 1813

! IP address is the address of the PSN. This example uses the standard RADIUS ports.
key <passwd>

! passwd is the secret password confiugured in Cisco ISE

exit
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Q1 Active DirectoryE AF-&3F= RADIUS 8.7 ol U]
A B = 715 NZFO R 3025 A s o] 45U

A& A Al e st 33] A A ok g

RADIUS CoA(Change of Authorization)S & 3}3}+= 4 &

S WS 8 5ho] Cisco ISEAN Al 323 7] 55 A1 3F= RADIUS CoA 52H2 =927} 44
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aaa server radius dynamic-author
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client <1sE-1P> server-key 0 abcde123
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Cisco ISEI A A Bl 219l gk 7]k 7158 Al g8l = 49 oh& W E & d2ate] 294 RECA
&% ACL®| IP WA & ¢]3) tfufo] &~ 4] B DHCP =73 = &4 818 = l5U o
! Optional

ip dhcp snooping
! Required!

! Configure Device Tracking Policy!
device-tracking policy <DT POLICY NAME>
no protocol ndp

tracking enable

! Bind it to interface!
interface <interface id>
device-tracking attach-policy<DT POLICY NAME>

RADIUS A7 #2] ol A4l &= DHCP 2= & &/ 8}3] &= 10S Al 4] ol 4] DHCP 4-7d & Cisco ISEZ 2 %
34 &Y t) o] 88k 4 o = VLANO| A] DHCP 2= +3 & &4 3}5lo] DHCPE &4 A e =2 AA
s of gtk

VLAN®] 4] DHCP 2+ & g4 3}
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bell o
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ip dhcp snooping
ip dhcp snooping vlan 1-100

29X EE| t&l 802.1X Q1S A K o7 A3

dotlx system-auth-control
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authentication critical recovery delay 1000
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A3 73 e o] w2 VLAN 7 9]

U EQ] 9] 4] x] Al Aol uhel VLAN ©] &, M3 % SVI(Switch Virtual Interface)& 7 ] 312 ¥

U5 HE S JE gy sld VLAN Qe o] 25 A st U ES A 1) e}9-" & 433
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vlan <VLAN number>
name ACCESS!
vlan <VLAN number>

name VOICE

interface <VLAN number>

description access

ip address 10.1.2.3 255.255.255.0

ip helper-address <pDHCP Server IP address>

ip helper-address <Cisco ISE IP address>

off
o
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29120l A 2] 274(7]+) ACL(Access List) g 2]

interface <VLAN number>
description voice
ip address 10.2.3.4 255.255.255.0

ip helper-address <DHCP Server IP address>

YJ =5k Cisco ISE7F QI 2 A H-o1 5 913 B8 s 54 ACL JUHIO|ES AT
291 %](12.2(55)SE ©] A ¥ A 9] Cisco 10S A ZE ¢]o] &g )0l A t}&- 7]

off
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ip access-list extended ACL-ALLOW

permit ip any any

ip access-list extended ACL-DEFAULT
remark DHCP
permit udp any eq bootpc any eq bootps
remark DNS
permit udp any any eq domain
remark Ping
permit icmp any any
remark Ping
permit icmp any any
remark PXE / TFTP
permit udp any any eq tftp

remark Allow HTTP/S to ISE and WebAuth portal

permit tcp any host <Cisco ISE IP address> eq wWww

offl
%
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permit tcp any host <Cisco ISE IP address> eq 443

permit tcp any host <Cisco ISE TP address> eq 8443

permit tcp any host <Cisco ISE TP address> eq 8905

permit udp any host <Cisco ISE TP address> eq 8905

permit udp any host <Cisco ISE TP address> eq 8906

permit tcp any host <Cisco ISE TP address> eq 8080

permit udp any host <Cisco ISE TP address> eq 9996

remark Drop all the rest
deny ip any any log
!
! The ACL to allow URL-redirection for WebAuth
ip access-list extended ACL-WEBAUTH-REDIRECT
permit tcp any any eq www

permit tcp any any eq 443
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HE A2 292 LEQ QB Ho] 2 74 RER XY
interface range FastEthernet0/1-8
e Reslohd s REGOR 293 ES G4
switchport mode access
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=R= o /\]__9_0],35’1:11 Ij_ojr,].ﬂ—o] ——rL/HSHo]: 61—1/]1—4_
smtchport access vlan <VLAN_number>
&8 VLANS g4 o2 743 o
switchport voicevlan <VLAN_number>
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ip access-group ACL-ALLOW in
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authentication host-mode multi-auth
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authentication periodic
U537 #o] RADIUS Al A17F 2395 S8 Ajls& &
authentication timer reauthenticate server
authentication event fail action next-method
= Al o] 74 ot o] $2 9% VLAN WS T4
authentication event server dead action reinitialize vian <VLAN_number>
authentication event server alive action reinitialize
57 7o) 802.1X 2 MAB®I ] g 10S Flex-Auth 915-S -4 g1 th.
authentication order dot1x mab
authentication priority dotlx mab

GA9 v o]l 2912 EECIA 802.1X £E Ao & &4 sty
authentication port-control auto
authentication violation restrict
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GAI10 th33 2o] MAB(MAC Authentication Bypass)E &4 s34t
mab

SAN ST 2ol 293 EECA 802.1XE B4 5t}
dot1x pae authenticator

GA12 v 2ol S VIR 1022 Ay o
dot1x timeout tx-period 10

FA o 802.1X tx-period A ZF = 1022 Ao Fuvh. Aol tief & il gl A9k ok o] e
W73 8HA] mEA Al Q.

A 13 portfast 7] 5S &4 & T}
spanning-tree portfast
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U2 ool A= 802.1X, MAB 2 ] 158 2183l o214 Q15 W & & &3t 5 AW Ao A
S HojFUT)

class-map type control subscriber match-all DOT1X

match method dotlx

|

class-map type control subscriber match-all DOT1X FAILED
match method dotlx

match result-type method dotlx authoritative

off
o
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|
class-map type control subscriber match-all DOT1X NO RESP
match method dotlx
match result-type method dotlx agent-not-found
|
class-map type control subscriber match-all MAB
match method mab
|
class-map type control subscriber match-all MAB FAILED
match method mab
match result-type method mab authoritative
|
|

policy-map type control subscriber DOT1XMAB
event session-started match-all
10 class always do-until-failure
10 authenticate using dotlx retries 2 retry-time 0 priority 10
event authentication-failure match-first
10 class DOT1X NO RESP do-until-failure
10 terminate dotlx
20 authenticate using mab priority 20
20 class DOT1X FAILED do-until-failure
10 terminate dotlx
20 authenticate using mab priority 20
30 authorize
40 class always do-until-failure
10 terminate dotlx
20 terminate mab
30 authentication-restart 60
event agent-found match-all
10 class always do-until-failure
10 terminate mab
20 authenticate using dotlx retries 2 retry-time 0 priority 10
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oHE elloll A= MAB, 802.1X % 15 AH&-8h= 4
AL wolFY .
policy-map type control subscriber MABDOT1X
event session-started match-all
10 class always do-until-failure
10 authenticate using mab priority 20
20 authenticate using dotlx priority 10
event authentication-failure match-first
10 class ALL FAILED do-until-failure
10 authentication-restart 60
event authentication-success match-all
10 class DOT1X do-until-failure
10 terminate mab
event agent-found match-all
10 class always do-until-failure
10 authenticate using dotlx priority 10

NEE BEC PRI ENCE 2

interface GigabitEthernetl1/0/4

switchport mode access

device-tracking attach-policy poll

ip access-group sample in

authentication timer reauthenticate server
access-session port-control auto

mab

off
o
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dotlx pae authenticator

dotlx timeout tx-period 10

dotlx timeout auth-period 10

spanning-tree portfast

service-policy type control subscriber DOTI1XMAB
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snmp-server community public RO

snmp-server trap-source <VLAN number>

I 23l E]S 93] SNMPv3 A & g slsl=

U 88 & AFE-31e] Cisco ISE ZZ 211U & A 0] =5 A 3t7] 913l SNMP v3 E8 o] ZHt2 A
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Networ k Resources(U| E 9 7 2] 4~ 22) > Network Devices(U] E ] 7 t]H}o] ) > Add | Edit(57} | &
7]) > SNMP Settings(SNMP A 3)3 Ut}

Snmp-server user <name> <group> v3 auth md5 <string> priv des <string>
snmp-server group <group> V3 priv

snmp-server group <group> V3 priv contextvian-i
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7} 22} A 1ol 8l snmp-server group <group> v3 priv context vian-1 8 # <& -4 &f oF &t}
snmp show context ¥ &S & 43 AW E gy
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mac address-table notification change

mac address-table notification mac-move

snmp trap mac-notification change added

snmp trap mac-notification change removed
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