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Cisco ISE GUIO A] v 37 o}o] (=)< &2 3} Administration(#+2]) > System(*] 2~ &) > Settings(*d
A) > Endpoint Scripts( =S E ~ I HE) > Settings(A A) S A &g},
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* Windows L ocal User (Windows = Z A}-8-2}): Cisco ISE7} SSHE &3] 2ol Eof o A|2~3}
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« Upload endpoint script execution logsto ISE(AN =X CIE 2T HE A8 2715 |SEd JRE)
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75 S AEEAE 2APEA MBS B A
SAG AT 4 glgieh

Endpoint script execution verboselogging(QI =221 E 2 HE A o] tf 3k 2HA3F 1 2 7]):
O A& A8l AAle AR =278 &85 Th
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Endpoints processing concurrency for Windows(Windows®] 7 $- <l =

Maximum retry attempts for OSidentification(OS 21 = 13+ A A = 2] FH ] 315)

Delay between retriesfor OSidentification (msec)(0S 2™ & 9|3t A A1 = 2 XA (28l %))

Endpoint pagination batch size(1 =31 E o] 2] ulj 7] ulj X] 7.7])

L og retention period on Endpoints (Days)(S1 =¥ E 2] 271 HE 7| 7HY))

Connection Time out (sec)(&1 2 A3+ Z3H(%))
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Port Number for SSH Connection(SSH 142§ X E M 3): 0] old L E HT 5 Al&-3t#
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@Al 1 Cisco ISE GUIG A] W47 o}o] (=)= &2 8aL Administration(¥2]) > System(A] 2= &) > Settings(” ) > Client
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VY E thE R Eof = AR 7k el BE Sepo|AE T2 R[4 gt 43}%‘4 th ool & gt F A= T
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« AnyConnect | SE Posture Profile(AnyConnect | SE Posture > 2 3} ¢): o] o] d E XML >~ 2 3}
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A1 Cisco ISE GUIO A W47 oFo] Z(=)S &8 3}aL Policy(d #) > Policy Elements(%d 2 2.4) > Results(Z 1}) > Client
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A1 Cisco ISE GUIO A W47 oFo] Z(=)S &85} Policy(d #) > Policy Elements(*d 2 2 4°) > Results(Z 7}) > Client
Provisioning(Z2}o] 1 E 3 2 1] 4 ) > Resour ces(2] 4~ 22).
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* Security(}H.¢h): Z2to] A E7F WPA == WPA2E AFE3L== -4 gy o},
],

i
[l

=

ol

- Allowed Protocol (3] &5 =2 E2): Zelo] A E7} 912 Mo A A= g Ao}
EZ(PEAP %+ EAP-TLS)S 7+ Y o).

+ Certificate Template($1 541 8§15 3l): TLS] 7 -9-Administration(¥+2]) > System Certificates(*]
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<?xml version="1.0" encoding="UTF-8"?>

<FAProfile xsi:noNamespaceSchemalocation="FAProfile.xsd"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<FAConfiguration>

<Install>

<WindowsConnectorLocation>

https://fa webserver/ACFA Mac FireAMPSetup.exe
</WindowsConnectorLocation>

<MacConnectorLocation>
https://fa webserver/ACFA Mac FireAMPSetup.exe
</MacConnectorLocation>

<StartMenu>true</StartMenu>
<DesktopIcon>false</DesktopIcon>
<ContextIcon>true</ContextIcon>

</Install>

</FAConfiguration>
</FAProfile>
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<?xml version="1.0" encoding="UTF-8"?>

<FAProfile xsi:noNamespaceSchemalocation="FAProfile.xsd"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<FAConfiguration>

<Uninstall>

</Uninstall>

</FAConfiguration>
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"certType": {
"Value": "system"

}
}

b) Device Management(t]¥}o] 2= 32]) > Chromebook M anagement(Chromebook #2]) > App Management (<} &
)& A9z
c¢) CiscoNetwork Setup Assistant ©] =818 22 gt}
d) User Settings(A+&-2F A E & —16 Il
e) Upload Configuration File(=-4 3} ¢
Za Cisco Network Setup Assistantol| 4] o] 2] A}-8-2}7} 373} t] o] 2~of tf §k 21
- Google Admin Consoleol| 4] W X7 5} -& F=7}al oF T} o] & A| s+ &
A& ARl i gk 154 & A FU T

=)
ro
tlo
r)v
)
%
i
:L

)
2E)S FYstal 274 ol A axt A Aegy)

) Save(AhE ZHFUTL

(1 ¥ AF3}) Chromebook-& &-fratA] &+ T AFEAHE O & QISA & A FHTh

a) Device Management(t] H}o] 2~ #2]) > Network (Ul E¥ 7)) > Certificates(] 54)E A &gt}

b) Certificates(¢154) el A Add Certificate(Q1 541 F7hHE =23} Cisco ISE 154 3 S A==

b0l e & 2]
Chromebook <X -8 © & Cisco ISE 74

Chromebook = 1.5 & © = Cisco ISE -4

A1 2Fs}7] el

Cisco ISE #&] 2}= B B A& A4 8l oF FU ot Cisco ISE GUICNA] 57 ofo] Z(=)& &9 8kl
Policy(%d @) > Policy Sets(d & F3h &

ofef= AT o AA 9 o Pt

Rule Name: Full Access After Onboarding, Conditions: If RegisteredDevices AND Wireless 802.1x AND
Endpoints:BYODRegistration EQUALS Yes AND Certificate: Subject Alternative Name Equals
RadiusCalling-Station-ID AND Network Access: EAP-Authentication EQUALS EAP-TLS Then
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* key.guest.ui_client_provision_agent_installed instructions without java message
* key.guest.ui_contact_instruction_message

* key.guest.ui_success_message

* key.guest.ui_client_provision_unable to detect message

* key.guest.ui_client_provision_instruction_message

* key.guest.ui_client_provision_agent installation_message

* key.guest.ui_client_provision_posture agent check message

* key.guest.ui_vlan_instruction _message

* key.guest.ui_client_provision _agent installation_instructions_with no_java_message
* key.guest.ui_success_instruction_message

* key.guest.ui_vlan_optional content 1

* key.guest.ui_vlan_optional content 2

* key.guest.ui_contact_optional content 2

* key.guest.ui_contact_optional content 1

* key.guest.ui_contact_optional content 1

* key.guest.ui_client_provision posture _check compliant message

* key.guest.ui_client provision_optional content 2
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* key.guest.ui_client provision optional content 1

* key.guest.ui_error_optional content 2

* key.guest.ui_error_optional content 1

* key.guest.ui_client provision posture check non compliant message
* key.guest.ui_vlan_install message

* key.guest.ui_success_optional content 1

* key.guest.ui_success_optional content 2

* key.guest.ui_client_provision_posture agent scan_message
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