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* Firepower 1000

* Secure Firewall 1200

* Firepower 2100(Threat Defense 7.4 ©] %1 B 7, ASA 9.20 o] & ¥ %)
* Secure Firewall 3100

* Secure Firewall 4200

* ISA 3000

* ASA 5506-X, 5506W-X 2 5506H-X(Threat Defense 6.2.3 ©] A B 21, ASA 9.16 o] A B #)
* ASA 5508-X(Threat Defense 7.0 ©] 7 ¥ %, ASA 9.16 ©] 7 ¥ )
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Threat Defense = = o2 91H 3} 7] A

Firepower 1000 2z ) o] A
https://www.cisco.com/go/ftd-software

Threat Defense package 712 o] 7ty o] 2L
AH& %91 model (2 2) > Firepower Threat cisco-ftd-fp1k.7.4.1-172SPA S} 22 &2 Y

Defense Softwar e(Firepower Threat Defense 4~ .
S E Qo) > version(H )= A& T}

Secure Firewall 1200 2z o] A
https://www.cisco.com/go/ftd-software

Threat Defense package W71 %] o] 9} o] 2 &
Cisco_Secure FW_TD 1200-7.6.0-01.sh.REL.tar
s} 22 49k,

A& 521 model (52 > Firepower Threat
Defense Softwar e(Firepower Threat Defense 4~
2 E 9o]) > version(] A)S A e gt}

Firepower 2100 2z Ao A
https://www.cisco.com/go/ftd-software

Threat Defense package 7)1 A 2] 3 o] =2
AH& %91 model(32 =) > Firepower Threat cisco-ftd-fp2k.7.4.1-172SPA 9} 22 3 A1 1Y

Defense Softwar e(Firepower Threat Defense 4~ .
ZE o) > version(H )< A8 g o

Secure Firewall 3100 =%z H o] A
https://www.cisco.com/go/ftd-software

Threat Defense package e 73014 —d| 7] 9] Hd o]B L
Cisco FTD_SSP FP3K. Upgrade-74.1-172shRELter
sh e @Ayt

A& %<1 model (2 2) > Firepower Threat
Defense Softwar e(Firepower Threat Defense 4~

ZE9Jo]) > version(H H)S A8 gt «70—3]7) %] 9] T}l o] B &
cisco-ftd-fp3k.7.2.6-127.SPA 9} 7+-& & 4]
Ayt
Secure Firewall 4200 2z H o] x|

https://www.cisco.com/go/ftd-software

Threat Defense package 7)1 A 2] 3 o] =2
Cisco_Secure FW_TD 4200-7.4.1-172.sh.REL.tar
RS ER

A8 521 model (- 9) > Firepower Threat
Defense Softwar e(Firepower Threat Defense 4~
ZE Qo) > version(H )< A8 gt
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ASA =2 2= 94 | 7] A
Firepower 1000 =z o] A
https://www.cisco.com/go/asa-firepower-sw
ASA 3714 7] #] ] 94 o] F2

AHE 521 model (3 2) > Adaptive Security
Appliance (ASA) Software(ASA(Adaptive
Security Appliance) 4> 3 E 2] o) > version(H
A)s Ay

cisco-asa-fp1k.9.20.2.2.SPA 9} 2 3 2] QY
t}. o] S 7] A ol = 7 ASASH ASDM S X3}
.

ASDM A Ego](§]1# o] =)

& A ASDM E+= ASA CLIZ AF&-31o] 41 1)
Mol ASDMO. = dorgfo]=steH ARE F<)
model (= 2!) > Adaptive Security
Appliance(ASA) Device M anager (ASA (Adaptive
Security Appliance) Device Manager) >
version(H H)S A g gy}

ASDM A Z E ¢ o] 3} 0] 2L a5dm-7202.bin
I 2 A Yk

Secure Firewall 1200

Firepower 2100

#zx Hol A
https://www.cisco.com/go/asa-firepower-sw

ASA 7] 4]
A8 21 model (= 2) > Adaptive Security
Appliance (ASA) Softwar e(ASA(Adaptive

Security Appliance) 4> 3 E 9] o) > version(H
A)s sy

714 o] 9t o] F&
cisco-asa-fp2k.9.20.2.2.SPA 9} 72 &
t}. o] ¥ 7] A ol = ASA, ASDM, FXOS %
Secure Firewall 2| A| 2] 2} (o] A ™ &2
Firepower Chassis Manager) 7} %] o] Q1<%

.

3 Al o]

ASDM A Ego]( 18] =)

3] 2] ASDM W=+ ASA CLIZ A-8-3Fo] 41 1
o] ASDMO. 2 {1 o] =5t ALE 52l
model (= 2) > Adaptive Security
Appliance(ASA) Device M anager (ASA (Adaptive
Security Appliance) Device Manager) >
version(] )& A& o

ASDM A X E ¢j| o] 112 0] 52 asdm-7202.bin
I} 2o AUt}
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ASA =2 2= 94 )] 7] %]
Secure Firewall 3100 ZFZ: https://cisco.com/go/sa-secure-firewall-sw
ASA 3717 3714 9] % o] &
cisco-asa-fp3k.9.20.2.2.SPA S} 2 3 24 ¢l Y

A8 21 model (= 2) > Adaptive Security ~ .
Appliance (ASA) Software(ASA(Adaptive | T °1 17171915 & ASASEASD
Security Appliance) 423~ E €] ©]) > version(H e

A= Ay

o < =
S 23

ASDM A X E gof(d Lo =) 2 asdm-7202.bin

& A ASDM H1= ASA CLIZ AF&-31o] 41 1)
2] ASDMO. = 1ol =3t AHE 52l
model (= 2) > Adaptive Security
Appliance(ASA) Device M anager (ASA (Adaptive
Security Appliance) Device Manager) >
version(H )& A8 gt
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Secure Firewall 4200 Series | 3% https://cisco.com/go/sa-secure-firewall-sw

ASA 2714 377 2] 5} o] F-&

: _ _ 6:]/\] o]
AR %9 model (% 9) > Adaptive Security cisco-asa-fp4200.9.20.2.2.SPA £} -2 3 2] o 1‘/]

Appliance (ASA) Softwar e(ASA(Adaptive o ol S7IA A= Fd AsAst ASDM% =
Security Appliance) &2 E 9)|¢]) > version(H | ® H
Ay g,

ASDM =X Egjoj( 18 ¢ =) ASDM A E 9] o] 319 o] F-2 asdm-7202.bin

3] 2] ASDM %=+ ASA CLIZ A}8-3Fo] H 41 ¥
1] ASDMO. 2 {1 do] =3t | AHg T2l
model (5. 2) > Adaptive Security
Appliance(ASA) Device M anager (ASA(Adaptive
Security Appliance) Device Manager) >
verson(H )& A= gy}
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%

B ASA FE e g5 ko
S x

2 A&7 §las (ol 53] 22 7 -9-) SCP
Y= HTTPS 22 K3t = g

I
REFZS

« ASA Q1E| 5 0] 2 B3] Anlo] A7 T 5 Q= AT Th A 7] FA ol Thgo] 3]
o 91Ut

oIyl 1/2—192.168.1.1

« 2] 1/1 - Firepower 1010 2 Secure Firewall 1210/1220: 192.168.45.1, 7] €} 2 4: DHCP % 7]
< HE

o]y ¥l 1/1 —DHCP ¥ 7] ¥ H &2
configure factory-default ™8 ¥ & AF-8-3}o] #2] 1/1(Firepower 1010 2 Secure Firewall 1210/1220)

T oyl 1271 F =)ol Tﬂ ) 1A IPFAE AR FEJAFYL AZE S EHH
route & & ZZ 3 A Q.

(Firepower 2100) 9.12 o] A W Ao M = F A% gk AL8-8 = 9l Utk 9.13 ©
gold s mETL 7|2yt 2R E e E]HM*E‘ 9.13 o] Ao & A1go
ASAT S F REE FX Ut} ASA CLICI A show fxos mode ™ & S A}-8-3}
ek e mae o Feelel s muw A Qg

ST REO] ASATF 91= A, FXOSE AREate] ofm) 4|2 A A 8 oF 9 th. ASA—Threat
Defense: Firepower 2100 = %—_‘1579&1] o] A& AN L.
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(Secure Firewall 3100) ASA ]| 4] Secure Firewall 31001 €13 ®o] 7.3 o] 0.2 o]n| 2] & A A |
e, A ASAZ 9.19 o] o 2 dlrg o] =3lo] 730 B H A2 ¢ o)X §3S XA}
=5 ROMMON H A & fld[o] Edfjof St} ASA §] 12| o] = 7ho] =5 3HasA] Alg.

LA A

A1 ASA CLI®| 44 3g ).

o

7] 2 Smart Software Licensing 41 H (ASA CLI/ASDM X+ Smart Software Licensing A1 H)ol| A ASA 5%
S EA R =
license smart deregister
o) A

ciscoasa# license smart deregister

@A 3 ZYA] Wl Z 2] ol Threat Defense ©] V| A & thZ =3 U} th3 @7l = FTP HALE RolE5Y T}
copy ftp://[[user @]server[/path]/ftd_image name diskn:/[path/]ftd_image name
USB Egto] H & AL-8-3l 2 H disk2://< AF-8-3= Firepower 2100 A €] 8}l disk1://& #| A & T}
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o All:
Firepower 2100

ciscoasa# copy ftp://dwinchester@10.1.1.1/cisco-ftd-fp2k.7.4.1-172.SPA
diskO:/cisco-ftd-fp2k.7.4.1-172.SPA

of A
Secure Firewall 3100

ciscoasa# copy ftp://dwinchester@10.1.1.1/Cisco FTD SSP FP3K Upgrade-7.4.1-172.sh.REL.tar

disk0:/Cisco FTD SSP FP3K Upgrade-7.4.1-172.sh.REL.tar

Threat Defense ©] 7] A (& G2 =3 o|w|x)E FEFYT
a) A9 3ol B A 2~3h )
configureterminal

o Al

ciscoasa# configure terminal
ciscoasa (confiqg) #

by @A TEE FE o|MAE FAFYHIAE ).
show running-config boot system

AL 7ke] -4 ol = boot system W # o] Gl 5 AU T o1& Hol
0

n X & A XA, A Tuto]l 27} A ALY 5
of| A

Ww

ciscoasa(config)# show running-config boot system
boot system diskO:/cisco-asa-fplk.9.20.2.2.SPA

©) boot system o] A F o} Q= A A HE o)A & YT w1
U,
no boot system diskn:/[path/]asa_image_name
boot system W &S A A & A5 ol dAIE Y HY
o A

ciscoasa(config)# no boot system diskO:/cisco-asa-fplk.9.20.2.2.SPA

d) Threat Defense ©| V| %] & -9 g}
boot system diskn:/[path/]ftd_image name
UhA] R Esfehes X EZETE FA YT
o) A

OMMONe©]| Al 2 ASA ]
% e,
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Secure Firewall 3100

ciscoasa (config)# boot system disk0:/Cisco FTD_SSP_FP3K Upgrade-7.4.1-172.sh.REL.tar

fxos_set boot system image(filename: Cisco FTD SSP_FP3K Upgrade-7.4.1-172.sh.REL.tar)
fxos_get current bundle version(instance 41)
The system is currently installed with security software package 9.20.2.2, which has:
- The platform version: 2.14.1.131
- The CSP (asa) version: 9.20.2.2

Preparing new image for install...
rrrrrrrrrrrrrrrrrrnt
Image download complete (Successful unpack the image) .
Attention:
If you proceed the system will be re-imaged and reboot automatically.
All existing configuration will be lost and the default configuration applied.
Do you want to proceed? [confirm]
Finalizing image install process...

Installation succeeded.

o A:
Firepower 2100

ciscoasa (config) # boot system disk0:/cisco-ftd-fp2k.7.4.1-172.SPA

fxos set boot system image(filename: cisco-ftd-fp2k.7.4.1-172.SPA)
fxos get current bundle version(instance 41)
The system is currently installed with security software package 9.20.2.2, which has:
- The platform version: 2.14.1.131
- The CSP (asa) version: 9.20.2.2
Preparing new image for install...
Prrprrrrrrrr iy
Image download complete (Successful unpack the image) .
Attention:
If you proceed the system will be re-imaged and reboot automatically.
All existing configuration will be lost and the default configuration applied.
Do you want to proceed? [confirm]
Finalizing image install process...

Installation succeeded.

A 5 A ATS] A F" o] ek w7k 7] vk Y
FXOS7} A W} EFUFA] 9t Threat Defense 7} LFERS w 71%] 7] th& oF & T
o Z g Al o] A& A A3} aL o Z ] A o] A of] A A 3HH EULACN & 9] 8FaL CLION A %27] A4S S35}

E]- = X E X EV} A YT} Secure Firewall device manager(©] A ™8 % 2 Firepower Device Manager)

U Secure Firewall Management Center(©] %l ™ % -2 Firepower Management Center) & A}-8-3}o] t] v}
o] 22 71 E = 9SSyt A =0 2d T} Managerﬁ w2 A]Z}F 7}ol =
(http://www.cisco.com/go/ftd-asa-quick) & FZ38F] A X & A&}

o A

[...]

kkkkkkkkkkk* Attention *¥*xkxkxkkx

Initializing the configuration database. Depending on available
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system resources (CPU, memory, and disk), this may take 30 minutes
or more to complete.

KKK KKK KKK KKK Attention KKK KKK KKK

Executing S09database-init [ OK ]
Executing Slldatabase-populate

Cisco FPR Series Security Appliance

firepower login: admin

Password:

Successful login attempts for user 'admin' : 1

Copyright 2004-2024, Cisco and/or its affiliates. All rights reserved.
[...]

User enable 1 logged in to firepower

Logins over the last 1 days: 1.

Failed logins since the last login: O.

Type help or '?' for a list of available commands.
firepower>

firepower# connect ftd

You must accept the EULA to continue.

Please enter 'YES' or press <ENTER> to AGREE to the EULA:
[...]

ASA—Threat Defense: Firepower 2100 = 3 35 = =

o] 4] -& A}-8-5}H Firepower 21002] 2 2 & X =0 4] Threat Defense = ©| V| #] A 2 X & & 4= Q15

.

%

L
Kl

o] dakg & ¥ FXOS #He] 2k vl 57 Admin123e 2 A4 g g ok,

Al 2tet7] 7ol
» o] el A= FXOS CLIE AH§-3ff ofF 9 th.

+9.12 012 WA A FAF wE Y UG 013 ol ol A1 ol Fehol s w )
BT FRE LE Unto] 259,13 o] J 0.2 reo] EHE P9 ASAE FAF BE

o

Z FA =Yt} ASA CLICN A show fxos mode ™ & S AF83}0] 9.13 o] Aol A = E 39l g

.

ASA9] o] ZFgo| A2 REo &= o] g FXOS 8 & of] HA[ 23 4= ¢l 5 T} Threat Defense = 9]
ol m] 2] A} %] = ASA OS Oﬂ 2] 21885 Y t}. ASA—Threat Defense: Firepower 5=+ Secure Firewall,
5 H o] A& x4 Al Q..
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[

A = =38l = o v A7} FTP, SCP, SFTP, FXOS 3] 1/1 Q1E| #| o] 2~of A A% TFTP A ¥, EXT2/3/4
IE = VFAT/FAT32% ¥ % USB Egfo] Ho| A AF&E 4= ¢) =% el 3t o},

FXOS Management 1/1 IP =225 $FQ13} A L M 7 5} 2] ¥ Firepower 2100 A| 2} 7}o] =& 32314 A
o

—a-.

Smart Software Licensing 4] H (ASA CLI/ASDM Y:-+= Smart Software Licensing 4 H)ol| 4] ASA 55 &
HArFoh

11 A}&x} ]E% adminO] 7) 8 H]‘Q‘ﬂi‘: AdmleS?JHE}.

SSHE AM8-3fl ASA #e] 1P T2l A A 3= 49 FXOSoll 94 223}17] 9] 3] connect fxosE 9 2 4
Uh FXOS & IP 42 23] SSHE 5= 35y

AfALe 371 A & T 2= T
a) Aelol L= ),
scope firmware

o Al

firepower-2110# scope firmware
firepower-2110 /firmware#

b) #71AE ez =g,
download image url
e % shbE Agste] 7hA & whale] URLS A A
« ftp://username@server/[path/]image_name
* scp://username@ser ver/[path/]image_name
* sftp://username@server/[path/limage_name
« tftp://server[:port]/[path/]limage_name

* usbA:/path/filename
of A:

firepower-2110 /firmware # download image
scp://admin@10.88.29.181/cisco-ftd-fp2k.7.4.1-172.SPA

Password:

Please use the command 'show download-task' or 'show download-task detail' to check
download progress.
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e RE T2 A 2E RUE YT
show download-task
o) A

firepower-2110 /firmware # show download

Download task:

File Name Protocol Server Port Userid State
cisco-ftd-fp2k.7.4.1-172.SPA
Scp 10.122.84.45 0 admin Downloading

firepower-2110 /firmware #

™ (Downloaded(th>= =) AHH)) 3712 & & ).
A 3 7] %] 2] ¥ A gHlakar HAR Y T

show package

o A

He =

firepower-2110 /firmware # show package

Name Package-Vers
cisco-asa-fp2k.9.20.2.2.SPA 9.20.2.2
cisco-ftd-fp2k.7.4.1-172.SPA 7.4.1-172

firepower-2110 /firmware #

7145 A

7o)
o WA A =

Ag .

3= AU
scope auto-install
install security-pack version version

show package = = 9l 4] security-pack version ¥ 3-8 © 2 Package-Vers #k= S A Yt A A

of o] X7k A3 ¥ 3L A PR F U o] TR Al Az of 5P 4w Ayt
.
obelst 2& 97k EAIEW 714 WA A 9714 o B A PS5 AUk

Invalid software pack
Please contact technical support for help

o A

firepower 2110 /firmware # scope auto-install

firepower-2110 /firmware/auto-install # install security-pack version 7.4.1-172
The system is currently installed with security software package 9.20.2.2, which has:
- The platform version: 2.14.1.131

- The CSP (asa) version: 9.20.2.2
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If you proceed with the upgrade 7.4.1-172, it will do the following:
- upgrade to the new platform version 2.14.1.131
- reimage the system from CSP asa version 9.20.2.2 to the CSP ftd version 7.4.1-172

Do you want to proceed ? (yes/no): yes

This operation upgrades firmware and software on Security Platform Components
Here is the checklist of things that are recommended before starting Auto-Install
(1) Review current critical/major faults

(2) Initiate a configuration backup

Attention:
If you proceed the system will be re-imaged. All existing configuration will be lost,

and the default configuration applied.
Do you want to proceed? (yes/no): yes

Triggered the install of software package version 7.4.1-172

Install started. This will take several minutes.

For monitoring the upgrade progress, please enter 'show' or 'show detail' command.
firepower-2110 /firmware/auto-install #

A6 AN Aol gz A A du
FXOS7} H A 3 A| %) & 2} Threat Defense 7} A 2= wj7}%] 7|t} oF gt}

o Z 2] Aol & Al ZFakaL o Zef Al o] Aol A3 EULAC 5 9] skaL CLIC A 7] 2785 348t
geEITEIE 7} EAIE YT} device manager %2+ Management Center & A}-8-5hof tjvulo] 2~ & 7] &
T AdF5UY A T2l 2 d 3} Manager& W2 Al 2} 7]o] = (http://www.cisco.com/go/ftd-asa-quick) E

Hzslo] Ax & AT
<) A

[...]

kkkkkkkkkkk* Attention *¥*xkxkxkkx

Initializing the configuration database. Depending on available
system resources (CPU, memory, and disk), this may take 30 minutes
or more to complete.

kkkkkkkkkkk* Attention *¥*xkxkxkkx

Executing SO09database-init [ OK ]
Executing Slldatabase-populate

Cisco FPR Series Security Appliance

firepower login: admin

Password:

Successful login attempts for user 'admin' : 1

Copyright 2004-2024, Cisco and/or its affiliates. All rights reserved.
[...]

User enable 1 logged in to firepower

Logins over the last 1 days: 1.

Failed logins since the last login: O.

Type help or '?' for a list of available commands.
firepower>

firepower# connect ftd

You must accept the EULA to continue.

Please enter 'YES' or press <ENTER> to AGREE to the EULA:
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Threat Defense—ASA: Firepower %=+ Secure Firewall .

Threat Defense—ASA: Firepower 5=+ Secure Firewall

o] 2912 Firepower == Secure Firewall T] 1} ©] 2~ & Threat Defense©l| 4] ASAZ o] u] %] 24 %] & 4=
Ut} Firepower 21009] 7 -F- 7]+ % 2.8 ASAT o Zgtold s B =of JlGUTh o m x| & A
g Foll = ASAE EUF RER WAT F syt

Fa o] AAHE FaF H FXOS ¥el A vl 57k Admin123e = A4 g 5 Y o).

AR5 = ol n x| 7} ] 1/1 18 #| o] 2 5= Secure Firewall 4200, #2] 1/1 == 120 <25
FTP, HTTP(S), SCP, SFTP == TFTP /8] = EXT2/3/4 B=+= VFAT/FAT32% X9 % USB =8| B
AN AFEE 4= A=A ERIFY T

] Qe o] 2~ A A o EH 3 2} A & U] -8 Cisco Secure Firewall Threat Defense ™ & 2+ )| A Threat
Defense show network 2 configure network ™ = & 231414 &

Threat Defense®] 2}o]/d =& s A g o},
* Management Center®l| A] Threat Defense & ¥2] 3} 7 - Management Center®l] 4] t]ufo] =& A}
A g

* device manager= A28l Threat Defense-2 ¥2] 6} 7% Smart Software Licensing A1H] (device
manager "= Smart Software Licensing A H)ol| 4| T]v}o] 2~ 555 F A& oF Fy ).

4 EEQ ) T e 80 o] o SSHE AH8) FXOS LIS gt 24 3
Eoll A dA3k= 49 FXOS CLIO| SA] Al =3tk FX0S 2191 2k S8 S ) 9 gyt 7]
AFgA} 0] & admino] aL 7] ¥ H = Admin123% Ut}

SSHE A}-&-3l Threat Defense ¥+2] IP =40 14 }= 7 -$- FXOSol| 9 A 223} 7] $] 3l connect fxosE

g

ALl B 71 A & v

a) el mEE degr
scope firmware

o A

rh: m

il
I
%
o
ks

firepower-2110# scope firmware
firepower-2110 /firmware#
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b)

¢)

GA S A 7 A GeRET S5

a)

714 & the s gL,

download image url

0e % 8 g Al ate] 714 S shele] URLS A4 T,

« ftp://username@server/[path/]image_name

* http://username@server/[path/]limage_name
* https://username@server/[path/]limage_name
* scp://username@server/[path/]image_name

* sftp://username@server/[path/limage_name
» tftp://server[:port]/[path/]limage_name

* usbA:/path/filename
of A:

firepower-2110 /firmware # download image

scp://admin@10.88.29.181/cisco-asa-fp2k.9.20.2.2.SPA

Password:
Please use the command 'show download-task'
download progress.

teRe X2 AAs v EY
show download-task
o) A

firepower-2110 /firmware # show download

Download task:
File Name Protocol Server Port

or 'show download-task detail' to check

cisco-asa-fp2k.9.20.2.2.SPA
Scp 10.122.84.45
firepower-2110 /firmware #

™™ (Downloaded(tH&- =
A 71421 W 8B Sl ehat AR e
show package

o A

firepower-2110 /firmware # show package
Name

cisco-asa-fp2k.9.20.2.2.SPA
cisco-ftd-fp2k.7.4.1-172.SPA
firepower-2110 /firmware #

Package-Vers

9.20.2.2
7.4.1-172
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b) H7NAZ A}
79
o] dAN M= FA S Al w Ut

|

scope auto-install

install security-pack version version

show package = 2 ol 4] security-pack version 1 -8 © & Package-Vers 7t3 ZAFE U TE A A]
7helm A& AAeta AR U o] TRAAE ARY S Eitel oF 308 A= A g YT

i

& K

o}

rlo

o 2

S F7F EAH A 714 A G 1A ol B 9E AL F AgLTh

Invalid software pack
Please contact technical support for help

o Al

firepower 2110 /firmware # scope auto-install
firepower-2110 /firmware/auto-install # install security-pack version 9.20.2.2

The system is currently installed with security software package 7.4.1-172, which has:
- The platform version: 2.14.1.131
- The CSP (ftd) version: 7.4.1-172
If you proceed with the upgrade 9.20.2.2, it will do the following:
- upgrade to the new platform version 2.14.1.131
- reimage the system from CSP ftd version 7.4.1-172 to the CSP asa version 9.20.2.2

Do you want to proceed ? (yes/no): yes

This operation upgrades firmware and software on Security Platform Components
Here is the checklist of things that are recommended before starting Auto-Install
(1) Review current critical/major faults

(2) Initiate a configuration backup

Attention:
If you proceed the system will be re-imaged. All existing configuration will be lost,

and the default configuration applied.
Do you want to proceed? (yes/no): yes

Triggered the install of software package version 9.20.2.2
Install started. This will take several minutes.

For monitoring the upgrade progress, please enter 'show' or 'show detail' command.
firepower-2110 /firmware/auto-install #

A6 AL Ao s wf7=] 7Ivk gy
ASA 9.13 o] (o] ol A 2 B Eof 7]7h)
ASA7Z} A ZHE] 3L CLION A AF&- 2} EXEC FL=of] 9 A <3t}
o) A

Cisco Secure Firewall ASA 2 Secure Firewall Threat Defense ©] 7] #| 7] A 3] 7}o] = .



Cisco Secure Firewall ASA ! Secure Firewall Threat Defense ©] 7| %] || %] 7} o] = |
. Threat Def Threat Def : Firepower 5=+ Secure Firewall

Attaching to ASA CLI ...
Type help or '?' for a list of available commands.
ciscoasa>

ASA 912 o] H(ZFHF B 7]
FXOS7} WA FA| = A9k ASA7F Al 2HE wj 74#] 7] tf2 of o,
off ZE] A o] M o] Al &} a1 off F 2] Alo] Aol AAZSHH CLIoNA] AF-&-AF EXEC EE=of AA| gt}

of| Al:
[...]
Cisco FPR Series Security Appliance

firepower-2110 login: admin

Password:

Successful login attempts for user 'admin' : 1

Cisco Firepower Extensible Operating System (FX-0S) Software
TAC support: http://www.cisco.com/tac

Copyright (c) 2009-2024, Cisco Systems, Inc. All rights reserved.
[...]

User enable 1 logged in to ciscoasa

Logins over the last 1 days: 1.

Failed logins since the last login: 0.

[press Enter to see the prompt below:]

firepower-2110# connect asa

Attaching to ASA CLI ... Press 'Ctrl+a then d' to detach.

Type help or '?' for a list of available commands.

ciscoasa>

Threat Defense—Threat Defense: Firepower ™=+ Secure Firewall
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Threat Defense—Threat Defense: Firepower =+ Secure Firewall(3100 #| <])
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Secure Firewall 3100 -/ §F 2HA| 5} A F-E o] v A1 & nLA|slo] &7 7] A EH| = dufo] ~&

] 5
Ash 5 ole] £l olvl A AUAF ATIHILE A2 L F 5 ) mrel o]l A o)

A1 7.2% o] n| A A A 2] FEi= 7.3 0] A ol A] 7.3 0] 40 & o]u] x| A A A]: o] n] x| A x| Aol o 3 2}A|
F U &S LA all A Thol =5 FEsHA Al S

AN WAL ZESHE A AZEY o] B o2 A AH o|u| x| A X" Ax}FE AL}
RE B EE ) EAE ARG 2L Al AAS 95 T2 o)u 4 AR ES AT

A 2 7.07.200 4 7.3 0] 0. & o] A A X]: 7.1/7.2001 4 7.3 o] 0.7 o|u|A] A X EeE = A9, WA
ASA 9.19 o]F o 2 o] 2] A X T 7.3 o] o2 o] n x| A A A&l of Ftt.
7301l A= A 22 1P 2] oA 3t Y& AFE-JhH T} o] o] m] #] 31U & A}-§-3F e W 71 4 ROMMON
S ddlelEsflof sl R 7.3 o] o 2 o]u| x| 2| X] &} 7] 2ol ASA9.19 o] (©] -1 ROMMON®I| A4 &=
A Y& A7k A ROMMON S 2 ¢} 19| o] =) & o] ] %] A A x| afjoF g1t} ¥ % ] ROMMON ¢t o]
HE sy
1
7 1/7.201 41 7.3 o] o2 e ol =stE = 2§ Bt Zo] o] =E 4 951t ROMMON

S ool TR A~ AR Qo] EfU)

a) 9138 o] E ASA9.19 0]/ 0 & o] 1| X] a4 %] g T}, Threat Defense—ASA: Firepower %=+ Secure
Firewall, 13 ¥ o] x| & #3842 L.

b) ASAE $13 W] 7.3 o] o2 o] uA] 2|4 X] FF t}h. ASA—Threat Defense: Firepower %=+ Secure
Firewall, 5 7| o] %] o] W] &-& FFx35H4I A L.

ASA—ASA: Firepower % Secure Firewall

Y EAE s AstL HE S B8 T steH ASA o] v A A A7 B e = sy Lt
dree]= Alell= on A LA E =L Harvt sy

T2 AIA
A1 ol n x| A 2] A zfel] o 3t AFA B &2 A ] A Tfol =2 F s L
G2 A 2ZE ] oA & 2 et W o|u|X] & A X 3= gl ASA & 1| OlE 7hol =5 HZx 34

Al Q.
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http://www.cisco.com/go/asa-firepower-sw ek shz Zue= 9% gL S 3ol 4= 9l
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PAIEC DAL
AF-& %21 model (5 =1) > Firepower Threat ftd-boot-9.6.2.0.Ifbfff &2 BA AT

Defense Softwar e(Firepower Threat Defense 4~

Iz E g]o]) > version(H] ) A g gk},

A 2~Ell A E Qo] AR 3 7] X] *]’\E“ X EgJo] A ﬁﬂﬂzl o] 5t o] &

A} 521 model (29 > Firepower Threat
Defense Softwar e(Firepower Threat Defense 4~

X E g]o]) > version(H )2 A g gk,

l‘l

< ftd-6.1.0-330.pkge} -2
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Fz ol A:
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Zk a1

T35k shE Euhe X 9 & gl <+ 9l
FUth %] e o] = ZE A 2o &
A o] BA A A g

BE o]u] 4]

A8 221 model (5. 2) > Firepower Threat
Defense Softwar e(Firepower Threat Defense 4~

T E 9] o]) > version(H )& A B gt}

F-E ojux] 9] 1Y o] 52
ftd—boot—9.6.2.0.cd|sk9} 2o gAYy

Al 2~ €l

2EE o] AR 7] A

A& 521 model (5 2) > Firepower Threat

Defense Softwar e(Firepower Threat Defense 4>
EgJo]) > version(H )& A &g o)

*1*5“ LEZE o] AX #7179 3¢ o] &
< ftd-6.1.0-330.pkge} 22 F A YTk
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DM 42 Z E 9f| o] 3} 0] 52 asdm-762.bin
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REST APl A& E ¢]|o] APl 2 E o] 314 o] F&
asa-restapi-132-I1fbff-k8.SPA S} 72 3 2 ] Y]
T} REST APIE A %] &} 21 API W2 A] %}
7hol E& xS A Q.

A& <] model (X 2)) > Adaptive Security
Appliance REST API Plugin(Adaptive Security
Appliance REST API &2 71.91) > version(H %)
S A8y

ROMMON o] u] %] ¢ 2.7 o] =(ASA 5506-X, 5508-X = 5516-X, ISA 3000)
S wHA o] whEl ASA 5506-X Al 2] 2, ASA 5508-X, ASA 5516-X 2 ISA 3000-8 ROMMON o] 1] %] =

Jrelol =gt ASA B 9] 9 A 2~ Flo] A ROMMON ¥ A& 1.1.8 o] -] of of gt #2)
MA o7 gy ol=shi= slo] FHYch

A AR Qe ol =R /b5 s e 1eol =% 4 gl
A

9 1.1.158 ASA 5506-X, 5508-X % 5516-X ROMMON 4 1@ o]= 2 1.0.5-8 ISA 3000 ROMMON ¢ 1
tlo] =e &= o] -d ROMMON W Bt} oF 20l 1] 71 A[7H(OF 15)0] A8 g Yt g 1gol= T+
tuto] 2~ 0] A& ZATh7F A A v Al 2304 o] Ul of] Y L o] =7 $F5 ] X] @1 A 9 51 Cisco
7l Al el £l Al L. Hlvto] 2~ 0] A& 27 AAY A A s1A] mR Al L.

A 2a7] Aol

Cisco.com®] 4] Al ROMMON ©]| 1] %] & 7} 4] &} ASA¢] E-A}EH A Bl o] 351 Th. ASAE FTP, TFTP, SCP,
HTTP(S) ¥ SMB A & A 43t th, th& Aol A o] X & th2 =3t}

* ASA 5506-X, 5508-X, 5516-X: https://software.cisco.com/download/home/286283326/type

* ISA 3000: https://software.cisco.com/download/home/286288493/type
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http://www.cisco.com/go/isa3000-software
http://www.cisco.com/c/en/us/td/docs/security/asa/api/qsg-asa-api.html
http://www.cisco.com/c/en/us/td/docs/security/asa/api/qsg-asa-api.html
https://software.cisco.com/download/home/286283326/type
https://software.cisco.com/download/home/286288493/type
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B rommoN o)1 7 41712 o) =(ASA 5506-X, 5508-X 2 5516-X, ISA 3000)

L RAA

A1

Threat Defense 4~ E €] o] o] 4 9- ek CLIE A 218t U5 @43t R =5 A =gy o),
system support diagnostic-cli
enable

M EE e steb A7 BN DA E el 93 Enter 715 S EU T

o All:

> system support diagnostic-cli
Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.

ciscoasa> enable
Password:
ciscoasa#

ASA Z ﬂW | 2. 2] o] ROMMON ©] 1] %] & E-A}gHU U], o] A x}ol| A = FTP HAMS HojFyt) o &
AW F8 2] 49 copy ? S JHE Y h

copy ftp://[username: password@]server_ip/asas500-firmwar e-xooxx. SPA disk0: asa5500-fir mwar e-xox. SPA
Threat Defense 22X E gjo] o] 4 -$- dlo] g Qg H o] 27} FAF o] 9l=A] &gy} Xk CLIo A
=48 ﬂﬂ Ol H o] 2xo] A 28k 4= gl 5 Ut B 3F CSCvn57678 % 213l copy ™ & ©] Threat Defense
B # o] 79~ A4l Threat Defense CLIONA] 25381 %] &S = olom=a g v o7 H8 e ¢l E

H o] 22of] MM 23 4= §lHFY Tk

A A B S B2 show module ™ &S 918331 MAC 54 W ¢ Bl o] 2] Mod 19]] th3l 22 o] A
Fw W & gl Al 2.

ciscoasa# show module

[...]

Mod MAC Address Range Hw Version Fw Version Sw Version
1 7426.aceb.ccea to 7426.aceb.ccf2 0.3 1.1.5 9.4 (1)
sfr 7426.aceb.cce9 to 7426.aceb.cce9 N/A N/A

ROMMON o1 A & ¢ 19| o] =gt}
upgrade rommon disk0:asa5500-fir mwar e-xxx.SPA

o All:

ciscoasa# upgrade rommon diskO:asa5500-firmware-1108.SPA
Verifying file integrity of disk0:/asa5500-firmware-1108.SPA

Computed Hash SHAZ2: d824bdeeceel308fc64427367fa559%e9
ecefe8f182491652ee4c05e6e751f7a4f
5cdea28540cf60acde3ab9b65f£55a9f
4e0cfb84b9e2317a856580576612f4af

Embedded Hash SHA2: d824bdeeceel308fc64427367fa559%9e9
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eefe8f182491652ee4c05e6e751f7a4f
5cdea28540cf60acde3ab9b65f£55a9f
4e0cfb84b9e2317a856580576612f4af

Digital signature successfully validated

File Name : disk0:/asa5500-firmware-1108.SPA
Image type : Release
Signer Information
Common Name : abraxas
Organization Unit : NCS_Kenton ASA
Organization Name : CiscoSystems
Certificate Serial Number : 553156F4
Hash Algorithm : SHA2 512
Signature Algorithm : 2048-bit RSA
Key Version : A

Verification successful.
Proceed with reload? [confirm]

ZEV} FAEH ASA A 25 32l gh T}
ASA= ROMMON o] U] A & 1 o] =3k U2 =4 A A& A 2= o)

ASA —Threat Defense: ASA 5500-X 5=+ ISA 3000

ASAE Threat Defense 423 E ¢JJo] o] u] 2| 2 2|4 X] 5} 1 ROMMON 2L 353 E of] oA 4 3f of 3
t}. ROMMONZ®]| A £ Threat Defense -8 o1 A & t}& 2 =3te]d 72 21 H o] A~ A TFTPZ
ARg-al ofF shY ok TFTPYE X4 Yt 19 vh3 58 o] X o] A HTTPY FTPE A}-8-3)| Threat
Defense A Z2=¥l AL E g0 HX] 974 & ‘jr“v‘i‘: o JFUYTE TFTP th- 2 =0 AJ7ko] .2
A 7 IFHh 7 EA S A8 7] 918 ASASHTFTP AW ghel] A A o] Qb A 1 4] gl gy
=

Al2re7] 2del
ASAE oA 2 ThA] A A TR A 25 7 et tha 3 o] s Al 2.
1. backup 8 H 2 AL-&3lo] AA Al 2~E WS S g}

ZARAIEE W8 7 e 9 ]) 72 v aeo]d kel =8 e A L.

2. show activation-key & = AF-&-31o] gtold 25 AEAE 7 == A A HEH| o] A 7] & FAL

skt Ao,

3. ISA 30009] 7% Management Center S AH-& 3t w 1= 9]0 Hho] 5] 22 v &g g3t} o] 7%
S B A 6.3 0] 42 device managerol| A Bk AF-g-0] 715 g v}

g Qe H o] 29 = ASAANA N A2 7}5 S TFTP A W ol Threat Defense H-8 ©] 1| X|(AZ E 9|
ol &=, 18 # o] A Zx)E thE ==Y
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ASA 5506-X, 5508-X, 5516-X, ISA 30002] 74 -5- ¥&] 1/1 ZE & AF&-51o] o|n| A & v} Z =3 of 3
Ytk o2 29 A9, BE QA o) A& AFE S 5 5 U

#E] Qe d o] 20 )= ASACN A A2 7153 HTTP H+= FTP A ¥ ol Threat Defense A] =8l A3
Eao] 47 A7 AR TE ] e w e, 18 904 5T ez E g,

T ZECA ASAE thA] 2= Th

reload

o A

¢

ciscoasa# reload

-8 Zol ROMMON X5 X E o} A A s}teh= WA A 7} e Esc 7] & 54 U
RUHE AHA 8] Aoy ok

of All:

[...]
Booting from ROMMON

Cisco Systems ROMMON Version (2.1(9)8) #1: Wed Oct 26 17:14:40 PDT 2011
Platform ASA 5555-X with SW, 8 GE Data, 1 GE Mgmt
Use BREAK or ESC to interrupt boot.

Use SPACE to begin boot immediately.
Boot in 7 seconds.

o] Al o)A Esc 7] & FH Y
U5 wAI A 7 YEbdaL U5 Q8 7t A R RS GRS 5 ASAE A mEdfof iyt
Launching BootLoader...

Boot configuration file contains 2 entries.
[...]

HES A 275 A4 3L T3 ROMMON H & & AF&-3le] H-E o|ujx]& 2 =3t}
interfaceinterface id

address management_ip_address

netmask subnet_mask

server tftp ip_address

gateway gateway ip_address

filepath/filename

set

sync

tftpdnid

Threat Defense 5-% o] 1| A7} t}-& 2 =% 11 58 CLI| 5 F Y}
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& ARE
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« interface- (ASA 5512-X, 5515-X, 5525-X, 5545-X & 5555-X A -&) #2] A o]~ IDE A A

Ut 7et 2 ¥

T AFY T

ssync- HEY A A%

- tftpdnld- -

o A

d< AU

E oA & g,

ASA 5555-X 9] 4:

rommon
rommon
rommon
rommon
rommon
rommon
rommon
ROMMON

CONFIG=

0
1
2
3
4
5
6

>
>
>
>
>
>

>

interface gigabitethernet0/0
address 10.86.118.4

netmask 255.255.255.0

server 10.86.118.21

gateway 10.86.118.1

file ftd-boot-latest.cdisk
set

Variable Settings:
ADDRESS=10.86.118.3
NETMASK=255.255.255.0
SERVER=10.86.118.21
GATEWAY=10.86.118.21
PORT=GigabitEthernet0/0
VLAN=untagged
IMAGE=ftd-boot-latest.cdisk

LINKTIMEOUT=20
PKTTIMEOUT=4
RETRY=20

rommon 7 > sync

Updating NVRAM Parameters...

rommon 8 > tftpdnld

ASA 5506-X 9] 4:

rommon
rommon
rommon
rommon
rommon
rommon
ROMMON

CONFIG=

g W NP o

vV V. V V V

>

address 10.86.118.4
netmask 255.255.255.0
server 10.86.118.21
gateway 10.86.118.21

file ftd-boot-latest.lfbff
set

Variable Settings:
ADDRESS=10.86.118.3
NETMASK=255.255.255.0
SERVER=10.86.118.21
GATEWAY=10.86.118.21
VLAN=untagged
IMAGE=ftd-boot-latest.lfbff

LINKTIMEOUT=20

shak k] 171 Q1] ) o] 22 A}-&-3 o)

cset- EA T AAS AT 3 Aufol tht a4

o
=

o

—1

371 913

Cisco Secure Firewall ASA 2 Secure Firewall Threat Defense ©] 7] #| 7] A 3] 7}o] = .



Cisco Secure Firewall ASA 3! Secure Firewall Threat Defense ©] 7] <] #]d %] 7}-o] =

. ASA —Threat Defense: ASA 5500-X == ISA 3000

. Cisco Secure Firewall ASA 2! Secure Firewall Threat Defense ©] 7| ] A X] 7}o] =

PKTTIMEOUT=4
RETRY=20

rommon 6 > sync
Updating NVRAM Parameters...

rommon 7 > tftpdnld

rommon 1 > ping 10.123.123.2

Sending 10, 32-byte ICMP Echoes to 10.123.123.2 timeout is 4 seconds

Success rate is 100 percent (10/10)
rommon 2 >

setupS ¥ akal ¥y °1E1Jﬂ°lMﬂfH Al 2~E A E o] 7| A &
];]]E Ji/ﬁx%

HTTP =+ FTP A ¥ ¢}9] oA A A4S A e=
231

DHCP A ¥ 7} 9= 4

= U AE A AR & Z2E4 A Q.

Configuring network interface using DHCP
Bringing up network interface.

Depending on your network, this might take a couple of minutes when using DHCP...

ifup: interface lo already configured
Using IPv4 address: 10.123.123.123

Using IPv6 address: fe80::2a0:c9ff:fe00:0
Using DNS server: 64.102.6.247

Using DNS server: 173.36.131.10

Using default gateway: 10.123.123.1

SRE

Cisco FTD Boot 6.3.0
Type ? for list of commands
firepower-boot>
firepower-boot>setup

Welcome to Cisco FTD Setup
[hit Ctrl-C to abort]
Default values are inside []

Enter a hostname [firepower]: example.cisco.com
Do you want to configure IPv4 address on management interface? (y/n)
Do you want to enable DHCP for IPv4 address assignment on management interface? (y/n)

n

Enter an IPv4 address: 10.123.123.123
Enter the netmask: 255.255.255.0
Enter the gateway: 10.123.123.1

Do you want to configure static IPv6 address on management interface? (y/n)
Stateless autoconfiguration will be enabled for IPv6 addresses.
Enter the primary DNS server IP address [64.102.6.247]:

Do you want to configure Secondary DNS Server?

39 Threat Defense= A5 0. 2 U EL I 1A

10.123.123.2

It DHCPE A2
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Any previously configured secondary DNS servers will be removed.
Do you want to configure Local Domain Name? (y/n) [n]: n

Do you want to configure Search domains? (y/n) [yl: n

Any previously configured search domains will be removed.

Do you want to enable the NTP service? [N]: n

Please review the final configuration:

Hostname: example.cisco.com

Management Interface Configuration

IPv4 Configuration: static
IP Address: 10.123.123.123
Netmask: 255.255.255.0
Gateway: 10.123.123.1

IPv6 Configuration: Stateless autoconfiguration

DNS Configuration:
DNS Server:
10.123.123.2

NTP configuration: Disabled

CAUTION:

You have selected IPv6 stateless autoconfiguration, which assigns a global address
based on network prefix and a device identifier. Although this address is unlikely
to change, if it does change, the system will stop functioning correctly.

We suggest you use static addressing instead.

Apply the changes?(y,n) [Y]: y
Configuration saved successfully!
Applying...

Restarting network services...
Done.

Press ENTER to continue...
firepower-boot>

Threat Defense A| 228l AT E Qo] A 2] 7] X & th& 23Ut UL SHA = HITP A X S Hol 5
[Bh=

system install [noconfirm] url
g0l WA Aol S-H8}A] 20 21 noconfirm 341 S 3 ),

o) A

> system install noconfirm http://10.86.118.21/ftd-6.0.1-949.pkg

rr

W2 Zeh Al Zehol g A% A9l B TExEs} FARYL YE g g

#HHFFHF AR AR AR A AR HHE WARNING #######FHFHFFFFHHSHSHHHHHFHHH
# The content of disk0O: will be erased during installation! #
FHEHAHF AR

Do you want to continue? [y/N] y

Nv
N

Ir
[ (e

] 3

Al 2"l o] 1| X &t} 2=t A X E A

pr

&l A
=
=

Aol A B A EfonE X 9T
w27 g AU vE Qe
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Erasing diskO

Verifying

Downloading
Extracting
Package Detail
Description:
Requires reboot: Yes

Cisco Secure Firewall ASA ! Secure Firewall Threat Defense ©] 7| %] || %] 7} o] = |

Cisco ASA-NGFW 6.3.0 System Install

Do you want to continue with upgrade? [y]: y

A7} k= E Enter 715 E2 HHbo] AE AF-E YT

Warning:

Please do not interrupt the process or turn off the system.
Doing so might leave system in unusable state.

Starting upgrade process
Populating new system image

Reboot is required to complete the upgrade. Press 'Enter' to reboot the system.

AFEHo=30F o)A 285 EX ¢ o 22 = d5FYCh AFE A A8} Threat Defense
CLIC A HY Tk

G4A8 UEYT AZ FAZ 2y o

o) A

dlo
2
s
Y,
BN
0ol
ol
hivad
>
to

VIE S A Qe o] 2 A 2 o] A 17

firepower-boot>show interface
ethO Link encap:Ethernet HWaddr 00:a0:c9:00:00:00
inet addr:10.123.123.123 Bcast:10.123.123.255 Mask:255.255.255.0

inet6 addr:
inet6 addr:

RX bytes:42120849

11 Ping

fe80::2a0:c9ff:£fe00:0/64 Scope:Link
2001:420:270d:1310:2a0:c9ff:fe00:0/64 Scope:Global
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:522369 errors:0 dropped:0 overruns:0 frame:O0

TX packets:2473 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

(40.1 MiB) TX bytes:170295 (166.3 KiB)

firepower-boot>ping www.example.com
example.com (10.

PING www.
64 bytes
64 bytes
64 bytes
64 bytes
~C

from
from
from
from

gg-in-£f106.
gg-in-£f106.
gg-in-£f106.
gg-in-£f106.

--- www.example.com ping
4 packets transmitted, 4
rtt min/avg/max/mdev = 28.159/28.549/29.022/0.437 ms

firepower-boot>

125.29.106) 56(84) bytes of data.

1e100.net (74.125.29.106): icmp_seg=1 ttl=42 time=28.8 ms
1e100.net (74.125.29.106): icmp_seg=2 ttl=42 time=28.1 ms
1e100.net (74.125.29.106): icmp_seg=3 ttl=42 time=28.1 ms
1e100.net (74.125.29.106): icmp_seg=4 ttl=42 time=29.0 ms

statistics ---
received, 0% packet loss, time 3003ms
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YES A A2 H2EES 913 EYo]=gtE

firepower-boot>traceroute -n 10.100.100.1
traceroute to 10.100.100.1

(10.100.100.1),

ASA —Threat Defense: ASA 5500-X =+ ISA 3000 .

30 hops max, 60 byte packets

1 10.123.123.1 0.937 ms 1.078 ms 1.154 ms”C

firepower-boot>

G99 AA Ao BAE S AsE R oS ol B BRI L.
o A
"Timed Out(* 7+ Z3})" S5
e gAl A 9t Aol A4S = gl A ARE 23 L[S
Eraéiéq diskO
Verifying
timed out
Upgrade aborted
firepower-boot>
o] 79 ASAGIA] 3+l Aul o] AT 5 QA Bl FI T 5 A S pingdle] 1T 4 Y]
o,
" Package Not Found(Z 71 A1 & 2t& 4= §l3)" & F
S Aol AT 5 AU 5 A2 EE o] o] AR P A S RS F P 27

EA g

Erasing diskO
Verifying

Package not found.
package name.
Upgrade aborted.
firepower-boot>

Please correct the URL,

which should include the full path including

o] 7J$- Threat Defense ¥ 7] x| 3} 7 2 & o] Zo] ul2x] 21314 A] @
g Rle eFE AR A

Atz o2 A4 AT EYOlE g2 Ed o AAE st dutH oz gk gl O RE
AR A7t FAE U o] L 77 R AR maE Flste] FelE AT 5 dsUH

firepower-boot>support view logs

==View Logs===

Directory: /var/log
—————————— sub-dirs----------
cisco

sa

——————————— files-———=--—-----
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2015-09-24 19:56:33.150011
2015-09-24 19:46:28.400002
2015-09-24 19:45:15.510001
2015-09-24 19:46:28.400002

| 102668 | install.log

| 292292 | lastlog

| 250 | ntp.log

| 5760 | wtmp

([b] to go back or [s] to select a file to view, [Ctrl+C] to exit)
Type a sub-dir name to list its contents: s

Type the name of the file to view ([b] to go back, [Ctrl+C] to exit)
> install.log

Thu Sep 24 19:53:44 UTC 2015: Begin installation ...

Found hard drive(s): /dev/sda

Erasing files from flash ...

gk F8 CLI & LA o thal &L 3§k =S A3l /var/log/cisco®ll 4] upgrade.log, pyos.log,
commandd.logE €13 = F Ut

device manager "= = Management CenterE A}-&38}o] t]nlo] A~ &5 #a] &
7} Manager-& HH]—E A2} 7} o] = (http://www.cisco.com/go/ftd-asa-quick) S

o},

>

o
A
-2

Threat Defense—ASA: ASA 5500-X ™=+ ISA 3000

Threat Defense S ASA A X E go] o] n] X 2 A} x] 6}  ROMMON 3 &3 Eof] ol 4| ~3f oF 3+

T} ROMMONO| A B 2T 5 A& t}S- ASA o X & T} 2 =517 &l #e] Qe d o] 2o A TFTP

= A} St T o) W] TETPRF A U EH U Tth ASAS ThA| 2233 7| B 4 A4 S -4 3 T} FirePOWER
RE ATEOE ZET F FYTL

A 2a7] Aol
C )7 8 WA 37 $18] ASASHTFTP A1) 7kl o] oA 21917 el g o),

Management Centerol| 4] Threat Defense & ¥+ 2] 3} 7 -9- Management Center©l] 4] t] H}o] =& 2FA]| §F
Y.

device managerS A}-8-3l] Threat Defense & ¥+2] 3}+= 73 -9- Smart Software Licensing A ¥ (device manager
TE = Smart Software Licensing A] ¥)ol| 4] t]ulo] &~ 55S FH 4| oF gy}

] o1E]H o] 2~0f| 2]i= Threat Defense | 4] N Al 2~ 7} 3F TETP A Bl o] ASA o] M| A (A Z E o] t}

TEZE 18 oA HR)E g2 =)

ASA 5506-X, 5508-X, 5516-X, ISA 30002] 7 -9- #2] 1/1 X EE A3} o]u|X| & tp2 =3)of 3
Ut & 2o 49 BE A H o] A5 AFES 5= Q5 Ut

# 4 L E | A Threat Defense U] H}o] AE A F-g g},

reboot
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> reboot
This command will reboot the system. Continue?
Please enter 'YES' or 'NO': yes

el 2o ROMMON X 2 E 9} o A3}l WA %] 7} el Esc 71 & FE 1 th
RUEE AAE A Fy
o A

[...]
Booting from ROMMON

Cisco Systems ROMMON Version (2.1(9)8) #1: Wed Oct 26 17:14:40 PDT 2011
Platform ASA 5555-X with SW, 8 GE Data, 1 GE Mgmt
Use BREAK or ESC to interrupt boot.

Use SPACE to begin boot immediately.
Boot in 7 seconds.

o] AJH el A Esc 7] S F5 YT

th-& WA A 7} YrERLF AL Y Q7 7)okl A9 Be) S 9 8F B Threat Defense = THA] F-8 & of &}
Yt

Launching BootLoader...
Boot configuration file contains 2 entries.

[...]

Threat Defense ol /] 25 U] 235 AUt Y5 ZHA = diskoo] 2+ g}, 9] § USB Edfo] B
7} D= A5, diskl Y o

of A

Example:
rommon #0> erase diskO:

About to erase the selected device, this will erase
all files including configuration, and images.

Continue with erase? y/n [n]: y

Erasing DiskO:

o] @Al M= ASAT} ol 7HA] . FE

el A3 w Ay ad ol 3t & 2 =8ke Al A =8}
A| &%= = Threat Defense 33 X3t}

YEYT AAS %4 3kal thS ROMMON 3 3 -& AF-&3lo] ASA o] 1| A & 2 =3t}
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interfaceinterface id

address management_ip_address
netmask subnet_mask
server tftp ip_address
gateway gateway ip_address
filepath/filename

set

sync

tftpdnid

ASA o]t A 7} th 2 = 5 a1 CLIO| "yt

& AR E ZFZ3AHAA Q.

« interface- (ASA 5512-X, 5515-X, 5525-X, 5545-X 2 5555-X &) #] ¢1g|Ho] =~ IDE X4

Ytk 718 2l e 3 we] 11 I H o] 25 AR T

cset- W E 9T AL EAFU T,
& Ay,

s sync- YIE A A A S AAgh )
« tftpdnld- F-E oW A & 2=yt

o A
ASA 5555-X 9] 4:

rommon 2 > interface gigabitethernet0/0
rommon 3 > address 10.86.118.4

rommon 4 > netmask 255.255.255.0

rommon 5 > server 10.86.118.21

rommon 6 > gateway 10.86.118.1

rommon 7 > file asalatest-smp-k8.bin
rommon 8 > set

ROMMON Variable Settings:
ADDRESS=10.86.118.3
NETMASK=255.255.255.0
SERVER=10.86.118.21
GATEWAY=10.86.118.21
PORT=GigabitEthernet0/0
VLAN=untagged
IMAGE=asalatest-smp-k8.bin
CONFIG=
LINKTIMEOUT=20
PKTTIMEOUT=4
RETRY=20

rommon 9 > sync
Updating NVRAM Parameters...

rommon 10 > tftpdnld

R A o] T gt

&3

R

ERER
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ASA 5506-X 9] o

rommon 2 > address 10.86.118.4

rommon 3 > netmask 255.255.255.0
rommon 4 > server 10.86.118.21

rommon 5 > gateway 10.86.118.21

rommon 6 > file asalatest-1fbff-k8.SPA
rommon 7 > set

ROMMON Variable Settings:
ADDRESS=10.86.118.3
NETMASK=255.255.255.0
SERVER=10.86.118.21
GATEWAY=10.86.118.21
VLAN=untagged
IMAGE=asalatest-1fbff-k8.SPA
CONFIG=
LINKTIMEOUT=20
PKTTIMEOUT=4
RETRY=20

rommon 8 > sync
Updating NVRAM Parameters...

rommon 9 > tftpdnld

o) A
A A4 EAE Ak H PingS AU

rommon 1 > ping 10.123.123.2

Sending 10, 32-byte ICMP Echoes to 10.123.123.2 timeout is 4 seconds
BEREEEEEE

Success rate is 100 percent (10/10)
rommon 2 >

HEAA HAAS 7433

al
ASAZF A 0.2 $-8 8w 713 1eol o] G7Ith. ASDM 94|28 Sl #e] QlEl o] 2%
TS AU AL TETES =AY A AT 10] 4G ol 9 =
A4 Az eo] o] gl I AT ACRDE #1985 e
3)
0] =

A g Ay 1y o] o] gl 75, ASA FirePOWER EE5-S AH-88 A 8o 2bd A4 5= Av) 14
o] S B Y= A o] F5 Ut ASA FirePOWER ‘3% e AE F o] 2o A He]EH HJHolE
£ 938l g el Ads)oF gyt 2tdgt A s = v E Jﬂ?qt& T Ui 29
] (FirePOWER 3#-2] A&, Y4 1 el o] ~(ASA #He] 2L Y Egja4) 2 U3 |3 v E Y A0
et #e PCE XFFUH U EY T F-Fol ) & 2AFAI 8 82 w2 A2} 7ho]| 25 HF 24 A 2

g, _Y‘i
=2
re
o i
o

* http://www.cisco.com/go/asa5506x-quick
* http://www.cisco.com/go/asa5508x-quick

* http://www.cisco.com/go/asa5500x-quick

a) ASAZETFEIE
E7F EAE Y

oA e IE H o] 2ol ek B 7hA] Av| o]l e JHEA| e 2EE
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b)

d)

e)

Pre-configure Firewall now through interactive prompts [yes]?

AvadoldE Eo] YAY ST UEA] A 755 ) ddH = Ay ad oS A6k

22 Qe o] 28 FASE & 49, ASDM] AA S 7 910w yes Qeleta gL o] o
o AL Sy

Password:

Enter & FEUTE 7|24 o2 HdH S = H]o] 9]
A An a8 o] B A A T)

configureterminal

y

g},

QNE B XL EIES ALGEA e PG, TETEA A A5 1el o] 4 & B} ol ¥
e,

"z ﬂl‘ﬂﬂ o] do u,\_ur H“}E f‘lx# 7}01 ol *é“é‘% o) = 2k 73] e o] A& AR5

1 olEj o]~ DS dutA ¥

EEZ 28 z;ﬂx] u} o] 744131 o] S EH/\L A8 = 7 - clear configureall

ool A WA A g,

interface gigabitethernetn/n
nameif outside
ip address dhcp setroute
no shutdown
interface gigabitethernetn/n
nameif inside
ip address ip address netmask
security-level 100
no shutdown
interface managementn/n
no shutdown
object network obj_any
subnet 0 0
nat (any,outside) dynamic interface
http server enable
http inside network netmask inside
dhcpd address inside ip address start-inside ip address end inside
dhcpd auto_config outside
dhcpd enable inside
logging asdm informational

ASA 5506W-X2] 7%, wifi Q18] ] o] 2~ o] a8 ]SS F7}sh o)

same-security-traffic permit inter-interface
interface GigabitEthernet 1/9
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security-level 100

nameif wifi

ip address ip address netmask

no shutdown

http wifi network netmask wifi

dhcpd address wifi_ ip address start-wifi ip address end wifi
dhcpd enable wifi

H UxAES A ZREY
format diskO:
format disk1:

W3- =2l A S diskoo] #Far Stk €] 5 USB =eho] B7F 9= 739, diskl Ut T 225 BHA
EREHA] @i -, ASA oW A S ARSI AL A =g o) v @ F7F EAE Y T

$Error copying ftp://10.86.89.125/asa971-smp-k8.bin (Not enough space on device)
g) A By re o] dS A
write memory

ASA % ASDM o] v A & A A gt}

ROMMON R Eo| A ASAS HH &%= thA] =2 Ea) A|2E o|u] x| 7} BEH A Hu ) Z A
H B2l o] u] x| & Al &3] A ﬁ}%iEsﬁowﬂD} T Z A Wl B o] ASDMS v 2= =3 of &
Yt}

a) ASA 2 ASDM O] 1| A|(AZE Qo] th 2= 18 Ho] X HZF)S ASA A NA| 2 7153 Ao

Che-2E LTk ASAE ol A8l 32 A FLTh A4 1§ copy FH S B
2.

http://www.cisco.com/c/en/us/td/docs/security/asa/asa-command-reference/A-H/cmdref1/c4. html#pgfld-2171368.
b) ASA A HlE 2ol ASA o]0 A& FALG YT U3 WA= FTP H5AS K5yt

copy ftp://user:password@server_ip/asa_file disk0:asa_file

of A

ciscoasa# copy ftp://admin:test@10.86.118.21/asa%96l-smp-k8.bin disk0:asa96l-smp-k8.bin
c) ASA Z# A HlE g o] ASDM o] v A & HAF YT T @ A= FTP HAMS HojFY

copy ftp://user:password@server_ip/asdm file diskQ:asdm file
o A

ciscoasa# copy ftp://admin:test@10.86.118.21/asdm-761.bin disk0:asdm-761.bin

d) ASAE UHA] m=gH T
reload
disk02] o] "] 2] & A}-8-5] ASAE thA] 2 =gt}
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<A1 10

(A=

A1) ASA FirePOWER 25 A~ X E g0} S A X gt},

o] A x}of w}&} ASA FirePOWER - E o] x| & A 2|3} 1L SSDE £ &5l A| A8 AZXEQOE A
=] 3l oF g,

a)

b)

c)

d)

HE o] A 2 ASAY] BAFH T Al 28 2ZE 0] S A58 phiI A 2. L Fo] SSDR the:
e 0 Al FTP BAS Hojw T

copy ftp://user:password@server_ip/firepower_boot_file diskO:firepower_boot_file
o A

ciscoasa# copy ftp://admin:test@10.86.118.21/asasfr-5500x-boot-6.0.1.1img
disk0:/asasfr-5500x-boot-6.0.1.1img

Cisco.com®] ASA FirePOWER Services A ~8l AX E ¢jo] A& 9| 7] | S #7] <1 H| o] 2~of A
oMM 2~ & 4= Q)= HTTP, HTTPS B+ FTP A ]| t}-& 2 =3t} ASA 2] disk0ol] U2 2 =3} 4]
u],/\] }\] O

ASA disk0°] 4] ASA FirePOWER & H-E o]n| x| 93] & A A3t}

sw-module module sfr recover configureimage diskO:file_path

o Al

ciscoasa# sw-module module sfr recover configure image diskO:asasfr-5500x-boot-6.0.1.1img

ASA FirePOWER - E o]u] 2| & 2 =3},

sw-module module sfr recover boot

o A

ciscoasa# sw-module module sfr recover boot

Module sfr will be recovered. This may erase all configuration and all data

on that device and attempt to download/install a new image for it. This may take
several minutes.

Recover module sfr? [confirm] y

Recover issued for module sfr.

ASA FirePOWER ;gO] 2y u7lA] @ B Ax 7o & & A A& 5291 ASA FirePOWER F
EZ o %

E oju x| tf gt ZE& AldS otk il?l TEIER o3t W ﬂ/}i A 3 Enter 7| =
TeloF & g AFUTE 712 AFEAL o] F2 admin©] AL 7] B H = Admin1239) Y T}
o A

ciscoasa# session sfr console
Opening console session with module sfr.
Connected to module sfr. Escape character sequence is 'CTRL-"X'.

asasfr login: admin
Password: Adminl23
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B FEZ SR A 4E 79 session HHE o] A3l ttyS1S F3l AAT 5 §loke W AIA

7b EA Y SR O A A 2k A S

oA

Thgol g 2 &2 e AR Bl T4, Aol E9o] U DNS AR E TAE 98 94

« TAE olF - Rlo] A A 654 AHEF U T dFol E2 & &H Utk
c YESY T T4 - 34 IPv4 =5 IPv6 T4 5 AFE-3FA U, DHCP(IPv4-8) B23= IPv6 3 Bl H] A
AbEs Ay Yol dE AT dsH
* DNS A 1. - 3}1} o] 2] DNS A & A A sfjof v, vl ¢l o] F 3 A4 vl = A7 &
T AFHH
A H .

* NTP G H - NTPE 27 3}}aL, A8 AR A S 918 NTP MW & #42 5= dF Uk
o A:

asasfr-boot> setup

Welcome to Cisco FirePOWER Services Setup
[hit Ctrl-C to abort]
Default values are inside []

T2 delsto] A 2wl £ZE 0] A 5778 AA FT
system install [noconfirm] url

ste] WA Ao sl 9o & noconfirm &A1& 3283 th HTTP, HTTPS %+ FTP URL<

}ﬁﬂﬂﬂﬂﬁﬂliﬂﬂmmiﬂﬂoﬁﬁoﬁ stebe HA A 7 A U T 3Fd o] &
T UES A defel upe} b2 =8k b Algke] o8] A = st

A7} =W A 2~Elo] A RRFHUT o F8Alo] A 14 8.4 A X 2 ASA FirePOWER

Services A 2toll F @ 3k A 7F2 v $- ThF U th H A S F-2 107 o] 2] AlFo] A X gk AL

ol H ZAEL 60-80+ o] /Fo] 289 5 AF YT (show modulesfr &2 of] K& 2 A2~

7FUPL.E A E ofof ghth)
o A
asasfr-boot> system install

http://admin:pa$$wd@upgrades.example.com/packages/asasfr-sys-6.0.1-58.pkg
Verifying

Downloading

Extracting

Package Detail
Description: Cisco ASA-FirePOWER 6.0.1-58 System Install
Requires reboot: Yes

Do you want to continue with upgrade? [y]: ¥y
Warning: Please do not interrupt the process or turn off the system.
Doing so might leave system in unusable state.
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Upgrading
Starting upgrade process ...
Populating new system image

Reboot is required to complete the upgrade. Press 'Enter' to reboot the system. [type
Enter]
Broadcast message from root (ttySl) (Mon Feb 17 19:28:38 2016):

The system is going down for reboot NOW!
Console session with module sfr terminated.

{0

7 A] & A A & oF

O

a) }= 749, 2] AHASDM 5=+ Management Center)ol| A L350l 4=3] ¢

El> i)

oy

EIES
U

8

e}
A
AEJH o] A 7] & A F3FA] &2 7]E ASAE Strong Encryption 2F0] A 2 4 7€} gfo] A 2~ & W5
o}, &} A 8 U] 8- http://www.cisco.com/go/licenseS 73314 A] 2. Manage(3+2]) > Licenses(2Fo] A
) Ao A grol d A s ThA the R =T 5 dFH T
ASDM(HZ 71E} T2 7]%5) & A&-atel W 72 3k 9k 5 3H(3DES/AES) 2}o] A 2~ 5 A x| & oF gt} o]
¢l Threat Defense T HFo] =& o] H| X 2 A A %] 5} 7] Aol o] ASAS| gfo]d 2 A o] 7] & A
& 75, HEH| o] A ] A A G = dFUT e o] A 7] 5 A kA kA RE o] ASAC]
el ol A= AFE A9, o] ol d s v e R=d 5 5T A2 ASAS A1, Al
2 ASA o] d~E 8 "4 OH 015 P
AN ASAE Thol d A5 AFU T
a) T HEe gsto] AsAS] Al g Y MEE ZhA U
show version | grep Serial
o] A2l M = 3t=go] o] F-ol QI ¥ AjA] Ale]d S ob= thEUTH AA Aleld e e
7] Aol ARGE A RE 2ho] A ol tisi A = AFEE A eFE U T
b) http://www.cisco.com/go/license S 2}213+ 5 Get Other Licenses(th2 2fol XA~ 74 0 7)) E 29
Gyt
O 1:0HE el d 2 7k 2.7

Product License Registration L ver

ew in French  Coniact Us ¥ Feedback Help My Profie

@ Did You Know? B Systemn Messages 3 Supported Browsers

Get New Licenses

Enter 1 to 10 PAKs or token IDs, separated by commas
Get Other Licenses
Manage
PAKsITokens Licenses Devices Transactions History

¢) IPS, Crypto, Other(IPS, ¢+ 3}, 7| Eh)E A &gt}
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d)

19 2:1PS, ¢+ 5.3}, 7] E}

Get Other Licenses v
Demo and Evaluation..

TeleFresence Software Release Key.

TelePresence License o Resend...

share License Frocess
Main to Backup
Register ROSA HA as Pair.
Migration...
Search by Keyword(7] 9 = 71 41) D = o] A asas
ASA 3DESAES g}o] d 2)E Aelghyr},
1) 3: Cisco ASA 3DES/AES 2}0] % -

Request Crypto, IPS and Other Licenses
1. Select Product | 2. Specify Target and Options |

Search by Keyword
Make a salaction from this list of products

Threat Defense—ASA: ASA 5500-X 5=+ ISA 3000 .

9] =1 3} 21 Cisco ASA 3DES/AESLicense(Cisco

Product Family Product
Metwork Mgmt Products o - E
Security Products iCisco ASA 3DES/AES License
Wirgless !
| Cisca ASA 5500 series AlP-S5M

Smart Account(Z=VHE 017}% ), Virtual Account(7‘r/‘L o}l L EYE A

23l Sof] Next(th2)=
Aeld Ws

Number (A1 8] H3)5

TR 4 2vhE o HE, b o7 E,

Request Crypto, IPS and Other Licenses

| 2. Specify Target and Options

Smart Accoun
CI—
Vi £

tequired with Smart Account

Selectone... -

Cisco ASA JDES/AES License

FCH1714)6HP 7]

« Serial Humber

o A% 7

iME‘rlAgee(

2 HE AREAL o] Fol A o2 AAH YT 2 A S ol T
,] ot Bl ehs A Eskar submit(Al %) & F8 g

B3}l 31 ASA Serial
g,

il
o
IR
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%A1 13

7] 14

I EAE

Request Crypto, IPS and Other Licenses

| 3. Review and Submit

Recipient and Owner Information

Enter multiple email addresses sepa raled by commas.Your License KE will be emailed within the hour ta the specified email addresses

Send To Add
End User ~ Edit

License Regquest

SerialNumber

FCH1T14J6HP
Smart Account SKU Nama oy
» Cisco Intermal ASASS00-ENCR-KS

g) “Lel¥ Ao 717} 3 o] A o] =4l Yt 84| vk Manage(¥+2]) > Licenses(2}o] A
2) FFolA 715 SA 22 T dF U

h) 7] 2}o] M o) A Security Plus 2to] A 2~ & ¢} 19 o] =&} 41} AnyConnect 2}o] 2 25 F-uf 5}
= 7 9 http://www.cisco.com/go/cew S Al 2. BFo] A & Fl 3k
http://www.cisco.com/go/license| A & & = A= PAK(Zﬂ = o)== 7])7} E3tE o)u|d & vk
1t} AnyConnect 2fo] X 2=9] 7 -9-, ALEA} A ] &g FS5 AF8-3k= o 2] ASAel A&
”mbﬁWI@H%KE%GWQ“ﬂW“Qﬂ]M7V**?ﬂﬂﬁimmyﬂmﬁﬂ of 3
ANNA T5F BE 7 e o 2T 7] gro] Al 9] A g, 7} ghol Al 2o = H o] of
wlo]d 717} Y o

NEj o] 71 & 2 &y th.
activation-key key
o A

51 rf&

ciscoasa (config)# activation-key 7claffd4f e4d7db95 dS5el9lad d5b43c08 0d29c996
Validating activation key. This may take a few minutes...

Failed to retrieve permanent activation key.

Both Running and Flash permanent activation key was updated with the requested key.

o] ASAONA] o} 2] NEJH| o] M 7] & A %] 3} K] ¢k S 2L 2 “Failed to retrieve permanent activation key.(%
T Qe o] 715 A k= H A AU Th)” WAAZE EAE U o] A A= A S =
=

shubel o3 715 A5, ol e Aol Z13b 718 AT 5 YA G718 dEsE o)
of 478 7] & Wol L]tk IDES/AES eho] A28 A3 Fof 7} ghol M8 FEG H 5, 5
H HEJHo] A 7]:= 3DES/AES o] A 2~ 9]of] BE glo] A5 ¥ &35l 2 3DES/AES 18 715 4

ol& g AF U

ASA FirePOWER .52 ASAC) A Al 3-5 &= H L 9] glo] A wAYZS AH&3H ). 2lo)
u] 2] A XA A Tt 7ol whet o] Aaf

=1

= o

pi =]
FECT S YL Qo) PAKE EFT 5 51T
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« Control and Protection(A] o] % 1.5, Ao = “AVC(Application Visibility and Control)” H=+= “ 1"
ot Yyt o= “IPS"ehal: ghy T o] gho]d 2o thgh e H o] A 7] 9]¢l o] 2] gk
7150l gk A-sste Qo] ES A8l “AbE A B AAH o] gt

Control(#1°1)(AVC) & Hl o] E+= Cisco A9 Al <foll E3H U},

Protection(}.5)(IPS) & tle] E 2] 7d-$- http://www.cisco.com/go/ccwol| A IPS A B2~ P A
g of Huth o] B A YA 513, lZ, H kA, A2 A 914 Julo]Eof ot x4
SHY T At ARS E gk A B 223 342 ASA FirePOWER X -8 PAK/E}o] 41 2= o E] o o]
71E AU 873814 ko o] E AR kRt Al 33y o)

o
=

o
=

RIS

ASA FirePOWER ServicesZ ¥ 351 ASA 5500-X 2 T3} 7] &4-& A4S Ao gho| A A2 o=
=3a7] Y8 Jadel= HES P d 5= dF Utk 2 W-8-& Cisco ASA with FirePOWER
Services T & 7ol E & ZAZFAA| L

T & = = 71E gold A= ve ) Z5 Y
* Secure Firewall Threat Defense Malwar e Defense 2} o] 4 2~

« Secure Firewall Threat Defense URL ZE] & g}o] A~

o] 2fo] 41 223= ASA FirePOWER 558 PAK/ZFo] A 2= e H|o] A 7] & Aot i F o=
Cisco ASA with FirePOWER Services -1 70| =& % 3}4) A] L. Cisco Secure Firewall Management
Center 7|5 2Fo]Ad =9 W& 1= F2384 A1 @

Aol 2 B3 ghold A B Ve A8 Al gho] A AE A5t W, AFE 591 2l ASA & A%}
7ol =& xS

Threat Defense—Threat Defense: ASA 5500-X ™=+ ISA 3000

o] A}l A= ROMMONO /\]-3-5}04 7] Threat Defense = A B] 71 2] Threat Defense A~ X E 9jjo] 2
o] A] A} A] sh= W U:‘SLL]D} o] Aa}i= tlnfo] A2 T 7B 24 0 7 B} ol
Jadol=E 3 0}34 = AT dadeo]| & Tto| =5 FESHA A 2

ROMMONOI| ] = Al Threat Defense 5% ©| V] A & v} 2 =al# H 72| Q1E o o] 20| A TFTPE A}
L& oF gyl TFTPR X g Yt} 19l tf-L -8 o]u] X o) 5] HTTPY FTPE A}-&-3l Threat Defense
A28l A E Qo] x| 7] A& T2 =8 4 lHF YT TFTP U2 =0 A|7to] o8 29 4=
As5HTh 7 E4-S W] 3171 9138l Threat Defense 2F TFTP AW {hol] A o] b4 4 Q1%] & 1%
Ut}

Management CenterE AF-&-3l] Threat Defense & ¥2| 3} 7 -9- Management Centerol| 4] T v}o] ~& A}
Ayt
device managerE A}-8-3ll Threat Defense < 32| 8F+= 7 -9~ Smart Software Licensing 4] H (device manager

== Smart Software Licensing 4] B])ol| A T]u}o] =~ 552 F 4 & oF ).
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2] ¢lg H o] 20| 9] Threat Defense ol A & Al 2~ 7}5 3k TFTP 4] ¥ o) Threat Defense §-8 ©] 7] |
(AZEd Y gz e 18 9 01A] F2)E L2 =3

ASA 5506-X, 5508-X, 5516-X, ISA 30002] 7§~ #2] 1/1 XE & AFE3LY] o] u|X| & th 2 =3 o &
Utk o2 29 A9, BE QJH A o] 28 AFEE 4 5 U

#e] elE# o] 29l 9l Threat Defense ol 4] WA 2~ 7} 53 HTTP = FTP 4] B ol Threat Defense
A28 A EQo] A 7| A(AXZEY o thezE, 18 o] A Fx)E 2 =3t}

#<& I E oA Threat Defense T H}o] A~ A F-& 3k},

reboot

o) A

AF-E e W yesE o HFH

of A

> reboot
This command will reboot the system. Continue?
Please enter 'YES' or 'NO': yes

g Fo] ROMMON X & E 9} A Asle}l= WA X7} YEE Esc 71 S 54 U
R UEE A 3] Ae] 35yt
o) A

[...]
Booting from ROMMON

Cisco Systems ROMMON Version (2.1(9)8) #1: Wed Oct 26 17:14:40 PDT 2011
Platform ASA 5555-X with SW, 8 GE Data, 1 GE Mgmt
Use BREAK or ESC to interrupt boot.

Use SPACE to begin boot immediately.
Boot in 7 seconds.

o] ARAA Esc 712 T
o2 WA A 7F Y ER L Y o) 7 g A 9 H' & 95 3E 9 Threat Defense & THA| 2 =3 oF 3
U,

Launching BootLoader...
Boot configuration file contains 2 entries.

[...]

Threat Defense o] A & T 23 5 A Yt} WH ZH A = diskoo] 2FaL gt} 95 USB =Fo|H.
7} = 7S, disk1 4 Y T

o) A

Example:
rommon 1 > erase diskO:
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Threat Def Threat Def : ASA 5500-X == ISA 3000 .

erase: Erasing 7583 MByLeS ..ttt ittt ittt ettt

rommon 2 >
A A = O] %1 2] Threat Defense -8 % A| 28l o] W] x| & %] 55U T}, A| 28] o] 1] 2] & 2HA| 5} %]
—‘E 735, Ao A H8 o|u| X & ZEdt Fof B8 L2 M5 Fadof Ul e F R
Jol] X %ES}X] =7 o—r Threat Defense & A <8 A ©] 74 9] Threat Defense A 228l o] X & 2 &=
StE AlZke] o) A€ 4= 9lom o] k& thA] Al &Fs| o gt
YEL A A S A3t Th5 ROMMON W # & AR&-3to] A B E o|n| X & 2 =g T,

interface interface id

o &2 )

address management_ip_address

netmask subnet_mask

server tftp ip_address

gateway gateway ip_address

file path/filename

set

sync

tftpdnld

Threat Defense 7% ©|W|A| 7} th2 = =% 31 5§ CLI| F-9 5 Yt}

Za

ol GAlNAM T 2aAE A4 &2 75l

s

ESC 71& =8 %9 CLIE Al ZsloF o).

Use ESC to interrupt boot and launch boot CLI.
Use SPACE to launch Cisco FTD immediately.
Cisco FTD launch in 24 seconds ...

Launching boot CLI ...

o £ FxshA L.
« interface- (ASA 5512-X, 5515-X, 5525-X, 5545-X & 5555-X &) ¥¢] ¢<lg o]~ IDE A A g
Utk 71 22 3 e 11 QIE H o] 25 AR Th

e set- Y EA A AAS FAFU T 3 A8l tidk A28 S 2let7] 918l ping ¥ & AHS S
T J5FyHh

« sync- VI ES 2 448 A7dgch
* tfitpdnld- - E o|n] X & =gyt

o A
ASA 5508-X 9] 4:

rommon 0 > address 10.86.118.4
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rommon 1 > netmask 255.255.255.0
rommon 2 > server 10.86.118.1

rommon 3 > gateway 10.86.118.21
rommon 4 > file ftd-boot-latest.lfbff

rommon 5 > set
ADDRESS=10.86.118.4
NETMASK=255.255.255.0
GATEWAY=10.86.118.1
SERVER=10.86.118.21
IMAGE=ftd-boot-latest.lfbff
CONFIG=
PS1="rommon ! > "

rommon 6 > sync
rommon 7 > tftpdnld
ADDRESS: 10.86.118.4
NETMASK: 255.255.255.0
GATEWAY: 10.86.118.1
SERVER: 10.86.118.21
IMAGE: ftd-boot-latest.lfbff
MACADDR: 84:b2:61:b1:92:e6
VERBOSITY: Progress
RETRY: 40
PKTTIMEOUT: 7200
BLKSIZE: 1460
CHECKSUM: Yes
PORT: GbE/1
PHYMODE: Auto Detect

IP: Detected unsupported IP packet fragmentation. Try reducing TFTP BLKSIZE.
IP: Retrying with a TFTP block size of 512..

ASA 5555-X 9] o:

rommon 0 > interface gigabitethernet0/0
rommon 1 > address 10.86.118.4

rommon 2 > netmask 255.255.255.0

rommon 3 > server 10.86.118.21

rommon 4 > gateway 10.86.118.1

rommon 5 > file ftd-boot-latest.cdisk
rommon 6 > set

ROMMON Variable Settings:
ADDRESS=10.86.118.3
NETMASK=255.255.255.0
SERVER=10.86.118.21
GATEWAY=10.86.118.21
PORT=GigabitEthernet0/0
VLAN=untagged
IMAGE=ftd-boot-latest.cdisk
CONFIG=
LINKTIMEOUT=20
PKTTIMEOUT=4
RETRY=20

rommon 7 > sync

Updating NVRAM Parameters...
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Threat Defi Threat Defi

rommon 8 > tftpdnld
AW A EAE s skel W Ping A g o

rommon 1 > ping 10.123.123.2

Sending 10, 32-byte ICMP Echoes to 10.123.123.2 timeout is 4 seconds

Success rate is 100 percent (10/10)
rommon 2 >

A9 setupS JH AL FE] A H| o] 2o A A]AE AT E o] WF) A&
HTTP %+ FTP A 8] &} 9] QA A4S % %ﬂE UEHIARS

ilﬁ

: AsA 5500-X = 15A 3000 [}

e e e w A28 9§
TA &)

DHCP A ¥ 7} 9) & 7 9 Threat Defense ™ A= 0. 2 Y E Y 7 74 & A AUt DHCPE AHE-3 o)

L e AE AR A A S FEFA S

Configuring network interface using DHCP
Bringing up network interface.

Depending on your network, this might take a couple of minutes when using DHCP...

ifup: interface lo already configured
Using IPv4 address: 10.123.123.123

Using IPv6 address: feB80::2a0:c9ff:fe00:0
Using DNS server: 64.102.6.247

Using DNS server: 173.36.131.10

Using default gateway: 10.123.123.1

o Al

Cisco FTD Boot 6.3.0
Type ? for list of commands
firepower-boot>
firepower-boot>setup

Welcome to Cisco FTD Setup
[hit Ctrl-C to abort]
Default values are inside []

Enter a hostname [firepower]: example.cisco.com

Do you want to configure IPv4 address on management interface? (y/n)

[Yl: y

Do you want to enable DHCP for IPv4 address assignment on management interface?(y/n) [Y]:

n
Enter an IPv4 address: 10.123.123.123
Enter the netmask: 255.255.255.0
Enter the gateway: 10.123.123.1

Do you want to configure static IPv6 address on management interface?(y/n) [N]: n

Stateless autoconfiguration will be enabled for IPv6 addresses.
Enter the primary DNS server IP address [64.102.6.247]: 10.123.123.2

Do you want to configure Secondary DNS Server? (y/n) [y]: n

Any previously configured secondary DNS servers will be removed.

Do you want to configure Local Domain Name? (y/n) [n]: n
Do you want to configure Search domains? (y/n) [y]l: n
Any previously configured search domains will be removed.
Do you want to enable the NTP service? [N]: n

Please review the final configuration:

Hostname: example.cisco.com
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Management Interface Configuration

IPv4 Configuration: static
IP Address: 10.123.123.123
Netmask: 255.255.255.0
Gateway: 10.123.123.1

IPv6 Configuration: Stateless autoconfiguration

DNS Configuration:
DNS Server:
10.123.123.2

NTP configuration: Disabled

CAUTION:

You have selected IPv6 stateless autoconfiguration, which assigns a global address
based on network prefix and a device identifier. Although this address is unlikely
to change, if it does change, the system will stop functioning correctly.

We suggest you use static addressing instead.

Apply the changes?(y,n) [Y]: y
Configuration saved successfully!
Applying...

Restarting network services...
Done.

Press ENTER to continue...
firepower-boot>

A1 10 Threat Defense A 28] A2 E ¢o] A %] 9| 7] A & t}h 2= Ut} o} A = HTTP A A & Kol
U,

system install [noconfirm] url
ghol mA| x| of] & H&FA] &8 o W noconfirm &4 S ¥ 3HgU )

o A

> system install noconfirm http://10.86.118.21/ftd-6.0.1-949.pkg

rr

G EUA S BE A AAA B ZE s} 2AR U YE Qg

FHEHAHFA AR AR E S WARNING #4444 444444444 HHHHHHAHHSE
# The content of diskO: will be erased during installation! #

ifdddsasiddssasaadsaasiiissatiisaasiisdaaaiiiaasiiisaniisssi

Do you want to continue? [y/N] y

A2 ZZ M| 2ol A YA ZEfo] HE X 9-31 Al 2H o|u| A & g2 =T A X & A &3]
e XEXEV EAEYUL YE 4E Y}

Erasing disk0

Verifying

Downloading

Extracting

Package Detail
Description: Cisco ASA-NGFW 6.3.0 System Install
Requires reboot: Yes

. Cisco Secure Firewall ASA 2! Secure Firewall Threat Defense ©] 7| ] A X] 7}o] =



I Cisco Secure Firewall ASA ! Secure Firewall Threat Defense ©] 7| %] 7} %] 7} o] =
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Do you want to continue with upgrade? [y]: y

A 7F k= E W Enter 715 E2 HHbo] AE A Y YT

Warning:

Plea

se do not interrupt the process or turn off the system.

Doing so might leave system in unusable state.

Starting upgrade process
Populating new system image

Reboot is required to complete the upgrade. Press 'Enter' to reboot the system.

A o= 30F o)A 285 EX ¢ o 22 = d5FYh AFE A A8} Threat Defense
CLIC A HY Tk

WEDD A EAS daH e o

o) A

A

5y
o

=

VIE S F Qe o] 2 v g o] A 1)

firepower-boot>show interface
ethO0 Link encap:Ethernet HWaddr 00:a0:c9:00:00:00

inet addr:10.123.123.123 Bcast:10.123.123.255 Mask:255.255.255.0
inet6 addr:
inet6 addr:
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:522369 errors:0 dropped:0 overruns:0 frame:0
TX packets:2473 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:42120849 (40.1 MiB) TX bytes:170295 (166.3 KiB)

W Ping:

fe80::2a0:c9ff:£fe00:0/64 Scope:Link
2001:420:270d:1310:2a0:c9ff:fe00:0/64 Scope:Global

firepower-boot>ping www.example.com
example.com (10.125.29.106) 56(84) bytes of data.

PING www.

64 bytes
64 bytes
64 bytes
64 bytes
~C

from
from
from
from

gqg-in-£106.1e100.net (74.125.29.106): icmp_seg=1 ttl=42 time=28.8 ms
qg-in-£106.1e100.net (74.125.29.106): icmp_seg=2 ttl=42 time=28.1 ms
qg-in-£106.1e100.net (74.125.29.106): icmp_seg=3 ttl=42 time=28.1 ms
qg-in-f106.1e100.net (74.125.29.106): icmp_seg=4 ttl=42 time=29.0 ms

--- www.example.com ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3003ms
rtt min/avg/max/mdev = 28.159/28.549/29.022/0.437 ms

firepower-boot>

HEHND A4 HAEE 93 Enfo] 28-9%-E:

firepower-boot>traceroute -n 10.100.100.1

traceroute to 10.100.100.1 (10.100.100.1), 30 hops max, 60 byte packets
1 10.123.123.1 0.937 ms 1.078 ms 1.154 ms”C

firepower-boot>
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[l treat DefenseThreat Defense: ASA 5500-X 1= ISA 3000
A2 AR A ZAE s AstEH v o A L.

o Al:
"Timed Out(A|ZF 23" &/
thE 25 TA o A 3t Aol A4S = gl A5 Az 23 /7S

Erasing diskO
Verifying
timed out

Upgrade aborted
firepower-boot>

o] 749- ASAC A 3t Aol AAE 4= Ql=A] AT YT} TY AW E ping
.

" Package Not Found(Z 71 A1 & 2tS 4= §l2)" & F

ohel Aol A% S YA T F 2 EE o Fol ZRE A HNAE RS F L 077

WA E o,

gh
2
_l {
o
et
¥
39,
Iy
i

Erasing diskO0

Verifying

Package not found. Please correct the URL, which should include the full path including
package name.

Upgrade aborted.
firepower-boot>

©] 7d-F- Threat Defense 2714 3} 7 = 9l o] Fo] ZHFEA] RIS A L.

o gl R AR A5
urH 0 2 A4 AT EG ol E e R EF Fol M F st dubs o2 vk S Qe LFHE
M2 Ashot AU o SR/ NS A2 208 $1ste] Fol B AT 5 AHU T

Directory: /var/log

2015-09-24 19:56:33.150011
2015-09-24 19:46:28.400002
2015-09-24 19:45:15.510001
2015-09-24 19:46:28.400002

102668 | install.log
292292 | lastlog

250 | ntp.log

5760 | wtmp

([b] to go back or [s] to select a file to view, [Ctrl+C] to exit)
Type a sub-dir name to list its contents: s

Type the name of the file to view ([b] to go back, [Ctrl+C] to exit)
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> install.log

Thu Sep 24 19:53:44 UTC 2015: Begin installation ...
Found hard drive(s): /dev/sda

Erasing files from flash ...

gk F8 CLI & LA o thal &L §F &S A3l /var/log/cisco®ll 4] upgrade.log, pyos.log,

commandd.logE Q13 = F Ut

device manager "= = Management CenterE A}-&3}o] t]nlo] A~ &5 #Aa] &
7} Manager-& W2 A] 2} 7}o] = (http://www.cisco.com/go/ftd-asa-quick)

o},

i ek
Y
b
o
ol

ASA—ASA: ASA 5500-X ==+ ISA 3000

L RAA

2
—

B
w

) 4

[AUBNAURNAU
)

BET 5 gl 25 ROMMONS A-§-3ke] o] v & P E& 5 Qi1 ek, 712 ASA OSel A Z ¥
A v e] 2 ) o] 4] el g the R E S S gl e,

ASAS AYE ¥ F HALdS Ak

A2} 7 o) 5] ROMMON B =5 A]2H3H2] & O W Escape 715 “F&5 Ut

ROMMOM X E=of| 4] o33} Zho] ASA] t) gk 1E] o] 2~ A A& A ot o 7] e = IP F4,
TFTP AW £, Aol Eo] F4, AZE o] ojujx| v LE Fo] £t}

rommon #1> interface gigabitethernet0/0
rommon #2> address 10.86.118.4

rommon #3> server 10.86.118.21

rommon #4> gateway 10.86.118.21

rommon #5> file asa96l-smp-k8.bin

1A
YES Fof| AZH Jefjo]of gt}

interface ™ ¥ 2 ASA 5506-X, ASA 5508-X 2 ASA 5516-X, ISA 3000 =2 Zo| A F-A| ¥ = 2 3] 1/1
A g o] 2~9] 3 A Foll A TFTP -5 F-3§ 3l oF .

rommon #6> set

ROMMON Variable Settings:
ADDRESS=10.86.118.3
SERVER=10.86.118.21
GATEWAY=10.86.118.21
PORT=GigabitEthernet0/0
VLAN=untagged
IMAGE=asa961-smp-k8.bin
CONFIG=
LINKTIMEOUT=20
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PKTTIMEOUT=4
RETRY=20

TFTP A1 ¥ & ping$H 1 t}.

rommon #7> ping server
Sending 20, 100-byte ICMP Echoes to server 10.86.118.21, timeout is 4 seconds:

Success rate is 100 percent (20/20)

o) AFE-317] Yl IES T AAS AFs )

rommon #8> sync
Updating NVRAM Parameters...

A EO] on A & ZEFTH

rommon #9> tftpdnld
ROMMON Variable Settings:
ADDRESS=10.86.118.3
SERVER=10.86.118.21
GATEWAY=10.86.118.21
PORT=GigabitEthernet0/0
VLAN=untagged
IMAGE=asa961-smp-k8.bin
CONFIG=
LINKTIMEOUT=20
PKTTIMEOUT=4
RETRY=20

tftp asa%96l-smp-k8.bin@10.86.118.21 via 10.86.118.21
Received 14450688 bytes

Launching TFTP Image...
Cisco ASA Security Appliance admin loader (3.0) #0: Mon Mar 5 16:00:07 MST 2016

Loading...

X ES O] olu| A7t A F A o2 2 EHH ASAE A5 22 ROMMON X =& T 53T}

ROMMON R =04 ASAS F-H &= A =2 Ea) A| 28 o|u] x| 7} HEE A S5yt Z A
2o o] u| x| & A& A thE2 s oF gy th WA 1 o] = A zbel| g U]-8-2 Cisco ASA
Aol = 7Fo| =8 FHastA Al L.
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* Firepower Device Manager-8- ASA 5506-X
* Firepower Management Center-8- ASA 5506-X

+ ASA-& ASA 5506-X

* ASA 5508-X/5516-X
* ASA 5512-X ~ ASA 5555-X
* Firepower Device Manager-8 ASA 5512-X~ASA 5555-X
* Firepower Management Center-8- ASA 5512-X~ASA 5555-X

* ASA-& ASA 5512-X~ASA 5555-X

* Firepower 1010
* Firepower 1100
* Firepower 2100
* Secure Firewall 3100
* Secure Firewall 4200

* ISA 3000
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