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"type":

"Microsoft.Network/loadBalancers",
"name":

"[variables ('elbName')]",

"location": "[resourceGroup () .location]",
"apiVersion": "2018-06-01",
"sku": {

"name": "Standard"
}l

"dependsOn": [

"[concat ('Microsoft.Network/publicIPAddresses/', variables ('elbPublicIpName'))]"
] 4
"properties": {

"frontendIPConfigurations":

s
{

"name": "LoadBalancerFrontEnd",
"properties": {
"publicIPAddress": {

"id": "[resourceld('Microsoft.Network/publicIPAddresses/"',
variables ('elbPublicIpName'))]"
}
}

}
] 4
"backendAddressPools": [

{
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Auto Scale ARM 21221 1% ]

"name": "backendPool"
}
] 4
"loadBalancingRules": [
{
"properties": {
"frontendIPConfiguration": {

"Id": "[concat (resourcelId('Microsoft.Network/loadBalancers',
variables ('elbName')), '/frontendIpConfigurations/LoadBalancerFrontend')]"
}I
"backendAddressPool": {
"Id": "[concat (resourcelId('Microsoft.Network/loadBalancers',
variables ('elbName')), '/backendAddressPools/BackendPool')]"
}I
"probe": {
"Id": "[concat (resourcelId('Microsoft.Network/loadBalancers',
variables ('elbName')), '/probes/lbprobe')]"
}I
"protocol": "TCP",
"frontendPort": "80",
"backendPort": "80",

"idleTimeoutInMinutes": "[variables ('idleTimeoutInMinutes')]"

}I

"Name": "lbrule"
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Template deployment (deploy using custom templabes)

Trmplak deploymcnt {deploy using custom templates)

ploy t (deploy using custom templates) = <.
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Overview  Plars
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Mome » FIDV AutoScale > New > Template deployment [deploy using custom templates] » Custom deployment

Custom deployment

Learn about template deployment
[i Ji

& Build your own template in the editor

Common templates

B Create a Linu virtual machine
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@ Create a web 3

B Create a SQL database
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o Al el =2 B33l Save(H A E =3t}
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unzip
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1) 16: Threat Defense 7} A vl 2] 2~ 7] &

~.Iwwwroot + 21items & @ A

Name Modified Size
L9 — 812472019, 12:19:56 PM
- —J 8/24/2019, 1219:56 PM
ey W Conf tdinterta 8/24/2019, 12:20.08 PM
£ W CreateNatRy 8/24/2019, 12:20:08 PM
49 4 feStatic Route 8/24/2019, 12:20.06 PM
e W Deleter 8/24/2019, 12:20:08 PM
9 W DeleteUnRegiste 8/24/2019, 12:20:00 PM
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http://www.putty.org

| JEEEERRES
IH 17: PuTTY TS 2 =
&P Download PUTTY: latest release | X
< c a
P
Alternative binary files
The installer packages above will provide versions of all of these (except PuTT Ytel), but you can download sta
(Not sure whether you want the 32-bat or the 64-bit version? Read the EAQ entrv.)
putty.exe (the SSH and Telnet client itself)
32-bit: Rutty.exe (or by ETP) (siznature)
64-bit: Rutty.exe (or by FTP) (signature)
pscp.exe (an SCP client, i.e. command-line secure file copy)
32-bit: RESR.EXE (or by ETP) (s1znature)
64-bit: CHERT (or by FTP) (signature)
psftp.exe (an SFTP client, i.e. general file transfer sessions much like FTFP)
32-bit: reftp.exe (or by ETP) (siznature)
64-bit: peftp.exe (or b ETP) (siznature)
puttytel .exe (a Telnet-only client)
32-bit: Ruttytel exe (or by ETP) (signamure)
64-bit: Ruttytel.exe (or by FTP) (signature)
plink.exe (a command-line interface to the PuTTY back ends)
32-bit: plink,exe (or by ETP) (siznature)
64-bit: plink.exe (o by FTP) (signature)
pageant.exe (an SSH authentication agent for PuTTY, PSCP, PSFTP, and Plink)
7 6 SSH Z2Fo| 1 E A8 112 9] o] & plink.exes: ftdssh.exe = ¥ 74 Ut}
A7 9 g 7] 0 22 1 Ag], & o] whA| oAl ASM_Function.zipo] ¥ 2 =% ¢] %] o ftdssh.exe &

Zojt) 4T,
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Azure Logic ¥ ¢l tlol E

ZE2AA

2 LA E g o A LogicApp.txt T+ S &4 A28 o & AAst ol FAE hE A4}
A387] Aol o] GAIE 5 ¢lal X3 A L.

o] 23 =& GAI= ARM HIZ 5ol A Abs 8t 4] F o B2 Yol Logic 4HF FH4 o=
o= & 5 FUT

ol
ko

: “SUBSCRIPTION_ID" 9] =& o] AA~E Zrolr] 415 ID B2 WA g},
:"RG_NAME" o| AT~ 5 B 5 zlo}A] FA Jon 18 o] 20 7 upE )
¢) P4 "FUNCTIONAPPNAME" o] A & A~ & B 3hola] 814 q) o] B 0 & upF1 ),

Uk ol ol A= LogicApp.txt 3t ol A o] 23 & & AR5 HolFUt

=
Bl e
»

"AutoScaleManager": {

"inputs": {
"function": {
llidll :

""/subscriptions/SUBSCRIPTION 1D/ resourceGroups/RG NAVE/ providers/Microsoft . Web/si tes/FUNCTIONAPENAVE/ functions/AutcScaleMarnager”

}

}!
"Deploy Changes to FTD": ({

"inputs": {
"body": "@body ('AutoScaleManager')"
"function": {
llidll :

""/suscriptions/SBSRIPTIN D/ resaurceGroups/Ra NAVE/providers/Microsoft . Weo/sites/FUNCTIORPRNAVE,/ finctions/DeployCanfiguration”

}

"DeviceDeRegister": {

"inputs": {
"body": "@body ('AutoScaleManager')"
"function": {

llidll :
""/subscriptions/SUBSCRIPTION 1D/ resourceGroups/RG NAVE/ providers/Microsoft . Web/sites/FUNCTIONAPENAVE,/ functions/DeviceDeRegi ster"

}
}V
"runAfter": {
"Delay_ For_ connection Draining": [

SEAL 71 E-2k(5)2 F- A1 &Yt ]+ Autoscale 7] 5] 7|4 S

d) (A8 A ESA A& FA
Yttt ¢l LogicApp.txt I of| A o] 2] &t 8-S K o] U T

1=
2 B A E A7 Y

"triggers": {
"Recurrence": {
"conditions": [],
"inputs": {},
"recurrence": {
"frequency": "Minute",
"interval": 5
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Azure Logic ¢} 1 Hlo] E

o (A8 AL melel A1 S 7 ke S A T
Hio] 25 AkA|at7] el F g 7Pl A 7E dAEs =
o=

ol E FAa
LogicApp.txt Tt L ol A o] 2] &k & H o FHth

(Scale-In) 2+ =<l
g o] dsh= AR A S

'actions": {

"Branch based on_Scale-In_or_ Scale-Out condition":
"actions": {

{

"Delay For connection Draining":
"

_ . . ". {
'inputs": {
interval": {

"count": 5,
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}
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"properties": ({
"virtualMachineProfile": {
"storageProfile": {
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"publisher": "cisco",
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"version": "650.32.0"

A 4 Azure®] A1 SRS VMSS7E B ALHS S-S o r gk

. Secure Firewall Threat Defense Virtual Auto Scale for Azure -



I Secure Firewall Threat Defense Virtual Auto Scale for Azure 1=

Auto Scale =¢] .

715 919 ds 7S I’ 2= S jell Al w7

g},

$ 919 B AP E A RS A A2HLE FEOR Qv =T

2 gl o
o7 shejl VMsSel Al Upgrade(sd 12l o] =) W £ 22 ghjch M3 918 oS /by 9l
P E-EEEEE B LS EE BRI TP P S
o o) BE ek ATk Gtk o] W& #gEA wH

Auto Scale ~=¢]

g rEY
ARM ElZ 31 8- A}-8-3} 9] threat defense virtual Auto Scale & FA1 ol E Q3 2] A2~ E 53U T ARM
HE8 75 Fole e 22 &g vE Ao Alggdrt

* CPU

« CPU, Wl 8] (W A 6.7 o] A
A

3 CPUHIEZ L Azured| A - ¥ # =
o A R .

2] vl E 2] & management center

« POLICY-1: oW A= 9 & 7 Ho2e7) 4%
g4 (Scale-Out)o] E&]7H Ul 'CPU, W2 2] &4 W EY S A& 7
z

} A gto] 9l R threat defense virtual®] 3 v CPU T+ W g A& YT}

2: TAE 717 B0 RE Y U3 7P Hulol 2] Hp R

CY- =7 S A AR S =9

Wﬁg%&momﬂEﬂﬂﬂﬂq(MJﬂ;ﬂﬁﬂﬂE§%4%a%@%§%ﬁﬂﬁ

L& 37} R1%lo] 9] &= EE threat defense virtualt] Hlo] A~ 9] ¢ CPU =+ W 28] A& YU}
2 =1

ILE HE S 1 ekl 9] CPU 4§ B0l T4 10 B T R4 A IR 3
JCPU, H 2] 3 v E gl 2 AL8- 8w 87 H 2] B E threat defense virtual ©] v}o] 2~ 2] CPU
A | B2 AFS-Eo] A E 73t B et 1ﬁ+°ﬂﬁﬂﬂimﬁﬂﬁﬂmicﬂﬂﬂﬂ

L threat defense virtual7} = 5.5 == A &=y}

=77 T

U_io

Secure Firewall Threat Defense Virtual Auto Scale for Azure - .



Secure Firewall Threat Defense Virtual Auto Scale for Azure 1= |
. Auto Scale 7] 2 t]H] 7]

o
K

Z>(Scale-In)/2Hd(Scale-Out)> 1THA| 2 S~ FH Y TS, gk Holl 17) A7 o8 7 = 4/8
).

o, M

75 ol v A8 MEYHS AT o e S0l lsdth

Auto Scale =7 2 t]®] 7]

Mulg] s Zee] 7k 740 @ ol = AA 27 wAY Sl dF U B3 2= of &g Aol At
o] Eo AAH U

o /N Azure 502 218 B 4 &Y

19 26: Azure Function = "1

[ ——
frdv-function-app - AutoScaleManager & x

L r— LRI + L R e i e i

[ —

ol O T copd o [T OGS
s o
o ol breihes bt “staosbeblanager’ Faesans The FusdTitn it gebrueevarsialy el wa 1. infparaties
0000028 11 IRIIEY L] E
At Tk e kg e, MR e VE oy
St bt amage (g AL sometiem (PR
ke 20 0 ——
[aPT—— PP
rarT— P
S

PRSPPI ——
St Seimted ot

Sutsbsehtanrgee=: Daploeng brmsvber of Pl m st 08 Wamig

et Satelcabtbtanager ccreded M 12100 baca-035 401 HEBIANON)  idoematen

- 7} Logic App 213 2 1% /8 74 2ol U@ fA1E 218 2 5 Sl

. Secure Firewall Threat Defense Virtual Auto Scale for Azure -5



I Secure Firewall Threat Defense Virtual Auto Scale for Azure 1=

Auto Scale %] 3 2 A & A} 3} .

1% 27:Logic % 23 1

p— : o wprn
.| Runs history < % Logicapp run

e E . [p— =0

» !
(-]
EC'\«- # Scabeg s Regusred or Not o
pr
-]
[ P E e

o 0o 0o o0 o 0 0 0 0

« I Q3 79 Logic Appoll A A5 2 S AA A SA/FRET T Ad5Uch 28 d A A
Y FolAY TREE AF S 7HE drtol e Aol gle FEE A gy

o ZF A/ 2o AR F = AZF Logic ol A &1E 4= JHFY T

« AAEA] A zipS P 231 Functlon MBS a7 o)l=8 4= <5 YT} Function B2 18 o]
=87] 0] Logic 9% $48h71 & 2e)o] Srw W71 Ak,

Auto Scale <] 3 2 A 3+ A}3}

A9 -8 71 Auto Scale for AzureS 15 W] T} A3 2 A Sk Aol §-2] 514 A Q..

« (A 6.6 03} &4 AL CPUAMEES 7]0Fo 2 gt}

(M7 6.7 017 & AA A= CPU A& AFEE = CPU E W B AL ES AFE S 955

U},

* Management Center ¥2] 7} 2 8 ¥ T}, Device Manager+ A 4 5] 4] &%

* management center®l| = &8 IP 5427} §lofoF § o},
« 913 -5 71 Management Q1B H| o] =7} F& P A E

« IPv4RF A A gt}

* Threat Defense Virtual Auto Scale for Azure:= M A2~ A NAT A, Z 3
D

15 A8 33 threat defense virtual 91 4~Fl 2ol A v ¥ = A A vt

l>

management centers AF8-g tHlo]l & T1F A NRS A S dFU T

o] M& %] 1% 4] ¢4t

>{¥
JHU
4
ox
il

FEIe QY 4F /)50l ABH ] QOB R SuhE QY PSS ATHE AL AEA

>
=
<
T
i
N
rf
i

+ Azure 72 A= Function 3 #73 o4 m7at BloBl(el: el 4 2719l 42 Z7 9 W)
)8 A A5E G 0w B 5 255 AareKey Vault AV 5 AL etod 11kl o)

Secure Firewall Threat Defense Virtual Auto Scale for Azure - .



Secure Firewall Threat Defense Virtual Auto Scale for Azure 1= |

. Auto Scale -7 32

Auto Scale = #| 32

U2 LRkl @ 7 Alvke] o 913 -8 7Hd Auto Scale for Azureol] tf gt Tl 7 | Ut}

* management center®l] 17 2 3]]: management center IP / A} S-S &213}4] A] 9. management

centerol] Aglo] YAY AZAT 4= gl=A] Flt .
« A8 S 7MSE SSHSE = lS : HE8 S B8l Sk n i 7t A1 dl-§ 7Hdel Ad
2] el t) BHol 1Z oA SSH 9 A4S 3] &351+=% Esl4 A Q.
e 2= WA g Sl Al §1E U-S 7l A dlol g A E H o] 2~ 9] SSHY § @ E=A] 91
gk Hot aF AAS gy

iy

o
cEE FA e UEA 2 NAT 1173 /918 d& 7Pl 789 18 AR E S gy
HE5 2 Bl 5 - ol AlEE Azure 7Y UIEL A/ A B YL/ Alo| Edllo] Al F- FHE
Cﬂ‘?}‘% U}.
« threat defense virtual 7} management centerol] 5= 21 3|: A} threat defense virtual T] W} o] A~ 5 4=-8-8F
4= 91 %= = management center -2 %< 2213} /\] L. 2ol & E13 Yt threat defense virtual

SRR EERERPES

)

o

Logic o] VMSSell KA 2312 -3 VMSSE] IAM 9 & 719 18 o] o] SH-E7] 1814 A]

o

a-.

Logic s§o] vi-% @ A&t A el 1 S 919 o3 7H vl uto] 2ol A SSH A =5 =421 g
T}. management centerol| A] Tju}o] 2 5= F A& S Y TE Azure VMSSOl A 913 -8 71
tjuto] 29 el & gl gyt

T ID9F A=A H 7 A Azure Function: Al ol A 7] & F-i50] A B % Q) =2] A4 A Q..

r° R J{N‘

Z~(Scale-In) 2F¢ A 7)): 7 -0l whe} Azureol| A JI2=EH A& = L2
7h syt o g gt el M= Fa4 Aol AR 2L e FE B g AR
2R A7 A A Y o
Ay 2ol MAS Fa6t7] ol =g o ZejAlel S vl 2 shstal AT e 2 o
gad W7hA 7o A A L.

A FAEE Azure 7 s U=

AR e
» Microsoft Windows H| A3 &/ =E&

« Visual Studio(Visual Studio 2019 ¥ 7 16.1.3°] 4] H| = E)

4

=

I Azure SFE CHS AFE-8Lo] FAdH U

e "Azure 7" 9] I 2 = = Visual Studio®l] A X] & oF gt}

. Secure Firewall Threat Defense Virtual Auto Scale for Azure -5



| Secure Firewall Threat Defense Virtual Auto Scale for Azure -

H] =

A FEE Azure 7|5 U=

Visual Studio = 1 =
1. ‘code' T & 24 Al=8dl b= =gt
'FTDAutoScaleManager ' U] & o] 5t}

Visual Studio®l| 4] 'FTDAutoScaleManager ' >~ 2 2] &

Visual Studio 3 A& AF&3sto] Al 2 =gkt

219 28: Visual Studio ) =

O Fe Edt View Project | Buid | Debug  Test Ansye  Took  Edensions  Window

Help | Search Visual Studio [Cirls ) ] FTDAutoScaleManager

% | = ca 3
e 0|5 | | BudSouton F&
Rebwild Sohition
| FTDAutoScakeManager Run Code Analysis on Soluticn AeF11
“using System; + =
Build FTI Manager hift+ F6 Search 5 =
wsing System.Threading - S - ol O s
using Microsoft.Aspiet Febuild FIDAutoScaleManager 21 Schution FTDAuteSealeManager' (1 &
using Microsoft.Azure) Csan FTDWustoScaleManager 4 @ I
using Microsoft.Azure, >
% Pack FTDAutoScaleManages b 25 Dependences
using Microsoft.Asphel bR oy
using Microsoft.Exteny &  Publish FTDAutoScaleManager RS
tignore
using Microsoft.Rest.d = >
Batch Build._. . "
using Microsoft.Azure) b ‘. Azure Operations.cs.
using Microsoft.Azure, Configuration Manager_.. b €% FMC Operations.cs
ing Mi - = 1 fidssham
using Microsoft.Azure, Conflis Castious Dalfrety: o Aom. E dss. one
using Microsoft.Azure £T hostjson
using Microsoft.Azure Managesent.Monitor; b€ Manager.cs
using Microsoft.Azure.Management Monitor.Models; b€ Unscs
using Microsoft.Azure.Management . Network;
using mentClient = Microsoft.Azure.Managesent . Hetwork Networkiar nt;
using facAuth;
‘ »

</* scaling Logic:-
* If current Scale set capacity

9, Start Scale-Out (increase VM count by 1 or by

*MIN_FTD_COUNT' duration based on 'INITIAL

* POLICY-1 : ScaleOut : If amy VM's average usage goes beyond 'SCALE_OUT_THRESHLD' f ING_TIME_MIN' dura curr

* POLICY-2 : Scaleut : If average usage of scaling group goes beyond 'SCA _THRESHLD® for "SAMPLING TIME_MIN' duration

* Srale-Tn @ TF all the WM's averare wsape enns helow “SCALF TH THRESHIO* SAMPI TNG TIME MIN' duration and rurrent scale t L
9% - Mo issues found v [ s

Hl= 7 A g2 o 2 79k ¥ W \bin\Release\netcoreapp2.1 Z U & o] 53t}

e Y88 A8 ska Send to> Compressed(zipped) (% 201 2 d%5)S F8 35}

=

ASM_Function.zZip2. & A &g},

1% 29: Build ASM_Function.zip

» ThisPC » Mew Volume () » g#t_repo » cloud_sutoscale » Azure » FTOV » Code » FTDAutoScaleManager » bin » Debug » netcoreappll »

Name Date modified Type Size
L2
I m AutoScaleManager 56 PM File folder
bin i Fila frldae
A ConfigureFtdinterfaces Pin to Quick access
* CreateStaticRoutes A Add to VLT medis player's Playlist
* DeleteUnRegisteredFTD 7 4 Playwith VLC media player
DeployConfiguration & Move to OneDrive
ScaleMana DeviceDeRegister 7-Zip >
DeviceRegister CRC SHA >
e DisableHealthProbe @ Cisco AMP For Endpoints 5
FrdScalein
ey Sendto > O Bluetcoth device
GetFtdPubliclp Cut 1 Compressed (zipped) folder
MinimumConfigerfication Copy I Desktop (create shorteut)
WaitForDeploymentTask Paste % Documents
aFerFrdTe 42§ Fax recipient
b - b pomellp Create shorteut = I
[ FTDAutoScaleManager.deps.json e 4 Mail recipient
[~ I TR
L JMM Rename E
4 Properties

Secure Firewall Threat Defense Virtual Auto Scale for Azure -




. Secure Firewall Threat Defense Virtual Auto Scale for Azure 1~

Secure Firewall Threat Defense Virtual Auto Scale for Azure 1= |



|W__

3
El

ar
Tl

— =
E
=

Mo



