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ASA# copy disk0:/ VPN Profile.xml tftp://1.1.1.1 <----- Example of copying Anyconnect
Profile.
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Configure Target FTDs In High Availability Pair
HA Pair Name:* HA Name
High Availability Link State Link
Interface:* Select Interface:* Select
Logical Name:* Logical Name:*
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Subnet Mask:* Subnet Mask:*

IPsec Encryption

Enabled

Key Generation: Select
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Setup FTD HA Pair(FTD HA * A4 )& =¥ 3} 3L Configure Target FTDs in High Availability
Pair(aL7F&7d ol A ti FTD 7-43) el A tha& 74 o

1. HA Pair Name(HA % o] &) " =of HA %2] o] & #| A gt}

2. High Availability Link(Z27}874 " =)ol A A D oW EA1S F8s]of 6= 79 th £ o]
Z %3} Interface(Q1 E] 3] 0] 22) 2 M &l g1t}

[y

o
k]

Interface(2) B o] 22) = Frhe-ol &= 2] 2] o] Fo] glaL Mt 9§ o] AF7} ohd S1E o] 2mh 1}

dgyoh

3. ¢lE #H o]~ Logical Name(3=2] % o] &)< A1 A gt}

f
>
ol
ot
i
o

4. NEI B T]upo] s o)A 317184 2 o] g Primary IP(7] 2 IP) 52
IP 227k AR5 A] o= A B lel] 9l=A] el gttt

5. Z®info] tjnfo] A fylo A a17k-8-7d & Aol gk Secondary IP(H.2 IP) 45 #1748 ]
Th B2 IP F47F 7] [P 749 5 A e A Bl 9= gy

6. 7] % HZ P T4l 485 = Subnet Mask(A Bl vk~ =) o g o)

7. State Link(“d Bl & =)ol A Same as LAN Failover Link(LAN 3|2 oW H 79} &) &=
£ Interface(Q1 B #l o] 22)& A B} 31 T}, Same as LAN Failover Link(LAN 3| & W & 5
SU)E deshd e A HY e Fa9] dolyrt eyt

8. IPsec Encryption(IPsec ¢+ 3}) o} 2 ¢] Enabled(&/d 3}%8) A A Wt~ & A e sto] 3 U oW
& =1 Alolol] &% 312 24 38} AL Key Generation(7] A4)) W S A eighy

o}
o}

9. Add(F7HE 283l HA % 2 A4S A &g

ASA= Threat Defense = v}o] 1dj o] 9] 3= 25 .



ASAZ Threat Defense = vlo] 1#]o] A 9] a 525 |
B sccure Firewall vo) 2 o] 4 S o) o5 o4 w5 44

HA * 34 o] 182 wj7}4] Notifications Center(Z3 AlE) o}o] 57—% Al by, ol W
1 2 E HA % A A3l et 7 $- FMT= Blocked(35H3) &5 A A 2 F A 3}
SPUT o] A5-wte]l1eo]d Fo]l HA B A& A== A3l P S B = Firewall
Management Center= HA 8-S A A vk A 3314 gy o).
Firewall Management Centerol] 2 1213}3L 5 .2 HAE T 93¢ U5 vlo] 18 o] E9 &/
w| A]#] ol A Click here(] 715 2 2)E A Edto] HA % Al 7485 A1 24Ut HA &5 ¢
sk g ol gk A4 g 82 the S skl Al L.
« T}/ Firewall Management Center”} <= & #] 2= ¥} 8} ¥ Management Center$! 7 -9- 317}-8-4
2 e

* )4} Firewall Management Center”} = 2= A| & Firewall Management Center$] 74 -9 3117}
L% &

B g vholelol M wA|S] A2 AEH A AT ghe HA A o] Auhste] tha] TR S
o % fA g ek,

@A Proceed(X 3)E Z U h

nlo] Z1¢ o] A dh= ol whe} Secure Firewall PFo] 18] o] A Eol A wlo] 1@ o] A e 7] & el gt
T AFH Tk

76 Select Features(7]s A 8) A S S ste] i o & mto] 1 o] A& 75 A ESHL A8

* th 4} Firewall Threat Defense Tl H}o] 222 w}o] 18| o] A 8} = 7 % Secure Firewall P}o] 12| o] A
= ©] Device Configuration(t] vl-o] 2~ /) & Shared Configuration(-f 7-/3) 4 2] ASA -
”‘é o A mpo] e o] Holl ARE-E = = Vs S AAs o w et 8 ALEkel wet 7] A
8 s kR AT S dFUHh

* Firewall Management Center= V}o] Z1#] o] A 3} = 7d-¢- Secure Firewall v}o] & o] A & ©] Device
Configuration(t] vl-o] 2~ 5+4J) 2 Shared Configuration(=- 7-/J) & Optimization(# %] 5}) &
Ao A ASA /3ol A mhol L o] el AFEE < Sl 7] e S A S & A E YT 8 A
of whet 7] HE S FULE A dSFU

* Secure Firewall vlo] L#j| o] d &8 mfo] o] A Foll thg-3} 22 A= Alo] 7] 5& AL T

Y.

« 7 Wt G A7) - mpo] g o] A Foll ACLOl theh th < o o w3 & &4 skttt
BE zx3] e A4 AR A4 4 2R A, PBRY} frE A =2, NATE 28] 5 A
FHEUTH A A UEY T A ado]de dAY A2 ARE “EaE v AFE Y
.
a2 B YU E A NA 5] S0 wef o] Ao Qs o] 558 = s
ct.

- U 73S Abd HE 2 who] o] M - ASA &St BE TREF 73S A I
Bl 5 g A o visg sk vt 2 o] o] Al Tk

. ASAE Threat Defense = rlo] 1gj|o] A Y Z =25


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/high-availability.html#ID-2242-00000b51
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/high-availability.html#ID-2242-00000b51
https://www.cisco.com/c/en/us/td/docs/security/cdo/cloud-delivered-firewall-management-center-in-cdo/managing-firewall-threat-defense-services-with-cisco-defense-orchestrator/device-ops-ha.html#ID-2242-00000b51
https://www.cisco.com/c/en/us/td/docs/security/cdo/cloud-delivered-firewall-management-center-in-cdo/managing-firewall-threat-defense-services-with-cisco-defense-orchestrator/device-ops-ha.html#ID-2242-00000b51

ASA = Threat Defense =

vlol ol d A= S

Secure Firewall 7}-0] 18] o]

3 N

A Eoll digh o) v RS A

7 2 (Fastpath) & #| % 3}¢]

0% 74 B 5 =
5 5 5 dgun

s - 2700 Aelahe Aol el @ el AAE BEA RS A4 A 2w
g 5 gy

Secure Firewall v}o] 2 o] A B2 A2 A o A 7Y

ol& At IH B qfH o= vpo] g o] d gy E}. AR D E A Aol A who] e o] A

= A~ A~
a7 F

2l

EEE R

Aol oAz Ao A A3 AAFH YT,

R R

At
=]

T

Ut A 2 E A 22 Firewall Management Center®l] 4] w}o] 71

A4 E B i 0.2 vhe] Tgol e ZR RS e thgat 25T

* GRE(47)
=3H4)
& sh41)

* IPv4 7}

* IPv6

* Teredo E] & ¥ (UDP:3544)

[y

i A S AR ek
B atH e R vhel e

[e)
12)‘—0——1__

foldd Y.

ASA T/ 9 ACLH Y
Ut} o] A oH A2 Ao

T AFYHh

* Secure Firewall 7o) 18| o] A

A A3 o,

72 (GRE % IPnIP)S & A 7] &
A E] Aol At Ff%‘

E2 VPN B d nfo] 19 o] A

4o o vho] 1o o] 4
P P EE wgo s A4

A8 93] TS E Ho] A~ L A E

« 42 719H(F s} W) - ] Firewall Management Center 2 Firewall Threat Defense”7} ¥ %
6.6 ©13<1 -5
« 742 7]¥K(VTI) - ) Firewall Management Center % Firewall Threat Defense”} ¥ % 6.7 ]/
el 85
* Secure Firewall v}o] Z18| o] A &2 tll /% Management Center7} 7.2 ©]7Q1 749~ €44 94 A2 VPN
o] mpo] 1 o] S XAt ¥4 A A2 VPN-2 Threat Defense $10] %= wlo] 18 o] A g 4=
N+ T+ AYY 14 t}. Threat Defense & AF-8-3Fo] mlo] 18] o] A& A € 7 - Threat Defense

=

. (}\‘]

R

A.7.0 o] 4ol o] of gt

A}g}H) Optimization(Z] % 3}) 4 4 o] 4] Migrate only referenced objects(Zr== ¥ 7] Al Wk v}o]

SLe|ol H)E AdElako] o2 Ao] A 2 B NAT A 2o A 2253 /)75t nho] 22l o] 41 §h]

.31

ASAE Threat Defense

zrpolagold 9= i}



ASAZ Threat Defense = vlo] 1#]o] A 9] a 525 |
B sccure Firewall vo) 2 o] 4 S o) o5 o4 w5 44

(117

e
R
o

%ﬁ‘% /ﬂE—lué"}?j ASA jTLHOﬂH ZLZQX] *= 7Hxﬂ};u]'°]:’.ﬂﬂo]/\ﬂ5]x] OL/\HE]- ] Al ]_
|22 o] /d Al Zko] F A she] o A v el o] ol A ARG A = ZHAI7F Al AR YT

d
- —
o

(A8 ALgh Optimization(a'ﬂ 2] 3}) A A o] A] Firewall Threat Defense2] ) 4|2~ A8 7|0 2
2 o] o] &) A}-8-55 93 Object group search(7} Al 25 A A= M el ),

(A8 A} Inline Grouping(21 2F21 L5-3}) A A of| A Secure Firewall v}o] & o] A & A}-&3}
H CSM == DM 2.2 Al &Feh= AR A o) |l HIES A 2 AH] 2= 7| A o] 59 A2~ 2] & A
= T AFUTE o] 39 AEls FH A mho] g o] Foll AP ol ®l A A o] Fo] 4
Ytk A g g2 Qe 153E FHast Al

[y

i 7]EA SR el 2F3F A4S &5 dFHTH
* 2222 ASA tjHlo] 2o 4 SNMP 3! DHCP A, d#j o] 3L DDNS 174 o] Sl 74 el gl
o 7| ZA o g degdutt o]y A S wlo] 1Yo detA] FovHl FE o R HAEs A
Ut DHCPE A ¥stH A H == Heo] 3 DDNSE B A eed g;a t}.
*SSL Ego|AER A VPNHYE T2 EF A o] 239 15 A A3 SAML Q15& AHE-8h= 7L
& Aol Zokd B d ol Al A5 mhel aEl ol &2 7] A 02 WebVPN el A
U oy g 7S mho] o] k] F o= A foll= o] ElwS FEoR Y
Z3f oF .
9A 7 Proceed(X &)= Z g}
@Al 8 Rule Conversion/ Process Config(f- 2] ¥ 3/ 2 4| 2~ 7 9] 18| o] A1) 4] A of| A Start Conversion(H 8
Al 7(]—)2. =g 3]_04 W3S }\] 11—%1—1/]\;]_
A9 Secure Firewall #}o] 1@ o] A oA M3t @ Ao QoFS AES T},
9 g old o] A3 Ao 2 RN i A A=A Fdste A vlo] 1 o] A& Al

3}7] Z el Pre-Migration Report(vlo] Z1# o] d A B X)) E thEZ=35lo] Q154 Al 2.

@A 10 Download Report(H. 124 T2 2 =)E 5] 3} 1L Pre-Migration Report(vlo] 2@ o] A A H M) &
Ao

Pre-Migration Report(7}o] L2 o] A A B 31 A])2] AHL % Secure Firewall vlo] 1d| o] A &3} 53

A9 Resources (B]A2) YA A4 Y.

o3|
i=]
wlo]l 1ol A Bl AE, 24 H o] X

. ASAE Threat Defense = rlo] 1gj|o] A Y Z =25



| ASAZ Threat Defense vl-o] “12]o] 41 ] % 25-
azrel 153

o1z}l 153}

ASDM 2 CSM o 2 7He] &)= ASAHH 7] 4] 183

/A FA B A/ A 2ol F o] 3o FEURA el dhs dEE 4§, CSM
H= ASDMO M = 70A] Z155 A o2 A U o ZF ASA tivfo] 2ol v e o] A& TS5k
&2 CSM 2 ASDMOI| A AF-&-5] = o] & gk 7| 4| 17 <] 8 7+ 2> ZFZF CSM_INLINE % DM_INLINE
Aot

j=] .

B

31 Tools(&) > Preferences(7] % 7)o A WAl 153} ] 5212 w17 8F &1 ¥ Auto-expand network and
service objects with specified prefix(X A ¥ 4 FALE UEY A 2 8] 2 A F5 24 713 g o]
E 712 A4S desc
2 ASDM O 2 #2] == ASAC A show run & & AF8-31o] &5 AT a8 o)A 2y JY
E‘r.

object network hostl

host 10.1.1.100
object network fgdn objl

fgdn abc.cisco.com
object-group network DM INLINE NETWORK 1
network-object 10.21.44.189 255.255.255.255
network-object 10.21.44.190 255.255.255.255
object-group network DM INLINE NETWORK 2
network-object 10.21.44.191 255.255.255.255
network-object object hostl

network-object object fgdn objl

access-list CSM DM ACL extended permit tcp object-group DM INLINE NETWORK 1 object-group
DM_INLINE NETWORK_ 2

2l 9] do| A1 ASDM UI€] access-list CSM_DM_ACLS DM INLINE 152 73 9] A2 2 A U E
A ® FAeHA @om 2l DM INLINE 159 W8S FA g

Q1e}9l Z15 3} - ASDM/CSM

Secure Firewall 7lo] 18] o] & 9] {12}l 173} 7] 55 AH-8-3HH ASDM H+ CSMSLE #el =

ASA t]H}o] 2 2] show running-configuration=S- i #4241 4= 3 &H Yt} o] 7] 5 ASDM X+ CSM
& A 5HA access-list 1772 & Ul 8 = Al sk A& Al e Ut o] 549 de& F &8k vt

o]z1gl| o] A ¥ 3+ 2] o] ASA show running-configurationell 7] =% ) 2 DM _INLINE 15 & %34

o.
3L Secure Firewall #lo] 1@ o] A Sof & H A2 ASA T4 31L& o 435 ASASA = 5 7 ASA

tjufo] 2o thek glo] B A A(SSH)S E3l =3 ¥ show run =+ show tech®) Y t}. Secure Firewall
vho] 1ol B8 thE Ao 74 v e A =g (YA S5 Th

ASA= Threat Defense = v}o] 1dj o] 9] 3= 25 .



ASAZ Threat Defense = Vo] 12]o] 4 9] 225 |
B ozaoaanagge

U 2ol A = ekl 2558k 541 & 2/ ket v vl 2hd 31w ACE 5= RULE®] Source(422~)
9 Destination(H /) Network(U| E9] =1) B =7} 742} o) WA W7 & =] HofFUTh

2% 2912491 153} - ASDM/CSM 273 3} A

ll- - — EE

% 3:91849) 153} - ASDM/CSM V] 24 3} A]

DESTIMATION
Hotwork

DM_INUINE NETWORK_2Z  ANY

ato] 1ol d H M HE
mto]Leo]d Fofl mpo] o] BN E R ESHA] & 49 U Y AE ARk v
REEBHHAI S
vlo]l g ol A B T2 = A= X Q1 E - http://localhost:8888/api/downloads/pre migration

summary html format

[y

et

Fal Secure Firewall Plo] 1] o] Eo] A3 T wjvt H 14 & tp2 =8 4= QlH T

L 2AA

A1 1 Pre-Migration Report(nFo] 1| o] A B I1A)E thE 2 =3 91X 2 o] 5 F T},

B

3l Pre-Migration Report(7Fo] L# o] A & ®.314])9] AFE- %= Secure Firewall PFo] L8 o] A 3} 5 3h

A A19] Resources (2|4 2) EH | AT,

Al 2 Pre-Migration Report(7Fo] 2@ o] A B M) E il W8-S 2551 A HESIe] vlo] 1 o] A 9
AoE dod 5 = EAE Folgyn
A BaA)ol = vhg AR 2y
« Overall Summary(Ad A 2.°F) - ASA 14 A HE FE3FA L 2ho] B ASA Ao A5 = dl A
|5 = gyt
2lo] H ASAY| AZAFTHH ASAC A HA H Waly Zro|n HE] AYAE R o] 9 nlo]
ayolds el dEg HE AEQ YT

Pre-Migration Report(7}o] ¢ ©]

. ASAZ Threat Defense & 7lo] 10| d A Z =9


http://localhost:8888/api/downloads/pre_migration_summary_html_format
http://localhost:8888/api/downloads/pre_migration_summary_html_format

| ASAZ Threat Defense = v}o] e o] A 9] E =5
ASA T-/3 7} Firewall Threat Defense <1E] 3 o] 2~ ufj=3 .

Firewall Threat Defense %=+= Multicloud Defense &= A 3 %] © & wlo] 1| o] A
ASA 74 8.4 W utol o] dS fle AEst 54 ASA 752 8.9y
Zho] B ASAdl A= Fetell= 2. ofd A F Sl JH(ASA T H ] A&
3 A R)7F ESHE U

Configuration Lines with Errors(27 7} 9= 74 2}<1) - Secure Firewall v}-o] 18] o] A Eo] G+
T B s glon® vro] 1y Mﬂ b= 3= ASATE @.o ek Al AR P ok Al
Z8Yst7] Aol ASA Aol A o] el st o /& sl Asta Al 44 9 -& U Bl Uh3- Secure Firewall
ato] o] Foll A 74 LS HE=F T

Obiject and Object Groups Conflict Resolution(7H A & 7§ 2| L& 5 & &<1)- nfo] 1d o] A5}
= A AA A FEo] AT ASA VI ES A E A u] 2= A 9 QA Au] 2, 22 ES JRA
Tl oiek Al Ry o] Y s A FEof i gk Al FRE Bed Link for Conflict
Count(Z& F © )& YU =9 olF& &elstaL vlo] 1ol Eo] T&5 A2l
= H]—l:ﬂl: oEL_/': 01?141;}_

Ignored Configuration(5-A] ¥ /) - Firewall Management Center =+= Secure Firewall 7} ©] 1.9
o] Foll A A5 A] &7 L‘H—foﬂ FAIE = ASA T4 849 Al A 1B ¢d Y T} Secure Firewall

sho] efolH BL o)) eHel S T A 3hx) I vh o] el 3t 2l 1 E 3} Firewall
Management Centero] 4 2} 7]%5-0] ] 9154 81 @ thg, A 57 2= A5 G )52 5
o2 PAHES ANGUGEE FAE elS neld AR T gl e 92E 2
T—ﬂi'ﬂ—]/];]_
1 H .

Firewall Management Center 2 Firewall Threat Defensel] A4l X ] &= 7] 5ol o) gk 2}A] g U] 82 Cisco
Secure Firewall Management Center T] H}-0] 2~ A 3] 18] o] A 7}o]| =5 ZF 234 Al Q..

@A 3 (9 A1) Pre-Migration Report(Pho] L& o] A A R A)ol| A Al 225 Hgshs A5, A&t
7] el ASA J1H Ho] o A |G A| A A& R8I ASA T4 TS ThA B F Y HolE

A Bd S AR e AL
97 4 ASA A Hdo] AF Ao R R =N B4 E F Secure Firewall 7ho] 1| o] A & & Eo} 7}
Next(the) & 22l 8o nlo] e o] A& A&t

thgoll 3 g A
Firepower Threat Defense ¢1E] ¥ 0] 2= 9} ASA Q1E] 7] o] 2~ ujj-F

ASA 4] 7} Firewall Threat Defense <1 E] 3| o] 2~ njj =

Firewall Threat Defense D] Hlo] 2o = ASA TA N AR T = A TAY ¢ e
E g dg go] =7} lofof F ). o] 2] gt QIEF| o] 27} F tfnfo] 2o A 5
Q= iUtk g o) 2~ wjg WS dEEd = YT

Map FTD Interface(FTD ¢! €] ] o] 2= wj| 3) 3}1H o] A] Secure Firewall v}©] L& ©] 1 & 2 Firewall Threat
Defense Tl H}o] 2~ 9] QIE| #| o] 2~ H-5-& A A3t} 7| 2% © 2 Secure Firewall v}o] 18 o] d 52

SlE] #| o] 2~ 1D whE} ASA 2] 21 E] H| o] 2~ 9} Firewall Threat Defense U Hlo] 2 & v H gt} o & &

el e o
1

ASAE Threat Defense = 7lo] 1#|o] A a1 Z = ¢ .


https://www.cisco.com/c/en/us/support/security/defense-center/series.html
https://www.cisco.com/c/en/us/support/security/defense-center/series.html

ASAZ Threat Defense 2 vlo] 1eo]d 1225 |
B Asa 275 Firewall Threat Defense <1E] 51 o] = v

o], ASA SlE|H|o] 2~ 9] '#e] A& <l ¥ #| o] 2~ Firewall Threat Defense T} B}o] 2~ 9] '#2] A &' <1 E
o] 2o Ao 2w P = o] & AT 5 gl
Firewall Threat Defense <1 E] ¥ o] Z~of tf 3} ASA 21 E 5] o] 2~ 1l 34 -& Firewall Threat Defense T} B}©] 2~
o wgl ey

« T4} Firewall Threat Defense”} | ©] E] B -

* Firewall Threat Defenseol| A 774 1] B2 5=2] ASA ¢1E 3] o] 2~ == PC(Port Channel) ]
o]H QIE o] ~(ASA -4 2] ¥ H& HE ah9] AH I o]~ A 2H)E "}*0“5]]0][ gyt o]
T7F 9 A2 75 th’d Firewall Threat Defense®l 2 8.3 QIH # o] 2~ /3 S F7FU ).

o]
321 75

¢ 31 Qe Ho| 2= B8 QAo A = TE d vfF L 74l 0 2 Secure Firewall 7}

ol x| ol Eell M A Ut

« W4} Firewall Threat Defense”} Bl o] & <1 74 -9
* Firewall Threat Defensel| A] A t] B2 5=9] ASA QIH #|o] 2, &84 519 A E o],
EZE A = X E A4 5k9] dH o] ~(ASA 79 A & OJH o] 2 A 9))E AL
s ok gy}, o] =7} ¢ A2 7 9 th A Firewall Threat Defenseol] 2 2 3F 21 Eﬂ Ho)l~ FHE
F7FU ) ol & £, th4) Firewall Threat Defense2] 22 4 Qe H o] 2~ 2 E-2] %] O}ﬂ O]
B 7 o] 2~ 427} ASA Bt} 1007} A& 7% /% Firewall Threat Defenseoll A 7} &84 <1
o]~ e B84 ok Qg Hlo] 25 A = dFH T

+ 3}9] 1B} 7o) 2= Secure Firewall PFo] 12l o] 4 £ 2 A4 5 %) 9341t} Ze] 4] <1E) o]
2 EE A9 B a9l QIE #o] 2 7he] Q1B o] 2w v 5] o).
N 257 Aol

Firewall Management Center®l] 172 3}31 t] /S Firewall Threat Defense 2 A1 B 3] =] &<l t}, =}
A &k 82 Secure Firewall PFo] 22| o] A E-ofl th gk th ok vl 7 5= A4, 14 H| o] A & ALt Al Q.

B

L
Kl

$ A g6 e,

o] ©7| = Firewall Threat Defense T] H}-o] 2~ ¢] ©] Firewall Management Center 2 V}-©] “1¢| o] A 3}+= 7

A1 Qe o]~ w53 S ¥ 73 51 W FTD Interface Name(FTD 21 E] #| o] 2 o] &) o] =H g L2258 Fg

shal 3lld ASA QI o] 2~of vz & Qe o] 25 A e o)

7 Qe H o]~ 9] wjsd & WA G 4= {15 Yt} Firewall Threat Defense 91E #H o] 2~ 7} ASA Q1 E| #| 9]

2of on] Sy g Btk HHo A G QIEHo] A5 Aud 4 gls Utk I E EE Y
Hlo]~x Mo R FA M AEE 4= glH Ut

. ASAE Threat Defense = rlo] 1gj|o] A Y Z =25



| ASAZ Threat Defense = v}o] e o] A 9] E =5
ASA S1E| s 0] =2 mckojod = 2 vRre] w3 ]

3H9] elEHl o]~ = =g & H 7} §l5 Ut Secure Firewall v}o] 18 o] & ASA 74 9] & 3}
91 A€ | o] 2~of| )3l Firewall Threat Defense T] o] 2~ 2] 31-9] Q18] | o] ~& wfjg gH o},

A2 ZF ASA Q1 E] 3] o] 22 & Firewall Threat Defense 91 E] 3] o] 2=o| 1]} gl . Next(t}&)& 28 Y

®

gl =3 2]

ASA S1E] ¥ o] ~Z A & 3l Firewall Threat Defense 1B ¥ o] 2~ 7] A, BoF o & 2 Qg H o] 2~ Z157-9]
ufF Y oh ZpA gk Y82 ROk o W QlE H o] 2 T1Fo QIE F o] & wj=g S a1 Al L

ASA QB H o] 2~ 5 H ot g 2 | VRFo| vjj=3
E

AL ASA Al Al 5 BUNAT f 0] £+
= AEE A fde o] gAlE AvH A4

i

o] AA FAY o] gt A A& wpo] 1 o] A BHA] &
15}, 7 AE D AZ 29 Ao A& P&+ S5

ASA T/do] EntE A vlo] 18| o] A ¥ == 52 H ASA Q1 H # o] & 4 &} Firewall Threat Defense
AEH o] 2= JRA], Bt & &3 1E| #| o] 2= 15 H VRFOl| w3 ] th ASA 743 ol A Al 2= A o] 73
A W NAT 4 22 Q1E F o] 2= o] & (nameif) < A}F-8-3 Y T}, Firewall Management Center©l] 4] o] 2] gl 7
A2 S H o] 2~ | A & AFE-F Y ). K3 Firewall Management Center 7 22 Q1E| | o] 2~ 7| A & T}
o 2ol 2F3E
« Bt o — shite] lEH o] 27} shrto] Bk G ol wt £8 o= gl
« AEFo]l 2 TF — o] QI Flo] 27 o 2] qIEjHo] 2= LFol £ = Q5

* VRF — 3hLbe] QlEl sl o] 22 Shube] VRE 40t %8 5 U h,

Secure Firewall vlo] 18| o] d &5 AF8-31 Ko < Qe H o] 2~ 15 2 VRFO] &= Qe H o]~
= 913‘45}.3%_‘:&05’91 E=4l Eﬁﬂ o] 2= 150 )1E] #| o] 20| vl 3 ¥ 7 -%- Firewall
Management Centerol] A 3-8} 2} &= Tt} 2 QA E o o] 2o wl|=g & 4= ¢l5 Y t}. Firewall Management
Center®] H.QF 3 < 4 QlE 7 o] 2 Z1Fof t gk 2} A $F 1] -8--2 Cisco Secure Firewall Management Center
tubo] 2~ 87 A7 A A o ol A Bl g H IH o]~ 1FS FESHA L

=

71 1 Map Security Zones and Interface Groups(X.¢F & & 2 QlE] Hjo] 2~ Z15 visg) 3pd o] A A& 7Hs
3 QlEj s 2, Btk o QlEj o]~ 1F 2 VFR A& HEFY L
WA 2 Firewall Management Centeroﬂ E 3=, S ASA T T oA Bel F Y /3 A 2 ALE 75
I EFTE E5o A AFE 7He s Bk o B QlE H o] 2~ T1Fo ?lﬂ Jﬂ Oli% g 3} 2 H oh
3} o] g,
a) Security Zones(:2.QF 4 &) Aol A 3 1E F| o] 2~ 2] Bt F oS A g}

ASAE Threat Defense = 7lo] 1#|o] A a1 Z = ¢ .


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/interfaces-settings-ifcs-overview.html#concept_689708A9F2844E37AEA2534F660C0074

ASAZ Threat Defense = m}o] Ldjo] A Y& =

o

B asacissio) =g wot oo w0 u vRFol v

b) Interface Groups(<1El o] 2= 15) A A o 2LEjsfo] =] Qo] 1
¢) VRF QeojA] ¢lE]H o] 2~ 9] VRF 74 A a3},

il
mlo
r>~
)
e
i
v

#ar o wpol o] o] A= 919 Y
< F71eH7

o HA 44 245 29 71 % 0 3fof o) vho) el
Qe o] 2 1FE FRAL AR AT 5 AU R o] neF g B
2§ 7|8 slojsh FAT T

9%, AAo|2 2% A VRS RS2 ATNAL AT 02 A
g 5% bol

a) AddSZ, IG & VRF(SZ, IG 2 VRF F7hHE F8 g}
b) Add SZ, 1G and VRF(SZ, IG ¥ VRF F7}) ] 8} “-&Fel Al HF o}o] 2-& &8 Fal VRFO A A
ol dES s 54 gl A E S P A ofo] &S thA] 28 81e] VRF ¢ F &
o<

FAT 5= QFUh

2

A5

. ASAE Threat Defense = rlo] 1gj|o] A Y Z =25

3 W3E A wlo] 1g o] S 428 Fola AV AE E St VPN FA o] 9 A9 A9 goE =
43 vho Lalol 4 2 el s]o] Qe ol ol BT 5 RS EAHA BT

¢) Security Zone(H.¢F 4 ) ol Hel o o] AUt F&HE A F2F FE 484U Y
o ek A 2 A H o] & a5-S FHE ¢ sy Th

d) Close(27)E S8t}

Abs WS o B d E RIEH o)~ 2FS g et vk o] T

a) Auto-Create(#}s A4)E St

b) Auto-Create(A5 A A) tha} 2=kl A Interface Groups(21El ¥ o] 2~ Z15) 2 Zone Mapping(%
o wjg) T ot e = vE AE gyt

¢) Auto-Create(A-s A4S 2934

&

Secure Firewall V}o] 18 o] &2 o] 2 gk H.oF & Hof] ASA Q1 E] 3 o] 29} 7+-2 o] F(4: outside(<]
) = inside(U )= %G 3taL o] & Holl "(A)"E LA 3FS] Secure Firewall 1o Z18| o] A & o] A]
A E A& e Y T Qe w o] 2 215 ol = outside_ig B=i= inside_iget 2> ig Hu|AF STt
Fuvh Ee mel g W AE o] 2 T1F-S ASA QI Ho] 29 FUS REE ALE T o &
50 ASA =] %] I #H o] ~7F L3 R E=R1 7 -5- )1 H #H o] 2~of )] A E Bt G B Qe o]~
IFEL3 EEdYT

Fo

REQEHA|AS A HE Het o | AEH o]~ 2F & VRFO vfE g oW Next(thS) = 28
[BR=4



| ASAE Threat Defense =

24 3}, 74

vlol ol d A= S

N
_IZi
Lo
-
oX
)
fm
)
o
ofy

==
AR S AT

wlo] 17 o] A ¥ ASA T4 = Firewall Management Center = 3 A] 5} 7] ol 744 & # 4 g}l A%
A AESF |l -4 o] 2HF= 1 Firewall Threat Defense T HFo] 2 -4 W 3} & %] 3}=%] &<l
St Al Q. Zratol = & b 2 A& el oF $hs vrEbE Y

B

2
=

Z o Secure Firewall nFo] L#| o] A 58 @ o 28 23lo] A5 %] gkt i 24 & o F

A gk 73 -9- Secure Firewall PFo] 28] o] &5 thA] A 8 5HH Interface Mapping(Q!H #] o] 2~ vl <3)

sp ol A A7HE U

Optimize, Review and Validate Configuration(7-/d # 43}, H & 9 7135 sl ol A Secure Firewall v}
oj1¥lo]d & o I Fsto] ARE L vl mpol 2 o] S AN = FH T o 3

-

o3 7] A Secure Firewall "} 0] 717 ©] A & - Firewall Management Center®]l ] 7] 31 IPS(Intrusion
Prevention System, 3 ¢} ¥-=] A 2~8l) g 2 2 519] 2 S- 7} 9} wfo] 1g o] A FQl MA A Ao F
Aol Q7T 4 Qe ek

g A Y EQ Aol g %5y P aE Ad F 9 Ao & T 5h7] 918l Al =Elo A A
MM 2 Ao FA] o] AR Z ALESHE 74 AP YTh o] AAS A~

of dX|et= Ef Tl 3L S FHA7]7] Hell WA LS 7

7R 2 E g o] Ao 7 5ol 717] A Al 2B o] H o] Hho] o 7 [pS A A S A3 9l
Utk 29 A2 Hl 9uk &l 9Jaf Al2=Flo] ekl v ol A E TS Al WS Ao
atm, ot EY Y & abdatA v WA S 4= Utk Alx"le] B kS 98 ) A S A

&3 wuict, AZE W S AR T A W RO M A S U P FA} EE
s Al A Aol A AubA o7 AR = ks EbAYTE 1A A, F At el e 1P

FAEUBEE AY A J H5EE AR S S Ay Th

ol A 54 A agol A g5g AMsted 4 W 9o Dol g5 o] & YHFTh Hofe}
AA eb= FERE FAISHES Hlo] & o] THHHUT

2222 ASA Ul HFO] 22 5= CSM H= ASDMO A #E] 3t 4= dF U T A2/ T4 B A2/ g)d A
H| 2o & o] o] FEUNA e ekl ghS =S A5, CSM = ASDM| A &= 71 A 155 =}
&0 2 AU TE CSM B ASDM Y| A AF&-5] 3= o] 2] gk 7 A| “145-©] W 12 Z}2F CSM_INLINE
2 DM _INLINEQ Ut}

Ql2kQl 7153} CSM B ASDM #] A3 18 o] A& A - =5 Aest= 49 vg] Aold MA7
AA NA =\ o] 2o 2 tA P Ut CSM == ASDM #He] A3 19 0] A8 X 9% 9o v}

ol xe o] Al ml ] A elwl JhA] o] 5ol A

o & 501 10.21.44.189 2 10.21.44.190-> 7HA| L5 °] ®H o] ™ m] 2] & o] % o] F(]: object-group
DM _INLINE NETWORK 1 % object-group DM_INLINE NETWORK 2)©. & W7t}

[y

i

2 )RA o ekl IFE S e BB} dsyh

ASA= Threat Defense = v}o] 1dj o] 9] 3= 25 .



ASAZ Threat Defense 2 vlo] 1eo]d 1225 |
| JEEERREEEEE

Optimize, Review and Validate Configuration(-4 2 4 3}, 71 & 2 71 %) 3} ol A Secure Firewall v}
oldold 5 Fo 8 Aol A E AL ysol wlo] 1o d-S ANE  AFH T o 3HH
Aol o 218 Asto] A AE A FFUTE T A F 277 A8 E A9 Secure Firewall 7o)
o)A &8 thA] 2 a5 Interface Mapping(Q1 ] 3| o] 2~ vl ) s o A A 7| Y ok

Secure Firewall #}o] 1g o] 5 ACL 43} 718

Secure Firewall B}o] L#|o]d L U EL T 7| 5ol F S T4 & 53l 2 o] o) A F 4
A3 w= AHANE T A=

K
ACLE AMstaL 2] 8h7] 913 A& Als g

ACL H 2 3}+= t}& ACL 3 & A 93

:

+ F3 ACL- T ACLO] B Q% A3 1o o] A % 72 0 §ol §1= 4§ 7] o] ohyl ACLS A17]
Aw M ES Z0] G FA gt dE Sol, s ARl el AelH 77 glo] 5
FUIES) Fol A FTP 9 1P 22120 & 8] 831 T 14 0] Al A9 2 Al 722 A 4 9

&y,

MES ACL - A HA] ACLS = HA| ACLS] Ay 180l S A s A= gyt 7 4F 2 o
ARG Egg o] Q1= A9, 7 WA 1A S A A B SRR Y2 of Wl E gy
T QLA FFULE F 2 o] EF ] gia] A= e 23S A A-Gshe F, e H A
2 & ol F3tAY 13 F ehuE A st o AAE A F IF YL o E 5] 71 &
TFHIP EYIAS AR S om, Q] d 32 AA-E 422 T gl tig FTP E g
5588 T dFuh

« ACL M| &4 s}—mpshe] g-7d of| A T A] 2] 0 = n] gk 3}
3} A 9k, Secure Firewall 7}o] 18] o] & E g9 & A

#al o # 4 3h= ACP g ol tha ARt ASA ] AHE-S = 5 YT

CL-> 8l ACE(I2He] #h= &7d 5 vh5 v 7 <ol ti el vlalg Yot

2 3

I
i«

N

2B g UE]

-

B~
>
v

E

H

Download Report(}:. 314 U2 =)5 2839 Excel Y= Q2] ACL ©] &7} o] | Fat= 5
oA s, 184 3tE ACLS A E YT A4 ACL A .S Bl A5 ACL A B A EE A8
[Rh=

YEEEE!

« FxHA &L JRA - vho] o) A& A& v A b2 JRAIE vhol L o] shA] S
A




I ASAE: Threat Defense = o] 18| o] d A& =25

A4s, 74 22242 |

s = JWA - /A 7} o] v] Firewall Management Center®ll & 4% = 7/|A & A= 21 A

o] A&,

GA1 (A8 A3 Optimize, Review and Validate Configuration(—+4 2 23}, 2 & 2 71 35) 3} o A Access
Control(2] 4] 2= A ]) > ACP2] Optimize ACL(ACL ¥ 43S &8 35lo] X3} I =5 A dgslal o}
= TP
a) Proceed(X )& E93te] ACL HAstE gyt vlo] g o] S 938 2 E F5 ACL,

M %=-§- ACL 3! H 27 ACL 12 o] AUt}

ACL #3312 B4t o 28 A 22 4 9 7] what gk gyt o4 A7kl
FAHYH.

HA 3= 9lal a1 ¥ T ACL 112 9] 89| 23 B A7 AP YT 243t A B s)
F T S Aol digk A g W82 ACL # A 8} K41, 45 9| o] %] & Fa1stA A 2.
Redundant ACL (%% ACL), Shadow ACLs(*] %=9- ACL) ¥ Disable ACLs(¥] &4 ACL) ®
ACL #H A3} B iAol vlo] 87} 9= 4 §-ell vk Ve o

ACLE A= ThE 7] 3 72 e] 35 =9 o u]8d ACLol =¥ %A1},

rlo

[y

i
]

ZE A9 = v g4 ACL oF ol A= ACL 28 72 ACLE 775 A 54t}

b) AEE ACL 4 3} 112 & v} £ =3} W Download Report(X. 124 th& 2 =)E S gt}
¢) T3S A¥sla Actions(2H4]) > Migrate as disabled(¥] &4 3} &5 © & njo] Z1g o] H) =
Do not migration(7Fo] L8 o] A 31| 28 o)S A B stal 24 F e A& T
d) Save(AhE =€ FYth
wlo] 17 o] A 24 o] Do not migrate(Vlo] 1| o] A 81| 283)oll A disabled(M] &4 3} E) =2 &=
gk = e A Yo
U A ARE St g o]t dEs AT 5 dsY

=3
* Migrate(v}o] ZL2| 0] A) - 7] 3 AL 2 wlo] Z1g) o] A g T,

rr

* Do not Migrate(7}o] Z2# o] A ¢F 3y - ACL vlo] 18| o] A& FA| g

T

.

* Migrate as disabled(H] Z/d 8} A el 2 wlo] 19| o] A) - State(“s ) 2 =7} Disable(H] &7 3})
2 A% ACLE vlo] Ll o] A g o}

* Migrate as enabled(Zd 3} A e 2 vlo] 18| o] ) - State(*J El) =7} Enable(&/d sh = A
4% ACLS vho] ZLef o] d e vt

@Al 2 Optimize, Review and Validate Configuration(7/ # 243}, 1 E 2 13 3o A Access Control
Rules( Al 2= Ao 7+2) & S &8kl th5-3 o]

ASA= Threat Defense = v}o] 1dj o] 9] 3= 25 .



. 243, A AE 2

Z_
[€)

b)

d)

[y

ASAZ Threat Defense 2 vlo] 1eo]d 1225 |

Ho] 59| 7} ol th &l ujg & AESEaL SuFEA| Sl

upo] 1ol A MM~ A A 22 ACL ©]| 58 4 FAFZ AFE8I3L ACL 112 5 & 7l

EASA T4 -L}O] of thA] A A w8 & 4= A HF Yt} o & E°] ASAACL2] ©] & ©] "inside_access"<!
$- ACLQ] A WA 712 (== ACE) 2FQ1<2 "inside access # 1"= X Yt} TCP = UDP %=

ffl 2E Au]| 2 A e 7 EFAFS- 2 21 F2 S 8] o 8= 7 -$- Secure Firewall UFo] 1

g o] Eof ol Fol HE7F XA HuALE F7HE U o & 50 3-8 ] o] mlo] 1g o] d &

A& F N AR R By = H4$ o] 5°] "inside access #1-1"2 "inside access #1-2"Z XA

Ay,

A D H R &= MAE 288 7137 9] 7d-$ Secure Firewall Plo] 1 o] A & o] o] o
" UNSUPPORTED" "] A}& F7}3t T},

ahit o] F o] oA 2 Alo] B A G who] o] dstA] o ald o] Sl
Actions(%}¢1) Do not migrate(@l-o] 22 o] A 3}4] &)< A8l gh o3 Save(A XL)—3‘ ERsi s

npo] el o] d5kA] = A e st Ui ol &l A 3| o2 A YT

—_

r_>_
i
o
i
r13
[saf

©

=1 =
M| 2 A o] -5 g A S A sk e A A o o] Al Ak~ A Estal Actions(%H$) > Edit(H

AE AEge.

Edit Rule(:12] A ) th3} d=toll 4] 7] diolH & Jvlo] EstA Y A} Hio|H & F7F v
Az e gl A& Fote e ¥

1. A% Fo A &g AA Lol = AT vhag de gy

2. Selected Sources(A & ¥ /\/\) U= Selected Destination and Applications(21 8 ¥ thAk 2 of
Zg Aol A) & ool 21 Add Source(A2> F71) T Add Destination(th 4 57
2t JHAE WG 1A & o] FFH T

A ofo] & FY8te] &k s el A 7= AA S AAE s S U

L
f

2

A A = 7 H 2 ol A 3o 2 A YT

ShLt o] o] M A2~ A o] A Ao Firewall Management Center 3} 7 2l

A A vk~ 2 M es) 3 Actions(2HS]) > File Policy(3HY 4 22 A3}
File Policy(3+d 7 #) t 8} “g=}oll A A gl 5t A & -& A e alar A8 gt A2 Ao 7 2o
X-]_Q_U]- 5 Save(ﬂ x]-)E = -quq_

ShL} o] o] M2 Alo] A A o] Firewall Management Center IPS 74 2 -S- 2 -85} 2™ 3l aj o] A
3 89k~ 2 H s} Actions(2H$) > IPS Policy(IPS A &) S A el gty o},

IPS Policy(1PS A ) t] 3} 22}l A 2 A sk 1PS A A 7} 3l G ¥4 1 3H-S A el s} ar X e & of 4] 2~
Ao} g Aol 43 F Save(A ) E FE FY

71Z o] A stE A2 Ao 29 7 F FAHAS A HHE dlE e A I AE dEstal
Actions(Z+$]) > Log(2 1) 2 A el g},

. ASAE Threat Defense = rlo] 1gj|o] A Y Z =25



| ASAZ Threat Defense vl-o] “12]o] 41 ] % 25-

N
_IZi
Lo
-
oX
)
fm
)
o
ofy

Log(1) that datell A A7 A2 iz F 2 A B 7 A 9ol BT oM E 7155 gyste &
AUt 7] =8 g4 313k 7 9- Event Viewer (o] Wl E H-0]) == Syslog(A 2~ 8 &71) =+ & ¢}
ﬂﬁﬁﬂh_aEﬂE%ﬁ@ﬂ%ﬂwﬂ1*ﬂilﬂﬂﬂ@ﬁﬂﬂiiﬁoﬂ55
8l 5k= 735 Syslog(Al 2= 271) =55t} vl 37ol| A] Firewall Management Centerol|] ©] 7| /3
Aoeg 2o A A HeE 5 g

A
=
by o412 Alo] Blo] ol A mho] 1el o] A El oAl Alo] ol vl 2]

S H

b =

A A w2 M skl Actions(2H) > Rule Action(7F 2 2F4)S- A8 ghy )
Actions(ﬂ?j) =529 Rule Action(7F2 2F%]) t 8} A A}oll 4] ACP H=+= Prefilter(AHd Z H)

PACP- 2 eI Ao} ol iz Al 2alo] A Eaj & A ek /) Sah
Felo] QiU T oA 2 Alo] ol tal 516, Alel, BUE Y, A

Flel ol
v@%*@ﬂ#%suw

]_

rr

ol

+ Prefilter(* 4 D)) - 775 9] 24} & A] 2~ 80] 9]

] =
=< |
A7t} o5 7 2 (Fastpath) A A4 2 2}oh-S 4= ANF

U,

Og(::
ot
¥ |m

=[O

o
Ho
uly

i+

b
r
>
D)
offt
o

NA 2 Ao] FH o] AZAH IPS E U AL Allow(3] &) 54 A9
2 AAY Y

ACL 7% 5= - Secure Firewall v}o] L2 o] 44 &2 CSM ¥H2] ASA 74 ¢] Rule(71-2]) A H &

Z] &} 3L Firewall Management Centerol| 4] ACL W= wlo] 1] o] A gttt

g3 &7 B A3 7 AL - Secure Firewall Pho] Z1e| o] 4 &2 vho] Z1ef o] A & 11 2 ¢] & ACE +5
7 Z A F oA A D= = ACE Al gk} v] a gty o},

& 7|HFS. 2 Secure Firewall P}o] 18| o] A -2 vlo] 1¢ o] ¥ ACE®] & 7} A A%k
Tt Hlubo] 2o A w = Al g Al gholl <4 3 -9 7HAl A Q1 A B A AL H

] 1o

712 ©] ACE Count(ACE ) €&

B R
N

>

N
oo &
N

>l =

Z38 7 - who] Lef o] 4 & H A s}t A L} mlo] 1| o] A 8HA|
# ol Firewall Management Centerol] 4] 3FA] 3+ & njo] 12| o] A

Q% A9 5 AU 7
& st o] AR E Agte] AL AAHY = AL,

431 Secure Firewall vlo] 18| 0] & A0 & B35} 31 vfo] 1d o] A8 2phslR| &k th
QB A YA, 8, Bk, Boh S BEY 24 ADARACESE DHYT 5 A%
Ut

ASAE Threat Defense = 7lo] 1#|o] A a1 Z = ¢ .



| EEEEEE I

ASAZ Threat Defense = vlo] 1@|o]d I ==

Z_
[€)

S8 NAT 7% o] 2222 9 i G oS A st NATS 298 F o Wl S 38k

A 4

=]
a) BHLNAT 3 FF< e gy
b) Actions(3}4]) EFTHE S50l A
c) Security Zone Update(}.QF 4§ &
%3 %1) & Destination Zone(tl]’

{“:

o] NAT 7142 A elsto] A8 QU0 =8 5% 5= A5 h
b W 2 st A del d 38 ARG

N A 2 A o

A
« NAT
AE o] 2~
c =

DHCP

SNMP

Aol E 7F VPN B Y

17 Al 2~ VPN

o

AA(AA 22 B2 A, N ES T A, ZE /A, VPN A, 2ok 18 81 A 2 54 A=

* WebVPN
3 Ao E zH 9 917 A VPN 74 9] 29 o] o el El VPN BE T4 9 S oA A B 5 ) A7)

who] “1elo] A 2} Wl A [ E & % gl eh

ol | 2~ B2 7) 4= BGP, EIGRP, RA VPNl A AF& 5= F3 9 -4 ACLS A g th

ﬂ%1“ﬂNMﬁﬁMEfﬂ%%ﬂﬂﬂﬂégﬂqjﬂqgax

| o e
£ A e 3}ar Actions(2H$]) > Do not migrate(7Fo] L2 o] A 54 &F2)S A3 oS
Easieg

wto] 1g| o] kA R EF A e s B 1A o] Bl A o7 T AH Y

(%4 €1 A}3}) Network Objects(Ul E ¢ =1 7§ A1) 2 Port Objects(ZE 7] #l]) sol| A =
YEYD 15 FENA, TE 25 % 2 S AETYT A == 1A 159
W 7R A& A ek Actions(2H4]) > Rename(o] & # 7)E A el gh ),

SEEER

1E
Save(Ad)E F

°| &

= H]E%’rlil ER

LT

« Optimize Objects and Groups(ZH Al & 155 | 2 8}) & =¥ 5lo] tl} Management Center= 71| A
£ wol g o]Adat7] ol JHAl 55 H A sttt vlo] 1d o] & SY e gk 7H
A D 2Es AL o |l A B 2 FS A A A st WAAlE A F YT

. ASAE Threat Defense = rlo] 1gj|o] A Y Z =25



| ASAZ Threat Defense vl-o] “12]o] 41 ] % 25-

N
_IZi
Lo
-
oX
o
fm
HE,
o
ofy

. ® £ 2934 7l A & Conflict Detected(5& 4] &) <ol A Objects/Groups Retained(7}l #ll/

Ole 2esto) o 512 o s ae, grs w404 22

TIo] Al E) & o] FskaL
HE S # UAER ZAEYY

TP B AR FE I RE A B 25S Ao 2 AEEe H Auto Select(AHs A EHE
YU 28y A8 4 97 Y o8 R Ay dYS e om Qg esta 4
el AAE o5& = AdFH

« Optimize(# 4 3h) & S FUth vle] 1o B2 H A5 st a9 /A 2 5 7
X] 5 25 H A s} dlol Bl 7t 23k H A3 8ok A TE H A3 HalA ¢ Z}Aﬂ?ﬂ u%ﬂ
& mpe] o]l § WA S FEe AL

* Proceed(%! 3%) ¥ Validate(3 )& &2 &t}

TP,

B
=

HEFJEE AeE2] o A @ 152 who] 1 o] ME %] ¢ o™ ACL
2 NAT 74 5 A9 749 BnEY A2 w4 g Ut o] 2 A &H v}
ol 1g o] A & /A BEo] 98] A shE I nlo] o] EE FE
WA 7Y Sl U e

=716 (“‘3J AFaH) 7492 A E 8= 59k Network Objects(H] 1 =1 7§ All) 5 3= Port Objects(Z E 7] A)
H=+= VPN Objects(VPN 71 A])of] A ACtIOﬂS(;‘—}Oq) > Rename(©] & 1} 7])& A el a}o] i} o] 4k
LﬂE%ﬂ,iE = VPN 7 A 9] o] 28 WA s 2= 9l )

olFol M /MAE Fxsh= A2 FF L NAT B H = A 7|4 o] 522 o] Ex U],

AT Security Group Tag Objects(}.¢F 14 B 2 7] Al]) ol A BE 32 HEFUL /1A == A 2
w2l o5& WA sk ™ /Al E A g skal Actions(#H4]) > Rename(°] & #74)E A9 oyt

SGT WA= ths Y 2E A4S AT Tk Bl 2L g2 0014 65535 Afolof oF gt}

[y

3 SGT A T4 ol Lalo] At v %] 4] L 919 ko] Mo 7.0 o] 1A Ee1EHAI Al 0.

<78 Dynamic-Route Objects(-%5 72 = 7R A]) A Ao vlo] g o] A ¥ = 2= XA WA 7F AF YT}
* Policy-List
* Prefix-List
* Route-Map
- ARY
* AS-Path

* Access-List

ASA= Threat Defense = v}o] 1dj o] 9] 3= 25 .



| JEEERREEEEE

9A9  Routes(7d &) A

Adell B

* Static(*d 4) -

ASAZ Threat Defense = vlo] 27| o] A

Azt EAHI

HEIPv4 L IPv6 B A A EZE FA G

Aazzs |

* BGP — =& BGP A &E Z A th

*« EIGRP - =& EIGRP 4 2 & Z A gt}
EIGRP-/] o'?‘ more system:running ;r—L/H o] (ﬁicﬂ—l— 7]7]' Oyi“i]»E]X] OLI_. o‘(l)“ \_] o 7] =
7FA-& Ut 71 7F a2 A0l A o33 79 EIGRP] Interface(Q1 B #| o] 2~) A A o] A 7] &

FEo g Ay F AdFUL ¢l=

8 (encrypted(Y 2 8}, unencrypted( & 3} 5] #] &F2),
auth(159) 5= none(§l+))S

)< AEskal 1ol et 715 Al g gy oh

* ECMP - .5 ECMP 99 % ¢ VRFE XA Yt

B

7110 DHCP §o A o} 51 4

=
=l

TP,

o] A/d el A= ECMP 9 &1 9] o] F-& W7 8= #slwt

*PBR- 2= PBR 4 25 ZA g4}

 DHCP Server(DHCP A H): & 1P T4 &3 | Qg o]~ 5 AEF YLt

* DHCP Relay(DHCP | ©]): DHCP & # o] A H] IP 54, DHCP A/ ¥ 7} A4 ¥ Qg #H| o] 2~ I
o7t &4 st e o] A& HEZ YL

« DDNS: DDNS Update Methods(DDNS ¢} tl o] E 1) sl 4] DDNS *'H ©] &, 3, DDNS ¢
tlo] E 74 9 DHCP AW el o3 Qo] Exes A8 d i =(A L= PTR U ZE)E HE

e,

o

Rl

Select Features(7]-s 41 &) 5| o] 2| o] 5] DHCP A ¥ ¥+ 1= & & o] 9} DDNSE &7 A& 5= 9l 5
t}. u}2}A Optimize, Review and Validate Configuration(74 = 43}, A& 2 75 9] %] 2] DHCP

Server(DHCP A1) g0l G- o] ¥ A ¥+ 74-$- DHCP Relay(DHCP & @] o]) % DDNS ¥ o] H]o] ]
FHt

A1 SNMP el M v jle AR, A5 5 A4S 5 stk

ASA T]H}o] 220 SNMPV1/V2 HE4= SNMPV3 4] ©]
SNMPV3 5ol A H U},
SNMPV1/V2:

* Host Server Name(&. 2~ E A1 ©]F): SNMP &4 ¢] S A~Eo|&

* IP Address(IP 42): SNMP & ~E 9] [P F4

A=A ol upg} 4 o] SNMPV1/V2 B =

« Community String(# F U El FA4): 45
S 2~ES A 93l Actions (

50 2 A F 8 oF = SNMP A FU El A4
2-41) (3+4d) > Update Community String(# Y El 244

Ay,
& dlo]

. ASAE Threat Defense = rlo] 1gj|o] A Y Z =25



ASAE: Threat Defense = o] 18| o] d A& =25

N
_IZi
Lo
-
oX
o
fm
HE,
o
ofy

E)=z o] sste] A HE TAE S AT U o] A2 SNMP A H| A5 #8714 ¥ 74U El

T AR AL o] E 3 T e oF gy
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SNMPV3:
* User Name(AF-&#} 0] &5): SNMP 3.2~ E 9] AL8-2} o] &
« Authentication Password(?] 5 H] '@ 5): Ab-&2F2] 15 v 5 & Al 2512 ™ Actions(2H4)
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« Encryption Password(% & 3} B2 &): AF-8-2}2] v -7l v 5 & A 3-3F2 A Actions(2+%])
= Y
» Validation State(7 % “J €ll) : thA Management Centerol| A A 4] & AL-8-2}2] 715 AE)
@A 12 Site-to-Site VPN Tunnels(AFo] E 7F VPN B @) A A ol = U5 555 X 83519] ASAI A Firewall
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)
IKE Version: ® IKEv1 = IKEv2
Endpoints IKE IPsec
IKEv1 Settings
Authentication Type Manual pre shared key
Pre-shared manual key *
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O Enable aggresive mode
IKE Keepalive : Disable
Threshold Seconds (Range 10 - 3600)
Retry Interval Seconds (Range 2 - 10)
* IKE

* IKEV1 Settings(IKEv1 A 4) B+ IKEV2 Settings(IKEv2 A4

)
« Authentication Type(J1 %5 1 3)- AL == F 744 Q15 W

HE AP & 7] 2 QIS A
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* Threshold(%! 7l #k)—IKE keep alive A1 2] 7-7F-& ] A4 3t} o] 74 -2 keepalive H- 4
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Crypto Map Type: @ Static

Transform Sets: IKEv1 IPsec Proposals *

Select...

Modulus Group:

Lifetime Duration 28800

Lifetime size 4608000

Create Hub & Spoke Topology

O Enable Security Association (SA) Strength Enforcement
Enable Reverse Route injection

Enable Perfect Forward Secrecy
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StRE T 8AEE Qu‘%‘?‘r T ojo A SAE AA st AL A e uf HA 17 o]
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so} phaelol o 28-S HolA Uy,
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« Lifetime Duration(+8 7|%1) - B9t A o] W 7] o] Bt A2 S §AT A 7HE)Y
Yt} 7] 2402 28,800 Y Yt

« Lifetime Size(=™ 7)) —255 7] Aol x| 4% Bk o148 AL-&-3}o] [Psec ¥ o] 7hol] &
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] AlE 2] tufo] s T 3ol 7]E Aol E 7F S B ol A¥ T VPN 1A 0] A+ 45, A 918 W
o] gulo]| A5 A F 3R FUbet = A sk = l5 U th Add to the existing Hub and Spoke
Topology(71& 3B W ~x F EZZ Ao F7hHE dEsta tulol~ & F7He EE=22 5 A9
5 Interface(Q1 ¥ ¥l ©] 2~) & Protected Networks(H. & ¥ W E 9] )= J,ﬂE”%LQE}

o] @] Abo] E 7+ VPN B Y A o] ks 1A o] A9 of el a2 oiak Abd 24 72 3 Wol o
olEstelw ot Bl E AT
s Abd B 718 el E  ALo] E 1H VPN T4 FE-g Auigh .

« ZF VPN A ol T e 7k ol ALl B 7] 2 1 5k 9491 & A g o IKES] IKEv] % IKEv2
B A& B Eash VPN A9 Aol T ghe AEE Tiske] Aol P gy

gttt vlo] 1 o] A £o] Excel?] 35S 9131 VPN -4 9] & AFA

7] 15

i FEE AL T 71 E A o] Ee] d3to R o] EsteH S
A el shal Actlons(ﬁ‘”) > Update Pre-Shared Key(AHd & 7] G H|o] E)
& A5k 718 WH S AFS-SEA Y Excel S YR U AL 7] & Jdlo] EH
o 715 7HA U Th

g 919 o] tinto] 27} o] u] Alo] E 7F VPN EZ 24 & T4 81l Q= A -, vho] 1d|o]d B2
o] & A3l o] & AA| T A] o -5 A st v A A& AU T A& A 8 sk mfo] e
o] o] As O & AbA|Et R = erﬂ AlE o] 2 1R18fe] 75 0 =& ALA|81A] ot 1t No(ehH
)& AEst= A9, vlo] 1@l o] S A&t E W U 913 o] tfulo] 2o A 7]E VPN 748 & 7

& O & AbA| gl oF Tk
Remote Access VPN( 2 91 4 2= VPN) A Aol A= 92 A~ VPNol| 3] d3l= B E 747} ASA
ol 4] Management Center® F}o] 12| o] A & t}-&-3} o] T A|FH Yt}
« Anyconnect Packages(AnyConnect ¥ 7] A])- AnyConnect | 7] #], Hostscan 3} €l (Dap.xml, Data.xml,
Hostscan 3 7] A]), £] 5~ B 2}-9-# 9| 7] X & 7 M35} 2L AnyConnect X 2 3} -2 vlo] 1 o] A S ¢
3l A2 ASA tlupo] 2ol A A el o of gh T,
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npol 1ol A A 24 o] U F-Z B E AnyConnect | 7] X| & Management Centerol] & =31 T}
AnyConnect > 2 3} -5 Management Centerll 2] % ¢ 2 =3} A 1} Secure Firewall v}o] 1] o] A
EolM == g JdHFY Tk

Management Centerl] 4] 7}#] 2 7] AnyConnect, Hostscan 5= @] - B 2}-9-4 9| 7] x| & A &l 3t
Yot AnyConnect 2 7] 4] & S} L} o] 4 Ad & & o U v} A2~ -] ol A ALE- 7H5 3 73 9- Hostscan,
dap.xml, data.xml == 2] 5 B 2}-9-A & A€ 3) ofF 3FY Tt} AnyConnect > 2 3} -2 A &) A} &)

.

Za2s Wk ol A ZHEE Dapxml 3 o A 5 =4 S uh 5+ 3ol $1i= dap.xmll]
o [e]

A
| FalE YT Aol 283 BE 9 dS ddstal 2= of Pyt o] Eo
A B H A Fe Ao 7 FE AT AL Secure Firewall 7Fo] 1 o] A o] HZS X133} X

Y,
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50w & F
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T

AAA - Radius, LDAP, AD, LDAP, SAML % Local Realm(Z72 <)) 3 9] ¢l AW 7} A
Yl 25 AAA A 9] 715 o] Eg U t]. Secure Firewall P}o] 18] 0] A & 3.04-F = Live
Connect ASAI| 3] AbH & 7] 7} A5 2. 2 7 A5 Y T} more system: running-config 7} &
AbEste] AR 719 A A2 TS QRET T ST Y EAE P A AAA R F
71 At vy WHAlE A F YT

=

o] 2] 3+ v A = Secure Firewall 7} o] L@ o] A & 2] F-of| A 423 3| o} &+ U},

1. SSH &&& 3 ASAol dZA 3t}

2. more system:running-config 8 # & 4 g &t}

3. aaa-server and local user(aaa-server % =7 A}-8&-2}) A4 0 & o] F3lo] ANk HIAE 32 9]
HEAAA T 2R 7] whs BE YT
ciscoASA#more system:running-config
!

aaa-server Test-RADIUS (inside) host 2.2.2.2

key <key in clear text> <—==—= The radius key is now displayed in clear text
format.

aaa-server Test-LDAP (inside) host 3.3.3.3

ldap-login-password <Password in clear text> <----- TheLDAP/AD/LDAPS H|"MWHE7} oA <
W EsE PAog gAY

username Test User password <Password in clear text> <----- The Local user
password is shown in clear text.
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¢ dlo] =8 of et

AD A ¥ o] = Firewall Management Centerol] -3+ AD 7| & =H|Qlo] H o 3}
¢lo] A1 & Secure Firewall n}o] 18| o] A ol FA|FH YL} =50 ¥4
gH AD 7] Q1S Y HalloF /A& FAIE F dFUT

95 37} LDAPSE A A H AAA AW Q] - ASAEIP 2 T 1E o] F i =198 2| 3}A]
Tk Management Center= &~ E 0| & = = QI k ] gL Tth ASA Ao &2E o] & &=
Tr|elo] L3 497 A x| o] T AU T ASA T4 ol LDAPSE 1P F 47} 35 74 -9- Remote
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2 A8 5 e vl g FaloF gt

38 o] ADSI AAA AT 9] 7 9-(A ¥ 3 = ASA -4 ol 4] Microsoftd ) AD Primary Domain(AD
7] ¥ % v 21)-& Management Centerol]l 4] A & of &= D= D=t} o] == ASA A &
T2 FAE A o ASAS] LDAP-base-dn 73 ol A FEH U Th
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=] A} Firewall 7o) 28] o] A Eo] ASA T ol A 2t 2SS g9le A9,
57 Ao gk AD 7] 2w 91S Hslel= WA A 7 A H Yo
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* Address Pool(24~ &) - o 7]l Al ¥ EE Ipvd 2 Ipve E5 A EFY L

* Group-Policy( L& A ) - o] AN A&} L2 ke, ] 22T, FEo|dE BE X2

A& AesAY AAFYL o] Jodo= FEoldE Zauldo] gl IF AA, A T2
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* Identity Certificate(ID %15 A1): vlo] 18] o] A3} 7] 7ol T/ Management Center= 7}
21D S YYTE o] 22 wlo]1do]d A 2] o] A R-2 s of gk
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SAML IdP Metadata(SAML IdP = E}d] o] E]) Blol| A o 2] A o] A 15 o] &, A H] =
B le ol E1 E] ID, SAML IdP(Identity Provider)2] SSO(Single Sign-On) URL % IdP <!
SAE 522 7433841} Configure Later(Utzoll 7-4)5 A8 & o+ AH5UTH
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A URL, e Z & Al o] A ISA], AQ1IE 1HA, Bt 4o & 5 HE of & Alo] 4 9] Application
Settings(el =2l Al o] A7) & @Eo}ﬂ b} T3 E}. SAML IdP Metadata(SAML IdP ™|
Eldlo]E]) §lol M= 55 o Ze]Alo] A9 IdP WEtblolH A& 5 o2 A3 ALY
sl A dF U fol = o Z2l Aol L& o] &, lH H ID, SSO(Single Sign-On)
URL % 1dP 154 7} 23 Yt}

e Yool EstH ™ Actions(2H9)E S8 stal e 2 =& JHlo] Est 5 A ey
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HEE 2853 9 Validate( 5) & 22U th &Rlo] B st A4 E&= kS 83 w71+ Al
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« WA 2] ol 53} 74 o] T LR 739 Secure Firewall vho] Z1e] o] A &2 7|E 7WAI & A AHE-8FaL
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« NA ] o] T2 ZA|E A o] ThE 79 Secure Firewall vlo] 18| o] A Eo] /A &S Bl

ZEAM A5 Y ALE 55 dsUH

#Zo] &5 9 F Validation Status(7 5 A El) th3} A<}l sl o] Ake] JhA FEo] A E W &

3} o] gt

a) Resolve Conflicts(Z= 3l 4)& 834}
Secure Firewall 7] Z12] 0]/}4_ E2 /A SEo] By 9% ol uhg} Network Objects(W] E9 =
WA BE1= Port Objects((ZE 7HA]) 5 & aht = & tholl A L ofo] 28 H A Tt

b) W& YL AE AEFUTH

o) TE°l e 7 MA ] 55 FI8FIL Actions(24) > Resolve Conflicts(Z & 3 2) & A 8§y
t}.

d) Resolve Conflicts(Z= 3l 2) oA A4 2 S Sayoh
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ACL # %3} ¥ 11

ACL A 3} B Aol = th5 17 A H YT
« £.9F A E - ACL A 4 8he] 2ok FAFU T,

A B {of D

fll[s.no B4 ACLname B4 Redundant ACLs B4 shadowed AcLs [~]

outsideACL_#2, outsideACL_#3, outsideACL_#4, outsideACL_#5,
outsideACL_#6, outsideACL_#7, outsideACL_#8, outsideACL_#9,

2 1 outsideACL_#1 outsideACL_#10, outsideACL_#11, outsideACL_#12
3 2 outsideACL_#13 outsideACL_#17, outsideACL_#18
4 3 outsideACL_#14 outsideACL_#15, outsideACL_#16, outsideACL_#17, outsideACL_#18
outsideACL_#20, outsideACL_#21, outsideACL_#22,
5 4 outsideACL_#19 outsideACL_#23, outsideACL_#24
6 5 outsideACL_#25 outsideACL_#27, outsideACL_#28, outsideACL_#29, outsideACL_#30
7 6 outsideACL_#26
8 7 outsideACL_#31 outsideACL_#32, outsideACL_#33
9 8 outsideACL_#34
10 9 dmzACL_#1
11 10 dmzACL_#2 dmzACL_#5
12 11 dmzACL #3 dmzACL_#5
13 12 dmzACL_#4
14 13 dmzACL_#6 dmzACL_#7, dmzACL_#8, dmzACL_#9, dmzACL_#10
15 14 dmzACL_#11 dmzACL_#13
16 15 dmzACL_#12
17 16 extACL_#1
18 17 extACL_#2
19 18 extACL #3 extACL_#4, extACL_#5, extACL_#6
20 19 extACL_#7
21 20 extACL_#8 XACL_#9, extACL_#10
22 21 extACL_#11
23 22 extACL_#12 extACL_#13
24 23 extACL_#14
25 24 extACL_#15
26 25 extACL_#16
27 26 extACL_#17 extACL_#18, extACL_#19
28 27 localtoremote_#1
29 28 opt_#1 opt_#3
30 29 opt_#2 opt_#4 opt_#5
31 30 opt_#6-1 opt_#17-1 opt_#7-1, opt_#8-1
32 31 opt_#9-1 opt_#10-1
33 32 opt_#11-1 opt_#12-1 opt_#13-1
34 33 opt_#14-1 opt_#15-1, opt_#16-1
35 34 opt_#18
36 35 opt_#19 opt_#20, opt_#21
37 36 opt_#22-1 opt_#23-1
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1 Em R AcL name &2 Source zone K Destination zone B Source network [~ [~ BT B2 Destination port [ Action K3 AcL type
! uu!s ideACL_#1 outside ANY any 10.0.0.0/8 ANY ANY permit.
Shadowed by
3 outsideACL_#2 outside ANY any 100.00/24 ANY ANY permit  outsideACL_#1
Shadowed by
4 outsideACL_#3 outside ANY 192.168.0.1 1000.0/24 ANY ANY permit  outsideACL_#1
Shadowed by
5 outsideACL_#4 outside ANY 192.168.0.10 100.0.0/24 ANY ANY permit  outsideACL_#1
Shadowed by
6 outsideACL_#5 outside ANY any 10.1.1.0/24 ANY ANY permit outsideACL_#1
Shadowed by
7 outsideACL_#6 outside ANY any 10.1.1.0/24 ANY ANY permit outsideACL_#1
Shadowed by
8 outsideACL_#7 outside ANY any 10.1.1.0/24 ANY tcp:80 permit outsideACL_#1
Shadowed by
9 outsideACL_#8 outside ANY any 10.10.10.10, 10.10.0.0/16 ANY ANY permit outsideACL_#1
Shadowed by
10 outsideACL_#9 outside ANY 200.200.200.1 10.10.10.10, 10.10.0.0/16 ANY ANY permit outsideACL_#1
Shadowed by
1 outsideACL_#10 outside ANY 10.10.10.10,10.10.0.0/16 10.10.0.0/19,10.99.99.99 ANY ANY permit  outsideACL_#1
10.99.99.90,10.99.99.99, Shadowed by
12 outsideACL_#11 outside ANY any 10.10.10.10,10.100.0/16 ANY ANY permit  outsideACL_#1

10.99.99.90, 10.99.99.99,
10.10.10.10, 10.10.0.0/16,

10.99.99.99, 10.10.10.10, Shadowed by
13 outsideACL_#12 outside ANY any 10.10.0.0/16, 10.10.0.0/19 ANY ANY permit  outsideACL_#1
14 2 outsideACL_#13 outside ANY any 192.168.0.0/16 ANY ANY permit
Shadowed by
15 outsideACL_#17 outside ANY 10.10.1.1 192.168.0.0/16 ANY tep:443 permit  outsideACL_#13
Shadowed by
16 outsideACL_#18 outside ANY 10.10.1.1 192.168.0.0/16 ANY tcp:80 permit  outsideACL #13
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