afran]n
CISCO.

o

Cisco Secure Firewall 7} o] 1d o] A &3 A}-8-5} <] Cisco Secure
Firewall ASA = Cisco Secure Firewall Threat Defense = 7} o] 19| o]
3817

HZE WA 202610 10 8

Americas Headquarters
Cisco Systems, Inc.
170 West Tasman Drive
San Jose, CA 95134-1706
USA
http://www.cisco.com
Tel: 408 526-4000
800 553-NETS (6387)
Fax: 408 527-0883



THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS,
INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH
THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED WARRANTY,
CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley (UCB) as part of UCB's public domain version of
the UNIX operating system. All rights reserved. Copyright © 1981, Regents of the University of California.

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE PROVIDED “AS IS" WITH ALL FAULTS.
CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION, THOSE OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE PRACTICE.

IN' NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT
LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS
HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any examples, command display output, network
topology diagrams, and other figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional
and coincidental.

All printed copies and duplicate soft copies of this document are considered uncontrolled. See the current online version for the latest version.
Cisco has more than 200 offices worldwide. Addresses and phone numbers are listed on the Cisco website at www.cisco.com/go/offices.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this URL:

https://www.cisco.com/c/en/us/about/legal/trademarks.html. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a
partnership relationship between Cisco and any other company. (1721R)

©2022-2026 Cisco Systems, Inc. 25 2] B+


https://www.cisco.com/c/en/us/about/legal/trademarks.html

= 3}

Gl Secure Firewall 7l-o] 18] o] A & A 2H817] 1
7hol= AHH 1
Secure Firewall o] 1#]o]d & HH 1
Secure Firewall Plo] 18] o] & FH 41
Secure Firewall P}o] 18] o] A & 2}o] A7 29
Secure Firewall 7}o] 18] o] A &
Threat Defense Tl HFo] 2=9] 8 G- AL W AL @71 29
T4 A< 30
A3 R AL 35
ppo] Zze o] el Al s = EE 40
ufo] 1 o] Aol A1 Y ¥ = th Management Center 43
nlo] 1yl o] Mol A Y= AZES O] M 45
v AT A 46

o
N

ASAE Threat Defense = vlo]1ef o] 9] A== 49

dl= 7 oll= dat a9

nfo] 1ol AL 871 51
Cisco.com®] A Secure Firewall P}o] 10| & T} 2= 51
T 9 74 7] B2

Ad e ol 9td EWY] 83

ASA oA PKI Q154 WX U] 7] 2 Management Center= 7}# 2. 7] 53
AnyConnect 3 7] A] & =3}l H A 54

nhol 1ol d A3 55

Secure Firewall Plo] 18| o] A & 213 55

Cisco Secure Firewall 7} o] ZL2] o] A 52 A}-8-3} ] Cisco Secure Firewall ASA= Cisco Secure Firewall Threat Defense = v}-o] —1.2]| o] A 5}
7 I



Secure Firewall v}o] 18 o] A Fol| A & B = A& 58
ASA 74 Tl 2= 58
Secure Firewall 1}o] 18| o] A Eof| 4] ASAe] A2 59
ASA ot ZAEXE A8 60
Secure Firewall Plo] 1&g o] Fof T gt w7l H 4= A4 62
Akl 13k M
nfol1go]d A HiA AE 12
ASA 74 ¥} Firewall Threat Defense 91 E] 5] o] 2~ w3 73
ASA Q1B Flo] =5 Wt g 5 B VRFe visg 75
HAsh, T HER AT 1
ACL ##|3} Bl g3
ulo] 1 o] A ¥ A3 1 o] A& Firewall Management Center®ll =] 94
o] 1go]d & B HE Bluto] 1ol ¢+5 9%
Secure Firewall 7}o] Z2&| o] & A7 100
A& who] 17| o] A: ASA & Threat Defense 210022 101
A B 71 2P 100

T4 B 717 2% 103

43 Cisco Success Network - &l & W] E 2] Hlo]E 105

Cisco Success Network - 1| W] E 2] d°]E 105

g4 nfo] 1 o] Al S| A 113
Secure Firewall vle] 18| o]d & &4l sl 2 113
A Al AHEEE 2R 7
ASA 3t e A9 EA 2 14
ASAY) g &A1 A of: /HA LF] RIS
PN

ST e 11
ASAOﬂ EH_‘:S} Zﬂ <:>H7j 01] Ei L]1;4} 11/:!]—

Cisco Secure Firewall 7}-o] 2.7 o] A &2 A}-8-3}¢] Cisco Secure Firewall ASA= Cisco Secure Firewall Threat Defense = v} o] 12| o] A &}
I 7]



1.

Secure Firewall 7}o] 18| o] & A 238} 7]

< 7ol = A H 1 HolA

* Secure Firewall vlo] 18| o] A & A K 1 5 o] %]

» Secure Firewall vlo] 18| o] A & 41 7], 4 9| o] A

» Secure Firewall v}o] 18| o] A & o] A 4], 29 5 o] %]

* Secure Firewall vlo] 18| o] A F9] ZHF . AF&, 29 7 o] X

* Threat Defense T HFo] =] Q7" AF3F 9L AL @ 3, 29 3| 0] #]
« 44 A4, 30 # o] A

« A3 9 A AR, 35 | o] A

e mpo] 1 o] Mol A== F 23, 40 #H| o] A

o ulo] 1l o] A of] 2] ¥ = t]d Management Center, 43 | ©] %]
upo] 1ol Aol A YE = AZE o] W7, 45 H o] X

« A AT A, 46 F o] A

N

)

RIS

)

7holE A H
o] 7}o] =9l = Secure Firewall #}o] 18| o] H E&
St QR 7F 3o QlF YT =5 HAE 5 9l

A o d = Ale gy

Secure Firewall 7}o] 18 o| A & A 1.

Ol Arg Aol L3 A& }Ollaﬂ o] A A X (M Z vho] e o] A: ASA-Threat defense 2100)5 33}
W alo] 2ol ZEAAE A ol E T dFY T
Secure Firewall U]-Ol o] A E-2 %] Y & = Cisco Secure Firewall ASA -4 2 A] ¥ & += Secure Firewall

Threat Defense == 2 2 A 3FstY T} Secure Firewall vlo] 18 o] A &8 AF-&3H X995 += ASA
7% 2 A WS- Firewall Threat Defense = A& mlo] 13| o] A& 4= A 5Y o}

Cisco Secure Firewall 7} o] 2] o] A E-& A}-83} ] Cisco Secure Firewall ASA=- Cisco Secure Firewall Threat Defense = v} o] L2 o] A1 &}
7 I



Secure Firewall 7}o] 12| o] A & A 23}7] |
. Secure Firewall v}-o] 13 o] & A 1.

B whol 2ol M A Bl A FAIH T4 o] QA Sk, Y el 9= A4 nhel 17
14 F 50z LA aok g v

(o]

AHA 0 2 ALE-E = ASA 7]°5 2 7190 /-85 Threat Defense 7] 5ol ] F 2k A| &+ U] -8 Cisco
Secure Firewall ASA-Threat Defense 7] 5 W3 7}o| =& 215} Al &

Secure Firewall P}o] 18] o] &2 AR E 43 }al 14 #2493k U} Secure Firewall Management
Centerol] FA| Ut} 3 4] ©HA o A Secure Firewall Plo] ZLg o] A -2 U585 2 "H 1= vlo]
ayeld A HaAsE AP FYTH

* Cisco ASA(Adaptive Security Appliance) 713] 18] o] A &5 F ¢+ 8] wlo] 1@ o] Ax &=
F-iEA 0 % who] e o] A ¥ = - mho| L o] A o] XA %= 5, mho] e o] ol A K-
Al E &= ot

- O 1

* Secure Firewall P}o] 2@ o] A E0] Q148 4= ¢l CLIE Y Esl= /77 e 74 g2l o=

Q& vo] Zre o] A o] xpekg T,

FE A 0FA U A BAT AAS, A TS A A ZESL, B ol vo) 2ol 1713}
31, 21E 5 o] 2 & Firewall Threat Defense 1 E1 o] 2ol ujga}ar, Bt o R QA Ho| A~ 1FS
vjsgstal, S AEstAL AT ¢ Ayt 1Y v Ay ol d &t vute] 2% who] 1
Aol B 4 gzt

S

Secure Firewall 7}o] 24 0] ES5 AgsiH ££& 0] YUt} o] #4904 = Secure Firewall 7}o] —1
dolAd E9] ZF & A 13 Aol 3l 2443 AR E AT Ut 249 8- Secure Firewall 7}
olayold E 21 fﬂr%c’ﬂ—‘i 2 =y o

Secure Firewall 7}o] 2@ o] A Eo] A& A3 T2l Fetd =

go] A Qlojo Fuieh.

iy

|

T8 g dEHo|7F A F2 HEl9-% & Po} Secure Firewall Plo] Z# o] A &5 3|
gk A Alg A E Yt} Secure Firewall o] 18| o] A £ 2443] Ex538#d 7]
Command 7] + C& & &5 5384t

=11

Secure Firewall v}o] 18| o] A &2 7} vjo] 18 o] d o] 215 A P t) 2 1ol &= nlo] 17 o] A ¢

2 RN A o1 2ol sz Ao SHE A Aok E e o, bl v o el 1 4 e
& speabiz b =gl @ 5 Yervivh

Secure Firewall vl-o] 1] o] A &9 =1 9} 2 th 9ol A 2 5= Sl Ut

<migration tool folder>\logs

Cisco Secure Firewall 7}-o] 2.7 o] A &2 A}-8-3}¢] Cisco Secure Firewall ASA= Cisco Secure Firewall Threat Defense = v} o] 12| o] A &}
I 7]


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/migration/asa-to-threat-defense-feature-mapping/asa-to-threat-defense-feature-mapping.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/migration/asa-to-threat-defense-feature-mapping/asa-to-threat-defense-feature-mapping.html

| Secure Firewall v}o] 12 0] 4 & A 2t5}7)

Secure Firewall o] 121014 = 410 ]

= Etal

Secure Firewall v}o| 18 o] &2 vlo]1g o] A H A wlo] g o] & H 1A ASA T4 4
resources(2] A2~) 0ol &= 219 AFES A gt

Resources & U = th2 91| ol A] 2bS- 4= 215Ut} <migration tool_folder>\resources

FE EHEA g 5

Secure Firewall 7}-o] 2@ o] A E-& T & BA R A & mldo A A3 A gF2d t)dt AR E 7)
=t Secure Firewall Ro] 12 o] A &2 ASA 74 B & 7 24 2 v o] vt & AT

BN 2 e g X614 S 5 A5k

<migration_tool_folder>\resources

Secure Firewall 7} o] 18 o] A Eol| A A A
Optimize, Review and Validate(Z % 8}, & 2 7 5) 2] &3} 70| Secure Firewall PFo] 18] o] A
Eol TAIEH & Hol 59 g5 HAe 5 Q5T

Hol 5o & F= oA S HAsHH Hol & o AN H)EF

3t} Secure Firewall Plo] 18] o] Eo] H ol & & HEHstar o7} gty 3

g},

_“'.l

@ doll A S A At d Aol 9= Search(HA) =0l A2 o] & )= Ut Secure
Firewall 7}o] 12| o] d Eo] Blo] & A& AR ofaL M ofef A oh= fnt FA T T
XE

Secure Firewall P}o] 18] o] &2 X E 8321-8331 2 L E 88889 127)] LE ZF 3Frfol| 4] 2 Y3k uf
dy W Eg S XYt 7] 22 © 2 Secure Firewall 7}o] L8 o] A 58 L E 88883 A-&-3H U},
Y EZ W5t app_config LA X E QRS Ao EFUT fH 0| E & X E WA AMS
2] &3] ™ Secure Firewall vlo] ZLe] o] &8 vhA] A 8l oF vt app_config 3+ & th& $1A]

2H-5- = 915Ut} <migration_tool_folder>\app_config.txt.

2
N Of
éﬂl

B

e
f

HyHEg] = o]g]d TE| AW XY E 22 ¥ E 8321-8331 2 ¥ E 88882 Al&3l+=
t}. Cisco Success Network S Al 3}3F+= 74 9- Secure Firewall U}O] ol Bof thE £

T fls Ytk

o
'OH
=)
>,
2
to
i
)
>
)
ME,
d
=
-9
.
&
0{
2
L
l
fo

L
)

Cisco Secure Firewall 7} o] ZL2] o] A 52 A}-8-3} ] Cisco Secure Firewall ASA= Cisco Secure Firewall Threat Defense = v}-o] —1.2]| o] A 5}
7 I



. Secure Firewall v}-o] Z13 o] A

AEEEN

Secure Firewall 7}o] 18 o]| A &

Cisco Success Network

Cisco Success Network+:= AF-&2} 7} &4 313l = S8H-9-= A H] 2~ Yt} Cisco Success Network S 24
3}5}= 74, Secure Firewall vlo] 18] o] A &3} Cisco S 2H9-= Alolo] Bl 14 o] A & o] A&
Al EA7 2EgWEH UL ~EE "W gy v E 8= Secure Firewall 7Fo] 18 o] A S0l A &4

A= HolHE A }37— TZ3tE P o dA Fe] Aol AFet e 2 olHE o
=T A= mHAYUSES AT

cUHIEY A AF 84S FEANE e 8 7 mALS Ve S deElsud

« AlEOll AR = FTF 7] Al ARl B RUE ROl el e syt

* Cisco’} Al F& A& 5 dEF U
Secure Firewall P}o] 18| o] F-& HF A4S A7 3kl /431 Cisco Success Network®l] 55

"/F 915—% A 8 T}, Cisco Success Network S B &4 3161o] A A EX] o] AZAS & 4= 9l o, o]
7 §- vy m}o] 29} Cisco Success Network 2 2F-9-=.2] o1 2 o] o] H Ut}
S Firewall Tlo] 12 o] 4 & H A 7=
ecure rirewa
Lkl Ah 7S
10.0.2 o] 1) Y] 2ol = ] g o] Lo} YU )
Cisco Secure Firewall v}-o] Z17] o] A &2 A}-8-3} ] Cisco Secure Firewall ASA= Cisco Secure Firewall Threat Defense = 7} o] Z1¢j] o] %

—

7]

[S)

4t



| Secure Firewall m}o] 18 0] & 4| %8} 7]
Secure Firewall 70| 18] 014 & 2 7] % .

w2 A 75
10.0.1 o] 4] Secure Firewall 7}o] 2| 0] A &S A}-&8}o] DHCP @ DNS 741 S nfo]

|
a#e] A 4 AdF Ut

A A 5] &= who] 1 o] A: Check Point %3} of| A Firewall Threat Defense(2-)
=

o] & g] 20| A= Secure Firewall 6100 A] 2] % t]ujlo] ~of tfal &2 2] n}
olzzglold A9 750l =Y = AFH R

ulo] 1o)X B o)A /A o Za]Alo) A ud 3pHE ATt o]

7N ALEEE Fal o Z 8] Al el A -/ S Firewall Threat Defense(2.)= wlo] 1
glol ek 7o) g s o)

A A =] = who] 1| o] A: Check Point ¥ 3} ol A Firewall Threat Defense(2-)
=

Check Point & 7152 7] 4 (SMB) t] B} 0] 2ol 4] Cisco Secure Firewall Threat
Defense(2) = W3t 74 & vlo] 18 o] st A9 7 5= 75U

Wahe vlo] g ol B AbA I B4 Aol A i A 2 oF w0
Ao H4 MFE FAISHA EFUT o) WA A &S o W el
shal wpo] g o] A5 kA8 gy U

A A w = mlo] 1@ o] A: B

] A Firewall Threat Defense & 2 8 <! Cisco Adaptive Security
Appliance(ASA) 55XX-X A 2] = E] Hjo] Z:Oﬂ 4] Cisco Firewall 1000, 2000, 3000,
4000, 6000 = 9000 A] 2] = t]H}o] 2~ 9} -2 Firewall Threat Defense T H}-o] 2~
= 742 vho] 2ol A8 5 LT

Cisco Secure Firewall 7} o] 2] o] A E-& A}-83} ] Cisco Secure Firewall ASA=- Cisco Secure Firewall Threat Defense = v} o] L2 o] A1 &}
7 I



Secure Firewall 7}-o] 18 o] A & A] 26} 7] |

. Secure Firewall 7}o] 18 o] & H 2 7%

H A 7%

10.0 o] Hg] 20 A= CSF200 A] 2] = t]vfo] 2o o gk 3224 Q1 mlo] 18| o] A
75 =YEAFYR
A A E &= wpo] 1ol A B
o] ]z o] Y&t [d3S w7] Al Wy ] AlH 2 Firewall Threat
Defense 10.01 o 3+ mlo] 18 o] A XY o] A& Y}
A5z vho] Lefo] H: 2

ol dy| oA = W ESY 7|50l gF /A Eo], FA U FA AES

e dole] 5ol FuIAzUTH
A Q4 = vfo] 2ol d: BT
oIl el ol A TE B4 ol 0% GaE o] Alzalel S5 &t
WA 1 g0l ok e T
A ¥ = npo] 17| o] A: Check Point *3HH of] A] Firewall Threat Defense, Palo
Alto Networks ®} 3} 9 of] 4] Firewall Threat Defense, ASA B3} o]l A Firewall
Threat Defense.
AHERF A S s fEl ol F Y ES A T4 WEH(NAT) 7] 5] 43t
A5t
%% Check Point 74 #]1
A 4 ¥ = mlo] 19 o] d: Check Point %3} o] A] Firewall Threat Defense(-2-)
=

7.7.10.4 o] B x| He] o= W1 FAo] LFE o] YFH T

Cisco Secure Firewall 7}-o] 2.7 o] A &2 A}-8-3}¢] Cisco Secure Firewall ASA= Cisco Secure Firewall Threat Defense = v} o] 12| o] A &}
I 7]


https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide-CP/migrating-check-point-firewall-to-threat-defense-with-migration-tool/m-getting-started-with-the-secure-firewall-migration-tool.html#Cisco_Concept.dita_605f5af1-f821-4982-810a-ca0cd405a4b3

| Secure Firewall m}o] 18 0] & 4| %8} 7]
Secure Firewall 70| 18] 014 & 2 7] % .

W AL 71%s
7.7.10.3 o] Al Secure Firewall 7}o] L8| o] A &2 A1 & Hc}@rtﬂ ¥

] T
) SH A o)l o 1) S

LR Ty E 2 ARE A Al ol & T

#9)
% B4 919 ACL 3418 B4 A)Zhe] @55 9%t ACL 2 4 542
S8 F A2 e, 74 AA5, AR 2 A5 Fol ACL A4 F B
Hol & o8] 4k A7 EA S WU 7 b e,

Az 74 449, AR 4 A%

A 915 vho] T o] A: W

o]xﬂ }\4 _,4%435} 745 =i} 741>ACL z]xiglr x]—oﬂ/q u] "35}% ACL 22
2 8918 5 AUtk o A AFRS B8l vho] aelo]d mR A 20 &
&4 U wobg U,

ulo] 1ol A F ;q@f I 2 A S 7HA43E6H7] 9 8l, Secure Firewall 7o)
St AAE g YUY

A HASH HEH 73? Fol A Hess FY5tH rehe B 40 74 F

23} U3} A}l EA]EH U

Az T HA-sL HE R HS

A 5] = mpo] ZLeEf| o] A B

.
=,
o
2,
i

1

|

1n
_1
oi
o
N
)
ot
1
2
rir
>
do
[-‘O

rlr

W

7.7.102 SEEEEE T

gol

b
ty

g},

gl of 9

Cisco Secure Firewall 7} o] ZL2] o] A 52 A}-8-3} ] Cisco Secure Firewall ASA= Cisco Secure Firewall Threat Defense = v}-o] —1.2]| o] A 5}
7 I


https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide/ASA2FTD-with-FP-Migration-Tool/m-asa-to-threat-defense-migration-workflow.html#id_67815
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide/ASA2FTD-with-FP-Migration-Tool/m-asa-to-threat-defense-migration-workflow.html#id_70162
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide/ASA2FTD-with-FP-Migration-Tool/m-asa-to-threat-defense-migration-workflow.html#id_70162
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide/ASA2FTD-with-FP-Migration-Tool/m-asa-to-threat-defense-migration-workflow.html#id_70162

Secure Firewall 7}-o] 18 o] A & A] 26} 7] |

olr

. Secure Firewall v}o] 1@ o] 4 & 21 7]

H A4 7=
7.7.10.1 o] ] Aol g3y & NEF 7| 5o 35 o] JdHFYT}
» Secure Firewall v}o] 18| o] A Eof| &= oA T R =9} g}9-8 = Hh3}
HAHAES HE R MEet 4= 9lE o] AlFE, 2t Y AEES
1A% 5 QA HReH, o] 2 Eof vhol

Sy o8 delstal vho] eo] &
ol gl v Z Al g e R 5 5 U
2 ASA BRFHHAE M8

A Y ¥ = vlo] 1 o] A: Secure Firewall ASA

N
oX,
N
)
P
iy
it
we
ml

N

Secure Firewall 7}o] 18 o] A Eof| A= o] A +
Fol M NAT 2 0] 22 g 99e 8492

e},

Bz A HAAL AR AT

s
X

A9 5 = vlo] 18| o] A: Secure Firewall ASA

Secure Firewall 7Fo] L@ o] A 5-0] o] 4| negate W 7] ¥ =7} 85 oA
22 o] FE(ACE)e] vho] 1o o] 12 ) 213 .

ZFZ: Check Point -/ A ¢!

A9 5] 3= vfo] 212 o] A: Check Point 33}

Secure Firewall P}o] 2] o] A Eo] o] A ¢l&}<l X ¢t o o of th 3l <1 ¢ 5
ol g & A Y3t MEstE 44 A8 F EHT Aof7} 7hsEl A
Ut}

27 @ol ool W ol g Ho] A 1] PAN Q1 E] o] ~ nf 3

A Y ¥ = mlo] 1 o] A: Palo Alto Networks H-3}H

o] 4] Secure Firewall v}o] Zd] o] A & A}-8-3Fo] VLAN Bj 2 7§ ] 2
ZIEF A L E = AMA 8-S 917 Wo] tnlo] 2= mlo] 2 o] AT 4= Q)
ERsh=g

T HEL AE L HE

X 4 % += vlo] 1d o] A: Palo Alto Networks 135

Cisco Secure Firewall 7} o] —L7] o] A 52 A}-8-3}¢] Cisco Secure Firewall ASAZ- Cisco Secure Firewall Threat Defense = v} o] L] o] A4 3}
I 7]


https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide/ASA2FTD-with-FP-Migration-Tool/m-asa-to-threat-defense-migration-workflow.html#select-the-asa-security-context
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide/ASA2FTD-with-FP-Migration-Tool/m-asa-to-threat-defense-migration-workflow.html#id_70162
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide-CP/migrating-check-point-firewall-to-threat-defense-with-migration-tool/m-getting-started-with-the-secure-firewall-migration-tool.html#Cisco_Concept.dita_605f5af1-f821-4982-810a-ca0cd405a4b3
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide-pan/pan2threat-defense-with-the-migration-tool/m-pan-to-threat-defense-migration-workflow.html#id_68132
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide-pan/pan2threat-defense-with-the-migration-tool/m-pan-to-threat-defense-migration-workflow.html#id_70162

| Secure Firewall m}o] 18 0] & 4| %8} 7]
Secure Firewall 70| 18] 014 & 2 7] % .

H A9 7
7.7.10 o) el ol hgh g AR e /5ol EdkElel gt
» o] A Secure Firewall 7} o] 28] o] A E-8- A}-83} ] Microsoft Azure 4| ©]
E] B WF3le o] 414 S Firewall Threat Defense(2) = who] 1@ o] A gk 4=
ARFH T AA g )-8 9 mlo] 1y ]"4 A= wol 1y o] A F5 AHE

&} Microsoft Azure U] ©] E] B B} 3} ¥ S Cisco Secure Firewall Threat
Defense = 7o) Z1d| o] A3} 7| & % 3]./\1 A Q.

o] A Secure Firewall 7} o] 2] o] A ES A}-8-3}¢] Check Point W3} 2]
41 S Multicloud Defense(-2.) % v}o] Z1.8] 9] L%L T AFHTE ZA g

e 2 u} Jz2e o] A @A = mlo] 18| o] A & AF-&3}9] Check Point
13} ¥ & Cisco Multicloud Defense = w}o] li'ﬂ o] d3st7]1 & st A
o

]Zﬂ Secure Firewall v}o] 718 o] A &5 A}-8-3}¢] Fortmet Hspd o] 514

S Multicloud Defense(2.)= wlo] 1# o] A et = dF YT ApA & &
A wo] e o] A ©hA| = mpo] 1| o] A &5 AF8-3Fo] Fortinet W31 &
Cisco Multicloud Defense & 7}o] L8] o] A3} 7] & 234 A &
Secure Firewall P}o] 2] o] A Eo] o)A 7|& H.et 1§ B 1 7| A 74
S A G of 714 7% & AL§2, Tnto] 2 = A] ~8lo] 54 B
S AAGomM uel A el T hasehaL, A o] 3 7h
N 2= Ao & 7hesHA Fu

Fz: 74 AR AE R AT

A Y & = vlo] ¢ o] A: Secure Firewall ASA

c oA A HAS, AE D AZ Fo) A A AAY MA 18-S F7T, A
£ 5gste] da P HS AP R 5 A

2 5= wlo| 1| o] A BT

AR AR A7) S8 vl Lelo) A W/F wnA A AN A%
e},

oA Zt MM E CSV & v R Este] FASHA 24 S 5 95
ot whel el o A - WAL of 3= 2p i S s ol e o] A 1A o)
pho] g o] F B 1A o] 4 - = Wk vl A EVE = 5

A5

zlz ?-H z]z4§]_ 745 ol A

=

o|N

1% = who] 19 o] A

Cisco Secure Firewall 7} o] 2] o] A E-& A}-83} ] Cisco Secure Firewall ASA=- Cisco Secure Firewall Threat Defense = v} o] L2 o] A1 &}
7 I


https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide-pan/azure2threat-defense-with-the-migration-tool.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide-pan/azure2threat-defense-with-the-migration-tool.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide-pan/azure2threat-defense-with-the-migration-tool.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide-cp-mcd/b-migrating-cp-firewall-to-cisco-multicloud-defense-with-the-migration-tool.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide-cp-mcd/b-migrating-cp-firewall-to-cisco-multicloud-defense-with-the-migration-tool.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide-fortinet-mcd/b-migrating-fortinet-firewall-to-cisco-multicloud-defense-with-the-migration-tool.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide-fortinet-mcd/b-migrating-fortinet-firewall-to-cisco-multicloud-defense-with-the-migration-tool.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide/ASA2FTD-with-FP-Migration-Tool/m-asa-to-threat-defense-migration-workflow.html#id_70162
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide/ASA2FTD-with-FP-Migration-Tool/m-asa-to-threat-defense-migration-workflow.html#id_70162
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide/ASA2FTD-with-FP-Migration-Tool/m-asa-to-threat-defense-migration-workflow.html#id_70162

Secure Firewall 7}-o] 18 o] A & A] 26} 7] |

. Secure Firewall 7l-o] 18| o] A & 4l 7|5
WA AL 71
1.1 o] g 2ol = &3 Z2 A 2E 7] 5o] 255 o] dFUT
» o] A| Secure Firewall 7}o] Ld| o] A &S A}-83} ] Secure Firewall ASA 2]
T-/3-& Multicloud Defense(2.) = wlo] Z1g o] A gt 4= Q)5 Ut} kA g
W8 9 mlo] 28 o] A ©HA = wlo] 17 o] A S A}-835}9 Cisco Secure

Firewall ASAE Cisco Multicloud Defense = w}o] 2| o] A 8} 7| & Z+=3}
Al }\]
h=] -

* o] #| Secure Firewall #}o] 18] o] &-& A}-8-3}o] Palo Alto Networks "
3} o] -4 & Multicloud Defense(2.) = wlo] 71¥| o] L%L T dFYT
ARA U B U]'O]:’—i'ﬂ o] @A = mho] 1 o) d &5 AH&-3to] Palo
Alto Networks %3} ¥ S- Cisco Multicloud Defense = 70| L2 o] A3} 7] &
FxsH A Q.

Cisco Secure Firewall 7}-o] 2.7 o] A &2 A}-8-3}¢] Cisco Secure Firewall ASA= Cisco Secure Firewall Threat Defense = v} o] 12| o] A &}
I 7]


https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide-asa-mcd/b-migrating-cisco-secure-firewall-asa-to-cisco-multicloud-defense-with-the-migration-tool.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide-asa-mcd/b-migrating-cisco-secure-firewall-asa-to-cisco-multicloud-defense-with-the-migration-tool.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide-pan-mcd/b-migrating-pan-firewall-to-cisco-multicloud-defense-with-the-migration-tool.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide-pan-mcd/b-migrating-pan-firewall-to-cisco-multicloud-defense-with-the-migration-tool.html

| Secure Firewall m}o] 18 0] & 4| %8} 7]
Secure Firewall 7}o] 1] o] A & H 21 7] % .

H A 7s

7.0.1

Cisco Secure Firewall 7} o] 2] o] A E-& A}-83} ] Cisco Secure Firewall ASA=- Cisco Secure Firewall Threat Defense = v} o] L2 o] A1 &}

)
|




Secure Firewall 7}-o] 18 o] A & A] 26} 7] |

. Secure Firewall 7l-o] 18| o] A & 4l 7|5

H A 7
o ] zel= st 22 AR 7w /N ARl 2 E o F U

« o] Al ASA 2 FDM YA = tjufo] 2 9 X =3}E] B3l v -2 Cisco
Hl3}H of] A Cisco Secure Firewall 1200 A] 2] = tjulo] A~ &2 F-A1-S- nlo]
a#e]dE 4 5T

%2 Cisco Secure Firewall 1200 A] 2] =

« O] A & o] 2] AFO] E ZF VPN B A o] Tl dk AbA 2 7] & g o
Al 1_5%}—/?9\)\3‘/]‘:} HAA 3 AE L HZ Hol Ao 9 Aol E 1H
VPN H| o] &-& Excel A| EZ W H ] 11, 7} Ao /\Pﬁ T4 7= A Qe
S A EE OA] A2 =3 T vho] 28 o] A & Exceloll A AFA &
715 a1 glo] E-& o] EF ]

Az T HL AE L HS
A A== wlo] 1g o)A BF
o o] A mpo] 1 o] A& Wl ot A EE AL T4 A mho] 1 o

Ao HE FAEASE T AdFUT o] doll = /7= Qs & 7 A

o] A7} A sl & 73 5 a1 | A FY o) B3 o]

Xﬂ npo] 1ol A& FE o & /& FA4staL vlo] 1ol A
S A A= 5 dFY T

Fz:vpol 1 o] A 73] 219 ©] -8 Management Centerol] 34|

A Q5] = vpo] 1y o] d: B

o] A Secure Firewall v}o] “Le| o] A &2 v 9§ o] t]nfo] 2o 4] 7]
<= AFOlE 71 VPN T4 S §4] 8}, Management Centerol] 2 71913}%]

R AA A A sttt WA A E EAIFYTE No(elH 8)E 18
3} 2l Management Centerol] A 5=5 & & 214 3} wlo] 1go] A& Al

AYT 5 AU

A ¥ vho] 1 o] A W

g ghe] e ol A el ki 919 el Huel s 3 Shtel 7] Hu

RAEA EEEATEFAE A, e A FEoR FadE
& glol vhol 12|04 Bol ] v v A8 o vl 281 E =

FRAC 223 F SR Frheke S A8 d 5 gl

e T4 A AE L AT

A Y4 % += vlo] rd o] A: Secure Firewall ASA

A =9lE] Wt S vlo] 17 o] A E w o] A ;LrFRA o] AR Y
wro] tjuto] g oo MEE 4= gl Utk ol ol = 593 ¥
ol tiupo] 2nt o vulol 2z A EE = Jls U

A Y ¥ = vlo] g o] A : Palo Alto Networks, Check Point, Fortinet -3} &

Cisco Secure Firewall 7}-o] 2.7 o] A &2 A}-8-3}¢] Cisco Secure Firewall ASA= Cisco Secure Firewall Threat Defense = v} o] 12| o] A &}
I 7]



https://www.cisco.com/site/us/en/products/security/firewalls/secure-firewall-1200-series/index.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide/ASA2FTD-with-FP-Migration-Tool/m-asa-to-threat-defense-migration-workflow.html#id_70162
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide/ASA2FTD-with-FP-Migration-Tool/m-asa-to-threat-defense-migration-workflow.html#id_67815
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide/ASA2FTD-with-FP-Migration-Tool/m-asa-to-threat-defense-migration-workflow.html#id_70162
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide/ASA2FTD-with-FP-Migration-Tool/m-asa-to-threat-defense-migration-workflow.html#id_70162

| Secure Firewall v}o] 12 0] 4 & A 2t5}7)

Secure Firewall 7}o] 18] o] 4 & H 2 7] % .

g 29 7%
who] e o] 4

o] A Secure Firewall P}o] L& o] A &2 EE Ao A mflo] L o] A X

A} A g2 e A3 Q R BREE Ay ek 8 - AF
ol whet g 915 o] tinto]l 2ol WS MElstal Bl AEY
AU

A Q¥ = vlo] 1y o] A B

7.0 o eej ol = Th &3} e A2 753} A4 Abato] £akso] glgTh

Cisco Secure Firewall ASAZS Cisco Secure Firewall Threat Defense = =}o] 71
EISIES]

« o] A i ] AlE ol A 913 o] HA(AL7FE-A) 8-S 4 *J 31 AL Secure
Firewall ASA HA #oll Al Te] AE 2 A4S vlo] 1ol d e 4= 5y
t}. Select Target(th A1 €1) =] o] %] | A Proceed with HA Pair
Configuration(HA %8 -4 %1 8))& A &8} A E] B tfnjo] 2 9l ~ein}

o] tuto] 2~ et ME|H Y Wof tinfo] ~5 A A9,
HA 78 A7 o] A3A o2 Fau e H 5 tynto] =7} ] AlE 9
R0y oF Gt} ApA g &2 who] 18 o] A &5 AF-8-51] Cisco Secure
Firewall ASAZ- Cisco Secure Firewall Threat Defense® who] g o] A 2
of| A] Secure Firewall v}o] ZLgf| o] A E-of] v gk o4 vl 7| ¥ 4= 2] 4 & 3=
AL

O] A Cisco ASA t]u}o] 2o A Alo] E I+ VPN -4 & wlo| g o] A gt
u] 913 o] tuto] 25 A}-g-sho] Alo] E 3F 51 H ol A% VPN EE
2AE AT 4 A5 YT Optimize, Review and Validate
Configuration(4 # 43}, A& 9 AZF) 3] #] 9] Site-to-Site VPN
Tunnels(AFe] £ 7F VPN H €) ¢} 2l o A Add Hub & Spoke Topology(&
H Y A~x 9 EEZA F7HE Y I AA g &2 rho] 1y o]
A &5 A}8-3}¢] Cisco Secure Firewall ASAZ- Cisco Secure Firewall Threat
Defense= mo] Lef o] A & A 34 H A3}, A E 9 58S x4
A Q.

Fortinet B} 3} ¥ o) 4] Cisco Secure Firewall Threat Defense® v}o] 18 o] A

e O

1A SSL VPNJJr Central SNAT -/ 9] IPv6, o] 2] Q1 E] 3 o] 22} Q1 E 5|
]2~ 91 &3S Fortinet W3} o] A] 13 Hbo] t]upo] 2~ 2 ufo] 17| o] A &
—’F »}1\1:1 ‘4‘:} A& W8 wlo] e o] A &5 AF8-31] Fortinet W3}

S Cisco Secure Firewall Threat Defense® U} |18 o] A sl7] Aof A
Fortlnet T AYDE DA S

[e}

Cisco Secure Firewall 7} o] 2] o] A E-& A}-83} ] Cisco Secure Firewall ASA=- Cisco Secure Firewall Threat Defense = v} o] L2 o] A1 &}
7 I


https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide/ASA2FTD-with-FP-Migration-Tool/m-asa-to-threat-defense-migration-workflow.html#id_68145
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide/ASA2FTD-with-FP-Migration-Tool/m-asa-to-threat-defense-migration-workflow.html#id_70162
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide-fortinet/fortinet-to-threat-defense-with-migration-tool/m-getting-started-with-the-secure-firewall-migration-tool.html#Cisco_Concept.dita_fbfde81c-6104-4e16-a4e6-8345da1a493a

. Secure Firewall m}o] 13 o] A & 4l 7]

Cisco Secure Firewall 7} o] —L7] o] A 52 A}-8-3}¢] Cisco Secure Firewall ASAZ- Cisco Secure Firewall Threat Defense = v} o] L] o] A

7]

olr

Secure Firewall 7}-o] 18 o] A & A] 26} 7] |

H

A 7

6.0.1

&



| Secure Firewall v}o] 12 0] 4 & A 2t5}7)

Secure Firewall 7}o] 1] o] A & H 21 7] % .

A 7

o ] zel= vt 22 A2 7w /N ARl g E o 5 U

Cisco Secure Firewall ASAZS Cisco Secure Firewall Threat Defense = =}o] 71
dlo] A

» 0] A Secure Firewall ASAI| 4] Threat Defense @ T-4 S vlo] 1d o] A &
l MESA H X E /WA S A2 33 = 5tk Optimize, Review
and Validate Configuration(7-/3 # 43}, HE 24 A Z) dlo] A 9] 33
elof| A o] 2] 3 7 4| = 7 ¥ &} 2L Optimize Objects and Groups(7H 4 2

& HHAshE &2 5o ) Management Center = 7] A & v}o] 21 o]
Astz] el WA 555 H A s ok rlo] 1ol d E& s Y s gk
ZH RA 2 aFS AEska o'W A R 2FS FAEA ddstet
= HAIAE BARY T AA AR A HAA S HE R Hes 3
ZEA L.

FDM w1 %] = t]#H}o] ~= Cisco Secure Firewall Threat Defense = w}o] 1
flo] A

« o] A DHCP, DDNS % SNMPv3 T4 S FDM T U X = t]H}o] 2~ A
Threat Defense T H}o| 2~ & wlo] 1| o] A & &= 5L T}, Select
Features(7] 5 A1 &) | o] %] ol ] DHCP&2] &3} Server(A #]), Relay(E
Zlo]) 9 DDNS &l ehS A eyt AAlgh A= 54 343 HE

= O = =]
%A% FRIAA L.

Fortinet B} 3} ¥ S Cisco Secure Firewall Threat Defense= w}o] 18 o] A

« oA th&2 /WA 73 7} & URL 7§ A &= Fortinet W3} ¥ o] 4] Threat
Defense T H}o] 222 who] 1 o] A& 4= Q)5 Ut} wlo] 1 o] A Sl
Objects(7) A]) 2] Optimize, Review and Validate Configuration(-/3
A3} A E 2L 35) #H o] A o A URL Objects(URL 7} ) & H &5
Utk A AR A HAsh HE 9 A5S A L.

Palo Alto Networks ®-3} ¥ 3 Cisco Secure Firewall Threat Defense= w}o] 1
g o] A

« o)Al = /A 3 7 &7 URL 71 A &= Palo Alto Networks H3}H of] A
Threat Defense U] H}o] 2~ 2 wlo] 18| o] A& 4= 95U T} mlo] 17 o] A
<9l Optimize, Review and Validate Configuration(74 43}, A E %
7% # 17 ©] Objects(7] Al) %l 4] URL Objects(URL 7} ) 55 7
Edurh A B E A H A AE 9SS xR Al e

Check Point Firewalll] 4] Cisco Secure Firewall Threat Defense= =} o]~
o] A

Qe

o o] A X E 7§ A, FQDN 7§ 2| & 7§ A L5 -8 Check Point B3} of| 4] Threat
Defense Ul HFo] 2~ =2 wlo] Z1glo] A et 4= Q)5 Ut} vlo] 18 o] A Foll
Obijects(7H A) 2] Optimize, Review and Validate Configuration(-*+43

Cisco Secure Firewall 7} o] 2] o] A E-& A}-83} ] Cisco Secure Firewall ASA=- Cisco Secure Firewall Threat Defense = v} o] L2 o] A1 &}
7 I


https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide/ASA2FTD-with-FP-Migration-Tool/m-asa-to-threat-defense-migration-workflow.html#id_70162
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide-fdm/fdm-to-threat-defense-using-the-migraton-tool/m-fdm-managed-device-to-threat-defense-workflow.html#Cisco_Task.dita_f2123a41-b15e-446c-af78-6d431a912769
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide-fdm/fdm-to-threat-defense-using-the-migraton-tool/m-fdm-managed-device-to-threat-defense-workflow.html#Cisco_Task.dita_f2123a41-b15e-446c-af78-6d431a912769
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide-fortinet/fortinet-to-threat-defense-with-migration-tool/m-fortinet-to-threat-defense-migration-workflow.html#id_70162
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide-pan/pan2threat-defense-with-the-migration-tool/m-pan-to-threat-defense-migration-workflow.html#id_70162

Secure Firewall 7}o] 12| o] A & A 23}7] |
. Secure Firewall 7}o] 18 o] & H A1 7]

olr

w4 49 7%
HA3, AR L A5) A AE AEFU L AAE BT 74 A4,
E L AFS BRI L

Cisco Secure Firewall 7} o] —L7] o] A 52 A}-8-3}¢] Cisco Secure Firewall ASAZ- Cisco Secure Firewall Threat Defense = v} o] L] o] A4 3}
7]



https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide-CP/migrating-check-point-firewall-to-threat-defense-with-migration-tool/m-check-point-to-threat-defense-migration-workflow.html#id_70162
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide-CP/migrating-check-point-firewall-to-threat-defense-with-migration-tool/m-check-point-to-threat-defense-migration-workflow.html#id_70162

| Secure Firewall m}o] 18 0] & 4| %8} 7]
Secure Firewall 7}o] 1] o] A & H 21 7] % .

H A 7s

6.0

Cisco Secure Firewall 7} o] 2] o] A E-& A}-83} ] Cisco Secure Firewall ASA=- Cisco Secure Firewall Threat Defense = v} o] L2 o] A1 &}

)
|




Secure Firewall 7}o] 12| o] A & A 23}7] |
. Secure Firewall }-o] 18 o] A & # Al 7] 5

B4 91 7%
of A Zell = Tk g3t B A g /3 A Aol Eakee] gt

Cisco Secure Firewall ASAZS- Cisco Secure Firewall Threat Defense = =}o] 71
dlo] A

» o] A| Secure Firewall ASA 2] WebVPN -4 & Threat Defense T] H}©] 2~ 9]
Zero Trust Access Policy 74 & & wlo] 1g o] A gt 4= )51t} Select
Features(”7] 5 A1 &) ] o] %] o] ] WebVPN &<1 &2 4 ¥ 3} 31 Optimize,
Review and Validate Configuration(7-4 4 3}, A& % 1 35) #H o] A 9|
] A WebVPN ®1S- 7 E 34t} Threat Defense T Bfo] 2~ 2 tiAf
Management Center += H % 7.4 o] /o] A 2 & F-o] o] o} 3} Snort3-& &
] ezl o2 A dgafoF gt

o] Al SNMP(Simple Network Management Protocol) 2! DHCP(Dynamic Host
Configuration Protocol) -4 S Threat Defense tjufo] A& wlo] 1 o] A
g 4= A F Ut Select Features(7] 5 A1 8)) 3| o] %] o 5| SNMP %! DHCP
gl eS8y V/} Secure Firewall ASA°| 4] DHCPZE 14 3k 74 -%-
DHCP A B] = P o] ol o] 4 E & DDNS 4] & vjo] 1 o] Al =
2 Qe 4 9l 1;]_

oA HE] 8 2 E ASA t]Hlo] 25 §-38)3}= 7 -9- ECMP(Equal-Cost
Multipath) 2}-9-8 -4 & © 91 2~¥ 2 Threat Defense ¥ 3F 18| ~E
nlo] 1go] o & who] rg o] A e 4= QlF U Th THE A E 8 oF9
Routes(’d &) B} ol &= o] Al ECMP 9 &= ¥£3t5 | 14 H 431 A&
2 75 w0l X o Routes(d &) ol A 5U3 G AT US

=3
» o] A| Secure Firewall ASA 2] DVTI(Dynamic Virtual Tunnel Interface) TA
of| A Threat Defense TJH}o] 22 54 HE S vlo] 1g o] A 4= ol 5

T} o] = ASA QIH F o] 25 HF 4, OJEM o]~ 15 % VRFOI| vj=3
o] A e A wj =g & 4= Q)5 YT o] 7] 5& A -85l H ASA W H 0] 9.19
(x) ©]721 =] &l gttt

FDM " U %] = t]H}o] 2= Cisco Secure Firewall Threat Defense & w}o] 7L
g o] A

* o] A SNMP % HTTPE H| %3k dlofo] 7 Bt A3t opd w = Bl 9l
A2 A4S FDM Wl Y A| = t]v}o] 2~ o] A Threat Defense U] v} o] 2~ & u}
o1 o] A8 5= gl th. Select Features(7] 5 A1 €1) 5] o] %] of] ] tj A+
Management Center ¥ 21 0] 7.4 o]/}o] 2 Platform Settings(Z 2 & 4 A)
2 File and Malware Policy(3} < 2 b4 = 7 2) gFol gho] A & 5] o]

A=A FA T

Check Point Firewallol] 4] Cisco Secure Firewall Threat Defense= w}o] 12|
o] A

pule

o] Al Check Point W3} 8 o A A}Lo] E 7F VPN( # 7]9h) 142 Threat

Cisco Secure Firewall 7}-o] 2.7 o] A &2 A}-8-3}¢] Cisco Secure Firewall ASA= Cisco Secure Firewall Threat Defense = v} o] 12| o] A &}
I 7]




| Secure Firewall m}o] 18 0] & 4| %8} 7]
Secure Firewall 70| 18] 014 & 2 7] % .

H A 7s

Defense tH}o] 2~ 2 nfo] 18 o] A et 4= 9l HF YT} o] 7|5 Check Point
R80 ©]4F ¥ &, Management Center 2! Threat Defense H 21 6.7 o]/l 4]
S5t} Select Features(7]°s 41 &) 3 o] ] o] A] Site-to-Site VPN

Tunnel(*Fe] = 3F VPN B '2) gl gho] AdEjsof gli=4] gl gttt o]
+ Huto] 2~ -4 o] B2 Proceed Without FTD(FTD glo] X1 3)& A
gt 4§ whol g o] Eo] o] g A& EAISHA fethe Aol

ey}
Fortinet B} 3} ¥ o] 4] Cisco Secure Firewall Threat Defense= w}o] 18 o] A

» 0] A Fortinet ¥} 3} ¥ of| 4] Threat Defense U]} o] A~ & T4 2 wlo] 1¥| o]
A8k o & 2] Al ©] A ACL(Access Control List)= | 2 3} & 4= 95Ut}
Optimize, Review and Validate Configuration(7-/d %43}, HE 2 A
%) Blol x| ¢ ACL & 43} HES AH&-3lo] o] F R A= ACL 555 S
Q1&tar, H A 8l HaAE T2 E38ke] 24 8 ACL A K& el gk o),

5.0.1 o ] zoll= g3 22 M2 753 i Aol 23 o sy

» Secure Firewall n}o] Z# o] A &2 o] Al Secure Firewall ASA T] H}o] 29|
X] Threat Defense TlHlo] A~ 2 0] o] 2] £ W3l m & gol AV AE
wlo] 1 o] A& #| A gt} Secure Firewall ASA T H}o] ~of Q)& & 9]
Aol Fg sl RE AU AES B BT QI AE AR WYItstal ufo]
age]ldEd 4 JFYT
Sfi} o] /o] AE = Eo] VPN -4 ] 91 VPN 774 ASA T-F oA =
VPN -4 S )4} Threat Defense T]H}o] 2~ 2 wlo] 1@ o] A dle]+= A Hl
ZEE St AehE = 9l St} A Bl EHA] @2 A B A E o A = VPN
TR FA S 3 o2 B E A o] vlo] o] A YT

LA 8 82 ASA HQF A YA E MElS e Al Q.

o] 4| Secure Firewall o}o] Zd] o] A &5 A}-8-3}9] Fortinet & Palo Alto
Networks Firewallol| 4] Threat Defense® AFo] E 7F & 42 A2~ VPN
T35 mhol 1 o] A g 4= 915Ut Select Features(7]s A1 ) ol A
nho] Z1ef 0]/ & VPN 7] 52 A gyt vio] gl o] &5 AH-5}o
Palo Alto Networks Firewallol| 4] Secure Firewall Threat Defense = T}o] L
dlo] A J ulo] 1y o] d E-5 AF-8-3}¢] Fortinet 3} - Secure Firewall
Threat Defense 2 7o) 18 o] A 7}o] =.9] Secure Firewall 7o) 1.8 o] A
=9 A w7k A A S xR A L.

o] A Secure Firewall ASA T]H}o] 2=o] A] 3}} o] o] 2}9-8 = F1
Wk B = ot AR E S A E)al Secure Firewall PFo] 12 o] A =
S ARGse] Bl AYAE = e AYAE o] o] d S e

Cisco Secure Firewall 7} o] 2] o] A E-& A}-83} ] Cisco Secure Firewall ASA=- Cisco Secure Firewall Threat Defense = v} o] L2 o] A1 &}
7 I


https://www.cisco.com/content/en/us/td/docs/security/firepower/migration-tool/migration-guide/ASA2FTD-with-FP-Migration-Tool/m-asa-to-threat-defense-migration-workflow.html#select-the-asa-security-context
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide-pan/pan2threat-defense-with-the-migration-tool/m-pan-to-threat-defense-migration-workflow.html#id_68145
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide-pan/pan2threat-defense-with-the-migration-tool/m-pan-to-threat-defense-migration-workflow.html#id_68145
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide-fortinet/fortinet-to-threat-defense-with-migration-tool/m-fortinet-to-threat-defense-migration-workflow.html#id_68145
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide-fortinet/fortinet-to-threat-defense-with-migration-tool/m-fortinet-to-threat-defense-migration-workflow.html#id_68145

Secure Firewall 7}o] 12| o] A & A 23}7] |
. Secure Firewall }-o] 18 o] A & # Al 7] 5

H A 7)s

5.0 * Secure Firewall 7}o] 28] o] A &2 o] A Secure Firewall ASAI| 4] Threat
Defense HH}o] 22 2] of 2] Wt AY A E ‘3}0113]0]’1‘1 < AL
AU AE F slfol A 45 mho] 1ol st AL & T8 sy
R HYAE S FA S W ete] nfo llﬂﬂo]"ﬂ *’FM ‘4‘:]' ol F
oty mE Ao S MEete Vv e 2 AleE oAUy

ok ARAI R W82 ASA 7]t Bol g A EE Fast Al Q.

i

O

ulo] 18 o] A &2 o] Al VRF(virtual routing and forwarding, 7Hd 294
L EYY) 7S SE&oto] A2 HEE 4 dFUE HE e
E ASA oM e el EYE 535S —E.i%ﬂ?%‘% t}. Parsed
Summary (-1 4] 8.9F) Ho] X o] A VRF EfL ol A, wle] 1ol A &
o] Aj Contexts(ﬁ‘ﬂléE) Eld oA Ex gt AY R E J9f G A &
of gelgt = dFYrh Egh nlo] 18 o] 2 Bk dd ¢ AE 7 o]
2 5o Qg Ho] 2 wlj3g s o] A of| A] o] 2] §F VRF7} ulj =3 & = Q1 E] 7]
ol & AP

o] A Secure Firewall P} o] 12| o] S| A A 2 & g2 =5 AL-&-3}o]
AA vlo] 1 o) YA ZEF-E A Edtal A A ule] 1y o] do] ofE
Al o] Fo A =A] A1 Zbakel 4= dF Y T ApA| g U] -8 sk mlo] T1

old Bo] HB BE AL FFFAA L

N 28 A AV 8] 2l A~ 5 3, Secure Firewall 7Fo] 18 o] &
S o] A Palo Alto Networks FirewallS- Threat Defense = 7o 1| o] A &
) 7| = o w2 vfo] 1 o] A 373 & A F o}

4.0.3 Secure Firewall P}o] 1 o] A & 4.0.30 = W2 4 2 o33 22 /A A}
apol Eehslof 4k

o o] A mlo] 17| o] A E-of 4] = PAN -4 = Threat Defense = ﬂ}ollﬂﬂ o]
Ak 4= 9l = 3% Application Mapping(ofl & 2] A o] A vf=3) 3}
Xﬂ*ﬂ‘%‘:‘r A8 W8 & mlo] 1 o] &5 AFE-3he] Palo Alto
Networ ks Firewall-2- Secure Firewall Threat Defense® w}o] —1#| o] A 7} 9]
sof ofEY Aol o ®m T4 wiF S AL

Cisco Secure Firewall 7}-o] 2.7 o] A &2 A}-8-3}¢] Cisco Secure Firewall ASA= Cisco Secure Firewall Threat Defense = v} o] 12| o] A &}
I 7]


https://www.cisco.com/content/en/us/td/docs/security/firepower/migration-tool/migration-guide/ASA2FTD-with-FP-Migration-Tool/m-asa-to-threat-defense-migration-workflow.html#select-the-asa-security-context
https://www.cisco.com/content/en/us/td/docs/security/firepower/migration-tool/migration-guide/ASA2FTD-with-FP-Migration-Tool/m-asa-to-threat-defense-migration-workflow.html#using-the-demo-mode-in-firewall-migration-tool
https://www.cisco.com/content/en/us/td/docs/security/firepower/migration-tool/migration-guide/ASA2FTD-with-FP-Migration-Tool/m-asa-to-threat-defense-migration-workflow.html#using-the-demo-mode-in-firewall-migration-tool
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide-pan/pan2threat-defense-with-the-migration-tool/m-pan-to-threat-defense-migration-workflow.html#Cisco_Task.dita_77bc0e03-7711-4ab9-b9cb-e30af261fb8b

| Secure Firewall v}o] 12 0] 4 & A 2t5}7)

Secure Firewall 7}o] 18] o] 4 & H 2 7] % .

H

A 7

4.0.2

Secure Firewall nFo] “Lef o] A & 4.0.2¢1 = th5 3 & A 28 75 2 714
Abero] e o] QlFU
« Secure Firewall 7}o] 18] o] A Foll A= o] A t]“d Management Center 2!
Threat Defense ¥ %1 ©] 7.1 0] /<1 7 9- AFo] E 2 VPN I -4 2 o] &
o AE G A 2 = A o] whe] 1| o] A& Al A gy o
o] el = Afo] E 2k VPN HE -4 o] mlo] 1@l o] A 5 A & o.w, mle] 1
o] & FEo® A8 oF PFH T

o| Al mlo] 1ol Foll Al A2 AW ER 7} U5 YT Z1efi) o] A
A e g Y ED HolHE R ES d8E 5 dF
ot Al ghE e e Eg vlo]H ol = dlo] ¥ ERIET} A9 3E3FE A X
kg ek Ay v E dolHd &t A g AW Eg] dolH 5
o] 3=t} Settings(’d %) > Send Telemetry Data to Cisco?(* 223
2 gy Eg doly A5l o] 8-S WA = AdFH.

4.0.1

Secure Firewall }o] & o] E 4.0.10 & &7 22 (28 7|5 2L /A
Abato] A ghE o] 9l YTt

Secure Firewall 7Fo] L& o] & o] A o] &3 AL 7[Hlo 2 B E 7))
DA 15S BAS 5Y S o] & 2 S 7H JNAE AAFS U
oMol = olF 2 TS VT2 HEY A MA L UEY A A 15T
A EAQ5UT 94 A~ VPN XML Z 23U -8 o] 73] o] 52 A&
A A SH Y]

Cisco Secure Firewall 7} o] 2] o] A E-& A}-83} ] Cisco Secure Firewall ASA=- Cisco Secure Firewall Threat Defense = v} o] L2 o] A1 &}
7 I



Secure Firewall 7}-o] 18 o] A & A] 26} 7] |

. Secure Firewall 7lo] 18 o] A & H Al 7] %
WA A 7%
4.0 Secure Firewall P}o] 1@ o] A & 4.0 Th2-S X LY Th
« T]“J Management Center % Threat Defense B 71 ©] 7.3 o] <1 7 9- ASA
ol ] PBR(Policy Based Routing) w}o] 12| o] A.
2k
PBR vlo] 1 o] A 2] A4, vlo] 18| o] A& 3 3}17] 2 o) 7] Flex 7+
/4 & Management Center®l] 4] | A & oF g1 T}
« T”J Management Center”} 7.3 ©] Q1 74 9- ASA A 97 NA 2~ VPN
AREAF A4 4 D VPN 2= w4 vlo] 1o A,
B AL A5 3 92 24 Ve Fho) 2ol i
ST UFIIT e B3 S AL S sl hol Lelol 4 e 53}
== A 93l 79 Threat Defense B 212 7.0 o] o] o] of g E]—.
3
o v 3k S AFE-5Ee] 9124 N A2 VPNS o]z o] M &t o
WSS Mk )4 ol th ghol M2 F b bl ok
T
* AnyConnect Plus
* AnyConnect Apex
* AnyConnect VPNRF
« T]”J Management Center”} 7.1 ©]J-©] 3L Threat Defense ¥ % ©] 6.5 ©]7
1 74-¢- ASA°| Al ECMP(Equal Cost Multi-Path) 7 & v}o] 1&g o] A.
3.02 Secure Firewall 7}o] 18] ©] A & 3.0.2¢ == ASA Il 4] Firewall Management
Center 7 7.2 0]/ 0.2 47 WA A~ VPN 74 vlo] 1 o] A35H7] 9%k
W1 o] E 5ol SlgrLth
3.0.1 Secure Firewall 7}o] 28] o] d & 3.0.1 b= A 93y}
« T]“J Management Center”} H 71 7.2 ©]/3-¢] 31 Threat Defense B 71 ¢] 7.0
0] 21 74 -9- ASA ) 4] EIGRP(Enhanced Interior Gateway Routing Protocol)
nlo] 17 o] .
Zka
Threat Defense T} B} ©] 2~ §1©] FirePOWER ServicesS X313+ ASA 2
ASAC A EIGRPE wlo] 1#o]/d e 4= gl5H th.
» Cisco Secure Firewall 3100 Series™ ASAo| A 2] nlo] 1go] S 93+ &
22 s O Tvhol 22 A A

Cisco Secure Firewall 7}-o] 2.7 o] A &2 A}-8-3}¢] Cisco Secure Firewall ASA= Cisco Secure Firewall Threat Defense = v} o] 12| o] A &}
I 7]



| Secure Firewall m}o] 18 0] & 4| %8} 7]
Secure Firewall 70| 18] 014 & 2 7] % .

H A4 7=
3.0 Secure Firewall Plo] 28 o] A & 3.02 t}2-& A L&t}

« U]’ Management Center”} 7.2 ©]/Q1 73 -9- ASA 9] 92 A2 VPN #}
o] 1 o] A. Secure Firewall Threat Defense S A}-8-3 A U AF-&314] a1
RA VPN mlo] 18] o] & =3 3 5= 9 5t} Threat Defense & AF-8-3}
o mlo]1g o] S A B3k 7 9- Threat Defense ¥ A2 7.0 o] o] o] o
ok
» ASA° A A}o] E 7+ VPN AFA &-f 7] AH5 3}
cufo] ol H EE o dE-Z S Fadlof
* ASA E¥{ 2 E ¥ Q| E = PKI 7l 2] 2 Management Center®l] <& S 2
nlo] 1ol A sl oF Pt}
« AnyConnect | 7] A, Hostscan 3} ¢ (Dap.xml, Data.xml, Hostscan 3| 7]
A1), 9] - B ep9-A 7] #] 4 AnyConnect Z 2 3} S 42> ASA]
A A S| oF g T}

* AnyConnect ¥ 7] | & Management Center®ll § 2= 3] oF gt}

* AnyConnect *Z = 3} ¢l 5 Management Center®l] 23] 4 2 =3} ALt

Secure Firewall P}o] 1@ o] A S0l A 2= 4~ JdE5Y T}
* Live Connect ASA A X 23} & A& 4= 9l & = &} ASA]
A1 ssh scopy enable ™ & & &/ 3}3afl oF F T

« T]“J Management Center”} 7.2 ©]’3<Q1 7 9- ASA| A S&}9-= A&
Firewall Management Center= W}o] ZL2] o] .

252 Secure Firewall 7}o] 28] o] A E2.52= Wald o] Y E Y T 7] 5ol JeS F
A 231 % 5h 1A wl o] 2ol 4 2 4 8h(1] 84 3 = AhA) T S 9L ACL
S st Fesk] A ALS Aledyh
ACL #H A 3= th ACL F3 S ALk

* T ACL-*F ACLYl 53 74 3 7+3 Aol 9l 49 7] 2] of
U ACLE A AN E YEY T 98 3% &),
A ACL - 31 A ACLE 7 A ACLe] 219] 12 0] 4 & 48] A
=g

)

431

24 3hz ASA ACP 713 Aol ¥ AL T & lruieh

Secure Firewall v}o] 28| o] d & 2.5.2% U]/ Firewall Management Center”}
7.1 ©]73<?1 7 9- BGP(Border Gateway Protocol) & & 74 2 7| 7] vlo] 18 ¢]
Ae ALF T

Cisco Secure Firewall 7} o] ZL2] o] A 52 A}-8-3} ] Cisco Secure Firewall ASA= Cisco Secure Firewall Threat Defense = v}-o] —1.2]| o] A 5}
7 I




. Secure Firewall 7l-o] 18| o] A & 4l 7|5

—

Cisco Secure Firewall 7}-o] 2] o] A

7]

Secure Firewall 7}-o] 18 o] A & A] 26} 7] |

H

A 7%

2.5.1

Secure Firewall nfo] 1 o] A & 2.5.12 U]/ Firewall Management Center”}
7.1 ©]%421 74 9- BGP(Border Gateway Protocol) 2 & 7 & 7l | v}o] 19| o]

e A A3 o

2.5

Secure Firewall Flo] 1#|o]Ad E 255 U EH T 7| 5ol AFS FX & vt
st o2 W o] 2o A H A sh(n] & 3} == AHAN) T 5 = ACLS A5
3 B2eh7] Y8k A LS AT

ACL # A 3}= v ACL 73S A3y}

* 53 ACL- 7 ACLY 543 4 2 13
W ACLS Al AN &= v E 9] =L %‘?‘%% FA FFHT
<

« Q=9 ACL - 3 WA ACLS F WA ACLS] 74 &
=5

=

B b

A5 ACP 713 2310l el A uk A2s ASAG] ALEE 5 Q4T

%} Firewall Management Center H 7 ©] 7.1 ©]/3<2] ¢ EA 4 Y EH A v}
223G LEFE v ) A S A D

2.4

T}& ASA VPN A ¥ 13 o] A& Firewall Threat Defense = v}o] 18| o] A g
o},

« ASA®] 5 st (A A5 A]) 7]’ VPN
« 74 2 7IHK(VTI) 7] ik ASA VPN

« ASA 9] ¢1=A] 7]4F VPN wlo] z# o] A

E
« ASA EHXE YRIE B Q34 = 75 0.2 vlo] 1d o] A ¥ wlo]
agold A &E o] ARyt

« ASA E¥{ 2 E ¥ Q| E = Firewall Management Center PKI 7}| 2] 2 w}-o] 71
dolAafoF gt PKI 7| A = 2124 7|6 VPN EZ 2 X & A A3+
& 9t Secure Firewall n}o] 1 o] A Eof| A A} Ut}

52 A}-8-3}¢] Cisco Secure Firewall ASAZ Cisco Secure Firewall Threat Defense = v} o] 1] o]

A

3



| Secure Firewall m}o] 18 0] & 4| %8} 7]
Secure Firewall 70| 18] 014 & 2 7] % .

w2 A 7
2.3.5 Secure Firewall P}o] Z18] 0] A &- U] % Firewall Management Center 2 Firewall

Threat Defense”} 6.7 ©]/%1 7 9- VTI(Virtual Tunnel Interface) 7 2] Firewall
Threat Defense 2 2] v}o] 18] o] A& A Yt}

s VIIQIHH o]~ AH 4 A=

* Firewall Management Center % Firewall Threat Defense = 2] 74 2 7| ¥H(VTI)
AP & 71 1S 9 VPN 4.

ceb9 g Bek o AT o]0 VTI AB S o] A E F7He T,
VITH YL 5o sl 58 Eals Ao 2 918 42 Alo] 742 4ol g
e,

234 Secure Firewall v}o] 18] o] A &5 AF-&31o] th3-3F 82 ASA VPN 74 &
%~Z Firewall Threat Defense = 1}o] L] o] A

« A 733 W) AFA F 7] 215 53 VPN -4 9] Firewall
o

Management Center = 2] v}o] 1go] A&

1
N

« VPN 7H 4] - VPN 7} A (IKEv1/IKEv2 % 3, IKEv1/IKEv2 IPsec-Proposal) =
X238k 3 VPN A& 57 AFo] E 2F VPN EZ 2 X o v g 5l0] /| A &
Firewall Management Center = v}o] Z12] o] A g1 o},

Review and Validate Configuration(7/ A E 2 715 gl o] %] 9] 112 o
uteh VPN A E S gy Tk

A}OlE 7H VPN EZE 24 - 225 ASA A9 953t 9 ohel A o] 7}
VPN 7§ Al ¢} §H7] whol 2o d gyt A 7| wh(F 5.3} W) VPN E&
2 A] = Firewall Management Center H & 6.6 ©] /-0l 4] %] Lt}

o

i
o] &) 2o A Secure Firewall v}o] 1#] o] & A4 o153} W <] n}

]
o] el o] At X 9 g .

A QD E = B ASA &% 3} 9 VPN-2 Firewall Management Center
Point-to-Point E& 2 X 2 nlo] 1¢ o] A Yt}

Cisco Secure Firewall 7} o] ZL2] o] A 52 A}-8-3} ] Cisco Secure Firewall ASA= Cisco Secure Firewall Threat Defense = v}-o] —1.2]| o] A 5}
7 I



. Secure Firewall m}o] 13 o] A & 4l 7]

Cisco Secure Firewall 7} o] —L7] o] A 52 A}-8-3}¢] Cisco Secure Firewall ASAZ- Cisco Secure Firewall Threat Defense = v} o] L] o] A

7]

olr

Secure Firewall 7}-o] 18 o] A & A] 26} 7] |

H

A 7

1.3

&



| Secure Firewall m}o] 18 0] & 4| %8} 7]
Secure Firewall 70| 18] 014 & 2 7] % .

H A 7s

« Secure Firewall P}o] 1 o] &5 A}%z‘s}oq ASA°] A H #a] A} 24
=™ 2 Enable Password(Z4 3} H| ¥ 5)2 3] ASAc] A= 9l

FHo

ASAZ°I Enable Password(Z4] 3} B] ™ )7} 4 =] A] 982 7 -9- Secure
Firewall ko] 12| o] A Eoll M =& W] 9] & 4 35Ut

app_config 3+l 4] Bulk Push(¥ & FA])el o gk vl x| =17] #| §+-&
o83} ol T & AT

< A ] A S w2 A7]7} 500 33 4= 9151 th. Secure Firewall
o] 1] 1 o 78 5007 A G AL FA S A gPe
o},

* ACL, 4 2 2 NAT®] 2 §- v} 2] 2717} 242} 1000S 22438 5 §l
Yt} Secure Firewall 7o) 28 o] A &2 313 10002 2 24 A 5}
A& FAE Y3

Secure Firewall o} o] 2] o] d &2 A}-83}o] CSM == ASDM &8 -4
S T AT 5 s YT
olam 7153} 5= ASDM ] Ay 1glo] & Al -

S-vg] AolH A7 AA A = W o] F o2 A g Yt
CSM E=+= ASDM #&] A x| 19 o] 4
nl 2] Aol 7fA| o] Fol FA .
ufo] g0l Al A] A A L& F
A S g2 EsE 75 ATyt o) wd S 53 7]% ‘%Oﬂ 1‘3

Alo]~& AEd T+ dFYHh

WA, ST} H o] 2, ACL, NAT % 7 2ol A IPv6 73] 1 o] A ] mlo] 1
dlo] S X gyt

Secure Firewall v} o] 28] o] A & & A}-8-3} ] Firewall Threat Defense 71 Z|

H(EYA AHHA o]~ X E XHH 2 3H9] Qe H| o] ) 9] &4 Q1H
F o] 220 ASA JAE| F o] 2 o] 5 =g & 5= JJHF U of| & £0] ASA
o] 3 E i) 9 & Firewall Management Center2] = 2] 2] 1¥] 7] o] Z~ o njj >3
g4 95y ‘jr

Secure Firewall U}O]:LEIO]/# Eo] A3 NAT 12 2 7 2 Q1E] 3 o]
2o mho] g o] A& T H =5 A 43 T}, o] 1 ¥ 2] Secure Firewall
nlo] g o] A F ol A= HA 2 Al of qf-Z of] tj el A vE o] 5 & A3
F4th

o T A E A2~ AO], NAT, WIES A WA, LE 7 A], Qe o] 2~
2 A2 Ay 2 o] A g8 Optimize, Review and Validate
Configuration(A 3] Z2gl o] A 2 4 3}, 71 & 2 7 %) 3} ol A Excel =&
CSV @A o= g2 =d & gl5 Ut

Cisco Secure Firewall 7} o] 2] o] A E-& A}-83} ] Cisco Secure Firewall ASA=- Cisco Secure Firewall Threat Defense = v} o] L2 o] A1 &}
7 I




. Secure Firewall 7l-o] 18| o] A & 4l 7|5

—

Cisco Secure Firewall 7}-o] 2] o] A

7]

Secure Firewall 7}-o] 18 o] A & A] 26} 7] |

1.2

Firewall Management Center 6.3 2.2 2] wlo] 1] o] A 2] ¢

IPv4 FQDN 7R A 2 15 9] wjo] 1| o] A& %] A3 T},

« JE] A AE ASAC] U3 =5 Q2= WHH ol A show tech-support ™3
g Aldgdy.

Firewall Management Center®l| 55 % Z1H o]\ -3 Firewall Threat
Defense(MI) = 2] wlo] 1ol A S X g}

914 22 Ao} Ho] 3] vho] 1elo] A oA Ao T ol )&k 7t =}
AEE, A, RUEE, 2bdk e 2 5 A2 ) v g S Al A ok

Secure Firewall v}-©] ~1.2]] O]/d Zo] w7 3018 3] H A B A 9] Secure
Firewall 0}o] 18] o] A B8 A}-&-3}31 =% doldh )},

1.1

« WA, NAT, A4 Z 2o 3t A& FA] 7]'52 4 2 Firewall
Management Centerll F+A] 3= ] 2 2= A7 24 44U h

Z2EM ASANA A¥ oA &

Hel )5 vho] well o] M(F- 43 L Tlvko] 221 4 Al

S EE!

« mlo] 17 o] A F %1 ASA Al 2~ A o] 71 2] & Firewall Management Center
AN AR NG WA A =F B o A ESof vsg gyt

+ Aol A Gz = A vho] 1ol o] MU T o &l Sl who] el
o] 4 Al7ko] 24 55 31 A% Leol A Foll A1§¥ A ek A A7} Al A
Ay

« HE HE2E REo X 8 521 ASAY] Hlo|H Y XE F ghitol A
running-config 5=+= sh runell t g+ vlo] g o] A& A g}

* macOS 10.13 o] A} Bl Ao A 2] Y

« o] e o] A5 oAl 2 o] 2ol vl g 7% 2e) (A B = ] g
FERENEE E R LIk o

* Firewall Management Center2] =11 W o] 5/ ¥ Firewall Threat Defense
tjuho] 2 uho] e o] M LT,

« WA ol Fell v A& A V)T

» Cisco Success NetworkS =3l gl ¢l H| E 2] ] <]

52 A}-8-3}¢] Cisco Secure Firewall ASAZ Cisco Secure Firewall Threat Defense = v} o] 1] o]

A

3



| Secure Firewall v}o] 12 0] 4 & A 2t5}7)

>
o
I

Secure Firewall 7}o] 12 o] A & g}o

R A9 7%
10 PR WA D F A 2ol EEE vhol a0l A Al A AF

A A o) = A AFs B Ham AR (RS Y s AE o]~
W ™18 Al ASA °] &)

+ ACLS) 2% wlo] 12 o] A %] 9

Secure Firewall 7}o] 1d o] A & g}fo] A A

Secure Firewall #lo] 18] o] /d & o Ze] Aol d & FRo|H ol d 27t d a4 5tk 18y
Firewall Threat Defense U] H}o| 25 Al 34 0 2 S=3&} 11 J A S 53] ¥# Firewall Threat
Defense 7] 5ol & 2.3} 2}0] 4 27} Firewall Management Center®l] 21 o] ok g1t}

Secure Firewall m}o] 18 o] &9 Z=0E Q - ALg}
Secure Firewall vko] 28] o] Eoll = vh5-3 22 12} 5L S5 84 Ae] Slsd T
* Microsoft Windows 10 641] E 2% #| Al E=1= macOS 10.13 ]/ ¥ 2l el ] 21 &
* Google Chrome= A 2=l 7] B 2}-9- 4] & A}

* (Windows) tiF 5 wpo] Ll o] A SFA] Tol]l A =8lo] A RER A 8E A &%= Power &
Sleep(1 - 2 A 7)ol A Sleep(*d 71) A %4 Never put the PC to Sleep(d 7 B=2 gk QF sho
274

* (macOS) W7+ & wio] el o] d FA] Foll HFE st v aar 43 REs A9 A] s
Energy Saver(| =] Ak A4 4

Threat Defense T] v} 0] ~2] @ - AFg} 2 AL Q 7

Management Center= P}o] Z1¢ o] 4 3t o] t]] 4 Threat Defense U] H}-0] 22 & F=7}3 o 3= A2 o} d Y
t}. 1450l Threat Defense U] H}-o] 2~ of <15} =5 A A -2 Management Center 2 v}o] “1gf| o] A gt 4=
Ayt

A= .

2] AEl ol 913 ol 317k F7hel 75 ASA T4 Threat Defense 2 vho] 12 o] 4 5l 1 o2
87 AR AR 8 g 1 e ek,

* )4} Threat Defense ©] H}-©] 2~ & Management Center®l| 5 =3l oF 31t}

Cisco Secure Firewall 7} o] 2] o] A E-& A}-83} ] Cisco Secure Firewall ASA=- Cisco Secure Firewall Threat Defense = v} o] L2 o] A1 &}
7 I



Secure Firewall 7}-o] 18 o] A & A] 26} 7] |

| IEEEE

« T4 91 ol tntel 2 3k TG AL A
],

* Threat Defense U] H}o] 2~ & = ¢ 3 t]u}o
43l d <k Fuyoh

« )74 Y] o] E] B Threat Defense T] B} o] 220l A & 43k o} 742 S=9] 58] 4 dlo|H E X E 3

g Qg o] (] A& R ah9] QAE F o] 2 A 9)E ARGl oF gyt 1R A o8 A5

)} Threat Defense T H}o| 2~of] & Q 3l Q1 H o] 2~ {8 S F=7}s oF Y t}. 519 <1 H) o]

2= B8 B XE A d w3 S 7]HFES 2 Secure Firewall BFo] 28] o] A S0 A A A]

U,

i Threat Defense T o] 27} A H| o] 1] Q12T 221 73 -9- ASAS}H & 9] &2 4] *1H 7
o]z, B4 she] A FHol 2, X E A E B o] £ gl X E A &9 QlE Ho] (e
Kl J‘l' A L)) E A3l oF Tt 18 A 282 79~ Ul Threat Defense T] Hlo] 2~ of] 8 8 & Q1

Hao]l 2 35 F7hsloF duth.

[y

e
f

* 5}9] ¢1E]#| o] 3= Secure Firewall P}o] L@jo] X B & A ) A] ko
™ Qg #H| o] 2~ v P 7t & -&-F o}
« A2 o2 QI Ho] 2~ fF o tigh wjg o] 3 &g YT o & 5o, =

24 e H ol ~E iE A AefA o] ol mfg & 5= hF U

EL

AQEE A
Secure Firewall 7}o] 2@ o] E& T8 FAE A4 3] nlo] g o) dE 4= &)
cUEY A HA R 25

o Au 2 RN (22 B el Hsl g A el AA] A 9]

(117

31 Secure Firewall v}o] 1d o] && A~ 9 tiAto &l 74
2 WA E vlo] o] A akA] @A vk FZH ACL 2 NAT 13
TOo.2 uto] 1y o] g Ytk

T

3 A n]
& AA 7]

« ARl 2 WA 2E(FFE A2 ORA] 2 Al

Cisco Secure Firewall 7}-o] 2.7 o] A &2 A}-8-3}¢] Cisco Secure Firewall ASA= Cisco Secure Firewall Threat Defense = v} o] 12| o] A &}
I 7]



| Secure Firewall v}o] 12 0] 4 & A 2t5}7)

[y

Y
R

Firewall Management Centerol| 4] T3 o] A= %] &F© = 2 Secure Firewall
o] zgold &2 FxE H Y W& AT o, 1 H 2 A 7]
& 8l mhol el o] A YTt

« IPv4 2 IPv6 FQDN 7§ 2] 2@ 18

« IPv6 WS A (B o] 2=, B A =, WA, ACL B NAT)

« ImbE= ek g A ACLY Q1E # o] 0] 28 5] = A2~ 3]
« A5 NAT, 55 NAT 2 7§ A NAT(Z A H-)

« 44 =, ECMP % = 4 PBR

« A8, P# o] 2 DDNSE 3283 DHCP 74

SNMP
=] 4 A o]~

Sl # o] 2~ 9] X Z VLAN-2 Firewall Threat Defense©l] vlo] 18| o] A =] 2] k& T},

a19] Q1E] o] 22(8}9] Q1] o] 2 ID= o] 2o A Al 4 VLAN IDS} 51§ 5:2h2 414
=)
=)

TE Q4

Virtual tunnel interface(VTI)

=2 VTI 9 IPv6

B ECFE e

IP SLA XU HH

Secure Firewall 7}o] g o] A E-of| A IP SLA 7 A & At /AS 54 A4 H =29 vf
2, 7§ A & Firewall Management Center = V}o] Z12]| o] A &1t}

IP SLA EUE = RUHHE = F400 theh A4 43S Aosh, 1P 54 g A= 718
e FARUY B4 A2 ICMP ol & 84S dFetal S-S 7t F7]4 o= 7HeA
= Q?J%LHEF. o 27go] ARt 2atEE G AR= T8 Hol B AAH L MY A=
2 WA YT SLA BUE Y 292 5 F SA] Al A AL SLA RUH E tupo] 2 g of A
AABA = o] AE AU S, R E A 5T IP SLA U E JRA= 1Pv4 A 4

AR AN AR FA Hro AFEH UL IPv6 B 2ol = AR F4 & 53 SLA BRUHE AHE
&t7] 919k Aol flsyth

o
ol
o

B

23 [P SLA 2 U E| & H| Firewall Threat Defense = 2 -$-0l ts] x| 45 #] &<
Y

Cisco Secure Firewall 7} o] ZL2] o] A 52 A}-8-3} ] Cisco Secure Firewall ASA= Cisco Secure Firewall Threat Defense = v}-o] —1.2]| o] A 5}
7 I




Secure Firewall 7}-o] 18 o] A & A] 26} 7] |

| IEEEE

« A 2 HA

MA 2w A SA3eH Y EYT NAE £86t= A= AEE G ok v el &
T- AF8lo] 7+~ ). Firewall Threat Defense2] WAl 2~ A S Z3f 2 2 o] o 2g] A

st A 1E AAS &4 skstE Aol 5T

4

[y

* Firewall Management Center %=+ Firewall Threat Defense 6.6 ©] %1 ¥ %
A= AA 25 AAE AR /s U

o NA 215 7 AL H] Firewall Threat Defense = =3¢l tf 3] %] 4 =] #]
orom =z wahg SR,

« HF T1F B 1 79k AR A

SGT(HE.F 155 B 1) 7l A= & 7] 0k A M| 2 Alo] A& T3l & 7Fss fre UM ES A 1
oFS &4 8}y u}. Secure Firewall Plo] L@ o] A E©] SGT 7| Wt 7§ A& &4 8}H Review and
Validate Configuration(-+4 HE 2 %) dlo] A 9] 7+ o upe} | A= &g}

SGT WA 4 & who] e o] ahel Wl 7he) AE] 2 915 whol ¥ 4o] 7.0 o] 41 %] el 5441 A

R H
(e}

—a-.

A ZE 71RE 7 A

Secure Firewall Plo] 2| o] A Eo] A2 712 S FZ35F= A|7F 7]1HE 7 A & 4] 31 Secure
Firewall 7}o] 18 o] A &2 A1ZF 7|0k 7R A & mho] 1 o] dstar 78 Al 2 512 3} wfj =3 §H
t}. Review and Validate Configuration(7-4 A E 2 71 5) dlo] x| o] 7+ F o ute} /| A= A5
Si=3

AZE AR A E A2 A E A FEOR EY D A2 E B g5 oA 2 B2 53,
SR AR EE 808 V| FOR of 2 ST E QUL s o0 S Ad o oh 45 58
ek

(117

o
£l

e 2n2sof| A U FTDE %32 A7) A9 g o] A S %0 & wlo] 1
g o] d & oF ot

« A7} 7149t 7§ A = H] Firewall Threat Defense = =-3-0l] o 3] %] 1 =] 4]
o= njgAsig Yt

* A7} 7]9E 7] 2| = Firewall Management Center 6.6 ©]7 1 o] ] 2]

A,

* AFO] E ZF VPN Bl €

« A}O] E ZF VPN - Secure Firewall v}o] 18| o] A Eo] A oA 453t W +A4S ©X 5t
Secure Firewall #}o] 18] o] A &2 ¢+ 5 3} WS Point-to-Point & 3 2 %] 2 Firewall Management
Center VPNol| n}o] ¢ o] A gt}

Cisco Secure Firewall 7}-o] 2.7 o] A &2 A}-8-3}¢] Cisco Secure Firewall ASA= Cisco Secure Firewall Threat Defense = v} o] 12| o] A &}
I 7]



| Secure Firewall v}o] 12 0] 4 & A 2t5}7)

« ASA®] ¢+ 3t (A A/54]) 718k VPN
« 7 &2 7]¥H(VTI) 7]4¥F ASA VPN
« ASAQ] ©154 7]k VPN vlo] Z1g| o] A

« Firewall Management Center = 2] ASA E L’:E EQIE Hi= Ql5A] mlo] o] e =5 0
= F3sjof st who] 1eo]d A &

OHI
L
e
-z
o
i
O

s 5 4= 7l A, BGP ¥ EIGRP
* Policy-List
* Prefix-List
cARYE 55

* AS(Autonomous System)-7d =

o

7 A2 VPN

«SSL # IKEV2 T2 EF

« AZF R - AAA 8, SO E JAFA W&, SAML, AAA, Z2}0]AE Q1A
» AAA - Radius, =7, LDAP & AD

e A X239, 155 A A, Dynamic Access Policy, LDAP &7 W, 154 W

« F R 2 ACL

* RA VPN AREAF A1 &40 BL VPN 2= @14

cwto] g o] A EE o] dFE theg AP TH

* ASA EZ] 2~ E ¥ 9] E £ Firewall Management Center®l] PKI 7] A & 4=% wlo] 1z o] A
ot
2| .

* 222~ ASAN A AnyConnect ¥ 7] A], Hostscan 3} ¥ (Dap.xml, Data.xml, Hostscan 3| 7] A]),
95 Beb-9-A 371 %] & AnyConnect 2 &2 3} 5 7 A g o}

« ©E AnyConnect ¥ 7] X| & Firewall Management Center®l] ¢ 2 =31 T},

AnyConnect 2~ 2 3} ¢! -S- Firewall Management Center®l] 2 %] ¢ 2 =3} 1} Secure Firewall

nho] 1o o] A Eol A g =T,

* Live Connect ASAO A X 23} 7 A5k 4= 9] == 3} ' ASA] A ssh scopy enable
HHES Sy

10
m
x
ol

* WebVPN
e Tl HoFH A SSL SR EZ A VPNHY L2 EF

)

* SAML(Security Assertion Markup Language)S ¢l WH o2 AH835te 15 A9 4d HY

=
5

Cisco Secure Firewall 7} o] 2] o] A E-& A}-83} ] Cisco Secure Firewall ASA=- Cisco Secure Firewall Threat Defense = v} o] L2 o] A1 &}
7 I



Secure Firewall 7}-o] 18 o] A & A] 26} 7] |

| IEEEE

* SSL(Domain Name System) 7| ¥}t o] Z2] #A| o] A URL¢| ¥ 3% BY 1&

[y

tar obA] A e 7)ol S5 H W SAML A4 B ol EE] 7l ©]d URLO] whe] oL
ol gyt

FiREA R A Y= A4

Secure Firewall B}o] 18] o] d &2 th5- H
e A T Aol e e S 23
Firewall Management Centerol] A ©] 2] 3} 31+
o8 7T T AFHH

r'O
ol\
x
N
tli
=
<
s
Z
o
=
o,
N
&
o,
2k

s 5 74 =2 70 A, EIGRP ¥ BGP.

* Route-Map

SRERE

Secure Firewall Plo] 1d| o] A E-& t}2- HI3lH FLA] o] wlo] 1| o] H & X UskA] & %HD} irewall
Management Centerol| A o] 2] gt -4 & X 3}= A §-vfo] 1@ o] o] &5l & 5 o2 A4S
A 4 dFYHh

o AR&2}F 7] RE A 2 Ao A A 412

<55 T SAHOE T4 ¥ NAT 1

B

#3 Secure Firewall 7}o] 28 o] A £ 2 Firewall Management Center 6.5 of| A A}

AEHE ALY

T

9 ZREZ 7| A2 Ao} A 5t

* SCTPE 74 H NAT 13
« TAE 0.0.0.00 2 FAH NAT 7+32

* SLA 7% © 2 DHCP =+ PPPoES E£3f 92 7] &

oM,
i

*SLA RUH =A=

+ A4 W= IPsec transform-set

Cisco Secure Firewall 7}-o] 2.7 o] A &2 A}-8-3}¢] Cisco Secure Firewall ASA= Cisco Secure Firewall Threat Defense = v} o] 12| o] A &}
I 7]



| Secure Firewall v}o] 12 0] 4 & A 2t5}7)

CEER RN |

* Firewall Management Center= ASA E&| ~E ¥ QI E wlo] 1 o] A
* BGP§ 77 W3H B

* ASA WebVPN-ZTA(Zero Trust o Z 2] Al o] ) A M vlo] g o] Ao A t} 32 A L5 #] 5
=3

* WebVPN &7 37| 714 9.7

« =7, RADIUS ¥ LDAP %15 %

PR

A3 9 A AL

¥ 3} Fof] Secure Firewall n}o] L8| o] A &2 A LA H = B /A L & ol diaf] o vf=3 S A

FY T2 = G Yol AF-8-%=4] o ). Secure F1rewa11 ulo] 1 o] d B2 A8 ] = 71 A
(ACL ¥ NATo| A Zx= A &&= AN mlo] 1dlo] S A& 4 = HA 3} 7|55 ATy
=
Secure Firewall P}o] 18] o] T2 A Q= X &= MA D 2 vh5-3) o] A2},

« A=A ¢F= NA] L NAT 22 vpo] 18 o] A = A gk5 Ut}

« A= A k= ACL 122> 1] &4 315 4 2] © 2 Firewall Management Centerol] v}-o] Z18j| o] A 5
e,

¢ O} 21} ACL-2 A 9 = %] &8 ©. 1 Firewall Management Center = o] “18] o] A & %] k51 T}
222 WFslH of] o}-2-ul-e-= ACLo] Sl+= 7 -9- Pre-Migration Report(v}o] 2#] o] 7 H 314)<]
ignored(F-A1) A Aol B gy,

« A H = BE %3} 9 VPN Firewall Management Center Point-to-Point &3 2 %] 2 w}o] 1|

oLt
A QA ALY AT A 953 W VPN EEZA = vho] 1elo] A E A g v,

* ASA HE] A Y A E oA T 91 8l 2 Threat Defense P}o] Z12] o] A o] 4] ECMP(Equal-Cost
Multipath) 2H-%-% 742 3ll'd VRF(7H 298/ B 290 9) 74 o= vho] g o] d g U

s T ol FE VR TR M E UE Bt HEAE = QlE Aol A dE EAe

o] F7Fs o] o] Fo] Mg YT

=

- ECMP 25 T4 0] VPN 747} 7] 415 &= 49, 1 21951 %) VRE)= vlo] 17
SEE IS

Cisco Secure Firewall 7} o] 2] o] A E-& A}-83} ] Cisco Secure Firewall ASA=- Cisco Secure Firewall Threat Defense = v} o] L2 o] A1 &}
7 I



Secure Firewall 7}-o] 18 o] A & A] 26} 7] |

- JIEEEEERS

T4 A A

22 S wpo]l g ol sk A9 vk 22 Alg Abgle] iUt
« Secure Firewall v}o] 18| o] A -2 o] A] 7] ROt Al ~E & ¥ & Firewall Threat Defense U] B}
o]~ ulo]ago]dE 4 JEF AU,

« A28l Ay o) AL wlo] o] A A eyt

* Secure Firewall 7o) 28| o] A -2 50707} @+ A EH o] 2o &5 += &Y ACL A4 # 2] njo]
adglo] A A FakA] F Ut 5070 ©o]/de] JAE F o] 20 A8 ACL A 2|2 4~5 2.2 nlo]
o] s oF gttt

AdE A -5 299 = Firewall Threat Defense = w}o] Z1d| o] A)-2 ulo] 18 o] A & 4= §l
Ut} o] 2%k ZjA:LfH] 1 AL g5 o & mpo] gl o] d s of gyt

BVI(Bridge Virtual Interface), ©1 5 3} Q1| #| o] 2 = H Y & QIE Fl o] 2~ & AL&-38le] 2f-9-1F &
=2 tnfo] AE ulo]aglo] e 4= gle Ut 18U BVIE A} 2351e] B B2 rjujo] &
5 vho] e o A S gL,

THE Mu| 2 JNA| 1F B X E T1F 2 Firewall Management Centeroll A1 2] ¢ =] 2] ¢k &1 T},

W 3} 317 o) A Secure Firewall Plo] 1#|o]d &2 A 2H T3 /A 1§ &= XE 159 &4
=5 g

Secure Firewall 7}o] Z1d o] A &2 3t g2lol 9l &= A D O L EE E 83 8 A n] 2 7] A)
T 2Es oy gl 23 A2 o WA Z F2F U o] d & A A2 Alo] g o g
Az A gs] 53 2 v] 9] Firewall Management Center 71 2] © 2 H 3k U o},

Jnos Ao B4 B9 e X2 E Z(o]: GRE, IP-in-IP 2 IPv6-in-IP)
o] o] YAtk olel gt A o] o] ot F 5l % o HY Egf 3 g
Defense = Plo] 1d| o] A] 3| 2] o] o] Ao} L3 2o 2 & ]-7<] ?%%14 . Firewall
vt Defonsed) 4 A1 BE] B0 o) e B €19 4 & A A Foieh

m ru1o
uN'
HJ
ol
o
X
&vo
Ir
12
é
[y
2

A A== 453} W2 Point-to-Point £ 3= 2 X & wlo] 17 o] M Yt}

Firewall Management Center®l| & 3+ o] 52| AS 4 = /A 7} A = WA v o5 WA %] <} &7
nto] Lol o] FAH YT

"FE 5= AS 4 & 7| A] 0] & ©] Firewall Management Centerol] 4] BF2] & Sl 5 U T, Al S5 7 8 5}
A Firewall Management Center2] &2 s A3} Al 2.."

OSPF 2 RIP(Routing Information Protocol)l ] EIGRPZ2] A v}l 3= ] 4 = X] HF Ytk

PBRY] 749 ASA T4 = A= o] 1= WA Management Centeroll = 74 2 WS AFE-31A] &
&Yt} Secure Firewall o] 28| o] A & Qe H o] 2o 285 H 2 9 Yo A4S vlo]1
EICIESR k=3

cAFE Az IE A ] B2 e - A HA Ald A Ha Rt npo] ol d gy v
Al S = A AL vpo] Zgfo] A A Barx o] A YT

b

5

il

Cisco Secure Firewall 7}-o] 2.7 o] A &2 A}-8-3}¢] Cisco Secure Firewall ASA= Cisco Secure Firewall Threat Defense = v} o] 12| o] A &}
I 7]



| Secure Firewall v}o] 12 0] 4 & A 2t5}7)

CEER RN |

RAVPN m}o] L2 o] o] o 3 4] 3 413
A7A M2~ VPN vto] g o] A& tf&-3f 48 A3l ALska) &7 A=y )

« SSL A A wlo] 1 o] A2 APT Al $Ho = Q& X 4] A &5t}
« LDAP A¥ 7} ¢+ 5 3} 13 ©] "none(§l+)"<1 Bl = mho] 1efl o] A g Ut}
« 7 A o] 71 )| Firewall Management Center®l] 4] 8% =2 DfltGrpPolicy= vFo] 18| o] A ¥ 2] ¢k %
Ut} Firewall Management Centerol] A 25 2 83t ¥17-& 53§ & 4= Q5L th
* Radius A ¥ ©] 7 - fr& A g F-of 7} DA st AAA A AAL {5 29" o] obd Qe
o]~ & F3l o] FojAoF FUth AAH F o] 2 glo] & AGE ol 7t A5k AAA A B ol A

ASA T-7d o] "7 = H Secure Firewall 1}-o] 18] o] A & % & A% o] & A § 1 TF Management
Centerol] A 1B F| o] 25 A EF 5 {5 A3 F-o| & & o= D s}sfoF Tt

ASA FAE B T4 T2 ES SEeHE Bok AE ol A% A 5 dgh A

Management Center®ll A & U sHAl A ¥ 2| = 5 U TH ASA 73 ol A 1B 9| o] =7} Bh] =™
Secure Secure Firewall P}o] 12 o] A Bl A FA|HH =4 £ QB H o] X glo] mlo] g o] A
Huyoh

ASA TA o= HYE 25 ol ol dhep-serverol] thgt 719 = link-selection/subnet-selectionE- 7}

A 4= 9 F Y} 314 7F Management Centerol| A & L 31 A] A 45 2] = g5 Ut o83k 7] 9 =

= A}ﬁ 3} dhep A1 ¥ 7F ASAC Al B2 5] ™ Secure Firewall P}o] Z1g] o] A E-of| A o] & F-A] 5}
31 dhep-serverZ} 719 = §lo] SFA Y T

ASA AL EY IF ol S AW 1F, BEJAS AW 15, A A A 158 5F
st st e o] ~ & 7F 4= 2l 55 Y T} 34 *F Management Centerol] A -5 Q 5} Al A 9 ¥ ] =

25U Th ASA T ol A Q1E] 7)) o] 227} §FR] = ¥ Secure Secure Firewall P}o] 18| o] A Eof 4] -
AlE ] e Qe H| o] 2~ glo] FA Y TH

ASA 72 2l ¥ ACLS Radius A H ol vl =g 3}4] 254 T}, wehA] Secure Firewall vFo] 1
glo]d ol A A 5= o= R o] flsuth A& ACLo] ASAA AHE-¥] <= 7%, Bl 9 A]
™ Management Center®l| 4] 4~ S 2 F=7}5}aL vfj g & oF 1},

*» ASA°l A<= vpn-addr-assign =7 A A& X o) t3f 0~720 W99 S ALY} 18 Ur
Management Centeri= 0~4802] 7S X4 th ASA Aol A 4802t} & ko] ¥ = 74 5,
Management Center®ll A | 1 == F o ¢k <1 48002 A4 T}

o

A4 Z 2ol vt IPv4 & 2 DHCP AF-8-SecondaryUsernameforSession A 4 -4 -2 API - A|
2 Qs A h= A EFH T

 $-3] M A2 A o] sysopt permit-vpn 34 RA VPN A H o A] A5l 5] %] g5t 28y F
gk 7 -§- Management Centerol| 4] &/d 3}-3F 4= Q)5 Ut}

3 2 9} o] Secure Firewall P}-] Z1¢] ©] A & ]| 4] Management Center= 4 2 =% 7 -9-ol| 7k
AnyConnect E2}o|AE B 9 Z 2919 718 5 G Aol npef Qo] Ed 4= JlF Y

C

* Management Centerol| 4] 25 Q154 & ulj=g & of 3t}

* IKEv2 "] 7| ¥l 5=+= 7] 34 © 2 wlo] 18| o] A ¥ #] 951 Th Management CenterS 5 3f 5713
oF gt}

Cisco Secure Firewall 7} o] 2] o] A E-& A}-83} ] Cisco Secure Firewall ASA=- Cisco Secure Firewall Threat Defense = v} o] L2 o] A1 &}
7 I



Secure Firewall 7}-o] 18 o] A & A] 26} 7] |
| JREER LR

ASA v}o] Z1g o] A %] A

ACL 21 4 9] wlo] 19| o] -2 Firewall Threat Defense®] 5% A& w5 U th of 2] of O gk =1
A A2 ASA v Zn o] Ad o whel & 5hE At Bl A sk Y v deny (71 ) Aol Sl A
] 749~ Secure Firewall PFo] 18] o] /d &2 A2 A2 Al 7155 A Ut 2H4d o] permit(3]-8)<!

78 -%- Secure Firewall vlo] Leflo]d &2 A4 8 A 7155 T4}tk

WA wheo] e o] A A 3

2} Firewall Threat Defensei= 7] A of] T3k 74 x| o] A= 5t o & S50 o A+= 3 /A2 9]

o] 2] gk 2}o] & 4=8-3} 7] 93l Secure Firewall Plo] 1djo] A B2 B E /A& £35S U &

Shubs whol 1el o] M2 A 2] Fict,

o 7} Al ALk o] B3 A 0] 905 - Secure Firewall nlo] 1] o] 4 & W7 glo] /A& vt
ol 1ol A gt

« 7§ A 2] o] &9l Firewall Management Centerol| 4] %] 1 3}4] &= X
25 - Secure Firewall 7lo] 1 o] A &2 77 o] 59 54 wA o5& " "w A= HH
Management Center 7| 2| W™ 7|&=S S5

« 7] A ol Firewall Management Center2] 7] 7] A 2} 5L 3§+ o] &3} -4 o] L - Secure Firewall

nlo] 18 o] A &< Secure Firewall Threat Defense 773 ©l| 3l & Secure Firewall Management Center
MNAE AAL-E-sEaL A S vfe] 18 o] dekA] 5yt

o o] 7] E A £} o] o] A vE -4 o] T Secure Firewall Management Center 71l %] 7} 3] - Secure
Firewall v}o] L& o] d Eoll A /A FE0] Bal s ufo] 1z o] A& 2138l 7lA] o] 5ol a3
AUALE F718l] 55 AT = A =5 ).

o o 2] WA 7} ) A FEA 7T G2 AT o] & o] 8- - Secure Firewall PFo] 7] o] A £ 9] Secure Firewall
Threat Defense 7} A ™ 7] 520l 9t o] &L vl T},

| &

<2 Secure Firewall }o] 18 o] 52 B& /A 2 7l A| 2579 o] 53 74 S A5 B4 18y
A A2 VPN 774 ] XML Z 2342 o] F 3k ARg-afo] A1t

[y

ZFaL Secure Firewall vlo] 12 o] A 52 th 4} Firewall Management Center”} 7.1 ©] 491 7 9- 54 U E <
A w2t =7t mpa =) TR A mRo] 1Y o] A & Al A T

ASA example:
object network wildcard2
subnet 2.0.0.2 255.0.0.255

ASA WebVPNol 4| ZTA= 2] wfo] ZLef o] Aol v &k 2] 3 Bl 4| §F AL}
ASA WebVPNell A ZTAR 9] mfo] 1l o]/ d & Al :=317] Aol v AFRES AFAI 3] elo] WA Al 2.

Cisco Secure Firewall 7} o] —L7] o] A 52 A}-8-3}¢] Cisco Secure Firewall ASAZ- Cisco Secure Firewall Threat Defense = v} o] L] o] A4 3}
I 7]



| Secure Firewall v}o] 12 0] 4 & A 2t5}7)

CEER RN |

* Management Center 3 Threat Defense T 1] 22i= W 7.4 o] Aol A A &) F-o]ofof gt}
* t]/ Threat Defense T] B}-0] 2= Snort32 ¥ A4 sl 7 0.2 AL Fo]ofof gh T},

¢ ASA EY2E ¥RQJIE JIFA(IdP 2 A Q15)= wlo] 18 o] A ol t] /g Management Center©]]
TEOo R R =gof gt

s mlo] 1| o] A Aol o Za] Al o] SSL 154 2} 791 7] &t Management Center®l] ] = =3
of gttt

« 27 RADIUS ¥ LDAP 15 W2 X 4= A k5t
* Threat Defense T] B} o] 220l = &} 9] ZTA A Ak &8 4= 9l &Gt}

Firewall Threat Defense U] v}-o] 2~ #+&1 2| %] 9 | &+ A}3}

ASA T-%4 S Firewall Threat Defense & 7lo] L& o] A&t e] = 2% th& A A L A3k A}8FS- 31 514
Al Q

—a-.

« A2 CQlEH o]~ 5 7|E t]ulo] 28 G-A] o] Firewall Threat Defense®l] 1+ 7% FA] nfo] 1
o] Zol Secure Firewall P}o] 1 o] A E-o] t]ufo]| 25 2}5 0 & A2 3Fal ASA FAJoA 4

ol T
& tjupo] (A} Firewall Threat Defense) 71 9] 12| o] A d] o] E] 9] %] &=
A A sk A mho] L o] A Aol Huteo] 25 5 0= Ak Al
o] FHFUth
nlo] 19 o] Zof Secure Firewall #}-o] 18| 0]/\:1 Eo] olg Ho] 2 A2y o] AL A A I

ot A e A o] 2 gk I E H o] ~F AM-E-5F+= 7 -5~ Secure Firewall 7lo] Lef|o] A Eo] 3F 1 H
Hlo|~& AHA T 4 glon =z vlo] gy o] o] Aujst)

« Secure Firewall 7lo] 1| o] A &-& ASA T4 ol w}2} Firewall Threat Defense T] B} 0] 2~ €] Y] o] E]
B AAE 2o A 519] I FH o] 25 AT = A5 vho] 1d| o] S Al 2Fet7] Aol t)
Firewall Threat Defense T] v} o] Z~ol] A <1 E1 Jﬂ ol~d X E Y AHH O AE 5o AAIY

T}, o] 2 E0] ASA 73] g o] Ao o1 & 7] ]*”‘ EE Ado] e - mho] 1ol
7ol )4} Firewall Threat Defense T H}O] 2o A g AEHo| AL XLE AfE-S A oF gy
o,

« X E g 570

- 78] A4 <1E 0] 2= 27)

Cisco Secure Firewall 7} o] 2] o] A E-& A}-83} ] Cisco Secure Firewall ASA=- Cisco Secure Firewall Threat Defense = v} o] L2 o] A1 &}
7 I



Secure Firewall 7}o] 18 o] A & A 2}+5}7] |
| EREERREREESE T

B

3L Firewall Threat Defense T] v} o] 2= 9] A H o] Q1 ~E1 =91 7 9- 519 Q1 E ¥
o] 2~ Secure Firewall vlo] 18| o] A &2 A A & %] ¢k o Q1 E]H| o] 2 w]
Bk yrh
* Secure Firewall 7Fo] L8] o] & ASA T-A S 7|WF 2 2 3} Firewall Threat Defense T B} o] 2~

o] vjolE|H A 2=E 20 A 319 JIE F o] 2~ D B x| 15 7 QI H o] ~(F BE)E A
gt 4= 5y} mpo] L o] S A #3L7] Aol A Firewall Threat Defense T] B}o] 2o 4] Q1€
Hlol2 D L E A QIHH o] 25 5o 2 AAFYTE d & 50 ASA 73] 1go] A th&
ClEjHjo] A~ W X E o] adE 4§ nlo] 17| o] o A Firewall Threat Defense T} H}©]
Zo| A FE e Ho] 2~ D ¥ E A d & A oF Tyt

« 224 QI H o] 2 57)

X E A9 57)

« ¥l A E o] 2 270

(117

Y
=l

Firewall Threat Defense T] v}o] 2~ 2] AE| o] 21 ~H 22 749 319 21 4
0] 2~ Secure Firewall P}o] 18| o] A &2 AA H %] o Qg H o] ~ wjf
kg Y

nho]Zrg o] ol Al = = %

t}S- ASA 2 Firewall Threat Defense 2 3 3% = Secure Firewall 7}o] 28] o] A &3 A}-8-3) wlo] 18| 9]
Ao A1 A= Yt} X9 = = Firewall Threat Defense = 21 %ol tf 3k &} 4| gk W82 Cisco Secure Firewall
T3 7ol = A a4 Al

2

3L Secure Firewall v}o] 18| o] &2 5 3 ASA t]Hlo] =& = § 3 Firewall Threat Defense U] HFo] 2~
= mpo] 1gf o] 3= ARt A A gt

A AE) = A~ ASA Z 2 E

Secure Firewall Plo] 18] o] d &5 AFE-3le] th2-3 22 & = HE] A8 2 E ASA Z 2 Fo A
¥ ageoldE vtol g o] e 4= F Yt

* ASA5510
* ASA 5520

* ASA 5540

Cisco Secure Firewall 7}-o] 2.7 o] A &2 A}-8-3}¢] Cisco Secure Firewall ASA= Cisco Secure Firewall Threat Defense = v} o] 12| o] A &}
I 7]


https://www.cisco.com/c/en/us/td/docs/security/firepower/compatibility/firepower-compatibility.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/compatibility/firepower-compatibility.html

| Secure Firewall v}o] 12 0] 4 & A 2t5}7)
EREERREREEEETEN |

* ASA 5550

* ASA 5580

* ASA 5506

* ASA 5506W-X
* ASA 5506H-X
* ASA 5508-X

* ASA 5512-X

* ASA 5515-X

* ASA 5516-X

* ASA 5525-X

* ASA 5545-X

* ASA 5555-X

» ASA7} E 3% ASA 5585-X -8 (Secure Firewall 7}o] 18] o] A £-& ASA FirePOWER &5 of A
T35 vho]l 1 o] kA &)

* Firepower 1000 Series
* Firepower 2100 Series
* Secure Firewall 3100 Series
* Firepower 4100 Series
* Secure Firewall 4200 Series
* Firepower 9300 Series

* SM-24

* SM-36

* SM-40

* SM-44

* SM-48

* SM-56

» VMware ESXi, VMware vSphere Web Client &=+ vSphere = 53 Z2}o| A EE AL-&-3lo 154
VMware 7| 9F ASA 7}

Cisco Secure Firewall 7} o] ZL2] o] A 52 A}-8-3} ] Cisco Secure Firewall ASA= Cisco Secure Firewall Threat Defense = v}-o] —1.2]| o] A 5}
7 I




Secure Firewall 7}o] 18 o] A & A 2}+5}7] |
| IEREEEEEEEEEE T

A| Y ¥ = YA} Firewall Threat Defense = 3 &

Secure Firewall P}o] 18] o] &5 A}-8-3}of 4222 ASA -4 S Firewall Threat Defense = 2 32| Uhs
I ZE 5HY B Aoy Iy AR mlo] 1y o] dE = JlFUTH

* ASA 5506

* ASA 5506W-X
* ASA 5506H-X
* ASA 5508-X

* ASA 5512-X

* ASA 5515-X

* ASA 5516-X

* ASA 5525-X

* ASA 5545-X

* ASA 5555-X

* Firepower 1000 Series

* Firepower 2100 Series

* Secure Firewall 220 Series

* Secure Firewall 3100 Series

* Secure Firewall 3200 Series

* Firepower 4100 Series

* Secure Firewall 4200 Series

* Secure Firewall 6100 Series

U
* SM-24

ftlo

32 &3} Firepower 9300 Series:

- SM-36
« SM-40
* SM-44
* SM-48

* SM-56

Cisco Secure Firewall 7} o] —L7] o] A 52 A}-8-3}¢] Cisco Secure Firewall ASAZ- Cisco Secure Firewall Threat Defense = v} o] L] o] A4 3}
I 7]



| Secure Firewall v}o] 12 0] 4 & A 2t5}7)

vlo] g o] Aol 2] %= 4 Management Center .

» VMware ESXi, VMware vSphere Web Client &=+ vSphere 5 38 Z2}o] A E S AL-&35}o] 5%
VMware 7] HF Threat Defense

* Microsoft Azure Cloud == AWS Z2}--= 7|4} Threat Defense Virtual

[y

Far » Azure®] Firewall Threat Defense VirtualAFd 871 2 AL2 2| o] 4 o
tf) 3+ 2} A 3k U] -8 -2 Cisco Secure Firewall Threat Defense Virtual A] 23}
7] 2 AzureE IS A L.

Ju!

« AWS £ 2}-$ =9 Firewall Threat Defense Virtual AFd 8.7 AF&F 2 A}
A 2" o] Aol 3t Z}A| 3 -] Threat Defense Virtual AFd 274 &
ZFaLsH A Al 2.

o] 23k Z} 37 of| A} Q@ A of whEt ARA 2 ¥ 0] A 3 Secure Firewall v}¢] 28] ©] A £-f] &= Microsoft
Azure T AWS = 899l 4] Firewall Management Centerol] 172 3}31 229 2] Firewall
Management Center= 7-/3 & vlo] 1go] A 357] QI M EQ A A4 o] a3t}

[y

o
k]

Secure Firewall vFo] Lg o] A & AL-&3}o] nlo] 10| S A& o7
33l ™ A Firewall Management Center %=+ Threat Defense Virtual=
AbA 2~E| o] A Bt AP 8718 ZE 3] oF 3T

P,

2
=

Secure Firewall v}o] 12| o] & AHE-8tH W A A& FE8H7 0
(ASA Live Connect) 55 2.2 Q2 =3 1A & Z8H-9%-= 2] Firewall
Management Centerell mlo] 1# o] A3}7] 9 &l SebF-Eoll A S A 5=

L& tjufo] 2 EH?—{} Y EL A AZo] dQaghc} upebA Secure Firewall
U}O]:ﬁﬂ ol ES AFESHY] Mol Abd S 02 IPUES A A4S A
2= o] A 3l oF gt}

n}o] 18| o] A of] 2] ¥ = 4} Management Center

Secure Firewall 7}o] 18] ©] 4 &2 Management Center % = 2}-9-= A& Firewall Management Center
o A ¥+2] 3}+= Threat Defense U Bl o] 2~ 2 9] o] Z1gf o] A & A A gyt

Management Center

Management Center+= A}A| AJ ¥ =g o] of| A] A 8) &) A1} sfo] s nfo] A o A 7} Tufo] 22 A8
He= g ) 71 v tuto] 2 Ayl 22 g m] 2 B 7Y Management Center& 57 7}
o] 1 o] & 913t t)d Management Center= AF8-& 5= )5 T},

Cisco Secure Firewall 7} o] ZL2] o] A 52 A}-8-3} ] Cisco Secure Firewall ASA= Cisco Secure Firewall Threat Defense = v}-o] —1.2]| o] A 5}
7 I


https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/azure/ftdv-azure-gsg/ftdv-azure-intro.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/azure/ftdv-azure-gsg/ftdv-azure-intro.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/aws/ftdv-aws-gsg/ftdv-aws-intro.html#con_7759445

Secure Firewall v} 18 0] & A] %5} 7] |
. nlo] 1 o] Aol %] 5] = tl/d Management Center

Management Center+= Vo] 28| o] Aol o gt th-& A % & =3l oF &},
s mfo] 1 o] Aol X YPE = AZEY o] B4, 45 dl o] x| o] A 2 nfo] 1go] o X YH =
Management Center 2~ E o] ¥ A,
e TFS-o] A ) 2 ASA QE | o] 2o A ulo] o] Al = B E 7|52 ¥ 33 Firewall
Threat Defense-& =P} E glo] A 25 A 31 A X&) of gt}
* Cisco.com® )<= Cisco =P} E 0] 7}-2-E 9] Getting Started(A] 2}3}7]) 414

« Cisco Smart Software Manager®]] Firewall Management CenterS ‘55 3 U T}

* Firewall A] =8l 2}o] A7
* Firewall Management Center®l] 5] REST APIE &4 )& oF & T},

Firewall Management Center 9] <1E] 5] o] 2~ ol 4] System(A] 2~ &!) > Configuration(—-J) > Rest
API Preferences(Rest API 37 A1 %) > Enable Rest API(Rest AP1 €4 3}) 2 ©]-&3}¢] Enable
Rest API(Rest AP 24 s}) gl ehS d el g,

o
o

REST APIE &4 3}3} 2] ™1 Firewall Management Centerol| 4] ¥+2] 2} A}-8&-=}
& o] lofof gFth. Management Center AF-&-2F & Stell o & =} & W)
€& User Roles(AF&-2F 4 3hH & FHx3sH4 A L.

Z2}9-= A ¥ Firewall Management Center

Z2}-9-= A ¥ Firewall Management Center= Threat Defense U] B} 0] 2~ & 9] 3F 32| & 3% o] | Security
Cloud Control(©] % ¢l = Cisco Defense Orchestrator)E &3l Al 3~ Yt} Z2}5-= A Firewall
Management Center+= Management Center9} & U $F o 2] 7]5 S Al &3t}

Security Cloud Controlol| 4] & 2}-9-= #)| & Firewall Management Center®l] 2} 4] 2~3F 5= 9] 35U T}, Security
Cloud Controli= ®.9F tjulo] 2~ A E(SDC)E &3l &&}-$-= Al Firewall Management Center®l] <1
Ay} S2-9-= AF Firewall Management Center®l] tf] gk 2} A ¢+ ] 82 S 2}-9-= A& Firewall
Management Center A}-8-3}¢] Cisco Secure Firewall Threat Defense U HFo] 2= #2] & 3313} 4] A Q.

Secure Firewall v}o] 18 o] d &2 Z2}9-= A& Firewall Management CenterE Vo] 18] o] A t 4
Management Center= A ¥ Ut} vlo] 18 o] A 4} Management Center 2 =29 A 3 Firewall
Management CenterE 4 B} 3} 2] ™ Security Cloud Control A 92 3 7}38} L Security Cloud Control 3 &
oA API EZE& A sf oF

Security Cloud Control #] <

Security Cloud Control= 371 2] A &2 T2 X G| A A& 4= 9lom, X9 URL &g oz A¥
o s

Cisco Secure Firewall 7} o] —L7] o] A 52 A}-8-3}¢] Cisco Secure Firewall ASAZ- Cisco Secure Firewall Threat Defense = v} o] L] o] A4 3}
I 7]


https://www.cisco.com/c/en/us/products/software/smart-accounts.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/623/configuration/guide/fpmc-config-guide-v623/licensing_the_firepower_system.html#task_E14666F0D32E45FE820B52C9D3103B6F
https://www.cisco.com/c/en/us/td/docs/security/firepower/623/configuration/guide/fpmc-config-guide-v623/licensing_the_firepower_system.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/admin/730/management-center-admin-73/system-users.html#id_63961
https://www.cisco.com/c/en/us/td/docs/security/cdo/cloud-delivered-firewall-management-center-in-cdo/managing-firewall-threat-defense-services-with-cisco-defense-orchestrator.html
https://www.cisco.com/c/en/us/td/docs/security/cdo/cloud-delivered-firewall-management-center-in-cdo/managing-firewall-threat-defense-services-with-cisco-defense-orchestrator.html

| Secure Firewall v}o] 12 o] A & A %}3}7]
EDEEBEEEEESFEIRISINEN |

¥ 1: Security Cloud Control <)% 2 URL

2] Security Cloud Control URL

-4 https://eu.manage.security.cisco.com/

v = https://us.manage.security.cisco.com/

APJC https://apj. manage.security.cisco.com/
e https://au.manage.security.cisco.com/

SR https://in.manage.security.cisco.com/

mpo] o] Ao AP H = AZE o HH

2] 9 =] = Secure Firewall v}o] 18 o] A & ¥ A

software.cisco.com®l| Al Al ¥ H - Cisco 1A Yo & W 2| Ao A &2 402 2| YPdh= WY
Yt} software.cisco.coml]| A ] 21 B] A 2] Secure Firewall v} o] L& o] E& T2 E3= Aol 5
U,

A Q=)= ASA H] A

Secure Firewall 7}o] 1| o] A 5 ASA E o] M7l 8.4 o] 4& A s tynlo] 20| A mfo] 11

gloldE AL g

A2~ ASA 713 Z18| o] A of] 2] ¥ ¥ = Firewall Management Center ¥ 72

Firewall

ASA®] 79- Secure Firewall v}o] 18| o] A 52 6.2.3 T+ 6.2.3 o] WA S A dst=
oldS ALYt

Al
=
Management Center®l| 4] #+2] %] = Firewall Threat Defense T] v} 0] 22 2 2] njo] 1

[P,

)
Kl

- 7]°5 2 Firewall Management Center 3 Firewall Threat Defense2] Z| 21 B 2 o] A 7k 2] 91 5 U o}

(117

ulo] 1ol A AJ7HS & A 85} 7] $13) Firewall Management Center S software.cisco.com/downloads©ll
A AFete AT 2 HHd o R Jadg o=t Aol 5

Y
=

Cisco Secure Firewall 7} o] ZL2] o] A 52 A}-8-3} ] Cisco Secure Firewall ASA= Cisco Secure Firewall Threat Defense = v}-o] —1.2]| o] A 5}
7 I


https://eu.manage.security.cisco.com/
https://us.manage.security.cisco.com/
https://apj.manage.security.cisco.com/
https://au.manage.security.cisco.com/
https://in.manage.security.cisco.com/
http://software.cisco.com
https://software.cisco.com/download/home/286259687/type/286271056/release

Secure Firewall 7}-o] 18 o] A & A] 26} 7] |

8=
r 1
e
ol
>

#] 91 =] = Firewall Threat Defense # 7

Secure Firewall 7} o] 2@ o] A E-oll A == Firewall Threat Defense 6.5 ©]4 8] A& A 83} += t]njo] ~ =2
o] mo] 1y o) dS AAZY L

o] S AA D T8 37 & AFekS L83 Cisco Firewall 22 E 9Jjo] 2 st=9jo] 53H4] o] T
3+ 2} A 8 W8-S Cisco Firewall 33H4] 7}o] =& 21814 Al

Y A9 1]
T A A
o] Al A o] = ASA-Firewall Threat Defense 7}o] L& o] A && F-A 7} Q. ok o] gl ).

* Cisco Secure Firewall ASA-Threat Defense 7] 5 W<8 - A+ AF& %= ASA 7] 53 o]o] 4-&35t=
A8 W] V5SS a3t 2 ASA 7152 A, B 918 Wl Vs> Ul 427l

Secure Firewall Management Center ' & 2}-9-= 4|3 Firewall Management Centerol| 4] <-4J &
2ol B2 o o)
M- 1T =2 = H .

ASA°l A Firepower Threat Defense = <1 Z 4] mlo] Z1d o] A - Cisco ASA°I A] Secure Firewall Threat
Defense U] H}o] 2~ 2 ID %! CA(Certificate Authority) 9154 & vlo] 1g o] dsl= A2FE A3t

e
« 21Z 4 9} 3/ IKEV] S /‘]—9-3}04 ASAE Firepower Threat Defense Site-to-Site VPN 2. & w}o] Z1¢]|
ol - Q15 A (rsa-sig) S S5 WH o2 AF8-3}o] 7] <& Cisco ASA 2 H-F| Firewall Management

Centerol| A ¥2] & &= Flrewall Threat Defense 2 A}o] E t]] A}o] E IKEvl VPN B 48 mlo] 19| o]
Aste AAE A gy

A A 9} A IKEv2 & AH8-3Fo] ASAE Firepower Threat Defense Site-to-Site VPN S = mjo] Z1.2]]
14- Q1A (1sa-sig) & 215 WH O 2 AFE-3Fo] 7] & ASAZ F-E] Firewall Management Center©]|
1 2] 3} = Firewall Threat Defense = A}©] E o] A}o] E IKEv2 VPN Bl €S- vlo| 18| o] M sl =

AatE A
ASAE FTD9 Flrepower Threat Defense & 2t5.3} 7 7|4k Alo] E tf) Aol E B Y & nlo] 17
oJ M - AFA Ff 719 JISA & Q1S W o 2 AFE-3Fe] 7] ASACN A Firewall Threat
Defense(Firewall Management CenterS -3l ¥2))& & 423} ¥ 7|1k A}o] E tf A}o] E VPN
B} 9(IKEv] 5= IKEvI A& vho] el o] sk A a5 A

o

AFA FF 7] 532 A IKEvlS /‘}3’5‘}0% ASAE Firepower Threat Defense Site-to-Site VPN S
=2 who] Z1¢| o] A - PSK(Pre-Shared Key) & ¢15 H o2 AL-8-3}o] 7] ASA S 2 H-E] Firewall
Management Center©l| 4] #2] 3}+= Firewall Threat Defense = A}o] E tf] A}o] E IKEvl VPN B €S
vhol “Lello] Mot RS A8 Fi.

AFA T 7] 2153 8 IKEN S *]—4‘3—3}04 ASAE Firepower Threat Defense Site-to-Site VPN 2.
2 wpo] 17 o] A - PSK(Pre-Shared Key)E 15 WH o 2 AL-8-3}¢] 7]&E ASA S 2 H-F Firewall
Management Centerol| ] 2] 8}+= Firewall Threat Defense = A}©] E t] AFo] E IKEv2 VPN B €&
wto] 1lo| et AAE AE P

ASAE Firepower Threat Defense & 235 A7 0. & wlo] 1#] o] - A
o] A& Firewall Threat Defense T]H}o] A~ 2 ulo] 1¢| o] A3}l A ]% A g,

Cisco Secure Firewall 7}-o] 2.7 o] A &2 A}-8-3}¢] Cisco Secure Firewall ASA= Cisco Secure Firewall Threat Defense = v} o] 12| o] A &}
I 7]


https://www.cisco.com/c/en/us/td/docs/security/firepower/compatibility/firepower-compatibility.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/migration/asa-to-threat-defense-feature-mapping/asa-to-threat-defense-feature-mapping.html
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/migration-tool/migration-guide/ASA_to_FTD_Migration_Certificates.pdf
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/migration-tool/migration-guide/ASA_to_FTD_Migration_s2s_ikev1_cert.pdf
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/migration-tool/migration-guide/ASA_to_FTD_Migration_s2s_ikev1_cert.pdf
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/migration-tool/migration-guide/ASA_to_FTD_Migration_s2s_ikev2_cert.pdf
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/migration-tool/migration-guide/ASA_to_FTD_Migration_s2s_ikev2_cert.pdf
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/migration-tool/migration-guide/s2s_dyn-map_psk.pdf
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/migration-tool/migration-guide/s2s_dyn-map_psk.pdf
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/migration-tool/migration-guide/s2s_ikev1_psk.pdf
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/migration-tool/migration-guide/s2s_ikev1_psk.pdf
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/migration-tool/migration-guide/s2s_ikev2_psk.pdf
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/migration-tool/migration-guide/s2s_ikev2_psk.pdf
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/migration-tool/migration-guide/ASA_To_FTD_Platform_Settings.pdf

| Secure Firewall v}o] 12 0] 4 & A 2t5}7)

« Cisco ASA FirePOWER .5 W2 2] 2} 7} o] =—ASA FirePOWER 2.5 ©| ASA| A 538} b
215 A3y

Cisco Secure Firewall 7} o] 2] o] A E-& A}-83} ] Cisco Secure Firewall ASA=- Cisco Secure Firewall Threat Defense = v} o] L2 o] A1 &}

7]
|



https://www.cisco.com/c/en/us/td/docs/security/asa/quick_start/sfr/firepower-qsg.html

Secure Firewall 7}-o] 18 o] A & A] 26} 7] |

T A A

Cisco Secure Firewall 7} o] —L7] o] A 52 A}-8-3}¢] Cisco Secure Firewall ASAZ- Cisco Secure Firewall Threat Defense = v} o] L] o] A4 3}

7] I




A

o

ASAE ThreatDefense = 7o) 1d o] A 3=
=5

c = e d A 49 7 o] A

e mfo]l 1g o] A AR 2.7, 51 F o] %]
e npo] e o] A A 8y, 55 # o] A

» Secure Firewall v}o] 18] o] A & A A, 100 ¥ o] #]
AL nlo] 17| o] A: ASA & Threat Defense 2100.2.5 | 101 3] ] X

Az

SAEE Secure Firewall v}o] 17| o] A &S A}-835}9] ASAE Threat Defense 2 7}o] 18] o] A &}

AEESE B FU

r
e

1) Download the (6) Launch the (16) Review the
Secure Firewall Secure post-migration
Local Machine migration tool Firewall —> feport
from Cisco.com migration tool
2 ) (Optional) 3 ) (Optional) 4 ) (Optional)
Obtain the Export PKI Export AnyCon-
ASA CLI ASAconfig —” certificates —* nect packages
file from ASA and profiles
cLl from ASA CLI
(8) (Optional) (17)Deploy the migrat-
Impart the PKI ed configuration
Management certificates and from management
Center AnyConnect center to threat
packages to the ey
management
center
v ~ < A~ P p
7)) (Optional) 8 )(Optional) (9)specify the (11) Review the (12) Map ASA (13) Map ASA (14) optimize, 15) Push the migrated
Gy ~ Upload the “ Connect to ~ pre-migrati i config with review, and configuration to
Firewall ASA config —» live ASAfrom __,  parameters and report _, with threat , security zones  validatethe _~ Management center
Migration Tool file the migration select features defense and interface configuration and download the
tool for migration interfaces groups post-migration
l report
10) (optional)
Generate
cDo API token
from CDO

Cisco Secure Firewall 7} o] 2] o] A E-& A}-83} ] Cisco Secure Firewall ASA=- Cisco Secure Firewall Threat Defense = v} o] L2 o] A1 &}
7




ASAZ Threat Defense 2 vlo] 1eo]d 1225 |

2
(1t
nt
2
(1t
i)
N
2

A5 4 A
) |22 A Cisco.com©l| 4] Secure Firewall }o] 18] o] A 2] A W A& v} =2
— =3ty t}, ZA) 8F e A= Cisco.com®l A Secure Firewall 7Fo] —Ld]] o] A

= Uerss Fastr e

) |ASACL (¥ X}k ASA T4 51 71A 2.7]: ASA CLISI A ASA 74 9+l &
7HA Q. ASA 78 9 THA 27 E 71;%_0}/“ A] Q.. Secure Firewall
mho] 1ol ol A ASAS AAstH = 49 39 = Avgyrt

3) |ASACLI (8 AFa}) ASA CLIONA] PKI 154 WEW7]: o] A= Alo] E of
Alo] E VPN, RA VPN BE+= WebVPN -4 2 ASA] 4] Threat Defense &
nlo] 1ol A ste] = 7 ol 7k 8.3t} ASA CLIO|A] PKI Q154
£ Y B U 8 ¥ Firewall Management Centerol] 4] PKI 154 U] H. U] 7]
9 Firewall Management Center= 7}4 2 7], 1A & 3134 Al & *]’
©]E 7F VPN, RA VPN L= WebVPNS who] g o] A e A& o] gl
A9 1A E A gy

4) |ASACLI (8 A}8}) ASA CLI®I 4] AnyConnect 7 7] %] ¢} 3 & 5}] U] KLuj] 7] o]
%741 = RA VPN 7]'5& ASA°] A Threat Defense = 7o) Z1#] o] A 3} &
74 -l vk 8 3y ‘jr ASA CLI®| 4] AnyConnect ¥ 7] #] 9 3 2 3}
%]"% WH 2 AnyConnect 3 7] 2] 9 23}l HA 1WA & ol

B A1 Q. AFo] E 7F VPN @ RA VPNS who] 1go] A E A & o] ¢l
A 79 A2 AYHYTh

[‘F

é 5 Management Center | (4 8] A}g}) PKI Q154 2 AnyConnect 3| 7] #| & Management Center &
7F4 9.7]: PKI 91541 & Management Center= 7}4 2.2 Firewall
Management Centerol] 4] PKI 9154 U] 2 1] 7] 2 Firewall Management
Center= 7} 2.7], 2%+ Al 2 AnyConnect 3 7] 2] & > 2 5}Q] 2 2tk
AZ A S

6\ 27 7A5FH 27 737 E] ol A Secure Firewall 7lo] 18 o] A &5 A 8 3H1 th(Secure
Firewall v}o] 18 o] d & A 3 =),

2 |Secure Firewall vko] | (A1 8] AF&}) ASA CLICI M 7hA 2 ASA 774 ot & Q] 2 =9k th ASA
T ageld B T B dRE=E Farst Al Q. ko] B ASA A st = 798
AZ AU

( é\ Secure Firewall 7} ©] | Secure Firewall v}o] L&l o] A E-ol| 4] 2}o] B ASA0) 2 AZAE 4= 9
— | oA & ZUt} 2}A 8 &2 Secure Firewall 7o) 1] o] A E-of] A4 ASAoﬂ A

d& Fasti L.

(9" |SecureFirewall v}o] | o] ©hA| ol A mho] Z1efo]/d of thA vi7f =5 A4 & 5= sy Tk &

| agelA B A 3+ @A = Secure Firewall vFo] 2@ o] A E-of o gk o vl 7] M 4= 4]
& st Al e

Cisco Secure Firewall 7}-o] 2.7 o] A &2 A}-8-3}¢] Cisco Secure Firewall ASA= Cisco Secure Firewall Threat Defense = v} o] 12| o] A &}
I 7]



| ASAZ Threat Defense vl-o] “12]o] 41 ] % 25-

EREERRREEEN |

rlet

7

I
97 3

A

€ O .| Security Cloud
- Control

(A B AL o] A= A B ALgkol | Z-24-9-= A Firewall Management
CenterE U]’ Management Center = A1 B gk 74 -0l wk & @ Shu v} z}A]
3+ T A & Secure Firewall #to] 718 o] A E-of] th 3k thAF v 7R = 2| A
1A S FZ3AHA L

(1 ‘I\\I Secure Firewall 7}-©]
\'_J o)A E

vhel1eol A WA & T 2 E G A R o] B 3e] RuA S HE
Uk zZpA S @Al = vlo] 1ol d A B HEE st Al L.

/ _é\: Secure Firewall 7} ©]
7| agold B

Secure Firewall P} o] 28| o] A £ & A}-83}'H ASA 74 & Threat Defense
AE Al o] 29} vl F & 4= A F Yt} AA| 8 T A = Secure Firewall Device
Manager Threat Defense 1 E] 3] ©] 2292} ASA -4 vl *d & 3134 Al L.

(13) | Secure Firewall 7}-©]
| adeld &

ASA T/ 0] Enl2 7 vlo] 1 o] A E =5 3l ASA JIH H o] A~ &
A5 7 o] QI Ho] 2~ A, Bt 9§ H A E 5| o] 2= 1550l v
ok ZAFA g G A = ASA JIH o] 25 Bt G H A o]~
Tl wjeE S At Al S

(14) |Secure Firewall 7}-©]
oA &

T& H A gt Al F kAl A Esle] -4 o] &1k A] €918}l Threat
Defense U] Hfo] A& :rL At W I X st=X] &gy z}A gt
A= mlo] o] e A HA s HE 2 HSS st Al L

::-’-i S\ | Secure Firewall V€]
| adeld E

nlo] 17 o] A ﬁi‘ﬂ*—% o] Aol A= mfo] 1ol dE TS
Management Center = 7 -3}, vlo] 18 o]d & BRI A& T2 =35
T AFH T A A & ‘371] = rto] 1 o] A ¥ -4 & Management Center
o FAE FATPA L

o] 2ol F HIAME R ES AR o] 58] RN EHE
FUTh AA S DA shol Lelo] M F 1w A 2% 9 sho] el o] A
S22 FASAA L.

L= T

Management Center

Management Center®l| 4] Threat Defensei nfo] 1ol dE TS 5
Gk ApA R @A = mho] 1ol d & WA HE 9l wpo] o] A
SEE FAFHA L

uho] e o] A AFA 2.7

ASA 7= whol e ol st ] dell vy e s FRATH T

Cisco.com©l| 4] Secure Firewall 7}o] 1 o] & t}& =

A12FsE7] el

Cisco.com®] Q1E] Y o 2 ¢ Z &= Windows 10 64H] E == macOS 10.13 o] 4 8] A ~Elo] g)ofo}

Fuiut.

Cisco Secure Firewall 7} o] 2] o] A E-& A}-83} ] Cisco Secure Firewall ASA=- Cisco Secure Firewall Threat Defense = v} o] L2 o] A1 &}
7 I



ASAZ Threat Defense = vlo] 1#]o] A 9] a 525 |

| IEEE R R

[r
=
2
o
~
>
oo
o
rlr

Security Cloud Controlol| 4] & 2~ ¥] &= Secure Firewall #}-o] L& o] A Eo] Z&}§-
A4 A Z A HY ok

EEAA

GA 1 AFE oA Secure Firewall 7Fo] 1#|o]d E& &9 & A A g}

o] ZUoll= o Y& A etA &+ A o] FH5 U Secure Firewall Pho] 180l E5 4 9

2, Yas g 7E s o] of X AE Yt

B

ol
o
ne)

3L Secure Firewall Pho] 18 0]/d =9 A WA & thE =3t fivit} A 2615 A8t 71& U &

A}g5H4] gotok o,

A 2 https:/software.cisco.com/download/home/286306503/type . & ©] 53} Firewall vfo] 10| d 525
94 Th

¢ ¥ A5 &9 3} Firewall NGFW Virtual ¢} 2] 2] Secure Firewall vlo] 1d o] d &2 o] &Y}
Firewall Threat Defense T] B} o] 2~ TF-& 2 = ¢ & of| 4] Secure Firewall #}o] Z#| o] &3 v} 22 =3

TE AdFYT
A 3 g sk Zr ol H A ¥ 9 Secure Firewall vFo] 18 o] &5 th- = =34 T
Windows =5 macOS A] 2~ Bl Secure Firewall #}o] 28| o]| A E9] a5 A 3 IS v} =3}

A 4 Security Cloud Control AF-&2}0] 31 o] 7] o A & A8 &] = wlo] 1 o] A &5 A-8-3F = 7 -9, Security
Cloud Control H|\d Eof] 21213k 3 91& %ol 4 Administration(¥2]) > Migration(7}o] L& o] A1) >
Firewall Migration &2 ©] 53} vlo] g o] A I A A S 7Rt

taoll =8 2y

ASA 73] 1 o)A 11 714 Q7]

T4 74l 744 9.7]
U = S = A} e5te] A o)A 3 S shA

« Ay Zre ol 3k WE 7], 53 #f o] A

o

S &y

S

* Secure Firewall 7Fo] 218l o] A S0l 4] ASAol 12, 59 5 o] X

Cisco Secure Firewall 7} o] —L7] o] A 52 A}-8-3}¢] Cisco Secure Firewall ASAZ- Cisco Secure Firewall Threat Defense = v} o] L] o] A4 3}
I 7]


https://software.cisco.com/download/home/286306503/type

I ASAE: Threat Defense = o] 18| o] d A& =25

SEEERRESII N |

713 28 o] A It YR 7]
o 2 AT 1Yol IS FE O JREatelE 9ol 7 P 2T Secure Firewall vho]
ol Eof| A o 343} Secure Firewall 7Fo] 18 o] A Eo| 4] ASA°l 172,59 H o] X & A
Hu o

[y

Fa gdS R Tl = A ZYsEAY AT 2w o) H-S MASHA] v Al Q. o] gk M AFE2 wf
o]1go] A E %] o mlo] 1y o] Mol QFE O 7| AU AIE YU o & Eof
A A AL D A A Secure Firewall vlo] 28 o] A Eo A 3+ & BASH ¢ ¢les 3wl £
1l g2lo] =714 4= 5 Yt
YrEH A4 gdo --More-- 7| 91 =7 9|2 E 2 ¥ 35 o] 91X ¢F2X] SIS A L. o] 7|9 ==

Q18 vho] el o o] Aa & 4= e

L ZAA

A 1 vlo] 1e o] A 8= ASA tlHlo] & = A v A E o )8l show running-config ™ & S AF-8-3}aL o] 7]
o Al A 18 o] S EAIU T A& <l A3 1 o] B E Farsh Al L.
T vho]l gl o] A at e = ASA tHlo] A H= A A~ E o tf 3] ASDM(Adaptive Security Device
Manager)< A}-8-3} 31 File(3} ) > Show Running Configuration in New Windows(Z & &-¢1 23] —1¢]
o] ZANE AHEste] Ay ae ol 9 Y& 7HA st

[¢]

7%~ show tech-support ™8 8 & A}-&3lo] R E A A~Ed t3t Ay 1go| S ¢
T AFHH
A A .

&
o
=
Y
fru
-
oX
I%)
e,
tlo
r>~1
of
zd
L
A

A 3 Secure Firewall Plo] 1djo]d E& 2=

ASA | A4 PKI 154 J E U 7] 2 Management Center= 7} % 2.7

A 287) 7

o
ot

Secure Firewall 7}o] 2@ o] A & Management Center= 2] 154 7|4k VPN vjo] 18| o] A 8- A

Y.

Cisco Secure Firewall 7} o] 2] o] A E-& A}-83} ] Cisco Secure Firewall ASA=- Cisco Secure Firewall Threat Defense = v} o] L2 o] A1 &}
7 I


https://www.cisco.com/c/en/us/td/docs/security/asa/asa99/configuration/general/asa-99-general-config/ref-cli.html#ID-2118-000000c8

ASAZ Threat Defense 2 vlo] 1eo]d 1225 |

=)

. AnyConnect 3| 7] %] 3 = 2 5}-¢] 7

ASASIAE TA O Q5 E A a7 8] Ee2E T E RS ARG Th Be 2B XAE
= ASA 7L A E A oYL th ASA EP2E ZAEE Hf 249 ASHE AFE 5 9

&y,

ASA T4 3481 6] ASA E2|AE OIE Ei Q1340 A4 kol £35)0] ALtk whebA
Management Center= 2] 5 7}4 & 4= §l&5Y ).

U]/ Management Centerol| A} mlo] 1l o]d & &5 9] UF- 2 ASA EP]~E ¥QIE H= VPN RIZF
A& PKIZHA| 2 55 o = mfo] 1elo] A gt}

GA1 TS HEH S A8l CLIE 23] 7] 7F 9= 422 ASA T4 ol 4] PKCS12 3F & PKI Q154 & Y 1
Wy,

ASA (config) #crypto ca export <trust-point-name> pkcsl2 <passphrase>

7] 2 PKI €154 &S Management Center(Object Management(7] ] ¥+2]) PKI1 Objects(PKI 7] A)) = 7}4 &
Sh=

A 3 8-S Firepower Management Center -4 7}o] =2 32814 A &

5o 2 A4S PKI 7)1 A = ©] Al Optimize, Review and Validate(2] 4 3}, H & 2 73 70| %] 9]
Remote Access VPN( 2 4 Al 22 VPN) Q] Trustpoint(E & 2= E E QI E) Al of 9]+ Secure Firewall
vho] 1| o] Eoll A ARE-E 5= Qs Y T

AnyConnect 3 7] #] 2 3 2 3} <] 7 Al
AnyConnect X 292 A8 ALgo] | Management Center "=+ Secure Firewall v}o] 18 o] &5
T R g ASFHh
Al AFsE7] el
* Management Center®] ¢ Al 2 VPNl = sl ©] /49| AnyConnect 3 7] %] 7} 2 8§ o},
* 74 ©] Hostscan 3 €] - B e}-%-A 7| A &= 4 € 45 o8 & A7 A & A= =dfoF it
« BE 97 %= vlo] 1g o] A A &% 9] UK & Management Center®l] 5712l oF g T},

* Dap.xml ¥ Data.xml-> Secure Firewall #}-o] 18] o] & &3l F7}3l oF P th.

SAN G W E S AFESEe] A2 ASAC A E 2% 714 S FTP 3= TFTP A H = SA Yt

Cisco Secure Firewall 7}-o] 2.7 o] A &2 A}-8-3}¢] Cisco Secure Firewall ASA= Cisco Secure Firewall Threat Defense = v} o] 12| o] A &}
I 7]



https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/reusable_objects.html#ID-2243-00000b21

| ASAZ Threat Defense vl-o] “12]o] 41 ] % 25-
EREERRREN

Copy <source file location:/source file name> <destination>

ASA# copy disk0:/anyconnect-win-4.10.02086-webdeploy-k9.pkg tftp://1.1.1.1 <-—-—- Example
of copying Anyconnect Package.

ASA# copy disk0:/ external-sso- 4.10.04071-webdeploy-k9.zip tftp://1.1.1.1 <-—-—- Example
of copying External Browser Package.

ASA# copy disk0:/ hostscan 4.10.04071-k9.pkg tftp://1.1.1.1 <----- Example of copying
Hostscan Package.

ASA# copy disk0O:/ dap.xml tftp://1.1.1.1. <-—-—- Example of copying Dap.xml

ASA# copy diskO:/ sdesktop/data.xml tftp://1.1.1.1 <----- Example of copying Data.xml
ASA# copy disk0:/ VPN Profile.xml tftp://1.1.1.1 <----- Example of copying Anyconnect
Profile.
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Configure Target FTDs In High Availability Pair
HA Pair Name:” HA Name
High Availability Link State Link
Interface:* Select Interface:* Select
Logical Name:* Logical Name:*
Primary IP:* Primary IP:*
Secondary IP:* Secondary IP:*
Subnet Mask:* Subnet Mask:*

IPsec Encryption

Enabled

Key Generation: Select

Note: Please ensure HA failover IPs are unique and not in use.
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*PBR - ZE PBR A 25 A YT}
@A 10 DHCP ol A thg & HESI L 353 5 A5y

« DHCP Server(DHCP A H): B& 1P 74 £} sl QlE #lo] =5 AEFYrh

* DHCP Relay(DHCP | ©]): DHCP & # o] A H] IP 54, DHCP A/ ¥ 7} A4 ¥ Qg #H| o] 2~ I
o7t &4 st e o] A& HEZ YL

« DDNS: DDNS Update Methods(DDNS ¢} tl o] E 1) sl 4] DDNS *'H ©] &, 3, DDNS ¢
dlo] E 77 2 DHCP MW ol o8] fulo|Ex =S 445 A=A EEPTR AAE)E HE
Py

3L Select Features(7] 5 A1 #]) o o] %] o] A} DHCP A ¥ vk &= el o] ¢k DDNSE 7 A e & & 9l%

A 11 SNMP 8o A t}g 8-S

7]

—

ASA t]u}o] 2ol SNMPV1/V2 H SNMPV3 -4 ©]

t}. u}2}A Optimize, Review and Validate Configuration(74 = 43}, A& 2 75 9] %] 2] DHCP

Server(DHCP 4] H) o] o] TA %= 7% DHCP Relay(DHCP 2 #| ©]) % DDNS % o] H] o] 9l
&y,

AE, A% 2 49T 5 95U

A=A ol upg} 4 o] SNMPV1/V2 B =

SNMPV3 gioll # AUt}
SNMPV1/V2:

Cisco Secure Firewall 7}-o] 2] o] A

* Host Server Name(&. 2~ E AW ©]&): SNMP & 29| S AEol&
* IP Address(IP 42): SNMP & ~E 9] [P F4

« Community String(# F U El FA4): 45
S 2~ES A 93l Actions (

50 2 A F 8 oF = SNMP A FU El A4
2-41) (3+4d) > Update Community String(# Y El 244

Ay,
& dlo]
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A4s, 74 22242 |

E)=z o] sste] A HE TAE S AT U o] A2 SNMP A H| A5 #8714 ¥ 74U El

T AR AL o] E 3 T e oF gy
« Validation State(7 5 73 Hl) : ™ Management Centerol| A A4 2 & ~E A2l 73 A
SNMPV3:
* User Name(AF-&#} 0] &5): SNMP 3.2~ E 9] AL8-2} o] &
« Authentication Password(?] 5 H] '@ 5): Ab-&2F2] 15 v 5 & Al 2512 ™ Actions(2H4)
=YY
« Encryption Password(% & 3} B2 &): AF-8-2}2] v -7l v 5 & A 3-3F2 A Actions(2+%])
= Y
» Validation State(7 % “J €ll) : thA Management Centerol| A A 4] & AL-8-2}2] 715 AE)
@A 12 Site-to-Site VPN Tunnels(AFo] E 7F VPN B @) A A ol = U5 555 X 83519] ASAI A Firewall
Management Center = w}o] 18] o] Al BE %] == VPN H g o] A H T}
«sst 9 E A= 7]9HVTI) 7]k VPN B Y.

=
<A

= g A5 918l 24 VPN EZ =22 of] th gk Abd 3 7] B PKI ZHA 9] 4hs o 9 3l oF
StU T o] Eo) Aujald ¢85 ] &8 2 07 A5 Il Secure Firewall o] 18 o] &
ol As= XY F glEUH

(117

Y
R

2ol 1 212 ASAS) A vhe] 2ol o] AP B4 1% Ao 3

AU 502 AR H T4 9 7%, more system: running-config S
AbE-ete] 5 A% 715 % A8l AL Pre-shared Key(AHd &+ 71) Eell 75

o2 AF3yr.

3L ASA®I A Firewall Management Center 2 2] E#] 2~ E ¥ 9|

E PKI 7} A vf}o] 28 o] A& A}A ulo)
g ol 5o dFolm Q1FA 7]RE VPN mho] 18 o] A

HEA 0 5P5HE o Dagoh

o

A3 (A8 AEh A 99 Wol & BB = 2 AFE-3har 3l o] AFo] ASA T o] QIEJ o] AE AY S =
T2 AEste] 3 H ol A¥ T VPN EZ 245 14521 Add Hub and Spoke Topology (3] 2. 2
2O EEZRA FHE Y I
i IKEWAo] Y 2T k== e ¢ dFUTH ol & 50 IKEvI®] 2X T = subE A
SPALIKEV2 IKE M4l o] th 233 =8 A e 5 gt
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' EEEERXELEEE

Melg 2 ¥ o) KE W el neh o TS sl g o
« IKE Version(IKE B #) - A &1 &k == ¢] [KE ¥ 7 o] A el ¥ 9] =%] g1k},

=)

h

* Endpoints(1 =321 E)- thd 91 o tufo] ~7p |H e B Megh 25 ==,
VPN QlElslo] 2~ Y nE e 2 P 9 YEYAR 7| B0z duse) glex 813
o}

Create Hub & Spoke Topology
IKE Version : ® IKEv1 KEv2 ®
Endpoints IKE IPsec
IKEv1 Settings
AlifterEcation:Iype Manual pre shared key
Pre-shared manual key *
Advanced
O Enable aggresive mode
IKE Keepalive : Disable
Threshold Seconds (Range 10 - 3600)
Retry Interval Seconds (Range 2 - 10)
* IKE
* IKEV1 Settings(IKEv1 A 4) B+ IKEV2 Settings(IKEv2 A 4)
« Authentication Type(?1 % +3)- Al == F 7FA 15 W& AR 3 7] 2 54
1Y t}. Cisco Secure Firewall Management Center T] Blo] 2~ A A 7}o] = 2] Decisioning
which Authentication Method to Use(AH-& < 915 W AA)E FZ3HAH A &

+ Advanced(aL &)

HQ BE B E) P T4 T

* Enable Aggressive Mode(%] =% 2 kel
T, 7] BE WSS 95 o] A HS dE Tk
g}

Hho] 2o A AL B 5 91 7

* IKE Keepalive(IKE 7] & g}0] H)- keepalive U E & & 9] &)l &4 8} T+ v &4 313ty
=

* Threshold($! Al 4k)—IKE keep alive 21 2] 7-7HS A/ A T} o] 74 -2 keepalive 2.1
HE S Azatr] Aol 9]0 7} f TI“IT ZHlell A= 5] 85k Al 7&(_1)%1‘41:]'. 7]k 2
Ha A2 1020131, H o] 7142 36002 5 Y -

* Retry Interval(Z] A] %= 7+4]) - IKE 7] & g}o] B A A] &= Fhol] tf 7]k A 7h(Z)& A1 4 9hY
oh 7] gk 2%, gk 1029 YT

Cisco Secure Firewall 7}-o] 2.7 o] A &2 A}-8-3}¢] Cisco Secure Firewall ASA= Cisco Secure Firewall Threat Defense = v} o] 12| o] A &}
I 7]



https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/vpn-overview.html#concept_ulq_ptl_wy
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/vpn-overview.html#concept_ulq_ptl_wy

| ASAZ Threat Defense vl-o] “12]o] 41 ] % 25-

_‘..&
)

)
)
o
ofy

IKE Version: @ IKEv1

Endpoints

Crypto Map Type:

Transform Sets:

Modulus Group:

Lifetime Duration

Lifetime size

Create Hub & Spoke Topology

IKEv2 O

IKE IPsec

® Static

IKEv1 IPsec Proposals *

Select...

O Enable Security Association (SA) Strength Enforcement

Enable Reverse Route injection

Enable Perfect Forward Secrecy

28800

4608000

Seconds (Range 120 - 2147483674)

Kbytes (Range 10 - 2147483674)

* IPSec
« Crypto Map Type(& =3} W #3)—4 33} W& IPsec Kot AASA)S AAs=d Do
GRETELAEA ;:1]‘1:1]/]1:} T vololl A SAE st oL A g wf H A& 17) o] e
T8 753 E sk Yol glojok I th IPsec Ko FAF> o E st W Fof AHojH AlHS
A-8-8f o H‘1r iﬁ} }BQ IPsec TF 2ol A/ G € Ho]H E5& HEFHH o] 59 ¢
shiel] dis) A4 e 54 AFE AE Py
» Transform Sets(*H 3} 1 g}) - A &3 [KE B A ==0]] AL-&38F [Psec A oFS A8l gt

« Enable Security Association (SA) Strength Enforcement(SA(Security Association) 737
A& G shy—o] A A wh=g A st 59 [Psec SAY A AHEBHE e s datE]

o] 49| IKE SA°l H] &l 7]1¢] v E

Enable Reverse Route Injection(® &k 74 2 4H<9] 2
YA Y 1F BE20Z HIHEYEYa L

o g g A= e sk,

wgto] 7]
R 71&

Enable Perfect Forward Secrecy (¥

Modulus Group(EE2] 2 15)—3%
kel 9} Ay 3h+= ©l] AH-8-2 Diffie Hellman L&
AR A g A7) T @2 %

A

=

pLN

=53

SR ehs $4 35 A5l A i

Diffie-Hellman .52~ 15 24 S FZAHA L

=9 A
==

Cisco Secure Firewall 7}-o] 18] o] d &

]_

r AT E 7} IPsec ¥ o] of] A F3HA]

/\g §]_)_O] Zﬂi LE1N

e B9 44 4ng

RE g

J__

3} Cisco Secure Firewall ASAZ Cisco Secure Firewall Threat Defense & v} o] 1.3 o] A 3}

7]

so} phaelol o 28-S HolA Uy,

= e

= 1 1

s

A

A A §].)_o] 23 vk AE A els)
of ok w515l 7t abol T3 L ALA 712 A4S A8 A e, L ALA 7]
Jom FA A7} = E Tjujo] 2o A Abg-ahiz ARR

A
B 7

+ IPsec T ]

S AL |8 RET AT Bk e I
AU} F 9o o] mE 2 o] X3 of gtk A

ot LH*‘L S Cisco Secure Firewall Management Center T]H}o] 2~ 14 7}o] = o] AL-8-5h

-
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« Lifetime Duration(+8 7|%1) - B9t A o] W 7] o] Bt A2 S §AT A 7HE)Y

Ytk 7] 2 5L 28,8003 9 U Tt

« Lifetime Size(=™ 7)) —255 7] Aol x| 4% Bk o148 AL-&-3}o] [Psec ¥ o] 7hol] &
98 5 e EdY EFHEKB) YU T 712 42 4,608,000 ZHEO ] EQJ U th -5 Hl o] H =
&85 A HFUTH

] AlE 2] tufo] s T 3ol 7]E Aol E 7F S B ol A¥ T VPN 1A 0] A+ 45, A 918 W
o] gulo]| A5 A F 3R FUbet = A sk = l5 U th Add to the existing Hub and Spoke
Topology(71& 3B W ~x F EZZ Ao F7hHE dEsta tulol~ & F7He EE=22 5 A9
5 Interface(Q1 ¥ ¥l ©] 2~) & Protected Networks(H. & ¥ W E 9] )= J,ﬂE”%LQE}

O 18 o8] Aol E 7+ VPN HY Al o] ZahE Al o] A0 oe] gl sk AL A 2& 712 o o] )
o|EslH W ol ©AE ).

P A B 718 Qo] = & Abo] = 7E VPN T4 S-S e g,

« ZF VPN A ol T e 7k ol ALl B 7] 2 1 5k 9491 & A g o IKES] IKEv] % IKEv2
B A& B Eash VPN A9 Aol T ghe AEE Tiske] Aol P gy

cgme( T B 2URUD vhel 2alo) 8 Bo] Excel®] B3-S ¢ 3 VPN 4] 8 AL
T 71 doll Abs o &2 FrHey T
=
i FEE AL T 71 E A o] Ee] d3to R o] EsteH S
A el shal Actlons(ﬁ‘”) > Update Pre-Shared Key(AHd & 7] G H|o] E)
& A5k 718 WH S AFS-SEA Y Excel S YR U AL 7] & Jdlo] EH
o 715 7HA U Th

th A 9 Wo] tulo] A7} o] u] AFo] E 7F VPN EZ 2 A S A 8L Q= 75, vlo] 1 o] &

ol & @A slal o] & AHA| HA] o H-& A et AR E FAIF YL A & A8l shd wlo] 1)
o] d Fol Ag o2 AAlst 2 Te] AE | 21915t -5 02 A A E1A] ghol = YT No(eFY
)8 AEsh= 49, vho]l a8 o] A S Al g $19 o] tfulo] 20 A 7]E VPN 4 S &
TOo = AbA| g oF gt}

@7 15 Remote Access VPN( 2 Al 22 VPN) A Aol A= 97 4 2= VPN 833k BE 7 7F ASA
ol 4] Management Center® F}o] 12| o] A & t}-&-3} o] T A|FH Yt}
« Anyconnect Packages(AnyConnect ¥ 7] A])- AnyConnect | 7] #], Hostscan 3} €l (Dap.xml, Data.xml,
Hostscan 3 7] A]), £] 5~ B 2}-9-# 9| 7] X & 7 M35} 2L AnyConnect X 2 3} -2 vlo] 1 o] A S ¢
3 225 ASA T ko] 2ol A A s ofof .
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N
_IZi
o
-
oX
o
Tl
HE,
o
ofy

npol 1ol A A 24 o] U F-Z B E AnyConnect | 7] X| & Management Centerol] & =31 T}
AnyConnect > 2 3} -5 Management Centerll 2] % ¢ 2 =3} A 1} Secure Firewall v}o] 1] o] A
EolM == g JdHFY Tk

Management Centerol] 4] 7}#] 2 7]<& AnyConnect, Hostscan B2 €] 5 B 2}-9-# 9| 7] 2] & A &gt
Yt} AnyConnect 3| 7] 2| & sl o] & A &l g of v o}, A2~ -2 of| A A8 715 ¢F 73 - Hostscan,
dap xml, data.xml T ﬂ J‘?‘ H a]"r‘xi = }\‘] 12 OH O}Z 5]'14 q— AnyConnect 3z EJ.]-(ﬂ /\‘] Eﬂ /\]—5]—01

Yt

a2 sk o A & 1FE Dap.xml 3 o] A E=H] FJATFH T 4 sk el 9= dap.xmle]

el ASol R UL Aol 2ad BE vd g AEstal R =g of gt dH o] E
AofahH A & 3 S8 FA| 5 AL Secure Firewall #Fo] 28] o] A Fo] 55 X834

U

AAA - Radius, LDAP, AD, LDAP, SAML % Local Realm(Z72 <)) 3 9] ¢l AW 7} A
Yl 25 AAA A 9] 715 o] Eg U t]. Secure Firewall P}o] 18] 0] A & 3.04-F = Live
Connect ASAY T8 ALA & 7] 7} A& . 2 7 A5 Y ). more system: running-config 3} <
AbEEte] AR 7)o A A TS QERET T JFH T AN EAE 2 0] AAA QLF
715 AAe A v A E T3P

31 o] 2] 3 A = Secure Firewall PFo] 18| o] A & @] H-o| A =3 &f o} aF T},

1. SSH &&8 &3l ASA°l] AAF
2. more system:running-config 8 # & 4 g &t}
3. aaa-server and local user(aaa-server 2 27 A}-8-2}) Al 0 2 o] 5alo] Aul Bl X~ E 3 2] 9]
EE AAA T3 2 27 3k gy Hh
ciscoASA#more system:running-config
i
aaa-server Test-RADIUS (inside) host 2.2.2.2

key <key in clear text> <—==—= The radius key is now displayed in clear text
format.

aaa-server Test-LDAP (inside) host 3.3.3.3

ldap-login-password <Password in clear text> <----- TheLDAP/AD/LDAPS H|"MWHE7} oA <
W EsE PAog gAY

username Test User password <Password in clear text> <----- The Local user
password is shown in clear text.

=

i 24 AR} vEHE v s EkE G W Fol A v
1} Secure Firewall 7lo] 1| o] A oA A H|HHITE A8 = AHY

o},

—4
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| JEEERREEEEE

* LDAPS®I| = Management Center®] =] Q1 o] & g3t t} ¢+ & 38} 73 LDAPSO| t] st = Q1S
Helo] Esfjof gt

AD A ¥ o] = Firewall Management Centerol] -3+ AD 7| & =H|Qlo] H o 3}
¢lo] A1 & Secure Firewall n}o] 18| o] A ol FA|FH YL} =50 ¥4
Sk AD 7] T Q1S E ok /A E FAE 4 dHF YTk

015 317} LDAPSE A A AAA A H Y] A ASAEIP Y S AE o] 8 i ¢S % 314
Tk Management Center= &~ E 0| & = = QI k ] gL Tth ASA Ao &2E o] & &=
SuQlo] 323 -5 7 A= of LAY TE ASA T-/d ol LDAPSE-IP 427} 3. 34 73 -9- Remote
Access VPN( 2 A2~ VPN) o2l ] AAA Al A of] =r| 1S 9= 3tk AAA AW ] P 4
2 A8 5 e vl g FaloF gt

38 o] ADSI AAA AT 9] 7 9-(A ¥ 3 = ASA -4 ol 4] Microsoftd ) AD Primary Domain(AD
7] ¥ % v 21)-& Management Centerol]l 4] A & of &= D= D=t} o] == ASA A &
T2 AR Fon ASAS LDAP-base-dn 7-4 ol A =& th

ldap—base—an] ou:Test—Ou,dc:gcevpn,dc:com?] 735

AD Primary Domain(AD 7]+ = 1) 7] Zw| Q1S -/ 3+ de, de=gcevpn 2 de=com . &
Al Zet= =Ytk AD 7] =] Q1 geevpn.com ¥ Y T}

LDAP-base-dn | A] 3}

cn=asa,OU=ServiceAccounts, OU=abc,dc=abc, dc=com:

o] 7] 4] dec=abc % dc=com-> abc.com . Z A3t E o] AD 7] =S PF A g},
cn=admin, cn=users, dc=fwsecurity, dc=cisco, dc=com:

AD 7|2 =] Q12 fwsecurity.cisco.com 9 L T},

AD 7] T ¢lo] 2E 0 7 7 A5 o] Secure Firewall vFo] ZL#| o] A Eof FA|F Ut}

[y

FHa AD 712 = #2793 A Al dlEl] sl oF Ptk SE o] §A
=] A} Firewall 7o) 28] o] A Eo] ASA T ol A 2t 2SS g9le A9,
57 Ao gk AD 7] 2w 91S Hslel= WA A 7 A H Yo

.

015
e AESAD 7] E =S

« Address Pool(F+ 4> ) - o] 710l TAIE BE Ipvd 2 Ipv6 22 A EF YL

* Group-Policy(ZL& A 4) - o] oA AL-&2t Zmutd, o] Zmatd, SefoldE BE T2
A& AesAY AAFYL o] Jodo= FEoldE Zauldo] gl IF AA, A T2
Y, @] XEo] A HM, 22| gl 15 A A o] AP YT 2= 154 ©] AnyConnect
file(AnyConnect 3} ) Al d o] 74l 7 -9- Abd A el 1o =2 gAYt AFEA 225k 3
g 23ty 9 FepoldE BE L2 3dS AEstAY A AT 5 dFH T
EA a5 A3 AEE AF&AF XA 44 o] AnyConnect Custom Attribute(AnyConnect AF-&
A A7 &) Holl TAF U AFEAL A SAS dEeta AFE 5 dFU

« Connection Profile($14 Z23})-of 7)o FAIE BE A2 Z2ud/Hd 25 S HEFYTH
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s Trustpoints(E & 2~ E ¥E Q1 E) - ASA 9| 4] Management Center2 2] EZ ~E X QI E K-+ PKI 7}
A vlo] 18| o] A2 ALA wlo] 1y o] S5 2] dF ol A N VPNS AT A0 =2 vlo] 1
)

SAML(Security Assertion Markup Language, 2.9+ 0144 v} =2.¢] A o) 7| A 7} E A 3F = 74 9- SAML
Ald el 4] SAML IDP % SPell th &k E¢] 2 E QA ES g e 5 JFHth SPASAH Q==

A AgddUe EA HY aF e EFAE INEES RAYET S S5y Ao
SAML EZ2E XQIE F4 & A2 ASA oA ARS8 = 91+ 7 -F- Override SAML(SAML A
o)) g deE 4= glH Uk

ASA°| A PKI Q1 5A = Y B
Management Center = 7}4 2

Certificate Maps(2]1 541 W)- o 7ol &= Q15 A Wol A H ),

VPN Load Balancing(VPN 2= W& A]) - o 7] o] &= VPN 2= &4 A o] AU}
VPN 2= 214 o] 79- more system: running-config -4 ©] ¢ 2 =% Secure Firewall 7}
aglold Eo] 53} 712 7FA S Utk Actions(2+4]) > Update Keys(7] ¢ Bl 0] E)E A}-8-3}o]
A58 715 FEOR QuolES 4 gt

WebVPN % el A] mlo] TLef o] A E-2 422 ASA T]ulo] 2o A B4 8k B WebVPN 4 A& U<
Ptk WebVPN A #of| = SSL S ete]AES 2= VPN B 2 TR EF 0] E3e BE ASA
15 A 9 SAML Q15 AbEote A A #HxE = Y o] £EP YT A 2l st
7] el WebVPN 24 3} ¥ e 9S HE Tk
« Zero Trust Application Policy(#] & E 2] 2~ E off Z&] 7] o] A A ). A 2] 8- A &l 3} 31 Actions(2}
%) > Update Zero Trust Policy(H] & E2] 2~ E A X ¢l do]| E) B == o] F3lo] U2 3k
A& ot
« Policy Name(8 @ o] &): wlo] 1 o] A= A A ] o] E¢] T},
« Domain Name(X=H[Ql o] F): %5 & =2 A| F-all oF 3}= AF&-AF A o] =r<l o] 5t
L9l o] 58 Zzlo|Hl off Z] 7| o] Aol A5} Threat Defense 91 E] o] ~Z &
AFUTE =Sl o] 52 o FE Ao 179 B Zefolyl e Ze] A o] e tigh
ACS URLE /33 o] Abg- Yt
* Identity Certificate(ID %15 A1): vlo] 18] o] A3} 7] 7ol T/ Management Center= 7}
21D A5 YUt o] P2 wpo]1e o)A d 2] dH=2 s oF gt
* Security Zones(}.9F 94 9): A A3 A4 T Bt FAd Y}
* Global Port Pool(1 % L E Z): A o] L E HoJut} o] &
Z Aol e Fg it

lo,
K
Ho
ot
B
(m
)
mN
=2

s =Y AlAd 1F

« Application Group(ell Z 2] Al o] A T1&): e 2] Aol A 15 o] &, A5 1H4, B
oS ¥ 3+3) Application Group Settings(ol = 2] Aol A 18 A ) & AET T}
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SAML IdP Metadata(SAML IdP = E}d] o] E]) Blol| A o 2] A o] A 15 o] &, A H] =
B lxu ol E1 E] ID, SAML IdP(Identity Provider)2] SSO(Single Sign-On) URL % IdP <!
SAE 522 7433841} Configure Later(Utzoll 7-4)5 A8 & o+ AH5UTH

Applications(oﬂiﬂﬂlol*ﬂ) slol A= o Ze] Aol A o] &, 9|7 URL, e & Aol A
URL, o Z&]Alo] A ISA, ol Z 2] Aol 1w o ehZel ol o A8 5 HE
AV AT 5 AFH T

« Standalone Applications(5 3 ol =] Al o] A): o] Z&] Al o] A o] &, 9] URL, o =] A ©]
Z URL, ol Z&] Al o] A ASA, AN T 314, 1ot o 5 5 - of Z2] 7 o] A 2] Application
Settings(el =2l Al o] A7) & @Eo}ﬂ b} T3 E}. SAML IdP Metadata(SAML IdP ™|
Eldlo]E]) §lol M= 55 o Ze]Alo] A9 IdP WEtblolH A& 5 o2 A3 ALY
sl A dF U fol = o Z2l Aol L& o] &, lH H ID, SSO(Single Sign-On)
URL % 1dP 154 7} 23 Yt}

A& gulo]Este ¥ Actions(2) & S8 8t st =& o] Est = A el ghy
ulo] 1ol A& AT A S 2 48 ¢l 9o = Management Center= 7lo] 18] o] A g 44 & 2 A
SHAl AE 3L 58] 7} 5] W Threat Defense T] HFo] 2~ ol 5153 oF 3H T,

(A8 ALY 2e] =2 ZF - ol gk Al A B E v = =814 Download(tH- 2 =) 5 29
Ekes
=] .

HEE 2853 9 Validate( 5) & 22U th &Rlo] B st A4 E&= kS 83 w71+ Al
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7 6 outsideACL_#26
8 7 outsideACL_#31 outsideACL_#32, outsideACL_#33
9 8 outsideACL_#34
10 9 dmzACL_#1
11 10 dmzACL_#2 dmzACL_#5
12 11 dmzACL #3 dmzACL_#5
13 12 dmzACL_#4
14 13 dmzACL_#6 dmzACL_#7, dmzACL_#8, dmzACL_#9, dmzACL_#10
15 14 dmzACL_#11 dmzACL_#13
16 15 dmzACL_#12
17 16 extACL_#1
18 17 extACL_#2
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22 21 extACL_#11
23 22 extACL_#12 extACL_#13
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25 24 extACL_#15
26 25 extACL_#16
27 26 extACL_#17 extACL_#18, extACL_#19
28 27 localtoremote_#1
29 28 opt_#1 opt_#3
30 29 opt_#2 opt_#4 opt_#5
31 30 opt_#6-1 opt_#17-1 opt_#7-1, opt_#8-1
32 31 opt_#9-1 opt_#10-1
33 32 opt_#11-1 opt_#12-1 opt_#13-1
34 33 opt_#14-1 opt_#15-1, opt_#16-1
35 34 opt_#18
36 35 opt_#19 opt_#20, opt_#21
37 36 opt_#22-1 opt_#23-1
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6 outsideACL_#5 outside ANY any 10.1.1.0/24 ANY ANY permit outsideACL_#1
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7 outsideACL_#6 outside ANY any 10.1.1.0/24 ANY ANY permit outsideACL_#1
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16 outsideACL_#18 outside ANY 10.10.1.1 192.168.0.0/16 ANY tcp:80 permit  outsideACL #13
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{

"metadata": {
"contentType": "application/json",
"topic": "migrationtool.telemetry"
}l
"payload": {
"asa config stats": {
"access rules counts": 46,
"acl counts": 46,
"fgdn based access rule counts": 7,

"is bgp configured": false,

"is eigrp configured": false,

"is multicast configured": false,

"is ospf configured": false,

"is pbr configured": false,

"is ra vpn configured": false,

"is s2s vpn configured": false,

"is snmp configured": false,
"local users counts": 0,

"nat rule counts": 17,

"network object counts": 34,
"network object group counts": 6,

"port object counts": 85,

"port object group counts": 37,

"sgt based access rules count": 0,
"timerange based access rule counts": 1,
"total unparsed access rule counts": 3,
"unparsed_config count": 68,
"unsupported access rules count": 3,
"unsupported nat rule count": 0
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"context mode": "SINGLE",
"error description”: null,
"error_message": null,
"firewall mode": "ROUTED",
"migration status": "SUCCESS",
"migration summary": {
"access_control policy": [
[
{
"access_rule counts": 0,
"expanded acp_rule counts": 0,
"name": "Doesn't Exist",
"partially migrated acl rule counts": 3

1
] 4
"interface counts": 0,
"interface group counts": O,
"nat Policy": [
[
{
"NAT rule counts": O,
"name": "Doesn't Exist",
"partially migrated nat rule counts": 0

1
]I
"network object rename counts": 1,
"network object reused counts": 21,
"object group_counts": 6,
"objects counts": 34,
"port object rename counts": O,
"port object reused counts": O,
"security zone counts": 3,
"static_routes_counts": 0,
"sub interface counts": 0
}I
"migration tool version": "1.1.0.1912",
"source config counts": 504,
"source device model number": " ASA5585-5sP-10, 5969 MB RAM, CPU Xeon 5500 series
2000 MHz, 1 CPU (4 cores)",
"source device serial number": "JAF1528ACAD",
"source device version": "9.6(2)",
"source_type": "ASA",
"system information": {
"browser": "Chrome/69.0.3497.100",

"operating system": "Windows NT 10.0; Win64; x64"
}I
"target device model": "Cisco Firepower Threat Defense for VMWare",
"target device version": "75",
"target _management type": "Management Center",
"target management version": "6.2.3.3 (build 76)",
"time": "2018-09-28 18:17:56",
"tool performance": {
"config push time": 7,
"conversion time": 14,
"migration time": 592
}
}I
"version": "1.0"
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