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"encryptionKey":
"doNotEncrypt": false,
"configExportType": "FULL EXPORT",
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"entityIds": [

"type=networkobject",

"id=bab3e3cd-8c70-11e9-930a-1f12ee87d473",

"name=myaccessrule",

"acc2e3cd-8c70-11e9-930a-1f12ee87b286"

]"l
- jobName - (8 A3 ) 7] A4 9] o F& A A4 FEE AT ) o A 2L F dech

* type - 2+ -3 o] ™, 3 scheduleconfigexport$ Y .

@A 2 WAE AR Y
ol All:
curl &2 oh5- 3 o] TAFH YT
curl -X POST --header 'Content-Type: application/json' --header 'Accept: application/json' -d '{ \
"configExportType": "FULL EXPORT", \

"type": "scheduleconfigexport" \
}' 'https://10.89.5.38/api/fdm/latest/action/configexport’
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"version": null,

"scheduleType": "IMMEDIATE",

"user": "admin",

"forceOperation": false,

"jobHistoryUuid": "c7a8ba6l-629%9a-11e9-8b8d-0fcc3c9d6d0b",

"ipAddress": "10.24.5.177",

"diskFileName": "export-config-1",

"encryptionKey": null,

"doNotEncrypt": true

"configExportType": "FULL EXPORT",

"deployedObjectsOnly": false,

"entityIds": null,

"jobName": "Config Export",

"id": "c79be9%920-629%9a-11e9-8b8d-85231be77de0",

"type": "scheduleconfigexport",

"links": {

"self": "https://10.89.5.38/api/fdm/latest

/action/configexport/c79be920-629a-11e9-8b8d-85231be77del"

}
}

A4 T EW TS S S T

EHE A A S 7H gk B S GET /jobs/configexportstatus S AFE-8= A QU ol & 59 curl HH -2 o}

&3} ol mAH YT

curl -X GET --header 'Accept: application/json'
'https://10.89.5.38/api/fdm/latest/jobs/configexportstatus’
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"version": "hdy62yf5xp3vi",

"jobName": "Config Export",

"jobDescription": null,

"user": "admin",

"startDateTime": "2019-04-19 13:14:54z",

"endDateTime": "2019-04-19 13:14:562",

"status": "SUCCESS",

"statusMessage": "The configuration was exported successfully",
"scheduleUuid": "lef502ad-62a5-11e9-8b8d-074ebc750708",
"diskFileName": "export-config-1l.zip",

"messages": [],

"configExportType": "FULL EXPORT",

"deployedObjectsOnly": false,

"entityIds": null,

"id": "1fO0aadB8e-62a5-11e9-8b8d-bblebb4d1300",

"type": "configexportjobstatus",

"links": {

"self": "https://10.89.5.38/api/fdm/latest

/jobs/configexportstatus/1f0aad8e-62a5-11e9-8b8d-bblebb4d1300"

}
}
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WEW 7] 2] o] s ™ WRE W 7] 3 o] Al2~F] T2~ 0 7]Eﬂ‘ﬂ o] A& 73 sdolgkal FU Ttk GET
Jaction/downloadconfigfile/{objld} =S A}-8-3}o] o] R 7] LS =7 A" 2 =3 4= g5t
AHE 7hs e 9k EE8 714 @ 2 W GET /action/configfiles WA =5 AH-&-ghu o)

curl -X GET --header 'Accept: application/json'
'https://10.89.5.38/api/fdm/latest/action/configfiles’

sHollE 5 550l #AHY 74 FES A A JUHE Al E S0, v H5oll= 2709 sl o] A Y
HE 9o IDE 7] EgkelH, B AL = IDE F-A18EaL 4] diskFileNames AH8-8 = QlFH T
{

"items": [

{
"diskFileName": "export-config-2.zip",
"dateModified": "2019-04-19 13:32:282",
"sizeBytes": 10182,
"id": "default",
"type": "configimportexportfileinfo",
"links": {
"self": "https://10.89.5.38/api/fdm/latest/action/configfiles/default”

"diskFileName": "export-config-1.zip",
"dateModified": "2019-04-19 13:14:562",
"sizeBytes": 10083,
"id": "default",
"type": "configimportexportfileinfo",
"links": {
"self": "https://10.89.5.38/api/fdm/latest/action/configfiles/default”

}
1,

diskFileName=- 7] A ID2 AF&-38}0] 9} S o} = =3kt
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curl -X GET --header 'Accept: application/octet-stream'
'https://10.89.5.38/api/fdm/latest/action/downloadconfigfile/export-config-2.zip"
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Device Manageroi| A PKI <154 W] 2. 1] 7] 2 Firewall Management Center
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Secure Firewall 7}-©] Z1¢| ©] 4 &2 Management Center = 2] 9154 7]4F VPN vfo] 18] o] A& =] 43t

g},

7} 2 FDM mj U A = t]rlo] A F2A W Eof = 7] ¢} 87 ¢15A] d|o] 2 =7} 3HE o] 9lH5Y

= Management Centerol| 4] 7}4 & 4= 15Ut

o
o

7 Management Centerol] 4] vlo] Z1g|o]d H &5 dH-Z2 EZ2E ¥ E = VPN SASAE
PKI /WA &2 475 0. = nlo] 1e| o] A g t}. o] &-5-2 Secure Firewall v}o] L& o] &-& AF-&-3of v}

ol L2 o] & A <l 7] Aol 438l of g,

Abole] gh) 2 7]

[— BEGIN RSA PRIVATE KEY--—- 2 ———END RSA PRIVATE KEY----- A}-¢] ¢] 2h)& EA}gh] o},

"type identitywrapper",

"actlon":"CREATE"

"data"'{
"version girr7veykdjvx",
"name":"RA_VPN_Cert",
"cert":"-——-- BEGIN

RSA PRIVATE KEY ————— ",
"issuerCommonName" :"mojave-rsa-root-2048-sha384.cisco.com, CN =
mojave-rsa-root-2048-sha384.cisco.com",
"issuerCountry":"US",

"issuerOrganization":"Cisco",

"subjectCommonName":"fdm-ra-vpn-cert.cisco.com, CN = 172.16.10.50",
"subjectCountry":"US",

"subjectDistinguishedName":" C = US, O = Cisco, CN = fdm-ra-vpn-cert.cisco.com,

"subjectOrganization":"Cisco",
"validityStartDate":"Jan 1 12:00:00 2012 GMT",
"validityEndDate":"Sep 1 12:00:00 2034 GMT",
"isSystemDefined":false,

"keyType" :"RSA",

"keySize":2048,

"allowWeakCert":false,
"signatureHashType":"SHAL1",
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"weakCertificate":true,
"id":"9d0a8efb-01fa-11ed-8d7b-1£4809c453ac",
"type":"internalcertificate"

}
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52 2 A% PKI 7§ A = o] Al VPN Tunnels(VPN B g) A A o] Review and Validate(F E 2 715 # o] #] ol 3}
= Secure Firewall v}o] 13 o] d Foll A A}-8-8 4= 9l HFH T},

é

AnyConnect 3| 7] A| & > 2 5} ¢ 4 Al

A 2}7] Aol

AnyConnect 22 3} -2 1 8] A}3}o] ™ Management Center %=+= Secure Firewall 7}o] 1#] o] &-&
ol dEES sy

* Management Center2] 17 A2~ VPNol| = &} 0] /2] AnyConnect #| 7] ] 7} & @ g T},
« T7-/d©] Hostscan ¥ 9] F- B e}9-A g 7] A 2 3 E 49 ol gt 9| 7] A & 2 =3 oF gt}
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curl -X GET --header 'Accept: application/json' '
https://10.89.5.38/api/fdm/v6/object/anyconnectpackagefiles’

o] 72 Device Managerol| ] A} 7153+ AnyConnect o] 7] A & 7 A} g T},
{

"items": [
{
"version": "gx5yk7xkdsosu",
"name": "anyconnect-win-4.10.02086-webdeploy-k9.pkg",

"md5Checksum": "63e4a86fc7c68d776906alb2976££a73",

"description": null,

"diskFileName": "12f0988e-01fb-11led-8d7b-07ecdd54c7bf.pkg",

"platformType": "WINDOWS",

"id": "133f2dbf-01fb-1led-8d7b-89d64ab04el8",

"type": "anyconnectpackagefile",

"links": {

"self": "

https://10.89.5.38/api/fdm/v6/object/anyconnectpackagefiles/133f2dbf-01fb-11ed-8d7b-89d64ab04el18"

}
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59 diskFilename< AnyConnect 3| 7] A & U} Z =31 = ©] ARE-H Ut}
AnyConnect 3 7] 2| & Th-& Z =3 o},

GET /action/downloaddiskfile/{objld}Z A}-8-3}o] AnyConnect I 71 A 2 27 A 2H o] Ao tfL2 =3 5= Q%
Yt} AF-8-% = 70 Al IDE AnyConnect 3 7] A] -§- 2] diskFileName(12f0988e-01fb-11ed-8d7b-07ecdd54c7bf.pkg) 4 |
=3
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vlo] 1 o] A 24l o] K2 X E AnyConnect 3 7] A & Management Center®ll § 2 =31t} AnyConnect
3 2 9} & Management Center®l] 2] % ] 2 =3} A1} Secure Firewall nFo] 18 o] A oA 2 =3 4= 9l &

.

Management Center®l] 4] 7}4 & 7] AnyConnect, Hostscan 5= = 2] 5§ H 2}-9-#] ] 7] 2] & 41 &1 g1 U}, AnyConnect
) 71 2] & &1} o] A el F oF g1t} Hostscan, dap.xml, data.xml B2 & 5 B E}—rﬂ 2 FA A A AL TS
3k 745 A=) oF Ut AnyConnect X 2 3} 2 A B A&l YT
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aaa-server Test-RADIUS (inside) host 2.2.2.2
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ldap-login-password <Password in clear text> <----- TheLDAP/AD/LDAPS password is now displayed in
clear text format.
username Test User password <Password in clear text> <----- The Local user password is shown in
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SNMPV1/V2:
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3har Actions(’—‘}od)> Update Community String( 7Y El #2414 G e o] E)Z o] 53lo] AFYE ZAL LS A
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SNMPV3:
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Start of the Maintenance Window
Manager will be moved from FDM managed to FMC Imanaged.
e  This Step onwards should be performed in a maintenance window as there is a device downtime involved in
this migration process.
o Ensure connectivity between FDM device and FMC to move the device from FDM to FMC using FDM.
o FDM Devices enrolled with the cloud management will lose access upon registration with FMC
o Ensure out-of-band access to the FTD device is available, to access the device in case of accessibility issues
during migration.
o Itis highly recommended that a backup (export) of the FDM configuration is performed to restore the original
state of the firewall managed by FDM if required.
o FMC should be registered to Smart Licensing Server.

Move Manager(¢]& 2] 2h) # o] 2] ol th5- Al 7 B EE 9} &3 ofF gt}
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