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"diskFileName": "string",
"encryptionKey'": "**xxxdokkxn,
"doNotEncrypt": false,
"configExportType": "FULL EXPORT",
"deployedObjectsOnly": true,
"entityIds": [

"string"
] ’
"jobName": "string",
"type": "scheduleconfigexport"
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"entityIds": [

"type=networkobject",

"id=bab3e3cd-8c70-11e9-930a-1f12ee87d473",

"name=myaccessrule",

"acc2e3cd-8c70-11e9-930a-1f12ee87b286"
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- jobName - (8 A3 ) 7] A4 9] o F& A A4 FEE AT ) o A 2L F dech

* type - 2+ -3 o] ™, 3 scheduleconfigexport$ Y .

@A 2 WAE AR Y
ol All:
curl &2 oh5- 3 o] TAFH YT
curl -X POST --header 'Content-Type: application/json' --header 'Accept: application/json' -d '{ \
"configExportType": "FULL EXPORT", \

"type": "scheduleconfigexport" \
}' 'https://10.89.5.38/api/fdm/latest/action/configexport’
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"version": null,

"scheduleType": "IMMEDIATE",

"user": "admin",

"forceOperation": false,

"jobHistoryUuid": "c7a8ba6l-629%9a-11e9-8b8d-0fcc3c9d6d0b",

"ipAddress": "10.24.5.177",

"diskFileName": "export-config-1",

"encryptionKey": null,

"doNotEncrypt": true

"configExportType": "FULL EXPORT",

"deployedObjectsOnly": false,

"entityIds": null,

"jobName": "Config Export",

"id": "c79be9%920-629%9a-11e9-8b8d-85231be77de0",

"type": "scheduleconfigexport",

"links": {

"self": "https://10.89.5.38/api/fdm/latest

/action/configexport/c79be920-629a-11e9-8b8d-85231be77del"

}
}
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EH S A A S 7H 7hegE B S GET /jobs/configexportstatus S AFE-8l= A QU ol & 59 curl HH -2 o}

&3} ol mAH YT

curl -X GET --header 'Accept: application/json'
'https://10.89.5.38/api/fdm/latest/jobs/configexportstatus’
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"version": "hdy62yf5xp3vi",

"jobName": "Config Export",

"jobDescription": null,

"user": "admin",

"startDateTime": "2019-04-19 13:14:54z",

"endDateTime": "2019-04-19 13:14:562",

"status": "SUCCESS",

"statusMessage": "The configuration was exported successfully",
"scheduleUuid": "lef502ad-62a5-11e9-8b8d-074ebc750708",
"diskFileName": "export-config-1l.zip",

"messages": [],

"configExportType": "FULL EXPORT",

"deployedObjectsOnly": false,

"entityIds": null,

"id": "1fO0aadB8e-62a5-11e9-8b8d-bblebb4d1300",

"type": "configexportjobstatus",

"links": {

"self": "https://10.89.5.38/api/fdm/latest

/jobs/configexportstatus/1f0aad8e-62a5-11e9-8b8d-bblebb4d1300"

}
}
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Jaction/downloadconfigfile/{objld} =S A}-8-3}o] o] R 7] LS =7 A" 2 =3 4= g5t
AHE 7hs e 9k EE8 714 @ 2 W GET /action/configfiles WA =5 AH-&-ghu o)

curl -X GET --header 'Accept: application/json'
'https://10.89.5.38/api/fdm/latest/action/configfiles’

sHollE 5 550l #AHY 74 FES A A JUHE Al E S0, v H5oll= 2709 sl o] A Y
HE 9o IDE 7] EgkelH, B AL = IDE F-A18EaL 4] diskFileNames AH8-8 = QlFH T
{

"items": [

{
"diskFileName": "export-config-2.zip",
"dateModified": "2019-04-19 13:32:282",
"sizeBytes": 10182,
"id": "default",
"type": "configimportexportfileinfo",
"links": {
"self": "https://10.89.5.38/api/fdm/latest/action/configfiles/default”

"diskFileName": "export-config-1.zip",
"dateModified": "2019-04-19 13:14:562",
"sizeBytes": 10083,
"id": "default",
"type": "configimportexportfileinfo",
"links": {
"self": "https://10.89.5.38/api/fdm/latest/action/configfiles/default”

}
1,

diskFileName=- 7] A ID2 AF&-38}0] 9} S o} = =3kt
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. Device Managerol| A1 PKI 1541 1] 2.1 7] 4 Firewall Management Center = 7} %] 27|

curl -X GET --header 'Accept: application/octet-stream'
'https://10.89.5.38/api/fdm/latest/action/downloadconfigfile/export-config-2.zip"
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= Management Centerol| 4] 7}4 & 4= 15Ut
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7 Management Centerol] 4] vlo] Z1g|o]d H &5 dH-Z2 EZ2E ¥ E = VPN SASAE
PKI /WA &2 475 0. = nlo] 1e| o] A g t}. o] &-5-2 Secure Firewall v}o] L& o] &-& AF-&-3of v}

ol L2 o] & A <l 7] Aol 438l of g,

Abole] gh) 2 7]

[— BEGIN RSA PRIVATE KEY--—- 2 ———END RSA PRIVATE KEY----- A}-¢] ¢] 2h)& EA}gh] o},

"type identitywrapper",

"actlon":"CREATE"

"data"'{
"version girr7veykdjvx",
"name":"RA_VPN_Cert",
"cert":"-——-- BEGIN

RSA PRIVATE KEY ————— ",
"issuerCommonName" :"mojave-rsa-root-2048-sha384.cisco.com, CN =
mojave-rsa-root-2048-sha384.cisco.com",
"issuerCountry":"US",

"issuerOrganization":"Cisco",

"subjectCommonName":"fdm-ra-vpn-cert.cisco.com, CN = 172.16.10.50",
"subjectCountry":"US",

"subjectDistinguishedName":" C = US, O = Cisco, CN = fdm-ra-vpn-cert.cisco.com,

"subjectOrganization":"Cisco",
"validityStartDate":"Jan 1 12:00:00 2012 GMT",
"validityEndDate":"Sep 1 12:00:00 2034 GMT",
"isSystemDefined":false,

"keyType" :"RSA",

"keySize":2048,

"allowWeakCert":false,
"signatureHashType":"SHAL1",
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"weakCertificate":true,
"id":"9d0a8efb-01fa-11ed-8d7b-1£4809c453ac",
"type":"internalcertificate"

}
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@7 2 PKI Q1541 & Management Center(Object Management(7l] 7l #2]) > PKI Objects(PKI 71 )2 7}4 &Yt
LA &+ U828 Firewall Management Center -4 7}o] =5 Fa18 4 A]

52 2 A% PKI 7§ A = o] Al VPN Tunnels(VPN B g) A A o] Review and Validate(F E 2 715 # o] #] ol 3}
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AnyConnect 3| 7] A| & > 2 5} ¢ 4 Al
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AnyConnect 22 3} -2 1 8] A}3}o] ™ Management Center %=+= Secure Firewall 7}o] 1#] o] &-&
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curl -X GET --header 'Accept: application/json' '
https://10.89.5.38/api/fdm/v6/object/anyconnectpackagefiles’

o] 72 Device Managerol| ] A} 7153+ AnyConnect o] 7] A & 7 A} g T},
{

"items": [
{
"version": "gx5yk7xkdsosu",
"name": "anyconnect-win-4.10.02086-webdeploy-k9.pkg",

"md5Checksum": "63e4a86fc7c68d776906alb2976££a73",

"description": null,

"diskFileName": "12f0988e-01fb-11led-8d7b-07ecdd54c7bf.pkg",

"platformType": "WINDOWS",

"id": "133f2dbf-01fb-1led-8d7b-89d64ab04el8",

"type": "anyconnectpackagefile",

"links": {

"self": "

https://10.89.5.38/api/fdm/v6/object/anyconnectpackagefiles/133f2dbf-01fb-11ed-8d7b-89d64ab04el18"

}
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59 diskFilename< AnyConnect 3| 7] A & U} Z =31 = ©] ARE-H Ut}
AnyConnect 3 7] 2| & Th-& Z =3 o},

GET /action/downloaddiskfile/{objld}Z A}-8-3}o] AnyConnect I 71 A 2 27 A 2H o] Ao tfL2 =3 5= Q%
Yt} AF-8-% = 70 Al IDE AnyConnect 3 7] A] -§- 2] diskFileName(12f0988e-01fb-11ed-8d7b-07ecdd54c7bf.pkg) 4 |
=3

curl -X GET --header 'Accept: application/octet-stream'’
' https://10.89.5.38/api/fdm/v6/action/downloaddiskfile/12f0988e-01fb-11ed-8d7b-07ecdd54c7bf.pkg"

Device Manager©l| 4] A} 7} 3F AnyConnect . 2 3} -S- 13t}

3 AnyConnect X~ 2 3} -2 Secure Firewall ulo] 1 o] A Eoll 2] 3l Device Managerdl| A AH5 0.2 7 A1 51T},
o] &A= AnyConnect 23U S =507 Rt = 7 $-ol vk D e gt
GET /object/anyconnectclientprofilesZ A}-&3} o] Device Managerol A AF& 7}5 31 = 2 3919 S 8Fo1 8k 4= gl 5 U T,

curl -X GET --header 'Accept: application/json'
'https://10.196.155.3:12272/api/fdm/v6/object/anyconnectclientprofiles’

R DER LS

"items": [
{
"version": "jgtwzirf36gke",
"name": "AnyConnect VPN Profile",

"md5Checksum": "ed4ba581f84daec6f24c209£9f7£9%el1fb",
"description": null,

"diskFileName": "1629395a-0384-11led-8d7b-abla2a5ad583.xml",
"anyConnectModuleType": "ANY CONNECT CLIENT PROFILE",

"id": "1754c10b-0384-11led-8d7b-6b8e36ael285",

"type": "anyconnectclientprofile",
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curl -X GET --header 'Accept: application/octet-stream’
'https://10.196.155.3:12272/api/fdm/v6/action/downloaddiskfile/1629395a-0384-11ed-8d7b-abla2a5ad583.xml"
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migration(7Fo] L& o] AsHA] e &)= A8 st A T ehvbE A&t
) Save(Zi x}) =2 =g 6‘1—14 1:].
njo] 12 o] A 2] o] Do not migrate(r}-o] 7@ o] A 314 2ol A disabled(F] B4 8 )2 = 1wk 2 W
Byt

T A& ARgate] A o] i dEs e 5 A5y
* Migrate(WFo] Ll o] ) - 7] AF e & wlo] e o] A g Tk
* Do not Migrate("}o] ZLej| o] A <F §h) - ACL who] 18 o] A& FA| 1 Th

* Migrate as disabled(H] -/ 3} A} el 2 vlo] 12| o] A1) - State(* ) 2 =7} Disable(H]| &4 sh = A4 ¥ ACL
< mho] e o)A g T

* Migrate as enabled(ZHd 3} A El| 2 wlo] 18| o] ) - State(“d ) E =7} Enable(Z 4 sh) =2 A A ¥ ACLS v}
o] 1#j o] A gt}

w7 2 2 % 3} Review and Validate Configuration(7-4] 7 & 2 71 5) 3h# ol A Access Control Rules() Al 2~ Ao 7+ 2) =
=9 8taL vh3} o]
a) Elol&¢] ZF 5ol e visg S HESAL SutEA] Sl Tk

o] e o] Al Al 2~ A 9F A2 ACL ol F= A FAFR AFESHAL ACL 7F A )2 S 575t P& FDM Y
A= tupo] 2= 4 Thdol vhA] A wisg E 5= syt ol & S FDM wjy A = tjulo] 2 ACL9] o] &-¢]
"inside access"Q] 7 -9- ACL2] 3 WA 7F 2 (= ACE) E}?j—ﬁ— inside_access # 1"%= X A Yt} TCP &=+ UDP
2%, S Ae) 2= TN A = 71 EF AT R QLS 2 S EEl of SF= 7 9- Secure Firewall o] Z1# o] A & o]
ool a7t A8 H ArALE F7HEU T o & & 01% T o] o] 1y o] A& a7 He A o' g
== - ©] 5°] "inside_access #1-1"Z "inside access #1-2"% | H YT},

A A=A k= WA S 35 713 9] - Secure Firewall vFo] 18] 0] A 0] o] E-<fl " UNSUPPORTED" %
HALS 7 Th

b) sl} o] Ake] AA| A~ Ao HE A
1

& ol glo] AskA] ekoew sl A o] A2 ks e sk Actions(Z
%1) > Do not migrate(7}©] =

)= A B3 U Save(A ) E 2 HH L

vlolLeo] el SHE S Aeal i E 2L vo] el A 540 wAH,
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ahit o] o] A2~ A o] % A o] Management Center 3+ 4 -5 4 &3l sl o] A3 vh~5 dEstar
Actions(%+¢]) > File Policy(3+2 A #)E A el gy,

File Policy(}2] 4 21) o 5} 4¢2}ol ] 29 5-9] 4 22 4 el el 31 4 e g 91 2= Ao} 4 3]0 83 F Save(H
4)E 29gn.

Sh} o] AFo] A~ A o] A Ao Management Center IPS 4 2 S 4 -85l 2 d| o o] A7 vkA~E A Elstal
Actions(2F%1) > IPS Policy(IPS A )& A & g},

IPS Policy(IPS 7 #) Tl 5} 4} kol 4] ) 215 IPS 4 23} ol W5 1 3 A2 sha Aejgh a2z Alof 4 3ol
Z—LQ_-GL 35 Save(ﬂ X]—)E %@l t;ijl—ql;]__

7|15 0] & stE A2 Ao] 2] 9] 7| & FAS WA s W | dlo] A vt~ F A EStal Actions(2H4) >
Log(Z1)E Aeght}.

Log(%-1) "ﬂﬁ‘r”ﬂoﬂﬁ AA AN EE T2 A BE T A9 BT oHE :
=3 2743k 739 Event Vlewer(oltﬂ_E Hol) = Syslog(A =8 1) = & tho]] A4 o|HIES By ==
’\*‘:JOH‘# Furh Al 2= 22 A A oM ES HdEetes Hests 4
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Al2~" 27 NS A

] 77 ol 4] Management Center®] ©] "] /3 QS A ensk 2= g) T}
9 4] 2= A o] Bo] ol 4 mho] 1eo] M E o4 2 Ao} Aol TlE 4L WA S P AL whaD

A3} Actions(2H$) > Rule Action(7F 3 2+41)S A &g o},

Actions(2H¥]) =5t 9] Rule Action(71 27 2]) thst Aol A ACP X+ Prefilter(AHd 2 H) 518 A el g 4=
AFH
M H .

P ACP- BE A2 Aof TH = A zwo] YA sz BN A stn /) B s BS AYsE 24
o) sl ek oAl Aol it 4o o 518, 413, S S S
FUth o] 2ol ACLY A2 ¥ PR L 51 J A% TH v, o] 3 G AL vhol el ol M, H

= qu o]—X] ol—ci }\-]E_u"d]— 2= 01/\141;}_

I%mmﬂ éa)%ﬂqﬂﬁ°M*Eﬂ%ﬂﬂ%zﬂ%%ﬂﬂﬂiﬂ%ﬂ%%ﬁ%éﬁﬁuw
=7 & (Fastpath) 178 2 2bdhS Fa e = Q54T

o N2 Ao} g Aol AZH 1PS B 3k 22 Allow(s]8) 5 A& A g 2= 13 2 A AHs o=
AAR U

AR g5F D A3 7 31 - Secure Firewall Plo] 18 o] &L vlo| g ol A H 1F7 9] & AC
o| A *| Q=+ ACE A8+ v gy o},

H) 3L A 35 7]RF S & Secure Firewall vlo] 18| o] A &2 mfo] 18 o] H & ACE4 —r7]' b 74] s 28k AY
) Hupe] 2= 0] A w] = A g A gkl 238 A

el
¥
i
=
o
i}
e
alcs

R A et

™ Clear Filter(Z2H A7) & &

F ACEE 7[£22 ACLS Adshe €A 27 A8 dYth ACLS AT Ao FA g Ut
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g) AP AGAol= B A A R AP 72 A, ST AR A/ A, ACPY] Y =B Ax
7} A Yt} Snort 30l t gF Snort A% B NAP 44 &= EA YT

4
A7g o] 3+ 2 o] 1= Snort 2 A # > Management Center2] API Al| $F0 2 Q&) F-A|H Yt}
715 A7 o] 9] 4 22 Management Centerol] A A AFE- Y T}
Snort 3 B=3= Snort3/Snort2°]] thgk X Q) == ghx]o o af A g o H 2/ AR A qFF o] =AY A4S
g 4] o] & o] _<FDM Hostname>%1 Al A o] A4 F Yt}

A3 e B Fsa Av| 2eolH FEE

it
i
%t
i
v

* NAT %]
« MA(AA = B= A, NEY A A, EE /WA, VPN QA 2 54 Z =2 74A)
« A F o] =
* Routes
« Abo] E ZF VPN H Y
« 9A A A2~ VPN
* SNMP
* SNMPv1/v2

* SNMPv3

« DHCP
« DHCP A H
« DHCP d | o]

* DDNS

ol A 2~ -2 7§ 4] &= BGP, EIGRP, RA VPNO A A}-&5 = 5 9 34 ACLS FA gtk
o]

SFut o] o] NAT 71 2] He= 2}-9-8 QIE| #| o] ~ & wlo] e o] AalA] ero e 3l 8o )
Actions(%$]) > Do not migrate(=}o] & o] A o}xl %S)S AEE th2 Save(A S gy

vto] g o] dehA] B Y st BE g2 HolEol A o m FAH Y
7 4 (H el Aleh) A 3] 1y o] A& A E k= 5 <t Network Objects(U E gl I = Port Objects((£E 7] All) 51 &=
A

°] BT
= VPN Objects(VPN 7} )l x Actlons(zL?j) > Rename(°| & H]—1|17])—% Aol S} o] Ao HESH, TE ©
T VPN 7RA 9] o] 55 WA E 4= 5Tk

olFol WA MA S Fxshs MMl - H I NAT A= A 71A] o] F 2= fivlo] Efg .

7] 5 Remote Access VPN( A A2~ VPN) Al ol A= A4 A2 VPNl & B8t B 7HA] 71 FDM 7 U %] = t] bt
o] 20| ] Management Center & Vo] L] o] A 5w t}&-3} o] F A},
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t]H}o] ~-Threat Defense ¢ =L = =%
ISR FEEEBREEE SRR

AnyConnect 3}¢ - AnyConnect | 7] A], Hostscan I} ¥ (Dap.xml, Data.xml, Hostscan ¥} 7] A]), &] - H 2}-$-#] 5| 7]
Z] 9! AnyConnect 32 2 3} 912 A2 FDM v Y A = t]upo] 2o A Z A 5f of 3w wlo] 1 o] ol AR--3 4= 9}
o of gt}

vlo] 1 o] A 24l o] K2 X E AnyConnect 3 7] A & Management Center®ll § 2 =31t} AnyConnect
3 2 9} & Management Center®l] 2] % ] 2 =3} A1} Secure Firewall nFo] 18 o] A oA 2 =3 4= 9l &

.

Management Center®l] 4] 7}4 & 7] AnyConnect, Hostscan 5= = 2] 5§ H 2}-9-#] ] 7] 2] & 41 &1 g1 U}, AnyConnect
) 71 2] & &1} o] A el F oF g1t} Hostscan, dap.xml, data.xml B2 & 5 B E}—rﬂ 2 FA A A AL TS
3k 745 A=) oF Ut AnyConnect X 2 3} 2 A B A&l YT

Dap.xml-> FDM " U 2] = T uto] 2o A 7 A g SnbE ghgd o] of of it} 7 3] e o] A 9} of] 91+ dap.xml
of gzl Aol FlPUTEH Aol Tos BE dS R esta degor . o] Eof AofsiH ¢
TE A &2 F o2 FAH I Secure Firewall vFo] L8 o] Eo] HAS5S X dYsHA] EHFY T}

AAA - Radius, LDAP, AD, LDAP, SAML % Local Realm(Z7Z 9§ <) o1Z= AW 7F A EUTH BE AAA
A el 715 Eﬂ o] E3FY T}, Secure Firewall vlo] 18 o] A & 3. OTEi = L1ve Connect FDM " U %] = t]n}o] ~
of thal) AbA 35 717} A5 o & 7 A= 1 o} more system: running-config 3 -S AL-&-5ko] <A 71 7] 9} 37
e :rL/H ﬁi‘: 3} 2= FE 9}1\/\141;]_ olul gAE tﬂ/\l/] AAA 1= 7] = 74/\11 o}g:]uq 1;]_3 11:_}7:]] 6g-§jh,]
=3

Zar o] 2 3 ¥k A= Secure Firewall Plo] L@ o] A & 2] Hlo| A 4= sl oF gt}

1. SSH &£%5 &3l FDM miy A = tjufo] 2~of AA 7 o

2. more system:running-config ™ S ¢ = s o}

3. aaa-server and local user(aaa-server & =7 A}-8-2}) Al 0 2 o] 53lo] UNE Bl AE P2A1o] BE AAA T
4R 47w sy
ciscoFDM#more system:running-config
!
aaa-server Test-RADIUS (inside) host 2.2.2.2
key <key in clear text> <----- The radius key is now displayed in clear text format. aaa-server
Test-LDAP (inside) host 3.3.3.3
ldap-login-password <Password in clear text> <----- TheLDAP/AD/LDAPS password is now displayed in
clear text format.
username Test User password <Password in clear text> <----- The Local user password is shown in

clear text.

a2 AR MR e} e skE A5 ol A n R S S 291871 Secure Firewall PFo] 71
gold Sl A HE s E 88 5 sy

i

LDAPSOI| == Management Center®] = ¢lo] I @ gt} o+ 53} 78 LDAPSO th 3k =2l S do] Edfof
Eatl=s
h=] .

AD 4| o]| = Management Centerl] 33t AD 713 Erle] g ht) gk Ew|Qlo] A = Secure
Firewall ko] 18| o] A Eol] A YT F&Eo] AW AR AFE 373 AD 713 =w| Q1S = s oF i A

EFAIE S U
5317 LDAPS= A4 | AAA A H ] 73-%- FDM "l A = tufe] 2= 1p Bl 2 E o] F E= =rQl S A
Y8417, Management Centeri= &~ E o] & = =17 XAy th FDM v U X = t]ufo] 2 L] of] &

wlo] 18 o] &8 A}-&-5}o] FDM 32| t]ulo] ~E Secure Firewall Threat Defense = w}-o] “1.2] o] A .
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E o]2 = wrolo] 3% AL AME o] ¥AH YT FDM 1Y %] = t]ufo] A~ A1 o] LDAPSS IP 54
7} 3£3H% 74-$- Remote Access VPN(?JZ.:‘ AN A] 2~ VPN) o} 2] 2] AAA A A o] Q]S g tl AAA A H]
o IP FAE FRle & = =relE iy sfoF Tt

g o] ADS! AAA AW 2] A 9-(AH 32 FDM vl Y x| = tjule] 2 -4 o] A Microsoft}) AD Primary
Domain(AD 7] & %] 91)> Management Centerol| A -/ dljof 3= 2= D =¢J Yt} o] == FDM WY A =

tlupo] 2o 4 M= 2 4 5] 4] @k 0.m FDM v L] | = t]uko] 2] LDAP-base-dn T4 o1 4 F &t}
ldap—base—an] ou=Test—Ou,dc=gcevpn,dc=com“’l 35

AD Primary Domain(AD 7] v O])'O— 718 = Q1S 44 1= de, de=geevpn H de=com & 2 A 2}el= H =
AYt} AD 7] E v 912 geevpn.com ] H T},

LDAP-base-dn <] A] 3}<:

cn=FDM, OU=ServiceAccounts, OU=abc, de=abe, de=com:

o] 71 A de=abc & de=com-< abc.coml. 2 AT o] AD 7| E E=r|el& A}
cn=admin, cn=-users, dc=fwsecurity, dc=cisco, dc=com:

AD 7] =] 918 fwsecurity.cisco.com ¥ L T}

AD 7] Tl o] x}F o 2 7 A & o] Secure Firewall Plo] L] o] A E-ol] A H YT}

a AD 71 =] g 2k 9 AR Aol thal arfraf o St F= o] B A E A U Firewall vlo] 12| o] A
=°] FDM "U A = tjufpo] & Aol A ghg 3hE = ]l A9, 54 Aol thdk AD 71 =rl 9l S ¢
ﬁ*}ﬁ}t HAAZE A E U S 7S ST AD 7] E E=rls g

o

Address Pool(F24 %)-2.E Ipv4 2 Ipv6 Zo| o] 7)o FAF Ut}

* Group-Policy(L35 4 #)-0] A ell= Fepo]AE LR uhelo] gl T A A, ¥ L2k ojAE &
Er 9 2 ado] flE 1w A o] TAFHYTE 223+ o] AnyConnect file(AnyConnect -L}‘”) Q’cﬂoﬂ 71
AP dEE Ao FAEUT AR 220, vy 2R ukd 9l Sefo|JE RE 22 a5 A E 6}

7%} AAE 7 JHFHTH
Connection Profile(1 72 Z 2 3}¢Y)-R& A4 2 23U/H Y 159 o 7ol A H YT

Trustpoint(EEi/\E ¥ 21 E)-FDM UHHX] tjv}o] 2ol A Management Center= 2] E#| 2~ E ¥ QI E F = PKI
WA mho] 18| o] & mho]l 1ol A &F 4 ] o] RA VPNS A &4 & & mlo] 1g o] d3at o D83t
U t}. Remote Access Interface(d 2 A 2= QIE] # o] 22) Al o A 719 SSL, IKEv2 2 1 7| Ol*oﬂ oigk Eg
2E ¥RJIEE wjsgsto] thg vlo] 18 o] A TA| & a3yt LDAPS 22 EFo] &35ty 749 19 SSL
D KEV2 EFHAE I E = A& A Yt SAML 71 A 7F &4 3= 74 -%- SAML A A o] A SAML IDP 2 SPol| tf
@EﬂiiE ERJAEE v 3% = AFUTE SP IASA = A A G U 54 HE 25 dis] EHAE X
JEE ZH**«]%‘—’FE AFYTH AFe]H SAML EHAE ¥RIE 745 42 FDM WY A & t]ufo] 2 of A
R85 % 91 79 Override SAML(SAML 14 91) & 410l 4 A 8e 4 glzuieh

FDM "+ = tjufo] 2o A PKI I5AM S = Wi ol that ApAI g W 8- FDM iy #] = tfupo] 2 o
4 FL W RS Farst Al L.

« Certificate Maps(S154] W)- o 7] ol = Q154 o] A F YT}

A6 SNMP 5ol A o B& HE, A5 2 49T = dsUh
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ASA t]H}o] 2ol SNMPV1/V2 B3 SNMPV3 -4 o] 9li=A] ol whe} 514 o] SNMPV1/V2 5 3= SNMPV3 5o 1
Ay
SNMPV1/V2:

* Host Server Name(& 2= E A H o] &): SNMP & =98] $ ~Eo|&

« IP Address(IP 5=4~): SNMP &~ E 9] [P 54~

« Community String(71 U E &#F4): 5 2= A& @l oF sh+= SNMP AFYE wAEdUY. & 2ES A
3har Actions(’—‘}od)> Update Community String( 7Y El #2414 G e o] E)Z o] 53lo] AFYE ZAL LS A
FTFYLE o] 32 SNMP M 25 §l&] A ARFYE 5 *}—Q“XP o5 w3l oF Tt

* Validation State(71 5 % Hll) : U/ Management Centerol| 4] A3 2 S ~E AW o] 75 A H

2l
2

SNMPV3:
* User Name(AH8-AF ©] 5): SNMP &~ E 9] A&7} o] &
« Authentication Password(Q! % Bl 2 ¥ &): AF&212] Q15 v & 5 A3} 2 Actions(2H9)E &8 Uk

+ Encryption Password($} 5.3} U] 3): AL-§-x}2] v]F 7] v U H 5= A 35l Actions(ZH)= &8 Y
t}.

« Validation State(7 5 % Ell) : t)“d Management Centerol] 4] A A] & AF-&-2}2] 715 AFE)

Tl FAHE FUS Feetol §4 w5 FOR o Fafok Fuink.

Start of the Maintenance Window
Manager will be moved from FDM managed to FMC Imanaged.
e  This Step onwards should be performed in a maintenance window as there is a device downtime involved in
this migration process.
o Ensure connectivity between FDM device and FMC to move the device from FDM to FMC using FDM.
o FDM Devices enrolled with the cloud management will lose access upon registration with FMC
o Ensure out-of-band access to the FTD device is available, to access the device in case of accessibility issues
during migration.
o Itis highly recommended that a backup (export) of the FDM configuration is performed to restore the original
state of the firewall managed by FDM if required.
o FMC should be registered to Smart Licensing Server.

Move Manager(¢]& 2] 2h) # o] 2] ol th5- Al 7 B EE 9} &3 ofF gt}

* FTD is behind NAT Device(FTD7} NAT t]u}o] 2 o] H ol 915), FMC is behind NAT Device(FMC
7} NAT tlurlo] 2 o] ol 1), No Device is behind NAT (Default Setting)(t] ¥l o] 227} NAT ©]
Hell gl&(712 A A)) Foll A e gy
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QIS4

3L FMC is behind NAT Device(FMC”} NAT t]n}o] 2 o] ol 31-2)
A9 AE7F FAH Y TH
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=

« Management Center/CDO Registration Key(Management Center/CDO 55 7]): | A& o] &
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%Yt FTD is behind NAT Device(FTD7} NAT t]Hfo] = ool 91 &)E Helst 4 =7}
FAR YT

DNS Server Group(DNS A1 ¥ “13): Device Manager®} Management Center 7+2] <17 of] A
DNS A B L5 YdHtt

Management Center/ CDO Access Interface (Data/Management)(Management Center/CDO ] A|
2= QI H o] (vl ol H/¥H2])): T AFE o] & Hol B/ QB H o] 2= Foll A A et d
olE| Qg Hlo] 2= HlolE B H o] 25 Fall A Ee F=7F 789 4 F-ollw Al dg

do
il
rr

Move Manager (2] A} ©] &) & A B3} Secure Firewall v}o] 18] 0] A &-©] Device Manager©l A
Management Center = 2] AH& o] -5 YT} ]| AHE 0] 5§ $-o & Device Managerl 4] T] u}o] 2~
of HA|~E = FlHFUTH

npo] Zref o] e tiube] & Ayl o] H A5 HE R AT

Dynamic-Route-Objects(-5 7 = 7§ Al]) A A of npo] 1glo] A ¥ = 2E A AA 7 AE U
* Policy-List
* Prefix-List
* Route-Map
AR 22
* AS-Path
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wpo] 22l o] 3t tlutol = A elol i A5, e 2 1%

¢ Access-List
A 2 Routes(7d 2) M Aol thg 4 27F FAF Yt
* Static(d 4) - B IPv4 2 IPv6 44 BEZE A YT

«BGP — 2. E BGP A 2E ¥ ATt}

* EIGRP - & EIGRP 74 2 & ¥ A &Yt} EIGRP2] 7d-$- more system:running 173 ©] 9 2 =% 31 7] 7} & & 38} &
A 751% NS 7= } 1%‘4‘4 717} 2222 773 ol A 25k 74 9- EIGRP 9] Interface(R1E] 3] 0] 22) A4 o]
A 7E o2 AT = dFYT Q15 7 (encrypted(F 2 3}, unencrypted (& 81 =] | 2 ), auth(31 S

=) = none($l )= ﬁ }J— el wet 71 & Al T

4A 3 AES R 3 T validate(d 5)E F9

S 7 oll A Secure Firewall v}o] 18| o] A &2 Management Center®l] 91723} 7]& 7 A & 7 Es}aL vfo] 17
ol st /N A 553} vl gy}, 7) Al 7} o] 1] Management Center®ll 1 74 -$- Secure Firewall vlo] 18] o] A &2 T}
3} ol .
« A 2] o] &3 T o] F YU g 7 - Secure Firewall vlo] 18 o] A -2 7] & 72| & A A}-8-3} 31 Management
Centeroll A} WA & B384 FFH T
« HA 9] o] &8 ZAT g o] thE 74 §- Secure Firewall PFo] L8] o] A Fo] WA =5 BEialgyo

&AM AT A GRS =
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)
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A 4 7150 5% 5 Validation Status(7 5 A El) th 3} A <foll sl o] k2] A FE o] A W vhg-3} 2ol gt
a) Resolve Conflicts(5 & 3 2)E &8 3t}
Secure Firewall U}Olli’ﬂ ol B2 /A =] Hud 9 X9 u}g} Network Objects(U] E-H = 7] A) X+ Port
Objects(EE 7| A|) & 5 a1} == & thol] A aL olo] Z& FA Y]
b = L AMAE AEFY .
o) TEl A=z NA ] FEE FIskaL Actions(2H4) >
d) Resolve Conflicts(Z& 3l Z2) FollA A 2 S S5

Resolve Conflicts(Z & 3 2)2 A&l gy},
aanich
o & £, 7| Management Center 7] A ¢}9] &= WA 817] 913 /WA o] 5ol FRIALE F7Fst ek w Al A]
7} EAE 5 QU 7R A0S S AL AR VAL A S 5 A
e) Resolve(3l2)E 2833t}
D WoIA 2 A FEE o250 Save(H ) T
g) Validate(#5)2 Z83te] A 2ol S AAZF8 I RE NA FE0] AT AEA &3
A5 S o] 2k ¥ a1 Validation Status(7 5 2 Hl) W8} “d =}l Successfully Validated(7 5 A3 &) WAl A 7F 32 A] = A
Push the Migrated Configuration to Management Center(Management Center= w}-o] ¢ o] A ¥ 57 A= 7l 3 ]

.
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. njo] g o] A @ 7 3] 17 o] 41 S Management Centercl] 7]

nlo] 1 o] A ¥ Ay 17 o] A4S Management Centerol] <% A]
o=z

A1
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oA 3

oA 4

AZst RE A 255 4R & A9 ulo] 2y o)A E FDM U X =
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{

"metadata": |

"contentType": "application/json", "topic": "migrationtool.telemetry"

}l

"payload": { "FDM config stats": {

"access rules counts": 46,

"acl counts": 46,

"fgdn based access rule counts": 7, "is bgp configured": false, "is eigrp configured":
false, "is multicast configured": false, "is ospf configured": false, "is pbr configured":

false, "is ra vpn configured": false, "is s2s vpn configured": false, "is snmp configured":
false, "local users counts": 0,

"nat rule counts": 17,
"network object counts": 34,
"network object group counts": 6,

"port object counts": 85,

"port object group counts": 37,

"sgt based access rules count": 0,
"timerange based access rule counts": 1,
"total unparsed access rule counts": 3,
"unparsed_config count": 68,

"unsupported access rules count": 3,
"unsupported nat rule count": 0

}l
"context mode": "SINGLE", "error description": null, "error message": null, "firewall mode":

"ROUTED", "migration status": "SUCCESS", "migration summary": {
"access control policy": [ [

{

"access rule counts": 0,
"expanded acp rule counts": 0, "name": "Doesn't Exist",
"partially migrated acl rule counts": 3

}

]

]l

"interface counts": 0,
"interface group counts": 0, "nat Policy": [
[

{

"NAT rule counts": 0, "name": "Doesn't Exist",
"partially migrated nat rule counts": 0

}

]

]l

"network object rename counts": 1,
"network object reused counts": 21,
"object group counts": 6,

"objects counts": 34,

"port object rename counts": 0,

"port object reused counts": 0,
"security zone counts": 3,
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"static_routes_counts": 0,

"sub interface counts": 0

}I

"migration tool version": "1.1.0.1912",

"source config counts": 504,

"source_device model number": " FDM5585-SSP-10, 5969 MB RAM, CPU Xeon 5500 series 2000 MHz,
1 CPU (4 cores)",

"source device serial number": "JAF1528ACAD", "source device version": "9.6(2)",

"source_ type": "FDM",

"system information": {

"browser": "Chrome/69.0.3497.100", "operating system": "Windows NT 10.0; Win64; x64"

}I

"target device model": "Cisco Firepower Threat Defense for VMWare", "target device version":
"5",

"target management type": "Management Center", "target management version": "6.2.3.3 (build
76)",

"time": "2018-09-28 18:17:56",

"tool performance": { "config push time": 7,

"conversion time": 14,

"migration time": 592

}

}I

"version": "1.0"
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