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diole] R elol8 & AE Ho] 2 FH 2 39 e Aol & o] TS A dorm e g9 A
#| o] 27} Data- sharmg(tﬂ o8] &) T oltiete 51 9] QlE o] = Data(vl o] H) frE o2 44T
T AEUT

EFT H 5ol A 49 Interface($1 E] 7 o] )& A B g o},

=] A Hupo] 2o A EE o 9= = A Qe | 1*011 stel SIE o) 25 UM = jls
o 39l A Ao 2] thE sk gl QIE Hl o] 27F o] gl= -4 Ei Jﬂ o] 2 ApA| 7} & 5
o] oA thd A 8h9] A o] 25 F 743 5= QlF U

1~4294967295 A} ©] ] Subinterface ID(3}$] <1E o] ~ ID)S f & gy o}

o] ID= A9 ¢l | o] 2~ ID interface_id.subinterface_id= 371 U t}. o] 2 591 ID7}100¢] Ethernet1/1
o] 319] 1E] #] o] 2 )5l 7% 819) 91E] 7 0] 2= ID= Ethernet1/1.1000] 1]t} o] ID3= VLAN ID
o= thEA R Ho A FID7F LA EF AT 4 lF YT

6 1~4095 A}-o] ©] VLAN IDE A 4 o).

OK(=He) 223 o).
39] QIE o) 28 Sg3he] 3 QUE| o] 2= oo o] HE 5] QNE) o] 2 FA Gk
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FX0S: el o] 12281 2o gt el 2zstl 571 [

FX0S: Zi e o] Q1 ~' 2of gt 2] 20 57

—_

Aol AT o AR FE AW gt 2285 sk o] 4 A du . =24 o
Hpo] /o ER] A O] A JNA| A E FHE QAR S Sl ZR2AS A FYrh gas T2 upd &
CPU Fo] 5 A A th. RAM F0] Frofl ufih 52 o 2 Shg s v t] 23 F7+-S 1 2~ % 2~ 40GB
24494y,
FHa Fo) YT
S
Fa FZo] U AL R E T3] 7Y B-S CPU AHE-E H T} CPU A
o A SR ok g AF U o] U A2 QI AH A= EY i
Erge] v Ryt B A S A sk A5 U B S0 E
[

MA = # A 7] 771 284 "Default-Small'o] 2hi= 7] &2 2] s L2 o
BE MBS o |G T2IS AFEsHA] F o A
A Z2ed o A, Al 2go & 2232 lsu
gz T akelo] A ARG Folehd a4
N2 v EAds}stal g] i TR kel & MG Fof] mpA o = I 2| 25 v
AUt A8E u7FEA B B YA JIA- A A7 2 ek 9ol = H g wE A
el 2R E 22 A7 = A8 oF Fu .

FTD Q1 2H A~ FMCol| F7138F 3 2] 2 X 2 uld A A S W7 3F+= 7 $- FMC Devices(t] v}o] ) >

Device Management(D] nlo] 2 32]) > Device(T] B} ©] 22) > System(A] 2~ &) > Inventory( 1 Hll & 2]) o} 3} 4+
Aol A ZF 51 & JIME 2] & fHle ] EF YT

ru;
E
o
e
)
]
&
g2
o))
T
v
P
T, ofl
[d
It
A=)
e
ot o

A 1 Platform Settings(= 21 % 2 %) > Resource Profiles(2] 22 Z 2 I)= A 83 t} 2 Add(F7HE 28

Y},

w72 thg sheke e & 4 g

« Name(©] ) - 1~644} A}o] o] T 23 o] =S A A st}

[d

29

o

F7h Tl o] T2 ol F

« Description(X ™) - Z 2 F o] o) 3+ A (] o) 5102HS A 4G gt}

« Number of Cores(5.0] <) - A Al o] whe} 29 0] 510] =2 6~FH ol gk Alo] o] A= A A et}
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. FXOS: Firepower Threat Defense = 2] ~E] 57}

oA 3 0K(EHQ1)E 83T}

FXOS: Firepower Threat Defense = | 2~F| 57}

vl o] E] B & = o] A 7+ Firepower 9300 A A 2 2§ A U] 28] ~E] 2 F7}at AL Al A] 7F 28] ~E 9 &
o 2 o] AAIE F7HeE = AdF U T

= Q2B 2 2o A W Firepower 9300 ) Al o] &}t o] Aol ] AEE AA] Y] Y AHE S
7R AVHZ gl 1A’ A EdeloF ¢ AfA] IF S A G o= of 2] Aj Aol ekt o] el F
H 2B E e o sy
AT S 2B R Y] A A AAE N A o A El oF Utk Al A shutell SRl 2B E FTHRE
O Al F538H7] 918 3 A Al A o] FEAE R A4S vhg Al Ao HA Y Th

Firepower Threat Defense = 2] ~E] A4
Firepower 4100/9300 A} A] =3 ulo] Ao A S A& &HA 15T 5= AdHUth BE 27] 1AL
vt Ay o2 A E U
A FE 2EHEH Y] A2 AAE A H oz A S oF hY th Al A sl SR AEE TE S
oS AA F257) Y& A HA A Q] FEAE M Ay 18 o] S TS A Ao BAFF )
RE-S A2 3HA] &S 7d-9-oll &= Firepower 9300 A A1 & 37 5 &5 B5 & e oy A/l Z¢
<30 Aoy A’ Ao el FHAHH S FA s of Ul 3 RES BT FASHA &
35

Zel B 7 A s,

A #817] Qo

« Cisco.comol| A t=2] 4] tjujo] 2o AFR-& o Z 2] Al o] A o] WA & thig 2 =8 th, 3| & o] 7] 4]
= Firepower 4100/9300 A Al of] & 2 =3},

Ad ol A2=E 20 A5 7] TR S AFE-sHA] & o e ™ FX0S: H oY Q1 2~H' 2o g
s IR kel 71 21 Ho| Ao whe} A TR F S FIF T

A" o) Qlar 2o A9 Aoy A AE A F o= HXA| 87| Mol U227} SufE P4
S 2 e = Hot R E/AXN S thA] 7] 38| oF $Fu Ul Security Modules(X.QF 5.%5) == Security
Engine( 2.0 A1 X1)& A &l ar tha] 7] 38} ofo] Z(&)S FH P ) 71E =214 tnfo] 27} 2
AE Foll A Huto] 22 A A H W 24 o Zej Aol FAS SPGB AXHAE A
golv dav Az wA g u= oW A8 7| R A"l aE Ao gyt 7| R A Av A s
Ag o) QIA|H 22 AF who] 1 o] A e = glFy

Cohg ARE FHI .

o A elE Ho] A~ D, IPF4, U EY A vl

« Gateway IP address(#| o] E ¢l o] IP F2x)
* FMC A1 &} 31 IP =4 BY/5E+= NAT ID
o

« DNS AW IP 5=
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Firepower Threat Defense = 2] %~ 14 .

*FID 3 AE o5 9 =l o] &

X ZAIA
GA1 Sl H o] A2 At FX0S: ¢l e H|o] ~ 714, 15 Fl o] x| AL F x4 A ©.
A2 Logical Devices(t=2] % tjulo] 2)E A& g},
A3 Add(3=71) > Cluster(Z 2] 2~ E] )= 28] 8}a o} gt H & A A ot

% 1:v|o] ¥l B F2 A F

| Add Cluster 2l
I want to: Create New Cluster bl
Device Name: clusterl
Template: Cisco Firepower Threat Defense =7
| Image Version: 6.5.0.1159 e
Instance Type: Mative &7
QK Cancel

O 20% A2 Fe 2

Add Cluster )l
I want to: Create New Cluster il
Device Name: clusterl
Template: Cisco Firepower Threat Defense =7
Image Version: 6.5.0.39 v
Instance Type: Container i
Resource Profile: Default-Small ki

5M 1 - 46 Cores Available
5M 2 - 46 Cores Available
5M 3 - Module offline. No information available

@ Before you add the first container instance, you must reinitialize the
security module/engine so that the disk has the correct formatting.
You only need to perform this action once.

QK Cancel

a) lwantto:(5=3) & 2+4:) > Create New Cluster(X] =] ~E A A)E Heldht}
b) Device Name(T]H}o] 2~ o] 5)& 9 &t}
o] o] 52 U F-A o= AjA| T ulo] A 7t #e] A S
Huth o] &= ol FgAlo] A T o] AFE-5] = tlufo] 2 o]
c) Template(%!=31)ol A Cisco Firepower Threat Defense =S 41 & 31 T}
d) Image Version(©] "] %] B] )& A &gk},
e) Instance Type(Q!2~El 2~ -3)<] 73 -5 Native(U] ©] E] B.) T=+= Container(71 E] ©] )& A & 3H T}

3
=
=]
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. Firepower Threat Defense = & 2~ E] A4

A 4

=

dlolH B I~ A= B HE/dl o] BE g4 2~(CPU, RAM % t] =4 I3 & AHE-sh o u}
A Shte] 7] I A’ AR XS 5= dFYTE 2 EH oY Q1 ~E A~ Hel BE/dlzl o] g4
a9 TS AR U whEhA] oY o] AE o] IS’ AE AT = JlHFH T

f) (AEloly Q12~' 4Rk 3| F) Resource Type(2] A2~ 3 ) o] EFTHE: HFol A glas 22014
% shE g gy
Firepower 93002] 7 ¢- o] Z 23}l & B QF BE 9] 7} Q121 2 of 2 8-t} o] XqiMl*ﬂ 5ol
HA REHR AR 2 229d S A4S F UdFHT o & Sl U2 WA BE 3 S A
StHA ¢ A 5ol e R A o] B2 CPUE T dHFUTh ELFH*HE *ﬂ” al7] Z el
SHLE L2 9dS Ak Ao FHUTh Al Z29d -8 AAdslof = A 2H2H A S
F 238k FXO0S: 7 E oY A 2~®'l 2~of gigh 2] A L2 0t F71, 21 B o] X & AH8-3l] shuE 5
HEnsi=

g) OK(ZH)=E gt}

Provisioning - device name(= 21| A J - t] v} o] = o] &) Ao] FA|H LT}

ol FelaH o &3 EH o] AE A

Data Ports =
Ethernet1/2
Ethernet1/S
Ethernet1/8
Ethernet2/1
Ethernet2/2
Ethernet2/3
Ethernet2/4
Ethernet2/s
Ethernet2/6
Ethernet2/7
Port-channell
Port-channel2 :hc';\-nell
Port-channel3

- Port-channeld48

Port-channel48.10 Port- =L
Port-channel48.11 channeiz FTD - 6.5.0.63

Security Medule 1,2,3
Click to configure

Part-
channel3

Port-
channel48.10

HolEln v Se] ~E e
Ze) 8 49 9) Qe 0]

rﬂlm o
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3} Firepower Threat Defense-& 22 =€ 7%

Cluster Information(Z 2] 2~ ] A 1) | o] x| o] A] T}

a9 3ol E B S 2

Cisco Firepower Threat Defense - Bootstrap 7%

Configuration

Cluster Information Settings

Security Module

Security Module-1,Security Module-2,Security Module-3

Interface Information

Chassis ID:

Site ID:

Cluster Key:

Confirm Cluster Key:

Cluster Group Name:

Management Interface:

CCL Subnet IP:

clusterl

Ethernetl/4

Eg:x.x.0.0

0K

Interface Information Agreement

Cancel

o

=3

ki

Firepower Threat Defense = 2] 2~E] A4 .

A1 9T

Firepower Threat Defense 8 22 ~¥ 4% .
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A e R Eat Eal= = Eal =

Cisco Firepower Threat Defense - Bootstrap 7%
Configuration

Cluster Information Settings Interface Information Agreement
Security Module(SM) and Resource Profile Selection

Security Module-1,Security Module-2,Security Module-3

Resource Profile Selection

Security Module 1: Default-Small s

5M 1 - 46 Cores Available

Security Module 2: Default-Small e

5M 2 - 46 Cores Available

Security Module 3: Default-Small bl

Interface Information

Chassis ID: 1
Site ID: 1
Cluster Key: o

Confirm Cluster Key: sses

Cluster Group Name: mi-cluster-1
Management Interface: Ethernetl/4 7
CCL Subnet IP: Eg:x.x.0.0

0K Cancel

a) (Firepower 9300 71 Ejo] ] Q1 ~E A"t af| ) H ot R E(SM) X 2] A Z 23l AEl of oA L5
HZ g2 gdar 220 d S 44 S AdFUh o & E0] U & Bl s 35 AFE3HH A
o Aol we R f @2 CPUE AT 5 dFY

b) AAl ZF =2l ~E " 9] %9, Chassis ID(2] A] ID) Z =of AfA] IDE FH Y TE S8 2= 9] 7} AfA]

T A IDE ARS Sl oF FuTh
o] A= S22 H o] Y=L Port-Channel 4801 ¥lH] <18 3 0] 25 F718E 7 §-ol vF Ureb e v

c) AFOlE 3 Z8 ~H E ] 4§ o] AjA]of| vl Site ID(AFo] E ID) 2 E°ﬂ 1~82] Al E IDE ¥ g
Yt} FlexConfig 7] 5. Tl &l ] A A 8, AFo| E o] 3, S8 2H E25- 0|54 & o] 53 9 A
A& WA 37 €8k 714 01 Abo] E 7+ Z2] ~F] 9k 3} = Firepower Management Center FlexConfig
7165 AHEete Aol vt 74 7 F T

d) Cluster Key(Z 2 ~F] 7]) B =0 A Se| 2F Alo] 9] Alo] Egfo] g5 715 73T

&

Fr U1 12k ~ 6372 ASCH = AL AU ok & Bl & 715 A 5k dl AR U T o] &
& A2 dH Aol E g g E SRS v HolE A= BTl s v A o,
ddmrEA~ER dEgy)

(2 of

|
0~
gl

e) Cluster Group Name(Z 2] ~E] Z15 o] & )(i=8] 4 tlnlo] =~ FAl o] S8l A 15F o] 5)2 24Ty

o] &= 17} ~ 3822 ASCII = A& o] of oF gh Tt
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f) Management Interface(¥}2] <1 E] 3| o] )& A &3},
o] elE o] A~ =] 4 tlnfo] A E el sh= o A&H UL o] lE Ho] A& AjA] ] RES}
Hol Ay
al=gllo] upo] g 2 = ¢ ¢lE] 7| o] ~ = Management(22]) Q1B o] ~ 2 et 749 17
o] ol = A 01| & Folsl= oL WA X 7} A H Yt

g) (41 ¥ A}3}) CCL Subnet IP(CCL A1 B YL IP)E 2.0.0.0 2. % A A 31t}
712 o w2 FeaH Ao Y A=127.20016 MIES A E AFS YT 28} A F M ESH T +5
o X+=127.2.00/16 E&) = &5 & &34 YT o] 29 F3219(127.0.0.0/8) XL HE| AN ~E
(224.0.0.0/4) 2 5~ (169.254.0.0/16) A= A L3 RE /G VEY T F4E S 2EHE 1/ U E
9139 A AEFUT 352000002 A= A9 7| 2 U EY I AFSH Y
ALl A= ARA] ID W &3 1D a.b.chassis_id.slot_id= 7] 5 0. & &to] 2} fylol tf &l S ~F A
ol H A ClE o]~ IPF4E A5 AT Y h

rot
i

)

A7 Settings( A) H| o] Ao A T} 2 S ks g T

Cisco Firepower Threat Defense - Bootstrap T
Configuration

Cluster Information Settings Interface Information Agreement

Registration Key:
Confirm Registration Key: |ssss
Password:

Confirm Password:

Firepower Management 10.89.5.35

Center IP:

Permit Expert mode for yes v
FTD S5H sessions:

Search domains: cisco.com

Firewall Mode: Routed el
DNS Servers: 10.89.4.5

Firepower Management test

Center NAT ID:

Fully Qualified Hostname: | ftd1.cisco.com)

Eventing Interface: v

QK Cancel
a)  Registration Key(5-= 7]) 2 = o 5= 3}+= 5 <t Firepower Management Center} 2 2] 2~ E] W1
ol HE 715 A FUTh
o 7]¢l thaf 1~377}F] A E £ E & A eE = A HF U FIDE 5713k 749 FMColl 54
715 dE gy
b)  FTD &) AR-&-A}7} CLICl Al 2~ 3 wff A}-8-3F Password(H] 2 &) 5 o = 34 o}
c)  Firepower Management Center IP Z =i Firepower Management Center2 #2]3}7] 93HIP 24

EAHFUSMCIP F2E ¢ 5 8l 45, ©] =%E ¥] ]+ 1L Firepower Management Center
NATID 2= 455 =gyt
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d)

e)

f)

g)

h)

g4 9 3171842 913 Firepower Threat Defense-8- 2] 28] 7% |
-] < E1 A A

(A8 A3} A o] 212§l 2] 73-5-, Permit Export mode from FTD SSH sessions(FTD SSH Al| A1
oA AE7} = 3] &)l thal Yes(ell) == No(o}H )= AUt A&7 Lo = g
EYETE S ATFID A A2 75 o] Alag

o] Aol thaf Yes(l)S A 8)3HE 7 9- SSH Al Aol A Ad o] 21~

Bl 20
Sl A A AETE RES A2 4 A5 T Noloh 2)2 A el 6}
A}

ol | 23k 5=

Zl
71 §-o]| = FXO0S CLI<]l
P dsyth Zh

U

A e ol ' o) AT g Q= AR AR A REE A

M2 U% 93] 28 5 252 Noloh] £)3 A8k 5lo] £

ol A w0 9l = A 2ol ul2} Expert & 7} g g shrharl e 5= 7 9- = Cisco Technical
EEAEY T ol REE A

M g i

L

Assistance Centerol] 4] A}%O}E% QA BHE 7 9ol W Expert 2.5 =
3} ™ FTD CLIo A expert ¥ & & AF&-3HU U}
(%1 & x}3}) Search Domains(7 2] =] 1) 2 =of He] Y E ¢ 3.9] B A ol =

= H 1 H
(%1 &l A}3}) Firewall Mode(™ 319 B.=) =55 0F- -39 4| Transparent(+ ') 5=+ Routed(Z}-5-
HH)E 483y
248 REA A FID= U EY A9 g8 F oz gyt k' & 7k Qe o] 27} th e
AB Yl QlFUth o] of v & Frg W sl 2 “H]&d ol = 3 Q1 E (bump in the wire)” =+ “2
7 & vl 3} (stealth firewall)” 22 &8-S a5} glo]o] 2 vkl o], A A% t]ujo] 29 U
g 2B FoE BAHA FHFUTH
Wk RE= 27] -5 Aol A Utk FEAER A5 thA] A&k Fgole= o] A
o] AbEH A F U

(#1€l A}3}) DNS Servers(DNS 4 H) Z =of 12 G5 DNS A H 555 =3k
d & £0],FIMCe] &2 E o5& X 43} 49, FTDo| A = DNSE AF-&-3t4 .

(el ALEH Al Tl rlo] A2 S AH & F71E u FMCol = ¢ 3 & ¢+ 5 £ Firepower Management
Center NAT ID Z =of| & &t}

A 05 P % A3} AT S 50 1P (55 7)) @A)} R 6 g ok e
= tnto) 2 P F48 A4 tluho] 2t IMCIP F48 A A G T et 2952 9
S 0 AP % Ao AT ] B A1) T )t S
55 7% 2513121 <1712 0] 4 3L NATIDIE 21 950} e, 1-37212) 1<) o] )~
E ¥A9S NATIDR A4 8 5 QU Th FMC 2 Tl uko] 2~ 55 7] 2 NAT ID(IP 52 ) 21)
& AHEoto] 7] 552 Q1 E5 AEE Yol gtk

—

rl

Y

(A1 & A}2}) Fully Qualified Hostname(% 173§l S~ E o] &) I =of FTD t]H}o] ~¢] A3t o]

5 98y
AT EARE attE 27hA o] A, 03 9 Abol o] A, () B stol () AU Th H o) B A =
25374 Y ot

(1 A} 3}) Eventing Interface(Eventing <1 E] 3| o] %) =45 T} &-5-o| 4] Firepower ¢ Wl E 7} A%
Hojop gt IY o] ~ & eyt A H | o] 2 7F A A = #] o2 A5, el Q1E # o] 27} A}
S84t
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Firepower o] Ml Eof] A}-&8 ¥ = o] ol E| H| o] 2 & X A 5}l QA E H o] 2= Firepower ©] W1 E |
2] QIE Al o] =2 A &l oF Fu T}, =g o ulo] 3l 2~ %] ¢ Q1E] 7] o] 2~ & Eventing(©] 1 E) Q1 H
o] A2 ddehi= 9 18] g o] o AR E st A Al WA A 7} A H Y T

@7 8  Interface Information(S1E] #j o] 2~ A W) H o] X[ ol A 2] A~E 9] Zt Hel REQ AL IPF4S A4S
Ut} Address Type(T2 73) EF U S50l T4 73 & A8 sk v 7+ Bol B tlsl tha
S gy

2 o
o
=2
ki
=
>

o o
o
il

>

bl

td

-

o

;

Cisco Firepower Threat Defense - Bootstrap 7=
Configuration

Cluster Information Settings Interface Information Agreement

Address Type: IPv4 only w

Security Module 1
IPv4

Management IP: 10.89.5.20
Metwork Mask: 255.255.255.192
Gateway: 10.89.5.1

Security Module 2
IPv4

Management IP: 10.89.5.21
Metwork Mask: 255.255,255.192
Gateway: 10.89.5.1

Security Module 3
IPv4

Management IP: 10.89.5.22
Metwork Mask: 255.255.255.192
Gateway: 10.89.5.1|

QK Cancel
a) Management IP(3}-2] IP) Z =0l M IP F4AE AT Y

2t mE] ool HUR V=N A R IP 2T A G

o

b) Network Mask(4] E ] = v}~ ) &= Prefix Length(d T4 2 o)) & & &Y
c¢) Network Gateway(| E = Aol E o)) F422 &g}

719 Agreement(7] 2F) 5 ol 4] EULA(End User License Agreement)= 2] 12 -8l 52| s of g}

SA10 OK(SHR1)E F 8 ete] 4 st dAkE E5u T

GA 11 Save(# ) E ST
AL A AZEQ O HAS 2 Estal FE~ES] G244 1l 2] Qe o]~ A S o &
2 A o] A Q1 2Bl 20| FA]abo] =] 4 t]ufo] 22 F%3H T} Logical Devices(3= ] 2] Tuko] ) #
o] Aol A A =] A tluto] 2~ o] e E g o =] A T nfo] 2 2] AL 7} online(=2}?1) O & &
Al EH YA S 28 A E F7HE 75 QLA AA U] S 21 2~H P o] A5 el Z2] Aol A u ol A

=
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. Firepower Threat Defense = & 2~ E] A4

o228 T4 AT SR AU vh T2 A 20 QR R Bt W] SR 284U EA

System Tools Help

¢ Refresh | | (L) Add Device

B7% (40 of 46) Cores Available

a«** a

@D W ¢

A2 A ZF S 2E TP ] A, v A E SR AE ol F7Eg T

a) % WA A A] Firepower Chassis Managerol]| 4] 2 2% 2}thol] 9l += Show Configuration(?1 3] 1.2 ©]
A xA)) ofol S 8 5te] AlE S 2 A9 g ol ds HARY T

b) ThS A Aol 91+ Firepower Chassis Managerol] <172 6111 o] A 2}l u}g} =2] 4 tjnjo] A~ & =7}
gyt

c¢) lwantto:(5=3 2 2+):) > Join an Existing Cluster(7] &= 2 2] 2~ B o] %<1)Z A &gt}

d) OK(Z<)=E =)

e) Copy Cluster Details(= 2] Z~E] M| F-ALEF HAN) Ad2Fol| Al 31 H A AjA] o] S22~ G400 & War
OK(E)E ==t

f) 3 Fote] tulo] s olo]2& S UL FY 2 AW = dF-E v YA A oS A
2 W78l oF .

« Chassis ID(A] A] ID) - 253+ A 4] IDS & gy}
8 Aol o] ALo] E IDE 4 H

3 1~
gL olFs 2 kA S I

* Site ID(A}°] E ID) - AFo] E 3F S e 2 & o] 7 9- o] AjAlel of
gyt o= E @A 3} Aol E o] F 38}, S AH EE25- ol
A3t7] 91k 714 1 Abo] E 1 & 2] ~H 45} Firepower Management Center FlexConfig
716 AHEsheE A g-oll v 4 7Hs o

Cluster Key(S =1 ~F] 7]) - (W] 2] A AR A &5) s L 28 715 AH Y

Management IP(33-2] IP) - Z} 2 59] 7] 42 012 Fej 28 Wu e 5L Y EL T ¢l

A IP AR YT

g) Save(*d)E =T

A A A E AT E o] B A TR Estu FEAEMN A 9 g S Fo] A HAS
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Description:

Select Base Policy:

None v
Default Action:
® Block all traffic

Intrusion Prevention

Network Discovery

Snort3:

t]ufo] 2ol 83k glo] M A8 HAelgi )
t)Hlo] A~ A A Z= NATIDE A}&381= 2 2
IDE 4= Fuh

F A4S 83 ar a1 NATID 2 =0 52 5 NAT

o] gL 7|1 oz B E o] &y o] 4] B4FH o] IPS T Snort &2 oMl E
7} B2 AR Hulo] 2t 241 S 918 oM w el H|o] €] 4 %Wﬁﬂ]ﬂammﬂ{%
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= 15l

tuko] & > vy nto] 2 whe] # o] #] o FAEYT A FHE By S
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Name Model Version Chassis Licenses Access Control Policy

v Ungrouped (1)

. ftd_cluster
Cluster

10.89.5.21 FTD on Firepower 9300

SM-24 6.6.0 | firepower-9300.cisco.com:443 Base, Threat (2 more...) None

FTD1 (Master) FTD on Firepower 9300 660 Bl frepower-9300.cisco.com:443
SM-24 ' Security Module - 1

A7) 525 = flolE 29 ofo] o] FAIHIuh.

Base, Threat (2 more...) None

ftd_cluster
'
Cluster
»~ 10.89.5.21

» FTD1({Master)
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20+ success
© Policy Deployment

555 X

dA 2 Fe =gl sl =4S 2
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FTD Native Cluster

Cisco Firepower 9000 Series SM-24 Threat Defense

Cluster  Device  Routing

Interfaces  Inline Sets  DHCP.

FTD1
=
General /3% System <
o = S O )} =z =
e 22 35S s A Q.

« General (2 ¥H)> Name (0] &) - =4( /) E Zelalo] Ze]|2H BA o] &S WAL}
l Cluster Device

Routing Interfaces Inline Sets DHCP

General
Name: ftd_cluster
| Status: v
| Master: FTD1
! Cluster Registration Status: View ”::I:tir
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General (]

Name:: I FTD MNative Cluster

Transfer Packets:
Compliance Mode:

Force Deploy: —

+ General(¥ 1}) > View cluster status(Z 2] 2~ A& 1.7])—View cluster status(Z 2] 2~ & H.7])
¥ A5 =4 35t] Cluster Status(= ¢ 2~ E] ) t 3} F2HE AUt

Cluster Device Routing Interfaces Inline Sets DHCP

General 7/
Name: ftd_cluster
| Status: v
I Master: FTD1

|
| Cluster Registration Status:

Cluster Status(Z- 2] 2~ €] 4 H]) t 3} A2} ol 4] Reconcile(Z 4 )S S8l6lH tolE §H ==&t}
Al A28 5 lF Y Tk

Cluster Status (2 Nodes) ? X

Status Device Name Unit Name Chassis URL

In Sync. 10.89.5.20 unit-1-1 https://firepower-9300.c...

In Sync. 10.89.5.21 unit-1-2 https://firepower-9300.c...
Dated: 14 Jan 2020 | 01:51:51 OK Reconcile
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- License(2}o] A =) - =4 (/) FElalo] go] A 529 A48 4 95y

uo] (el uho] 2)e] © 25 et =F
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General @_
Name: 10.89.5
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TLS Crypto Acceleration: Enabled

1% B3 Name(©] 5) 2 =5 A4 -
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Name:: I FTD2

Transfer Packets:
Mode: routed
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Management Port Status
Ethernet1/4 ® cniine @D 7 ¢
Attributes
Cluster Operational Status : not-in-cluster
FIREPOWER-MGMT-IP :10.89.5.20
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Cluster Status

Overall Status: Cluster has all nodes in sync

Nodes details (3) Refresh | | Recondile A \, Enter node name
Status Device Name Unit Name Chassis URL

= In Sync. 10.106.160.94 unit-2-1 https://10.106.160.90

Summary JHistory

ID: 0 CCL IP: 127.2.2.1

Site ID: 2 CCL MAC: 0015.¢500.025f

Serial No: FCH19057RVAP2] Module: FPROK-5M-24

Last join: 10:24:15 EDT Sep 9 2020 Resource: 6 cores / 29613 MB RAM

Last leave: N/A
= In Sync. 10.106.160.96 unit-2-3 https://10.106.160.90

Summary History

Timestamp From State To State Event
10:27:32 EDT Sep 9 2020 SLAVE SLAVE Event: Cluster unit unit-2-1 state is SLAVE
10:27:08 EDT Sep 9 2020 SLAVE SLAVE Event: Cluster unit unit-2-1 state is SLAVE_BULK_SYNC
10:27:07 EDT Sep 9 2020 SLAVE SLAVE Event: Cluster unit unit-2-1 state is SLAVE_FILESYS
> In Sync. 10.106.160.95 = Master unit-2-2 https://10.106.160.90
Dated: 20:46:14 | 14 Sep 2020 Close
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