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interface Port-channel48
description Clustering Interface
cluster group <service type name>
key <secret>
local-unit unit-<chassis#-module#>
site-id <number>
cluster-interface port-channel48 ip 127.2.<chassis#>.<module#> 255.255.255.0
priority <auto>
health-check holdtime 3
health-check data-interface auto-rejoin 3 5 2
health-check cluster-interface auto-rejoin unlimited 5 1
enable

ip local pool cluster ipv4_pool <ip address>-<ip address> mask <mask>

interface <management ifc>
management-only individual
nameif management
security-level 0
ip address <ip address> <mask> cluster-pool cluster_ ipv4_pool
no shutdown

http server enable
http 0.0.0.0 0.0.0.0 management
route management <management host ip> <mask> <gateway ip> 1
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Cluster Information Settings

Security Module
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Interface Information

a)

Chassis 1D: 1
Site ID: 1
Cluster Key: aar
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Cluster Group Name:
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Management Interface: Ethernet1/4 i
CCL Subnet IP: Eg:x.x.0.0
DEFAULT
Address Type: IPv4 anly R
IPvd
Management IP Pool: 10.89.5.10 T 110.89.5.22
Virtual IPv4 Address: 10.89.5.25
Network Mask: 255,255,255.192
Network Gateway: 10.89.5.1
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General Information Settings
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gy,
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Management Port Status
Ethernet1/4 ® cniine @D 7 ¢
Attributes
Cluster Operational Status : not-in-cluster
FIREPOWER-MGMT-IP :10.89.5.20
CLUSTER-ROLE : none
CLUSTER-IP $127.21
MGMT-URL ¢ hittps:/10.89.5.35/
JuID : Bed59170-451d-11e9-8475-f22f06c32630
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%%Conflguratlon(?ﬂ) > Device List(t]H}o] 2 5-5) 2] &4 tjulo] 2 [P 40 A System(A] 2~
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_j_FJ 1= /J—x«]]

SO ion > Device > High Availability and Scalability > ASA Cluster
Cluster Configuration  Cluster Interface Health Monitoring  Auto Rejoin  Cluster Members
This cluster can have a maximum of 16 members.
Member Management IP Address. Role
unit-1-1 10.89.5.11 Control Node
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A5 Conﬁguratlon(?/‘j) > Device List(t] H}-o] 2 %
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T}, ol m] Al 228 1A 7} o
Hlo] 2 [P F= 420l A System(A] 2=

_ﬁ
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@A 1 Monitoring> ASA Cluster > Cluster Summary S 1 &gk o},
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HES R EE S R W&ol A FH o F&ol EAEYTE EE S 2H A
Aol BAE 37 A8 Ao F5el A 918 8 5= 9 show & o] 915U T capture ¥ copy <}
eoe P Ay Seay dA Y 288 T dFUT
Al &F8E7] 7l el
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o
ool Qi RE FUS] BAW A S TFTP Aol Ao ZAksheld vhe 13
98 Aol f1l0) Qe g,

cluster exec copy /pcap capture: tftp://10.1.1.56/capturel.pcap

W s Q1 of 2] PCAP 3t o] TFTP AW o] JAFE YT} &4 2] 74 A 91 9] o] & H o
Y o] Fo] Z]-E © 2 A% ™ capturel asal.pcap, capturel asa2.pcap &> &2 o] HY
o] ool A asal % asa2= S 2FH F4 o] F YU Th

cluster exec show memory & of] tj gt 5 A Z ol = S 2] 2~H 9 7} Wi ol tf gl o=

2] R et ol Th

[e)
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-
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cluster exec show memory
unlt_l_l (LOCAL) :~k~k~k~k~k~k~k~k~k~k~k~k******************************************

Free memory: 108724634538 bytes (92%)
Used memory: 9410087158 bytes ( 8%)
Total memory: 118111600640 bytes (100%)

UNit-1-3:ck*kkhkkhkhhhkhhhkhhkhhkhhhhhhhhkhhhhhhkhhhhhhkhhhhkhhkhkhkhhkkkhkkkkkxkxk*

Free memory: 108749922170 bytes (92%)
Used memory: 9371097334 bytes ( 8%)
Total memory: 118111600640 bytes (100%)

UN1t-—1-2ck*kkhkhkhhkhhkhhhhkhhkhhkhhhhkhhkhhkhhkkhhkhhkhhkhhkhhkhhkhhkhhkhkhkhkhkkkkkkkkxkxk*

Free memory: 108426753537 bytes (92%)
Used memory: 9697869087 bytes ( 8%)
Total memory: 118111600640 bytes (100%)
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* Monitoring(= 4 E &) > ASA Cluster (ASA &2 2=H) > Cluster Summary(Z ¢ 2= 2.9F)
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o] & AHg-ste] S ~H ANke] CPUANSE& Hof 7= 17

=
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 Monitoring(= Y €] &) > ASA Cluster (ASA 22 2~F) > Traffic Graphs(E |3 13 >2) >
Connections(1 2).

o] 3 AHg3te] FelaE Aute] ARL wol Fi A X2 AT 5 ASUT
1

« Monitoring(X2 4 €] &) > ASA Cluster (ASA 22 2=H) > Traffic Graphs(E 2|3 13>2) >
Throughput(#] 2] ).
o] & Abgste] el 2H AWk BT AeFds Ho Fe A2 B RE AT T UF
Y},

* Monitoring(= U €1 %) > ASA Cluster (ASA = 2] 2~F{) > Cluster Load-Monitoring(Z & ~8 2=
RUHY)
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o] A= e FYH-FH % RE-RUE AlF FH o] £33 YT} Load
Monitor-Information(= = EUH-A K)ol = npx| 2 7HA Fte] Se] 2~ W of st Eg
27 EAEH, A F A 1 24 0 2 3070)0l ik = ¥ A Yt Load-Monitor
Details(Z=-2 U E A5 A R) FS AFE5Ee] 7} 70 A 2 S 4 gk9] ahg Eelghyu
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=

Monitoring(X- Y E] &) > Properties($:4J) > System Resour ces Graphs(A] 2~ 8l 2] 42~ 18| 32) > Cluster
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Summary(Z# 2~ E 2.2F) > VPN Cluster Summary(VPN 22 2=F 2.9F)
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+ Monitoring(®-H E]1 &) > VPN > VPN Statistics(VPN & 7]) > Sessions( 41| A1)
Aol D o]y Y AH =27 EF g Yok A Y &S BEH =5
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&49 spr ©AH
SHAHZ WA QRS AL E 8l A9 |1REv2 Al gk wS AAsHH] EiS5U .
IKEv2 IC(Z7] a1A]) A 2] & IKEv2 FAo] Q7= sl Fohd: WMeola S Mg Ado]
w7
Al 3 FA member-name®| A4 ABIE WAXES HEEHR] EoF
member-name S.ZHE AA olF THE FASHA XIASFUG

(Alo] =xogt &)

AR AR EE S8 ets ot EZEA 7R | Fe2aE EZ2X WAool gx9. ven Al AWiEr SFud.
HE A5
U s 5 @ AR RS = sy Th
* Nexus 7K 2= %] %] 7} port-channel load-balance src-dst [4port 8 & & Al-8-3l= 2= WAy &
YFOo R golol 4 LEE ARRato] 743 ¥ 45 AFo] E IF VPN *ﬂ"‘i% Y 2=H = AHA
< shell vt w25 51 QYT S8 2E Al &3] o= v 2

SSP-Cluster/data node (cfg-cluster)# show cluster vpn-sessiondb distribution
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Member 0 (unit-1-3):
Member 1 (unit-2-2):
5(2660)
Member 2 (unit-2-3):
5(2122)
Member 3 (unit-2-1):
5(2501)

Member 4 (unit-1-1):
Member 5 (unit-1-2):

active:
active:

active:

active:

active:
active:

Firepower 4100/9300°] 4| ASAS 22| =8 7% |

0

13295; backups at: 0(2536),
12174; backups at: 0(2074),

13416; backups at: 0(2419),

0
0

2(2769), 3(2495), 4(2835),

1(2687), 3(2207), 4(3084),

1(3013), 2(2712), 4(2771),

AFO]E ZFIKEvV2 VPNO] A4 9 |4} L E O 5 T E 5002 AF&3 22 [KE 3 A & Nexus 7K

S} AJA] Atolell M AAE L E AP HA F stk A
port-channel load-balance src-dst ip-l14portE
gojol 4 xE= WA YT 22| IKE sj7lo] 2
o Z712) 0l 242 98 Fe] 29 Alo] i
to] NE]H VPN M A S T2 AA] 9] S8l A &=

ASA =2 ~H 9] 4

o) 3 ool = Akl T

. Firepower 4100/9300°1 ] ASA-& S8~
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b

¥ T

3}
=)

Y.

SHU

AF8-35le] Nexus 7TK 25 W& A g ug|&=S p Y
P9} BE o dAEE Y

T o A= cluster redistribute vpn-sessiondb S 2! &
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management
10.1.1.1/24 (Pool: .2-.9),
2001:DB8::11002/64
(Pool: 8 IPs)

eth1/8
eth1/8
eth1/8
eth1/1
mgmt

mgmt

Cluster Control Link
192.168.1.1, .2, and .3

<] ___ vpori-chlSpanned | 1>
port-ch1.10 inside VLAN 10 10.10.10.5/24, 2001:DB8:2::5/64
MAC: 000C.F142.4CDE | |
port-ch1.20 outside VLAN 20 209.165.201.5/27, 2001:DB8:2::5/64

MAC: 000C.F142.5CDE

|

—

A

|

I

port-ch5
VLAN 10, VLAN 20 Trunk

Switch

lVLAN 10 |

J

l,[

r_______ 4

Client

A2 o2 Bot m=yele] HlolE EfE -2 A& t}E VLAN| dZAdF Ut} o= £0], VLAN 102 U

Ul E 9] F80]3 VLAN 202 9] F- Y[ ES &Yt 4A5A0ﬂ QI 29 A = ghp-Hell A

A shue] el 4 FEVFISU Ef o] &4stEo] gloen® el fae] BE gl A
#3149 802.1q) Ytk ASA= VLAN 102} VLAN 20 A}o] 2] w38 9},

2~ 3 EtherChannel S A& 75‘—? EEdoly Hart =29 x] = 9] W< 3} EtherChannel & “15 315
Uth ASAE A3 4= QA 2 5, 2 XA U R 713 11e] Eg S 2l H A o),
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B =022y
E g3 1y
— — -
Cluster Control Link
pori-ch1
192.168.1.1, .2, and .3
Node 1
3N /\ _eth1/6
3[ ] [ ethirz
A 2\ n N/ ethl/8 (Y ctho/1 n
\g
S (\ mgmt | ; (\
=3l =
=< Node 2 >
o —
A2 213 L
3 o2 317 S g b
8 KA §35-% 5T =9 o | STES g
3 Onn  m— o 2w O
2 138¢ ~S8E =
528 mgmt S
- 58 2 om &
YA OS_,~ |B/\ ethi6 e
o J 1T "o 1 ]3] J et o
e/ E |2\ ethis >
V V Y, vV
mgmt
management
10.1.1.1 (Pool: .2-.9),
2001:DB8::1002/64 (Pool: 8 IPs)

HYEHEY A9 B U EL A 7] EYE S E2l4 oz st = 4-97F AdHFH T
219] tholoj 1ol TAIE AT o], o= Y5 =9 X0 A=+ 23 EtherChannel©] 3}t
QI @ BEZo) = 2] K A9 %] o] ol A ¥ = 2~ 9 EtherChannel©] 955 .2 Q3+ 7 9- 7} EtherChannel
o VLAN 319 Qg # o] =& A = 5Lt

2}o 8 B xlolE 7+ Fe ~EFS 9% 0TV A

Spanned EtherChannel 2] 2}-9-8 2 =0 Tk ALo] E 7 S A Y o A F o &= A -5 4 2

RN | 8 =
OTVY EUE Yo e Q&5 Ut OTVE DCIZ £33 7S ddd oz a3 938 33
Uth OTVE A& go] o A] MAC T4 & 34538t E gl Ad

$-o| 9k DCIE £3)
st FUAN=E ¥

» o
v
=
[ T

7
Ut OTV A2 H ol =0l A MAC 45 S53HA] &%
AE 0TV -4

//Sample OTV config:

//3151 — Inside VLAN, 3152 — Outside VLAN, 202 — CCL VLAN
//aaaa.1111.1234 — ASA inside interface global vMAC
//0050.56A8.3D22 — Server MAC

feature ospf
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feature otv

mac access-list ALL MACs
10 permit any any

mac access-list HSRP_VMAC
10 permit
20 permit
30 permit
40 permit

vlan access-map Local 10
match mac address HSRP_VMAC
action drop

vlan access-map Local 20
match mac address ALL MACs
action forward

vlan filter Local vlan-list 3151-3152

//To block global MAC with ARP inspection:
arp access-list HSRP VMAC ARP
10 deny aaaa.1111.1234 0000.0000.0000 any
20 deny aaaa.2222.1234 0000.0000.0000 any
30 deny any aaaa.1111.1234 0000.0000.0000
40 deny any aaaa.2222.1234 0000.0000.0000
50 permit ip any mac

iy

d-ege 9oy [

aaaa.1l111.1234 0000.0000.0000 any
aaaa.2222.1234 0000.0000.0000 any
any aaaa.1111.1234 0000.0000.0000
any aaaa.2222.1234 0000.0000.0000

ip arp inspection filter HSRP VMAC ARP 3151-3152

no ip igmp snooping optimise-multicast-flood

vlan 1,202,1111,2222,3151-3152

otv site-vlan 2222
mac-list GMAC_DENY
mac-list GMAC_DENY
mac-list GMAC_DENY
route-map stop-GMAC permit 10
match mac-list GMAC_DENY

interface Overlayl
otv join-interface Ethernet8/1
otv control-group 239.1.1.1
otv data-group 232.1.1.0/28
otv extend-vlan 202, 3151
otv arp-nd timeout 60
no shutdown

interface Ethernet8/1
description uplink to OTV_cloud
mtu 9198
ip address 10.4.0.18/24
ip igmp version 3
no shutdown

interface Ethernet8/2

interface Ethernet8/3
description back to default vdc e6/39
switchport
switchport mode trunk

seq 10 deny aaaa.aaaa.aaaa ffff.ffff.ffff
seq 20 deny aaaa.bbbb.bbbb ffff.ffff.ffff
seq 30 permit 0000.0000.0000 0000.0000.0000

switchport trunk allowed vlan 202,2222,3151-3152

mac packet-classify
no shutdown

otv-isis default
vpn Overlayl
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redistribute filter route-map stop-GMAC
otv site-identifier 0x2
//0TV flood not required for ARP inspection:
otv flood mac 0050.56A8.3D22 vlan 3151

Aol E Aol wiZoll 0TV 2 H =4 Z &

Aol EZL The-E W, Ao MAC F 42 1] o] A xpehabA] ¢k-S 310] 7] wjio] OTVel A LE S A A
sioF gyt B 74+ F7F 1A o] 8ty

A Aol 2 OTV 29131 4 ASA 19 MAC 3ol B2t A4 954 37h30} i 4
4 8% F74510 ThE %0 0TV 2ualo] SlE o] 2o A o] 2] 3 5-& #7435 Qv
Au] 2 Zehol A E7} ASAS] T & ARP FH5-S o 1] 714 3L 9l oW (7] £ A 9] A% 1e]5) ARP
2 UhA g 28 Aol o] v/t B gtk mekA 0TV A Hlo] el 4 ASA 1]
MAC 748 973 2 81 5115 0TV A% ¥l o] o] 419 MAC 45 71431 514 230
OTV 27 B2 oW eo] AE o] A2 Ba HU ALE RS Ze =8t e o m, Au
ol 4 Ao MAC #2:2 By U 2E s700] 24 3 7] 7o) @ol H] T},

//O0TV filter configs when one of the sites is down

mac-list GMAC A seq 10 permit 0000.0000.0000 0000.0000.0000
route-map a-GMAC permit 10
match mac-list GMAC A

otv-isis default
vpn Overlayl
redistribute filter route-map a-GMAC

no vlan filter Local vlan-list 3151

//For ARP inspection, allow global MAC:
arp access-list HSRP VMAC ARP Allow
50 permit ip any mac
ip arp inspection filter HSRP_VMAC ARP Allow 3151-3152

mac address-table static aaaa.1111.1234 vlan 3151 interface Ethernet8/3
//Static entry required only in the OTV in the functioning Site

T2 AP EVF B AW HE E thA] 718 OTVAl A o] G4 58 A A sl oF v 79 MAC
Fao gsk e #E o] FES X H F OTVel A 52 MAC 4 H ol E& A 9= o] nj$- =

a3y,

MAC =2 H| o] & #]--7]

AFo] E7b o5 31 1 9 MAC F4:9] 44 §%0] OTVol %7k, thiz 0TV} 2.1 2l o] Q1Ej s o]
9] A% MAC 722 1453125 alof Futh th2 Ale| E7} Ul o)) ¢ 952 A9l oF &
Utk OTve] et Hle] ol ol 3 g 5o] 9= Helshel vl MAC T4 Hlo| & 4 9414 2.

cluster-N7k6-0TV# show mac address-table

Legend:

* - primary entry, G - Gateway MAC, (R) - Routed MAC, O - Overlay MAC
age - seconds since last seen,+ - primary entry using vPC Peer-Link,
(T) - True, (F) - False
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Aozt 2e263 94 |

VLAN MAC Address Type age Secure NTFY Ports/SWID.SSID.LID

————————— ettt e e et R e bt
G - d867.d900.2e42 static - F F sup-ethl (R)

O 202 885a.92f6.44a5 dynamic - F F Overlayl

* 202 885a.92f6.4b8f dynamic 5 F F Eth8/3

O 3151 0050.5660.9412 dynamic - F F Overlayl

* 3151 aaaa.l1111.1234 dynamic 50 F F Eth8/3

OTV ARP 7| A] =Y E ¥
OTVE OTV QB Ho] A= E4& t53 [P T4 9 = A] ARPO|| T 3F ARP 7N A S F-#] &2yt

cluster-N7k6-0TV# show otv arp-nd-cache
OTV ARP/ND L3->L2 Address Mapping Cache

Overlay Interface Overlayl

VLAN MAC Address Layer-3 Address Age Expires In
3151 0050.5660.9412 10.0.0.2 1wOd 00:00:31
cluster-N7k6-0TV#

ALOl E 7F S 2~EHH oA
& ool A A= Fel 2 FEol i ulgo] e} gl

Aol EH MAC 2 IP 547} 1 = Spanned EtherChannel &}-9-% =2 o

Uk elloll M= Aol E o] 2h-Ef o 2} ALo] E o] W - Y| E9] =L Afolofl $]A] (O] 2 E-H 2 E 4H9))
27K wlolE Al zHztel] 27) 9] S 2~E WIH & Bolgyth S84 M= DCIE $8 S8 4H
Aol WAz AAP YT} ZF Ao E ] Fj A W= Y E 2 95 | E 9] 3-8 Spanned EtherChannel
< Abgske] 2 A9 ol Ad Yt 2} EtherChannel 2 22 28] 9] L= XA S 22

OTV(Overlay Transport Virtualization) 5=+ ©] 9} -F-A}$F W © 2 d] o] ] VLAN©] Alo] E A ntkof &+
FEYrh Edg o] S8 2H 2 3 v DCIE & 3ato] W E Alo] o 714] =5 H Y MAC
2E AdEtE EE FUbs o U th of W Ao E ] S AE BT AA T F glA HA Ey
o ThZ Ao EQ] Fe| A ko JF A0 =d I E5 BE HE Al A oF 1 th VACL
& AHEste] Y MAC F45 ZE P8l oF FthF3-Series 2191 7F=7F 31 Nexus & &4 2= 9]
21 9] - A MAC F4201 4 ARP 3|7 & 2hkaled W ARP A= ARE-3oF §Hth ARP HAMS
S35t W ASAC A Aol E MAC F+24:9F AFOI E P 45 B A A &) oF gt} Alo] E MAC F
29 A3 A 9-ARP AAME B2 stsf of g T
Y 2He W UES Y Alo]Ede] &S T BE F22H m=dA FfH = A9 7t
& MACE 3|7 =4l vk ARG Ut Al s 712 2F DC S 2] 28 & Alo] EX MAC T4 & AHE &
Uth o] 75 29 AVF AR BE F EES] F A ERTE $UT A9 MAC T4 E 8h538H4]
F5kA aF= 33, MAC 2 2133 (flapping) S € oAU T Bl 9] A = ALo] E MAC F+4 W 859
Sh=3
o AJrte] Q. ol A:

« FY2E M AEE BE o] 1| X(egress) WS AL E MAC F45 AHE-31H o] €] AlE]

R EEEE =
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. Spanned EtherChannel
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o ) o MAC 48 AHgaho] A5 B2, 9 Apo] £ of
s e L £418 4 94Ut 0TvS] G E dole] g Vel =82 A shg e

o
> i
i
‘0,
]
=
>
£
=
flo
r_>4_

AN

Qutside

Node 1 Global MAC
(blocked by OTV between sites)

Data Center
Interconnect

r | =
Cluster Control
Inside el

Data Center 1 Data Center 2

Spanned EtherChannel 7 2= = 2s-AF-§-22 AJO] E 719 o

U el A= - 2h-5-8 o 9] 7 2h-5-E] o] Abolol] 9] FH(h=2a-Ak5-22 4 S)) 270 Hl ol B AlE] 22}
of 271 ¢ F e ~H WH 7L UG S A WiB = DCIE S8 S8 AH Ao Y2 dZ2g Y
Z} Apol E o] FejAH W= U 2 9158 29 EtherChannel S AF-8-81o] 27 29 X0l AZAHY
t}. Z} EtherChannel2 8] ~E 9 B E A& T LT}

ZF dlo] g AE 9] U3 2 2] 2}-9-E o A= T ASAS £ 3}3}= OSPFE AUt MACH &

2] 2}9-H P 5 g9-E et ALY T DCIE §8l v 8] & A2 E ddstd 574 AlolE
ol XE Sel &y Wt 7k Xlﬂﬂ = g 7} diolH AlE el A Efd o] 45 Hth ASA
2 2331 ] fo] Go Ao Ao Fe)AE Q] 7} A}o]Eo gl 1S B x] 18-S A |
A AAE FA S oF FUTE o = ffH} |Eo] e Se| 2 Al Q{7 a8 A5, 7 g9
o] EZH L DCIE &3l th= Ao EC] S8 2~F W o] 5§t
Z} Aol E o] 2912 8 B A o = vk Abdre] 23 4 dF YT
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Spanned EtherChannel 77 2L.= 0] ~E. 9|~ E Alo] E 7he] of .

« AFo] E 7F VSS, vPC, StackWise == StackWise Virtual - ©] Al 42] 2.0l A= dlo]E] Al g 1] ~
A S AR star dlo]E AlE 20]] ofE 29X & A X FUT §F 71HA] FA4-2 7 dlolE Al
Blo] S AH mrvt 24 29 A sk W $i 2914 92 DCIE F ek
AYJYrt o] A A giF-E-2 7t dlolH Al e 242 A4 Yt DCIoA A 571 E
S A& A= Ag, Ao wpg) 2t =5 DCI ARHke] 29 x| AZAE = 9lHF Y} o]
- Eg o] glolg AE Hute] EAE v 2 DCI] A5 o] vf-$- ¥ ook gt

Z} A}ol E o] &7 VSS, vPC, StackWise 5=+ StackWise Virtual - B} L& 2 9] %] o] 53} = 9] &) 2}
Atol Eo 27] e 7N o] T3} 29 A S AR = UAF U o] A5 A3 SH2E =22
Spanned EtherChannel > & =2 2~ ¢ x| vk A2 % d]o]E] AlE] 1 A A] & o] 2] gk 24 ~ ¢ x] 4]
A2 eIy AlY 2 AfA = o] Fo] & QLA RE, A2/ Spanned EtherChannel=> "i&-2]" ¥ o] )55
yrth 7+ 24 F5 29X A| 282 2~ 3 EtherChannel & AFo] E 27 EtherChannel 2 {F=%}F

t}.
pes g T \
( Internet )
Router — i ~———__ Router
—../ ) _ﬂ.\""“Higher cost route Spanned Higher cost route —.J/ | _ﬁ\“’“'“\
/7~ EtherChannel / \,\
' [ Outside —|

F,{'ﬁode 3
] C—| | Data Center :

: : Interconnect :
Cluster / m
Control ||'

Spanned N
EtherChannel G

Higher cost route Higher cost route

Router Router
Data Center 1 Data Center 2

Spanned EtherChannel 73 .= O] ~E-9~E A}o]| E 7}9] 4
U5 ool A= Aol Edlo] 2h--El 9 ZF Aol EO - W - U E R 2, = ol 8] 7l o] A Y| E9 = 4 DB
Y| E ¢ Z19] Abolofl 91X 3Ho] ~E-¢ 2~ E 4 27) Elo] €] AlE] Zhzbel] 27) 2] S 2~ W7} gl
FUth Sel2H W= DCIE S8l 282 Alo] Fa= A4 YT 7L Alo]E9] S8 2~H Wiy
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NI

=S

jat

| IEEECEEEE:

2 o] ol 9l &= o ZE] Alo] A ¥ DB U E ¢ A9 t] st 2~ EtherChannel S AF8-3le] 24
Q) x| o] A2t} Z}F EtherChannel2 S8 2E o] L E A& X3}
Aol Egllo] 2}$-E = HSRPS} 22 FHRPE AM&-31o] 7} Afo] Eof| &
1% FUth =4 & MAC 4 2 'ﬂ(ﬂapplng)—*J]?S‘]—L
gk gHio] glow, Abo] E 19] Alo] E g o] 7} Afo] E 29] Alo] Ego] e} FAlE 7§ al i E gl o]
ASAE E 73] Ul AE o] 2o A ALo] E 2°ﬂ atEal AlEate] EAIE dod = lEy
=]

A Edlo] Aol Elo] 29612 of 31 4 Eeh ol 4 the ApelEo] DOIE Ao
2 WA s B2 FohsloF Gtk @ 7l o] Abo] Eol A Aol Edlo] ehs-Elo] AR 5+ gl
A9, BB E AR Sok E1% o] The: Afo] 9] Aol Eqlo] BHo-Ee] A5 F Az,

o1,
e
'd B
(" Internet )
]
. 77\‘*—_ T
Gateway Router: -~ ‘\__\,_ﬁ,__‘ Gateway Router:

Virtual MACs and IPs
(FHRP)

- Virtual MACs and IPs
s (FHRP)

Spanned EtherChannel

sSpanned EtherChannel

*@_ o Cluster ;@_ ;@_
Node 2 Node 3 & Node 4 E=====

Cluster
Control

— Spanned EtherChannel I S e
Spanned EtherChannel H

Data Center

Interconnect = ]

= .,
[ g e PN % »
App NW -*‘TL/—/ App NW - =

Switch Switch

os o) S

Data Center 2

o] Aol Fe] 2~ o] FEali= walel ek A § 1} ko] Qg
ASA 7|5 % S 2HH

AR ASA 75 ASA Fe 2 Po] 405 A gom, AF 75 Alo] wmEol Ak X LT 7]
B} 7159 A% SrhE A Abgahe U Baw Tl Ago] Y& 5 At

o3t 7T FHULH P S AR SRS AT A 7D o lom WR ol AF-gHuth

* TLS X Z A| & A}-&-3}+= Unified Communication 7] &
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« 917 A2~ VPN(SSL VPN ¥ IPsec VPN)
* Virtual Tunnel Interface(VTI)
* IS-IS 2%
L TR} e o) Fe) A o)A A
* CTIQBE
» H323, H225, RAS
* IPsec &}
* MGCP
* MMP
* RTSP
* SCCP(Skinny)
* WAAS

* WCCP
« ZUIE Edig 2Y
* Auto Update Server
* DHCP S }o|AE, A1], L5 A] DHCP H | o] 7} Al g Y o}

* VPN 2= ¥l

olr

R
o] &
4 7159 49 Alo] ol 0 F7h A mE Ao AusE A Alo] wEolA

oAl g alok g,
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cThE I e o Ee Aol A A
* DCERPC
* ESMTP
M
* NetBIOS
e PPTP
* RADIUS
* RSH
* SNMP
« SQLNET
* SUNRPC
* TFTP

* XDMCP

1 A% B
C =9 2 oA 0 T Q1% % A7 Fo]. o}k o] wat

E Y Au

ot

« A}o] E ZF VPN

A A5 RE A VPN A2 & F2| ~E 9 Alo] =2 vk AUt VPN 8 2~ 3 ¢
712 B = ol ) AFo] E 7F VPN S2S IKEv2 VPN 03_ﬁ01 = QAo FakE o] 9lE B4 VPN
REJAE F5E 7 AdHFYT

«IGMP HEN~E AEE ZHQ Z2EZ A (dolH Zdd 29 d2 S8 2F dA|of &4t
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*PIMEEAAE AEE Z] 22 EF A H oy &l 2992 S 2E dAo 24t
)

CEA B9y
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. Firepower 4100/9300°1 ] ASA-§- 2 & ~H 5




| Firepower 4100/9300°] 1] ASA-E- 2] 2 ¥ -5

EECEERESEEPEEETYS |

+ LISP EZ|Z] —UDP ¥ E 4342°] LISP E | ¥ & 7} 7} 2] Al n=of| A AR A vt 2] z}= st
FE A 5 UTH 72 4= EDI Hl o] Eof] 7} o)~ AR o)A B55 A v LISP E )
I A = S8 2H G E I ol oA &5

L u
42

WES) 2 A2 2 3] 2E Y& AAA

re
i)
i
o,

FTP 2 2] B Y

ICMP 71 A}

HES A A 2=8 AAATE 15, A8 §-o, o7k " ol gh= Al 7HA] 74 S22 o] Fo A &
o QlE 2 A Foje= S8 2H dloE == tigh dlo|E Fx9] EAE &8l Sl ~HE Al
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Configuration(Z2] 2~ T+4)

9.19(1)
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