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Al 4 HTTP AAH S 93 Q15 A2 AAA M B 15 A A, 6 9| ] A,
w7 5 POST /operational/deploy & AFH-8-3lo] 7% & Al 2HgHU o

curl %2 th3 Z5 U

curl -X POST --header 'Content-Type: application/json' --header 'Accept: application/json'
"https://ftd.example.com/api/fdm/Z 2l /operational/deploy"’
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du
ZE A A

RADIUS A #-& JSON 7} A &5 A A g}
o] T & AFEE JSON /HA ¢ o= th&-3 5T

"name": "aaa-server-1",

"description": "RADIUS server for API access.",
"host": "172.16.246.220",

"timeout": 10,

"serverAuthenticationPort": 1812,
"serverSecretKey": "secretl23",

"type": "radiusidentitysource"

52 thg et 24y
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« timeout(A] 7+ A 3H) - (A 8] AF3H. A ~Elo] thS- A B R @ A S W)
the]E AIZH(1~3002) Y U T o] 542 23ehA] Ll

« server AuthenticationPort - (41 €] A}, RADIUS ¢1%5 2 @3 Fol 7} 85 TEQ L o]
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Rk

dE &9 curl

&g 2ol mARY,

curl -X POST --header 'Content-Type: application/json' --header 'Accept: application/json'
-d '{

"name": "aaa-server-1",

"description": "RADIUS server for API access."

"host": "172.16.246.220",

"timeout": 10,

"serverAuthenticationPort": 1812,

"serverSecretKey": "secretl23",

"type": "radiusidentitysource"

}' 'https://ftd.example.com/api/fdm/Z %l /object/radiusidentitysources’

4 2 2000] FA ook FUTh SHHE S BEE thg 3 go] TAH U MY 719} 22 ¥
e AR ool A vk A gy
{
"version": "nfamb3cr2jlyi",
"name": "aaa-server-1",
"description": "RADIUS server for API access."
"host": "172.16.246.220",
"timeout": 10,
"serverAuthenticationPort": 1812,
"serverSecretKey": "Xxxkkxkxxm,
"capabilities": [
"AUTHENTICATION",
"AUTHORIZATION"
] 4
"id": "1b962e3b-6e56-11e8-bd65-379faBaaabal",
"type": "radiusidentitysource",
"links": {

"self": "https://ftd.example.com/api/fdm/HAl/object/
radiusidentitysources/1b962e3b-6e56-11e8-bd65-379fa8aaabal"
}
}

RADIUS A1 & AAA A ¥ 15 XA
RADIUS A 8] 7] A & A A 3} $-of| = POST /object/r adiusidentitysour cegroups 2] =2~ = A}-8-3}¢
radiusidentitysource 7| A & X &3 AAA 1S AT

RADIUS AAA A 8] ZLF-ol| = RADIUS A B = 167§ 7}4] =718 = 5 Ut o] 2 3k A= A =29
e olofof ) F, AW 9] AFEA} A FHEE 5 o] ook T
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97 1 RADIUS A B 7188 JSON 7] A E32E-8 A A3},

o] T Z ol AL JSON A 9] o = th-&-3} 5},

"name": "radius-group",
"maxFailedAttempts": 3,
"deadTime": 10,

"description": "AAA RADIUS server group.",
"radiusIdentitySources": [

{

"id": "1b962e3b-6e56-11e8-bd65-379fa8aaabal"
"type": "radiusidentitysource",

"version": "nfamb3cr2jlyi",

"name": "aaa-server-1"

}
] 4

"type": "radiusidentitysourcegroup"

’
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* maxFailedAttempts- (A1 & AFR). A3l & A 8= 2= A8 7E Aol 9 ol of B =2 A 2] 8+
Yt Bl Azl gk phA kA 7 Ao g o] 5, BE A H & A2 shetr] o] o) B Azt
(0~1440) AU T} o] 545 EFaHA o= 45 71252 1029y Th
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description(218) - (118 AL&h). 7§41 o] A v},

radiusl dentitySources- L3l 3233 RADIUS A& A €] 3= 7} radiusidentitysource 7l A &
Aolohs &5 aFdYeh (23] el &5 £ ool = 2 Rl o] 543 7

o] L}o} gl Yt A 7Hxﬂ°ﬂ/\1 id, version(H] ﬂ) 2 name(°] &) 739 kS 74 s U ok A
AN AR E S i 915Ut GET /object/radiusidentitysources 3. %o 4] A B.Z 7}4]

< % AF YT type(-+ %) radiusidentitysourceo] o] oF gt}

{

"id": "1b962e3b-6e56-11e8-bd65-379fa8aaabal",
"type": "radiusidentitysource",
"version": "nfamb3cr2jlyi",
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"name": "aaa-server-1"

@A 2 WAE AAFU
g%

dE &9 curl

o tpe s ol mARUY

curl -X POST --header 'Content-Type: application/json' --header 'Accept: application/json'
-d '{
"name": "radius-group",
"maxFailedAttempts": 3,
"deadTime": 10,
"description": "AAA RADIUS server group.",
"radiusIdentitySources": [
{
"id": "1b962e3b-6e56-11e8-bd65-379fa8aaabal",
"type": "radiusidentitysource",
"version": "nfamb3cr2jlyi",
"name": "aaa-server-1"
}
]!

"type": "radiusidentitysourcegroup"
}' 'https://ftd.example.com/api/fdm/F A /object/radiusidentitysourcegroups'’

S Z=2000] A ook Yt S¥ME S 2T

ohg3t 2ol EAHY T

rlo

"version": "7r572novdiyy",

"name": "radius-group",
"maxFailedAttempts": 3,

"deadTime": 10,

"description": "AAA RADIUS server group.",
"radiusIdentitySources": [

{

"version": "nfamb3cr2jlyi",

"name": "aaa-server-1",

"id": "1b962e3b-6e56-11e8-bd65-379fa8aaabal",
"type": "radiusidentitysource"

}
] 4
"activeDirectoryRealm": null,

"id": "0a7996ae-6e5b-11e8-bd65-dbab801c44b9",
"type": "radiusidentitysourcegroup",
"links": {

"self": "https://ftd.example.com/api/fdm/FAl/object/
radiusidentitysourcegroups/0a7996ae-6e5b-11e8-bd65-dbab801c44b9"
}

HTTP YA A5 93t o1= A~ 2 AAA XY 125 A A

PUT /devicesettings/default/aaasettings/{objl d} 2] 2~225 A}-8-3} RADIUS AAA A H 1H S A&
A} 91F 4 ID A2~ E AHEIy
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POST WA == glom Al 2=l Q5o a3t 7| A &= o] 5T WA GETS 335t #& ID
U WA gk gl oF gyt
X ZAIA

9GA1 GET /devlceﬂettlngs/default/aaasettlngse A}-8-3} ¢ aaasettings 7] A 2] 54 S &1}
curl 2 th5- 3 Z5U
curl -X GET --header 'Accept: application/json'

"https://ftd.example.com/api/fdm/Z Al /devicesettings/default/aaasettings'’

& So] S BIEo o537 iU th o] Aol A= 24 ID A2 7F HTTPS A =8 0 & A o5
222918 HolF Ut} o] A SSH A 2~ (REST API9ME= B o] ¢l8)ol & A&t}

"items": [

{

"version": "dub52clrtmawlt",
"name": "HTTPS",
"identitySourceGroup": {
"version": "cynutaribSffkl",
"name": "LocallIdentitySource",
"id": "e3e74c32-3c03-11e8-983b-95c21alb6dado",
"type": "localidentitysource"

}l
"description": null,
"protocolType": "HTTPS",
"useLocal": "NOT APPLICABLE",
"id": "00000003-0000-0000-0000-000000000007",
"type": "aaasetting",
"links": {
"self": "https://ftd.example.com/api/fdm/FAl/
devicesettings/default/aaasettings/00000003-0000-0000-0000-000000000007"
}
}l
{

"version": "fgkhvudkwucgv",
"name": "SSH",
"identitySourceGroup": {
"version": "cynutari5ffkl",
"name": "LocalIdentitySource"
"id": "e3e74c32-3c03-11e8-983b-95c21alb6dado",
"type": "localidentitysource"

}l
"description": null,
"protocolType": "SSH",
"useLocal": "NOT_APPLICABLE",
"id": "00000003-0000-0000-0000-000000000008",
"type": "aaasetting",
"links": {
"self": "https://ftd.example.com/api/fdm/ZH 21/
devicesettings/default/aaasettings/00000003-0000-0000-0000-000000000008"
}
}
1,
"paging": {
"prev": [],
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"next": [],
"limit": 10,
"offset": 0,
"count": 2,
"pages": 0

}
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(18 A}3h). GET /devicesettings/default/aaasettings/{obj1d} = A}-& 3] HTTPS AAA A A 7] Al] E-A}
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PUT & Zof| A= HTTPS 7| A vF o] Ef Yt} SSH 7l A= G Hlo] EE H a7} glsytt

o] ¢ Alo| 4 HTTPS 7§ A 2] IDE 00000003-0000-0000-0000-000000000007

AU

curl -X GET --header 'Accept: application/json'

"https://ftd.example.com/api/fdm/Z 4l /devicesettings/
default/aaasettings/00000003-0000-0000-0000-000000000007"

S REE g3t fAEY T,

"version": "had4653ootep7z",
"name": "HTTPS",
"identitySourceGroup": {
"version": "cynutari5ffkl",
"name": "LocalIdentitySource"
"id": "e3e74c32-3c03-11e8-983b-95¢c21alb6dad",
"type": "localidentitysource"

}I

"description": null,

"protocolType": "HTTPS",

"useLocal": "NOT_APPLICABLE",

"id": "00000003-0000-0000-0000-000000000007",
"type": "aaasetting",

"links": {

"self": "https://ftd.example.com/api/fdm/ZAl/

o|m = curl ¥H 2 &3

devicesettings/default/aaasettings/00000003-0000-0000-0000-000000000007"

}
AAA 2] A A 2=8 JSON 7 A &S A3 .
o] &0 AF&-3F JSON 7} A1 2] o= T3} 241t

"version": "ha4653o0o0tep7z",

"name": "HTTPS",

"identitySourceGroup": {
"id": "0a7996ae-6e5b-11e8-bd65-dbab801c44b9",
"type": "radiusidentitysourcegroup",
"version": "7r572novdiyy",
"name": "radius-group"

}7

"description": null,

"protocolType": "HTTPS",

"useLocal": "BEFORE",

"id": "00000003-0000-0000-0000-000000000007",
"type": "aaasetting"
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/obj ect/r adiusidentitysour cegroups & &2 A4 $F 74 9-, S Aol A id, version(H 1) 2 name(©]

?T)Zkez
« description(28) - (A1 8} AFah). 7i A ¢] A d v

« protocol Type - ©] 22227} A &5 = T2 EZHTTPS Y Yt}

cuseLocal - 274 #&] AFEAF A FF2ETL X3 E 2 ID A E AFSEE
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Never (A& ¢F 3HE A el sli= 49 #2] A} o] 71+ E & A}-8-3} 9] device manager

o] 1918 AL} APIE AF&-8t 5= @15 U th RADIUS A ¥ S AF&-3F = Q1A 9
711} RADIUS AWl Al o7} E & A5 4481 7 -0l = Al 2='loll A sl

o7& E S Aug

*id - HTTPS 7§ A4 €] ID #k 4 Yt} GET S &0l thek &5 EellA o] #hs 3H& 4= sy th

« type(+3) - 71 A| F & (aaasetting) 4 Y T}

A 4 AAE X g T
A= Eof curl HH

2 o237 25Utk URLS] {objld} <} JSON 7l 2| 2] aaasettings 7)1 A id= 2254

t}.
curl -X PUT --header 'Content-Type: application/json' --header 'Accept: application/json'
_d L} {

"version": "ha4653cotep7z",

"name": "HTTPS",

"identitySourceGroup": {
"0a7996ae-6e5b-11e8-bd65-dbab801c44b9",

"id" .
"type

"version":

"name

b

"description":
"protocolType":
"useLocal":

"

"

: "radiusidentitysourcegroup",
"7r572novdiyy",
: "radius-group"

null,
"HTTPS",

"BEFORE",
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"id": "00000003-0000-0000-0000-000000000007",
"type": "aaasetting"

}' 'https://ftd.example.com/api/fdm/FAl/devicesettings/
default/aaasettings/00000003-0000-0000-0000-000000000007"

S A= 2000] FAE O oF YU SHIE S 22 U o] AIH Y

"version": "ehxcytgd4iccb3",
"name": "HTTPS",
"identitySourceGroup": {
"version": "7r572novdiyy",
"name": "radius-group",
"id": "0a7996ae-6e5b-11e8-bd65-dbab801c44b9",
"type": "radiusidentitysourcegroup"

}!

"description": null,

"protocolType": "HTTPS",

"useLocal": "BEFORE",

"id": "00000003-0000-0000-0000-000000000007",

"type": "aaasetting",

"links": {

"self": "https://ftd.example.com/api/fdm/# Al /devicesettings/

default/aaasettings/00000003-0000-0000-0000-000000000007"

}
}

914 ALg A oA 2 Bl

T 2 o] ¢FE a1 1} device manager2} REST API 259 tf gt o] - AL &4} A~ 5 HAESH
+ gz
A H

L 2AIA
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"grant_ type": "password",
"username": "radiusreadwriteuserl",
"password": "Readwritel23!"

—
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b) POST /fdm/tokens AF-&-3lo] EZ-S & 53T

curl -X POST --header 'Content-Type: application/json' --header 'Accept: application/json'
_d V{
"grant_type": "password",
"username": "radiusreadwriteuserl",
"password": "Readwritel23!"

}' 'https://ftd.example.com/api/fdm/Z A /fdm/token"

©) &HS Hrtste] EFo] HolH = &gyt
S 2 2000] EAHoJok FUTh B2 HEHrhE AL A 2ol A AHEAE A5 5 9
gehe ol vl gy,
{
"access_token": "eyJhbGciO0iJIUzI1INiJ9.eyJpYXQiOjEIM]jgdMiM

3MTAsSINN1YiI6InJdhZGl1c3J1YWR3cml0ZXVzZXIxIiwianRpIjoiMjk5Z]
QO5YjYtNmU2NCOXMWU4LWIkNFUtNmY0ZmVmYjY1IMzI5TiwibmJImIjoxNTI40
DIzNzEwLCJ1eHAiOJEIMjg4MjUIMTASInJ1%nJ1c2hUb2t1bkV4cGlyZXNB
dCI6MTUyODgyNJExMDg40SwidG9rZW5UeXB1Ij01iS1dUX0FjY2VzcyIsInV
2ZXJIVAW1kIj0iMj1iMjBIN]ctNmU2NCOXMWUA4LWIKN UtMzU4MmUwZJUSY ]
Q4TiwidXN1lclJvbGUiOiJSTOXxFX1JFQUREVIJJIVEUILCIvcmlnaW4ioiJwY
XNzd29yZCJ9.dtKs19IB4ds3RAktEeaSuQy 7Zs2SrzLr976UtblBt28",

"expires in": 1800,
"token_ type": "Bearer",
"refresh token": "eyJhbGciOiJIUzI1INiJ9.eyJpYXQiOjE1IM]jg4M]

M3MTAsInN1YiI6InJhZGl1c3J1YWR3cml0ZXVzZXIxIiwianRpIjoiMjk5Z
JO5YJYENMU2NCOXMWU4LWIkNIUtNmMY0ZmVmYjY1IMzI5TiwibmImIjoxNTI4
ODIzNzEwWLCJleHAiOjEIMjg4MjYXMTAsImFjY2VzclRva2VuRXhwaXJ1lcOF
0IjoxNTI40DI1NTEWODG5LCIYZWZyZXNoQ291bnQi0i0xLCI0b2t1b1R5¢G
Ui0iJKVIRfUMVmcmVzaCIsInVzZXJVAdWlkIjoiMj1liMjB1INjctNmU2NCOxM
WU4LWJIkNIUtMzU4MmMUWZJUSYjQ4TiwidXN1clIvbGUi01JSTOxFX1JFQURE
V1JJVEUiLCJIvemlnaW4iOoiJwYXNzd29yZCJ9.Le7MYmieNMMrjx7XoTilW-x
8z8gFCnzfNMlapgbwLQvo",
"refresh expires in": 2400

}
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curl -X GET --header 'Accept: application/json'
'https://ftd.example.com/api/fdm/#4l/object/users"
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"items": [
{

"version": "h2vomdwckm2ijs",
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"name": "radiusadminuserl",

"password": null,

"newPassword": null,

"userPreferences": {
"preferredTimeZone": " (UTC+00:00) UTC",
"colorTheme": "NORMAL CISCO IDENTITY",
"type": "userpreferences"

}I

"userRole": "ROLE_ADMIN",

"identitySourceId": "0a7996ae-6eb5b-11e8-bd65-dbab801c44b9",

"userServiceTypes": [
"MGMT"

]I

"id": "150d9754-6e63-11e8-bd65-ed9p20£62114",

"type": "user",

"links": {
"self": "https://ftd.example.com/api/fdm/Z 21/

object/users/150d9754-6e63-11e8-bd65-ed9020£62114"
}
by
{

"version": "p4rgwcjrbcolj",

"name": "admin",

"password": null,

"newPassword": null,

"userPreferences": {
"preferredTimeZone": " (UTC-07:00) America/Los Angeles",
"colorTheme": "NORMAL CISCO IDENTITY",
"type": "userpreferences"
by
"userRole": "ROLE ADMIN",
"identitySourceId": "e3e74c32-3c03-11e8-983b-95c2lalb6dad",
"userServiceTypes": [
"MGMT"

1,
"id": "5023d3ab-6dc5-11e8-b%ed-db6dbad9b£f94c",
"type": "user",
"links": {
"self": "https://ftd.example.com/api/fdm/ A1/
object/users/5023d3ab-6dc5-11e8-b9%ed-db6dbadbf94c"
}
}!
{
"version": "ngx7azdixngoq",
"name": "radiusreadwriteuserl",
"password": null,
"newPassword": null,

"userPreferences": {
"preferredTimeZone": " (UTC+00:00) UTC",
"colorTheme": "NORMAL CISCO IDENTITY",
"type": "userpreferences"
}!
"userRole": "ROLE READ WRITE",
"identitySourceId": "0a7996ae-6e5b-11e8-bd65-dbab801c44b9",
"userServiceTypes": [
"MGMT"

] 4
"id": "29b20e67-6e64-11e8-bd65-3582e0£59b48",
"type": "user",
"links": {
"self": "https://ftd.example.com/api/fdm/ZAl/
object/users/29p20e67-6e64-11e8-bd65-3582e0£59048"
}
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"paging": {
"prev': [I,
"next": [],

"limit": 10,
"offset": 0,
"count": 3,
"pages": 0
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