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CLI(Command Line Interface) = 131 A8 ¥ d] & tjnfo] 2 CLIY| 2103t
show ipsec sa " & & AH-&-3ll IPsec H.9F A A o] A5 of gliE=%] 213t}

tjuto] ~(local addr)et €14 ] of(current_peer) Ako]oll VPN 2 o] A = A=A Z<l &l of gt}
A4S E3l EdNE S A5 wf 7 (pkts) T7F S Fal oF FUTh A~ BFell= Ao 24
LA VNESY A7} Ao oF FY ),

o & 50 v F9 2 IKEv2 A4S EA Y Th

> show ipsec sa
interface: site-a-outside
Crypto map tag: s2sCryptoMap, seq num: 1, local addr: 192.168.2.15

access-list |s2sAcl|0730e31lc-1e5f-11e7-899f-27£6e1030344

extended permit ip 192.168.1.0 255.255.255.0 192.168.3.0 255.255.255.0
local ident (addr/mask/prot/port): (192.168.1.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (192.168.3.0/255.255.255.0/0/0)
current peer: 192.168.4.6

#pkts encaps: 69, #pkts encrypt: 69, #pkts digest: 69

#pkts decaps: 69, #pkts decrypt: 69, #pkts verify: 69

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 69, #pkts comp failed: 0, #pkts decomp failed: 0
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0O, #decapsulated frgs needing reassembly: 0
#TFC rcvd: 0, #TFC sent: 0

#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0

#send errors: 0, #recv errors: 0

local crypto endpt.: 192.168.2.15/500, remote crypto endpt.: 192.168.4.6/500
path mtu 1500, ipsec overhead 55(36), media mtu 1500

PMTU time remaining (sec): 0, DF policy: copy-df

ICMP error validation: disabled, TFC packets: disabled

current outbound spi: CD22739C

current inbound spi : 52D2F1E4

inbound esp sas:
spi: Ox52D2F1E4 (1389556196)

SA State: active
transform: esp-aes-gcm-256 esp-null-hmac no compression
in use settings ={L2L, Tunnel, PFS Group 19, IKEv2, }
slot: 0, conn_id: 62738432, crypto-map: s2sCryptoMap
sa timing: remaining key lifetime (kB/sec): (4285434/28730)
IV size: 8 bytes
replay detection support: Y
Anti replay bitmap:
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OxXFFFFFFFF OxFFFFFFFE
outbound esp sas:
spi: 0xCD22739C (3441587100)
SA State: active
transform: esp-aes-gcm-256 esp-null-hmac no compression
in use settings ={L2L, Tunnel, PFS Group 19, IKEv2, }
slot: 0, conn_id: 62738432, crypto-map: s2sCryptoMap
sa timing: remaining key lifetime (kB/sec): (4055034/28730)
IV size: 8 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001
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> show ipsec sa
interface: site-a-outside
Crypto map tag: s2sCryptoMap, seq num: 1, local addr: 192.168.2.15

access-1list |s2sAcl|0730e31lc-1e5f-11e7-899f-27£f6e1030344

extended permit ip 192.168.1.0 255.255.255.0 192.168.3.0 255.255.255.0
local ident (addr/mask/prot/port): (192.168.1.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (192.168.3.0/255.255.255.0/0/0)
current peer: 192.168.4.6

#pkts encaps: 10, #pkts encrypt: 10, #pkts digest: 10

#pkts decaps: 10, #pkts decrypt: 10, #pkts verify: 10

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 10, #pkts comp failed: 0, #pkts decomp failed: 0
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0O, #decapsulated frgs needing reassembly: 0
#TFC rcvd: 0, #TFC sent: 0

#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0

#send errors: 0, #recv errors: 0

local crypto endpt.: 192.168.2.15/0, remote crypto endpt.: 192.168.4.6/0
path mtu 1500, ipsec overhead 74 (44), media mtu 1500

PMTU time remaining (sec): 0, DF policy: copy-df

ICMP error validation: disabled, TFC packets: disabled

current outbound spi: 077D72C9

current inbound spi : AC146DEC

inbound esp sas:
spi: OxAC146DEC (2887020012)
SA State: active
transform: esp-aes-256 esp-sha-hmac no compression
in use settings ={L2L, Tunnel, PFS Group 5, IKEvl, }
slot: 0, conn_id: 143065088, crypto-map: s2sCryptoMap
sa timing: remaining key lifetime (kB/sec): (3914999/28567)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0xO000007FF
outbound esp sas:
spi: 0x077D72C9 (125661897)
SA State: active
transform: esp-aes-256 esp-sha-hmac no compression
in use settings ={L2L, Tunnel, PFS Group 5, IKEvl, }
slot: 0, conn_id: 143065088, crypto-map: s2sCryptoMap
sa timing: remaining key lifetime (kB/sec): (3914999/28567)
IV size: 16 bytes
replay detection support: Y
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Anti replay bitmap:
0x00000000 0x00000001

A1 3 show isakmp sa ™8 % & AFE-3l] IKE H.QF A4S gkl g o).
sa7]9 = flo] WHE S AR A Y stats 7191 =5 4] AFE-3Le] IKE BA1E & 5 dF U
Y

d& 5ol U FH L KEV2 Bt 43 BAH

> show isakmp sa

There are no IKEvl SAs

IKEvV2 SAs:

Session-id:15317, Status:UP-ACTIVE, IKE count:1, CHILD count:1l

Tunnel-id Local Remote Status Role

592216161 192.168.2.15/500 192.168.4.6/500 READY INITIATOR
Encr: AES-GCM, keysize: 256, Hash: N/A, DH Grp:21, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/12 sec

Child sa: local selector 192.168.1.0/0 - 192.168.1.255/65535

remote selector 192.168.3.0/0 - 192.168.3.255/65535
ESP spi in/out: 0x52d2fled4/0xcd22739c

oS 282 [KEvl BoF A28 wAF

> show isakmp sa
IKEvl SAs:
Active SA:

Rekey SA:
Total IKE SA:

(A tunnel will report 1 Active and 1 Rekey SA during rekey)

= o

1 IKE Peer: 192.168.4.6
Type : L2L Role : initiator
Rekey : no State : MM ACTIVE

There are no IKEv2 SAs
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« show ipsec keyword IPsec ¢ o] E] @ A7} TAHUTH A}E 7H5 38 7)1 Y =2 18 show
ipsec 25 Y9 @4t
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Manual NAT rules allow the translation of the source as well as the destination address of a network packet.

Destination and port translation are optional. You can place manual NAT rules either before or after Auto NAT rules
and insert the rules at a specific location.
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Manual NAT rules allow the translation of the source as well as the destination address of a network packet.
Destination and port translation are optional. You can place manual NAT rules either before or after Auto NAT rules
and insert the rules at a specific location.
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Manual NAT rules allow the translation of the source as well as the destination address of a network packet.
Destination and port translation are optional. You can place manual NAT rules either before or after Auto NAT rules
and insert the rules at a specific location.
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