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configure user add username {basic | config}

574 Hnpol & el o] A5 © AH&AFE FXOS CLICl A3 o 913 o CLIE o] 538t
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2™ connect ftd =
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Us a3 die 7R AR AE e = dsyth

« config- AH&-=Foll 7] 5] e o] A @A) T gHS Al B FU T o] W& & Abpol A wE o
e A el A A AT

+ basic- AH-§ 4ol ] 7] 2 94 2 9 Al F LT o B ALg A} 5] 1elo] S g

el AL 5] 8314 e,

o) A

Uk el ol 4= config A2 A7) 315 joecoolo] 2k o] &9 AFEAF A 7HEES F7FEU T 9
shal orm 2 HEWH ST BAIE A T

> configure user add joecool config
Enter new password for user joecool: newpassword

Confirm new password for user joecool: newpassword
> show user

Login UID Auth Access Enabled Reset Exp Warn Str Lock Max
admin 1000 Local Config Enabled No Never N/A Dis No N/A
joecool 1001 Local Config Enabled No Never N/A Dis No 5
Einl configurepassword & & A3l o & WA T 5 JohaL AFE Aol Al e FA A L

« configure user aging username max_days warn_days
AR I 5 o) g S %@ﬁﬂﬁqmmﬁiﬂv&ﬂﬂm‘ﬂe1@%?ﬁﬂﬂ
B ARG A Al 7o = bR ol del FadA] dgE A dU T F i 2
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« configure user forcereset username
AREAZE B 22191 Al Al = W 25 g 8 g o

« configure user maxfailedlogins username number

AL EE F17] Mol 385 = A& A 21219 Al 75 1~9999 He = AA T A
Aol =S A o}?ﬂ“ﬂ conﬂgureuser unlock B & & AL-&3 A 2. A o] 7L E0] tf 3 7] =

b2 =11 53] A% Ay
« configure user minpasswdlen username number
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« configure user strengthcheck username {enable | disable}

AALE A 3 sl AL v S A s et} o] A H| U e S WA e o ARl
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* configure user access username {basic | config}
AHgA} ol Tk Bl Y AR @A T o,
« configure user delete username
A4 o ES A Gt
« configure user disable username
AHH o ES AASA g W A SFU T A A oA ES B8 A 2o
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N glssyh
« configure user enable username
AAH o7k ES B4 shgh
« configure user password username
A7 ARE Al th ek v 55 W7 ok AR AR WA S 2 configure password T8 &
Argatel 24l e] 55 WA d o vk,
« configure user unlock username
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tufo] 2~ & &8 3k th, System Settings(A] 2= 5 44 A) > Reboot/Shutdown (B F-B/F5) > FAE &
Ehiati=g

System Settings(A] 2= 51 A4 A4) 7 o] 2] 7} o] w] A& Q<= 7 -5- - *}ol| 4] Reboot/Shutdown (2] 78/ %)
= ZEstH gy

* Reboot (2] F-9) - Al =8l o] &u}t 25 5kA] o A S Sl Ast] 9 gk thE 2qiol A o)
g 5ol = tuto] 25 g R ¢ FUTH 3 A 28 AZE o] & thA] 2 =3517] 9@
Huto]l 25 g RE et e 835k R 7HA AA7E s AU Th

« Shut Down(éE) AhS ﬂomwt— WA o2 W Al 2RSS TR FUTH WEY A bt

o|~E A A8t = 73‘%(011 T)EEEAEFUT Orto] 25 T 53 Foll = 3t E
glo] On/Off(#A 71/117]) 2= X

QF
zL

zZtelo] ¢k d wi7hA] 71 vhE Yyt

ol tle E& A0l Qe A L] TRE W A ~Y ZEZES RUEHI P
LEZETF FAIHUG

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]
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ping® 579 271 94 AFejo] 1 Sehet 4+ gl A Selahis e B /% o] A%

51 211 o). 12} o] ol 4] Ael 9l the 3w Bo] 54 el % o] tlulo] A5 5

e B 42 DI eh ping CLI 242 A7} bl 2 CLIS) 21915 A& 5 940
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A\

i A"l oy QIE o] 27 QOB ' 4k pingol] AE-E = IEH o] A Al dHF U T
SRR AN AR SE R AR B A E ook Gich o & ol A~ 71
2] S1E] 7| o] 2= E&l Cisco 2Fo] A2 Aol A4 e 4= 9lo]of 6= ping system 8 8 S A}&&
QRS B2 oF T th pingS A5 7$-ol & o] el QUEl 0|5 F o) 54 o) 417
%5 YEAS A N E et Ber £ Y

[>

Atk ping ICMP 3| 7 & 21831 AZA S HAEFU T U E S T oA ICMPE T4 3= 4 9-9l =
TCP ping< WAl AFEE = A5 THH o] 1E] & o] 2~ pingol vF 3l F-3h).

IP 2 HE= A8 EAE o] B(FQDN)S ping® 5 91471 Tk FQDNeI A pinge] 25 82l
2] Ei= dlolE] QE|Mo] 202 T4 E DNS A7 AT A O 1P FAE HHaksof ghith )
2 wjo] & Q163 o] ol tja] M2 DNS A ¥ & A sl oF FLich 57 Q1E o] ol v s DNS A
W7E A A S A dig WS AFEshe] X4 F FQDNS| 1P 74 %3] g v,

U ES 3 524 pingdll AHE-H & =8 F4-L o527 254t
713 ] QI H| o] 25 F 3 T4 ping
ping system g & AF-&-SFA Al 2.
ping system & =~ E

T2EEIPT4Y 75 93 www.example.com?} -2 FQDN(Fully-Qualified Domain Name)
T dFUT oy IH F o] =& &3l A 8k pingH= B2l Al =¥ pingoll = 7] 2 ST
AEFUTE =, Cul+CE A3t T4 W74 ping Al AdgUth ol & EWH v 25
Y},

> ping system www.cisco.com

PING origin-www.cisco.COM (72.163.4.161) 56(84) bytes of data.

64 bytes from wwwl.cisco.com (72.163.4.161): icmp seqg=1 ttl=242 time=10.6 ms
64 bytes from wwwl.cisco.com (72.163.4.161): icmp seq=2 ttl=242 time=8.13 ms
64 bytes from wwwl.cisco.com (72.163.4.161): icmp seq=3 ttl=242 time=8.51 ms
64 bytes from wwwl.cisco.com (72.163.4.161): icmp seq=4 ttl=242 time=8.40 ms
~C

--- origin-www.cisco.COM ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3003ms

rtt min/avg/max/mdev = 8.139/8.927/10.650/1.003 ms
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ping & 7§ & AH& S A 2. o] A5 B | o] 25 XA SFA] ShaL A|AFlo] T AE g H®
2 Aoz 38 5 QA HaES U Alm ° p_i o ML B3 2o S 2
SYstnz dug oz o] HAES Fystd Ut

ping & ~E

& W v Z5Ud

> ping 171.69.38.1
Sending 5, 100-byte ICMP Echos to 171.69.38.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 ms
)
AL A AR, 0 S 2 2] Y ASE dele AUE A S ALtk A b d S A
= A5t CLIA =o' BA 7] & AR Yo
=4 glol8 QE o] 2% Fa) 4 ping
EA dlolg A H o] ~E T3 AAS HAESIH T 49, pinginterfaceif name ™ & S A&
Gt o] M S AREske] M AAE H o] 25 A H T S YAIRE, 7H ] JIE H| o] 2= A

4 flsyth

ping interface if_name host

dE =¥ tad EEUoh

> ping interface inside 171.69.38.1
Sending 5, 100-byte ICMP Echos to 171.69.38.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 ms

TCP pings AH&-ste] Hl o] B 1B #Ho] =& &3l 54 ping

ping tep % & AH8-3F4] Al 2. TCP ping SYN 3% & A &8bm, 54 2] o A} SYN-ACK 3% &
AEehs A9 pingoll A3 Aoz g ch

ping tcp [ interfaceif_name] host port

S 4~E 9 TCP £EE A A& oF gt}

Yot 49 QA E Al o] 2~ (ping S A5 3H= dl AFE S A E | o] 227} o ping 9] A2 A E F| o] )
= A A 55U o] ping 82 34 2198 gl o] B A&

TCP ping> SYN 371 & A 531, &2 2] o A SYN-ACK %) & A 43}= 49 pingoll A&
Ao 2 3 o & 51 v 25y

> ping tcp 10.0.0.1 21

Type escape sequence to abort.

No source specified. Pinging from identity interface.
Sending 5 TCP SYN requests to 10.0.0.1 port 21

from 10.0.0.10, timeout is 2 seconds:

SECETN |



Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

)

3L TCP ping®] A|ZF AIGE, Wb 8145l 22 FAE A FE AFUT AR 7o d 342 &
ke CLINA =52 FA]1715 AR 3HY

HUl= b EA7 Js A5 S2ENA Y ARE FA MEA B =

A=A Fele = A5t 4 2 34 (traceroute)> ZEH E E ] UDP ¥ %l o] L} ICMPv6
AR 2 AFet= AU o]y & s Zl ol u o 5 HAA 2 AF ok gl A 2k
wola AR FAd Y SR/FE HuFYTh 7 === 3719 37

S FAstER med AR ARE M-S =39 7137} QlG Yt traceroute CLL 2455 4

i

3L dlo]E] ¢1E #| o] ~(traceroute) == 714k #he] o1 E #| o] Z(traceroute system) S £al A 2 E F 2 &
FJEdEe Hyo] gl Z5-o wel FH-3 g H3 S A& oF g

U Fell= 90 412 5 e 7 E Ao g drdo] vt sy

=973 4

* ZrB gk FEs WA E3 A A gre] 2HREAFU T

NN msec 7t w=To A A FH o] T2 H Y GESHE H A9 AR E2)YY T
N A4 B3 ICMP U E Y AUt

'H a4 B7H3 ICMP 32 E Yt

'P ICMP 22 EZd 4% + glsy

'A HE A7 ICMPE T A AF Y T

? & SlE ICMP 2 7Y th

2

ol

g B2 Ae o2 Bal A
traceroute system ™ & S A8 Al 2
traceroute system destination

www.example.com¥} 22 FQDN(Fully Qualified Domain

SAEEIPVA/IPYVE T4AY 5 9laL
59 o5 ZHUy

Name)2 % 95U th o &

> traceroute system www.example.com
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E ¢ o] 22}-$-E(traceroute)ol] TjHlo] 27} A H == A .

traceroute to www.example.com (172.163.4.161), 30 hops max, 60 byte packets
1 192.168.0.254 (192.168.0.254) 0.213 ms 0.310 ms 0.328 ms

2 10.88.127.1 (10.88.127.1) 0.677 ms 0.739 ms 0.899 ms

3 lab-gwl.example.com (10.89.128.25) 0.638 ms 0.856 ms 0.864 ms

4 04-bb-gwl.example.com (10.152.240.65) 1.169 ms 1.355 ms 1.409 ms
5 wan-gwl.example.com (10.152.240.33) 0.712 ms 0.722 ms 0.790 ms

6 wag-gwl.example.com (10.152.240.73) 13.868 ms 10.760 ms 11.187 ms
7 rbb-gw2.example.com (172.30.4.85) 7.202 ms 7.301 ms 7.101 ms

8 rbb-gwl.example.com (172.30.4.77) 8.162 ms 8.225 ms 8.373 ms

9 sbb-gwl.example.com (172.16.16.210) 7.396 ms 7.548 ms 7.653 ms

10 corp-gw2.example.com (172.16.16.58) 7.413 ms 7.310 ms 7.431 ms

11 dmzbb-gw2.example.com (172.16.0.78) 7.835 ms 7.705 ms 7.702 ms

12 dmzdcc-gw2.example.com (172.16.0.190) 8.126 ms 8.193 ms 11.559 ms
13 dczO05n-gwl.example.com (172.16.2.106) 11.729 ms 11.728 ms 11.939 ms
14 wwwl.example.com (172.16.4.161) 11.645 ms 7.958 ms 7.936 ms

dio]E AEFH o] ~E T3l A= F4
traceroute ™ & S AFE 341 Al 9.

traceroute destination

ﬂﬂﬂﬂﬂﬂﬂiﬂﬂﬁHmSHW%?ﬂﬂﬁo:ZEQHHMR6$
www.example.com?} 742 g 5F3}l ¥ $ < E o] Z(FQDN)Y 8]
8Mmsﬁﬂﬂ?@ﬂﬂ%8ﬁ7d@ﬁﬁ%}%ﬂd1% HpNJW%i%&ﬂJH@
oE E¥W a3 25U

> traceroute 209.165.200.225
Tracing the route to 209.165.200.225

1 10.83.194.1 0 msec 10 msec 0 msec
10.83.193.65 0 msec 0 msec 0 msec
10.88.193.101 0 msec 10 msec 0 msec
10.88.193.97 0 msec 0 msec 10 msec
10.88.239.9 0 msec 10 msec 0 msec
10.88.238.65 10 msec 10 msec 0 msec
7 172.16.7.221 70 msec 70 msec 80 msec
8 209.165.200.225 70 msec 70 msec 70 msec
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7 2 Advanced Configuration(aL 71 3] 72| o] A1) H- %} A FlexConfig > FlexConfig Objects(FlexConfig 7H
e 283y
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icmp unreachable rate-limit 50 burst-size 1
policy-map global policy
class class-default
set connection decrement-ttl

d) Negate Template(¥- & 3} B1Z3) Hx 7)o o] Ay aeo] S Aa H A d Tad P& ¢
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no icmp unreachable rate-limit 50 burst-size 1
policy-map global policy

class class-default

no set connection decrement-ttl
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a) HARAA FIexConfig Policy(FlexConfig 4 #)E 2 ¢t}
b) Group List(ZL5 Z=)o| A +& g}
¢) Decrement TTL 7} A & A &3} OK (21)E & gt}
gl Wy om v Ry7E Qo] EH UL SukE R o] A H A4 Fldyn.
d) Save(AH)E I

oAl A& THE g AUF U

do] Lul2 A 2AH5stal oM E 2 7|g} to|E] EQEV} AEelA A H w2 A
Shal A3 A ZHS ARSSHY T Al 22 Blo| A g A1 E S 5 9l A G RE FA S 170 o)
2] NTP(Network Time Protocol) A1 ¥ (¢]d% 0.2 = 370)& A8l oF Huth.
jufo] 2 8 oF A4 tho]o] L3 (7] 3 H] 37l A Device(ﬂ Hpo] 2~) 28)& NTP AW o] g A4
Bl & Holsuth o] AEj7F wmeb ) = F3ARl A9, A E Aol A st b A7 e A
AUt A4 AV A &5E A(LA A A A7 0}%), -8 a4 Al 2

» Device(t] H}o] ) > System Settings(A] 2~ &) A7) > NTPol| A 371 ©]/32] NTP AW & 4 ¢4

th o] A 8712 o} AWk 371 o] 4] NTP A ¥ 7} Q= 4 5- Al =l /g o] w9~ &yt

v

A
o

» Device(t] H}o] ~) > System Settings(*] 2~ &l 41 ) > Management I nterface(¥Ha] 21 5 o] )0
gojuo] gl e AE FH o] 2~ IP F4 8 NTP AW (o] M E A A&7} l=A el

« ] JIE o] 2 Aol E g o] 7} o] Bl )1H #| o] 281 A -, 7] A =7} A A shA] g o
Device(t] v} o] 2~) > Routing(BH$-8) ol A NTP A W ol gt 1A H 25 A& 4= AdF Y )

WA A ] Q1E] H o] 2 Alo] E 9 o] & A A g 7 9, t]ulo] 2~ CLIC| & 113} 51 ping system
B S AFESke] ZF NTP AW o] ti st U ES I A 27} l=A] H~EjYTh

 t]uko] 2 CLI| 221918k T4 W %2 AR&-ako] NTP A1 o] el g 2hel g o,

* show ntp— ©| ™8 &= NTP A H ¢} 7} & of] th & 7|3 A B E F A F Y o ¢, device manager
o] A4 A= A HE el F7F A B E AR U T whebA] o] | R o] E A sk 3
“’}’ A2 AE tholo] Lgi o] Ak & It BA AV e s U T o] MRS CLI

Lol M= AP 5 JFHH

system support ntp - ©] T & o
IR EZ| FA3tE) = E
e,
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Results of 'ntpg -pn'

remote : +216.229.0.50
refid : 129.7.1.66
st H

t T u
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DNS A 3 2

when : 704
poll : 1024
reach : 377
delay : 90.455
offset : 2.954
jitter : 2.473
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b) ping system www.cisco.com-e ¢ = ¢t} Tk 7 212 "unknown host(4 7 1= S AE)" H| A
A 7F A = A F Al o] mEjl o] 5 #91 e  gle= A YUt pinge] ek A f-oll =
gele] ehm 9l 0w DNS7F 2 211 A Y Y th ping= SA 8t ¥ Cul+CE TR YT

> ping system www.cisco.com
ping: unknown host www.cisco.com

Fa = 8.3 A2 ping ol system 71 =7} A2 gHE| o of Fhrh= AU T system 719
Eol A= ¥he] IP F4x(¥2] DNS A H & A= 1 7 Q1B 3| o] =

A%tk www.cisco.com®l] T3l pingS A A= AE F83 ALY AvtE
gho] 1 B A o] EE astel W el Az el F=7FEasy] die Yk

@72 e] Qe s o] 0] A o] d e g,

a) Device(t]vlo] ) > System Settings(A] 2= 5 A %) > Management Interface(ZH2] <1 & o] o] ) t}
o AU HA S T35k 45 Save(A ) E == st WA ALeko] A A& o
g FAaE WSk A5 oAl dAdste] oAl 2Rl oF T

o 2] vl Ef] el ek Al Edel 1P =27 AT Ao Eo] = HlolE AE o]~
AHE Tolebd 35 dAllAM = a2 o]d S AT

« Aol E g0 2 vlolE] Qe S0l 28 AL-5ar Q1) ke e P A B vk} )
S| Eq o] Ip a7t 2& AB el gi=A] 2l gych

b) o] 27l 5-21% Device(T] H}o] 7<) > System Settings(*] 2= & 41 %) > DNS Server (DNS A #)) 2 2 ¢
5Fal ZHFE DNS AW 7} A4 =] o] =4 gl o,

W =Y A AN A tupo] 28 TE 3= A5 ARG 7h5 8 DNS Aol thgk Aul 2= A A2 5
4 8T Aol 92 & A%t
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Ad Y
* DHCPE AF&-3te] &5 Qe d|o] =9 4 & 7F4 2+ 7 -5 Obtain Default Route using
DHCP(DHCPE AH&-3t] 7|2 B = A7) w45 A 9 gl ohA device managerol] 7]+ 7 27}
A E A kUt SSHl A show route(2)S 912 81ar 0.0.0.0001 3k 4 27} QL&A 8¢l
ST}, o] Ay 17 o] A-E 92 o] Ho] 9] 7| B Av] 1P o] Mol nE | EA O 2 o
A} s}o] ubag sl 7154 o] =251 T}, 9] 3 o1 E] o) o] 4 9] A x| 1] 0] S 8¢ 3} Device(t]
v}o] 2~) > Interfaces(1 E] 3] 0] ) & o] g1 T},

Q- QI H o] 2o A 31 IP F4E A& F o] A DHCPO A 7] H =& A &
of| == Device(t] v}o] 22) > Routing(2H--%)S U th. 7]+ Z =2l tsl] A &gt Aol E
ARE-3Ea QLA Bl

s
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-l <= Routing(2h-5-1) =l o] A ol ] 3 & A B
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4 EREER CEERMEE B NEREE BT

= & 8l
2o Y ArE Aoyt A5 <

SECETN |



B 2oaasio-gons 02
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AR UEADS] A9 AZE T4 & AUTh A 2R A U EAAR A4F 2
9% % 9] ek
ES AR E o] 22 Fal An 2 B2 e AR AFshe 4 A A2 QA Fegy
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d) % BBl FHeA 4 WA Aol el AL A AF FHeL FFo| g v
744 7 e e

e) pingsystem www.cisco.com-2- tHA] Bl ~E gt} 4 71 Al S A s of2

A2 AL 23

F
oA 3 SSH A4 ol A dig www.cisco.comS ¢ 2 &y o}

« dig 2 3 A] DNS Aol A &5 RS FA sk AW 7E o] &5 3H= 5 gl 4§, DNS
= AgetA 19 L o] A E o] QLA R ARE- 591 DNS Al H o] FQDN9] 47} §l= A YUt
o] 2§ NXDOMAIN Al 2 A Yth &5 th3- 7 o] A g Y.
> dig www.cisco.com
; <<>> DiG 9.11.4 <<>> www.clisco.com
;7 global options: +cmd
;; Got answer:

;7 —>>HEADER<<- opcode: QUERY, status: NXDOMAIN, id: 43246

;; flags: gr rd ra; QUERY: 1, ANSWER: 0O, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1280

; COOKIE: 78blc6b2b3ef5b689£fc2£65260db9%e9b36a7d9fefb301943 (good)

;; QUESTION SECTION:

;wWwww.clsco.com. IN A

;; AUTHORITY SECTION:

. 3600 IN SOA a.root-servers.net.
nstld.verisign-grs.com. 2021062901 1800 900 604800 86400

;7 Query time: 13 msec

;7 SERVER: 10.163.47.11#53(10.163.47.11)

;7 WHEN: Tue Jun 29 22:28:43 UTC 2021

;7 MSG SIZE «rcvd: 145

a2 ;o] 4% thE DNS A B & A 37 &l el of 8= FQDN<S 2HQ1& = =5 A A
DNS A ¥l & g elo] Edlok gtk U] =9 2 #e) 21} 1SPs} & o) ate] vl =) 2ol o3 253

E=DNSAHY IP F4E Ao AR

SERRESMEE LR

7] 4 traceroute system DNS server_ip_address 3
o] £ o] DNS A1 7} 10.100.10.1) 7 -

)
)
Ay
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Fardo] $aA e AYUTFe A

T 7Y, 2= DNS A8 7F d A
o). oS dAE Alg gy
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> traceroute system 10.100.10.1

W b @ Ak e g,

traceroute”} $FH % 31 DNS AW o] A AF T} o] - DNS A 2] H 27} A A= 9l o Al
2 §lo] DNS A H o] AZA4 5= = Ad Yt webA 898 EA= lssu ok shA Rk o] A1
o] th&k DNS &4 ol A 52 A E A 55Ut

2 W A= el = E}TEM 18} 9 o] UDP/S3(DNSOll AH-8-5 = L E) B & 2146
A S T UAFHE & UIEH A F = A DNS A H ol A e & 5= syt B e &
ot 25 % vha Al 2F] el ket 9 ofsto] Al qf A S WA s of st o] A
=& Adsk71 7 o HE U T

traceroute”} o o = AT 4= §lF YT o] g A= vh5 3 2ol AIE YL

o ¥
o1
b
mlo

.

> traceroute system 10.100.10.1
traceroute to 10.100.10.1 (10.100.10.1), 30 hops max, 60 byte packets

l * Kk ok
2 * Kk ok

3 * Kk ok

(and so forth)

AUt Al Eg o] IP F24¢] ping

1?4 AE o] 2o Ay 1ol dE v
solgyc.

traceroute”} == B S B33 & AR E ¢ o)A FelskH] Ut o] A$ A= vsa

o] EAH T,

> traceroute system 10.100.10.1

traceroute to 10.100.10.1 (10.100.10.1), 30 hops max, 60 byte packets
1 192.168.0.254 (192.168.0.254) 0.475 ms 0.532 ms 0.542 ms

2 10.88.127.1 (10.88.127.1) 0.803 ms 1.434 ms 1.443 ms

3 sitel4-lab-gwl.example.com (10.89.128.25) 1.390 ms 1.399 ms 1.435 ms
4 * K  *x

5 * K  *x

6 * K  *x
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2] AL§ 24

CPU % w| :Le] AR-g-&Foll th gk A% &l %] 15 W.e]™ Monitoring(*2 1 ) > System(A] 2= §1) &
AEskal CPU R | Re] H) e 25 35U T o] 1l ofl = CLIC 4] show cpu system %! show
memory system g % & AF&-8ll =R g A wIF FAH YT

CLI %2 7 CLIol =aRlskd o] 2] 3k Wi o] F7F M d & AL&-sto] & AR E Seled
AFUTE UREA 0 2 = AL o) Fadalo] %44 <1 A7} t”"ﬁ 3= 7 9-4 Cisco TAC(Technical
Assistance Center)2] 2] 3 o] Q1= 7d-9-ol vk o] AW = helahd ) ApA| e A B E 58 53135
B2 TACY] s o] A a9t}

AAE 5 Q9 b T AR et T ol @ W el e A @ U g2
http://www.cisco.com/c/en/us/td/docs/security/firepower/command ref/b_ Command Reference for Firepower
Threat Defense.html2] Cisco Firepower Threat Defense ™ & 320l A &1 4= Q15 o).

« show cpu o] €] Z ¢l CPU AFE-E2S ¥4
* show cpu core 2t CPU 0] o] AR&-%F& 7" 24 0 &2 A g Tt
« show cpu detailed T /A d] o] ¥ Z# 0 CPU AME-2-S F7F= A fh o}

« show memory t|o] 8] 29 v 2] AF&3S FA gy

4

Fa 9ol vhet oA ehS A 7191 =2] A% cpu BEE memory W H S AHEske] R kR e 7]E
715 S WA Agslof Fth o] ¥ § 7152 TAC A H ol whe} AFE-sFA Al 2.
21 K7

Al 22 ElS TRk 2k o v g A BB 279k Ul system support view-files 8 # & A-8-5} o] A] 2~ E]
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ol WHlS Adstd 21 A8 S S vl 7F A E U T B E S ARt P ARE B Y
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=117 [

A2 F7HE] = wAI A& ER1E 7 Q=S 215 o] 72 H system support view-files t) 2] tail-logs
B s AU T

o2 do A= Al " 27191 A= & 4 8} = cisco/audit.log I Y S &Q15 = WH S HolFU T
T 5529 919 v e oA A A, 1 ool = A A T EE 2o 5 B5o] FAFHY T
> system support view-files

===View Logs===

Directory: /ngfw/var/log

—————————— sub-dirs----------

cisco

mojo

removed_ packages

setup

connector

sf

scripts

packages

removed scripts

httpd

——————————— files--——-—--------—-

2016-10-14 18:12:04.514783 | 5371 | SMART STATUS sda.log
2016-10-14 18:12:04.524783 | 353 | SMART STATUS_ sdb.log
2016-10-11 21:32:23.848733 | 326517 | action queue.log
2016-10-06 16:00:56.620019 | 1018 | brl.down.log

<list abbreviated>

([b] to go back or [s] to select a file to view, [Ctrl+C] to exit)
Type a sub-dir name to list its contents: cisco

Directory: /ngfw/var/log/cisco

2017-02-13 22:44:42.394907 | 472 | audit.log

2017-02-13 23:40:30.858198 | 903615 | ev_stats.log.0
2017-02-09 18:14:26.870361 | O | ev_stats.log.0.lck
2017-02-13 05:24:00.682601 | 1024338 | ev_stats.log.l
2017-02-12 08:41:00.478103 | 1024338 | ev_stats.log.2
2017-02-11 11:58:00.260805 | 1024218 | ev_stats.log.3
2017-02-09 18:12:13.828607 | 95848 | firstboot.ngfw-onbox.log
2017-02-13 23:40:00.240359 | 6523160 | ngfw-onbox.log

([b] to go back or [s] to select a file to view, [Ctrl+C] to exit)
Type a sub-dir name to list its contents: s

Type the name of the file to view ([b] to go back, [Ctrl+C] to exit)
> audit.log
2017-02-09 18:59:26 - SubSystem:LOGIN, User:admin, IP:10.24.42.205, Message:Login successful,

2017-02-13 17:59:28 - SubSystem:LOGIN, User:admin, IP:10.24.111.72, Message:Login successful,

2017-02-13 22:44:36 - SubSystem:LOGIN, User:admin, IP:10.24.111.72, Message:Login failed,
2017-02-13 22:44:42 - SubSystem:LOGIN, User:admin, IP:10.24.111.72, Message:Login successful,

2017-02-13 22:44:42 - SubSystem:LOGIN, User:admin, IP:10.24.111.72, Message:Unlocked account.,

>
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A B3 E A& wl = Cisco TAC(Technical Assistance Center) @ AH7F Al =8 271 H B A&
S 8HT T AFHT A= o]l AR E T3 £AE o EA IS sy R 9
o] glow M Fd S A &3] ot .

U2 dapell A= e Bl S st vz sshs e AW gy

L EAA

tulo] 25 F g}
Troubleshooting(E 2] &7 8)°ll 4] Request fileto be Created(3} A4 2 ) &=+ Re-Request Fileto
be Created(#}d A4 Al &) (o1 el 3 WS 843 495 SH U

)

Al2Rlel A 2k shel A o] Al Th The W o] A 2 o) 5 Akt SolehA] el Beld 5+ 9)
FUTh shelo] ZulE W 5l A4 ksl Alzbe] thg 2 B E 3} g EAH L,

2 29y,

DR 2 SR EES: BEE TSRS IRl

O:::z—’

To -
e GEAAE ST A5 FPRAE FE A0 pal) AR F ) F RE A0S
s tutol 2~ 21w el o] o] 91U th o] el @ MRS FAS] Aol tluto] 27k WA
24 U= L) S Aul xS AT 04 $ex S g,

R

%

threat defense -3} ¥ -2 2}-¢-€ = 5 REoA AdgE 5 9lFy ‘:}. E]r—or'ﬂ ne e
-8 FolH, dlE ~ad = A B F sl AdAY s S AE9 7 E¢

Uttt o9} vt 2 T w3l d =3 Q1 E (bump in the wire)” =& ‘%Tlﬁé
firewall)” 2-& 9 8HS a6 glojo] 2 W3l o], o1 A | tjufo] 2o th 3 2-9-E
] &H YT,

27 device managerv= 28 EERF A AU ey B RE A tufo] A& 4 3] of sfi=
7dg-oll = Wl 1= = W7 5131 management centerS AF-8-51o] tiulo]l A~ ] = "] e 9l

= | ‘ﬁ”‘:‘j‘j} |2E g8 RE2 B = glom, 11 Sofl = 2 A AFE-EHo
s tulo] 28 FA4 e 4= 95Ut management centerE AF&-3Fo] 2198 BT tulo| ~E #A

TEJdFYT

S
é

I3} (stealth
FOow FAY

>
[~
)
)
Ay




27 EE 97 Bl s Bl BEE WA el W tluko] 2 CLIE AHga)oF o,

] e o] d o] A A ™ Al =F o] 7] ] e o] d o= Eo}
1=

o]
Eojge fAH .

T me Welksls 49 waky =2 W7 317] Aol management centerS A X gt}

7% gtold 25 4 stet A 9ol 2A dAE A Aleta 94 el = A $kst7] Aol device
manager©l| A 3l g 2fo] A A~ E n] &4 s}l of gt} o] g A 81| gk o &) i 2} o] 4 22 = Cisco Smart
Software Managerol| A t]uto] 2ol g3 e & FA gyttt A8 7Fs gk dho] d 24 4] 3) B = A
g ste] &5 Fxeg Al
tjulo] ~7t 78 o2 A g o) AE A
configure high-availability disable ™ &<

w1 Hute] 2 el A(AH TP H ) EE
4 bl
B2 R ool A HAS A she Aol 73 F4ueh

78 Ay e ol A& s Al sl of g T o

L EAA

SSH Zeto] A E S AHg-8ke] e IP F 40 tj gt

re
ihd

2 Q3 T4 CLI A2 Aho] Q= AHE
],

o] F O & tufo] = CLIY| =11 d & S0 oA AFRAL o] F& AHE Yt
A 1P F2o AAF ] JE Foto & o] L 2AAE wretof gt} device managerS AFE-SH uf =
diolE] Qg o] 29 [P FAE F3l tulo] 25 | = dFUT e tnfo] 25 Ao

delsted v 294 £E 2 89 1P F4E AHE S oF duth
W IP Fodd A4 5 e Arole vs Ade FAFU
« #E] BgA X ETL AEshe WES Tl §4 dAE o] de=A EIdyr

« A U ES] T disl] #H] 1P 74 2 Alo] Ego] 7} 4 = o] =A] &1 & T}, device manager
9] Device(t]H}o] 22) > System Settings(A] 28! A A1) > Management Interface(¥+2] Q1 E 3| o] )

ANA Fagt Al E o] & FA 7Y ) (CLIY A = configure network ipv4/ipvé manual ™8 3 <

AHESHA AL Q)

Fa e 1P F 4ol el 9] 7 Alo] Ef o] & AR&-akal l=A] It ¥4 #e A=
ARES b= ol g I o] ~ & Al Ef o] = AFE-E  flE U T

B2 oY wue Y w2 e 2 welE Ageel W kg S,
/K

a) 24 #g &= v g
B4 2kl 47} )
delete ™8 & *}% et

SECETN |


fptd-fdm-config-guide-730_chapter3.pdf#nameddest=unique_33
fptd-fdm-config-guide-730_chapter3.pdf#nameddest=unique_33

b)

¢)

d) management centerol] 21213}o] t]ulo] AE F7}%H

[~
)
)

> configure manager delete

If you enabled any feature licenses, you must disable them in
Firepower Device Manager before deleting the local manager.
Otherwise, those licenses remain assigned to the device in
Cisco Smart Software Manager.

Do you want to continue[yes/no] yes

Deleting task list

Manager successfully deleted.

>
> show managers
No managers configured.

i wEg Byo 2 WAL
configurefirewall transparent

o Al

il

> configure firewall transparent

This will destroy the current interface configurations,
are you sure that you want to proceed? [y/N] y

The firewall mode was changed successfully.

A7 PR A G,

configuremanager add {hostname | IPv4_address| IPv6_address| DONTRESOLVE} regkey [nat_id]
&< e

« {hostname | IPv4_address | IPv6_address| DONTRESOLVE}ol| A = ©] t]ulo] ~ & 3] h=
management center®] DNS & 2~ E 0] &5 0] U [P 5= 4~ (IPv4 B2+= IPv6) S ] 4 &1 TF. management
center?] 45 A% A48 4= ¢l oW DONTRESOLVE(S)E AHS- o).
DONTRESOLVE(S)E AH&-3h+= 7 -%- nat_id7} 2 8.3 o}

o474 7} a5e

» regkeyi= U] H}©] 2~ & management center®l 553} ©] 2 Q

* nat_idT management center2} %] 7Fo] 55 X 2 A
YUYt 3 ~E ©| 58 DONTRESOLVE=R A4

2~

=

5= 7] secretS AFE-810] 192.168.0.123°01 A BE]AHS

q& =

.

> configure manager add 192.168.0.123 secret

Manager successfully configured.

Please make note of reg key as this will be required while adding
Device in FMC.

> show managers

Host 192.168.0.123
Registration Key A KA
Registration : pending

RPC Status :

=y
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>

k2
o Wb megdegor WAL
configurefirewall routed

o Al

> configure firewall routed

This will destroy the current interface configurations,
are you sure that you want to proceed? [y/N] y

The firewall mode was changed successfully.

d =24 deAs 2493y
configure manager local
& 59 v ZEyTh
> configure manager local

Deleting task list

> show managers
Managed locally.
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A7} mrbe o FAE
high-availability disable ™ ¥
A8k Ao] 7B S5 Th

7 9-o = W A device manager(A+-& 7153k 74 -9-) &= configure
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GA 1 SSH E o] AEE AFE-sto] ] IP 74l ek A4S F a1 7o 19 o] CLI A 2~ A o]
A&7} o] 0 & tiHto] 4 CLIC| 23t ol & 5o I A AFEAL o] 55 AR TH
A 2 #EAHE A A W configure manager delete ¥ & S AF-8-& U o}

I

> configure manager delete

If you enabled any feature licenses, you must disable them in
Device Manager before deleting the local manager.

Otherwise, those licenses remain assigned to the device in Cisco
Smart Software Manager.

Do you want to continue[yes/no] yes

Deleting task list

Manager successfully deleted.

>
> show managers
No managers configured.

SHA3 =24 deAE g
configure manager local

& =¥ v ZEUH

> configure manager local
Deleting task list

> show managers
Managed locally.
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a) RAID®|A] SSDE 2] Yt}

configureraid remove-securelocal-disk {12}

remove-secure 7] 9 =
SSDO] H.ot 7]uk 273
79 remove 71 1 =

o A

== RAIDoﬂ 4] SSDE A| A5t

A}iLEL

> configure raid remove-secure local-disk 2

b) SSD7F JIMEZ ] 1 o] A = A] &5 W 7hA] RAID G H & &

show raid

SSD7} RAIDO A Al A= 254 9 =2fo] v A e 7} A 5l
ol W g agZ dE R ok

ER e

o A

> show raid
Virtual Drive
ID:

Size (MB):
Operability:
Presence:
Lifecycle:
Drive State:
Type:

Level:

Max Disks:
Meta Version:
Array State:
Sync Action:
Sync Completed:
Degraded:
Sync Speed:

RAID member Disk:
Device Name:

Disk State:

Disk Slot:

Read Errors:
Recovery Start:
Bad Blocks:

Unacknowledged Bad Blocks:

&y,

1

858306
operable
equipped
available
optimal
raid
raidl

2

1.0
active
idle
unknown
0

none

nvmeOnl
in-sync
1

0

none
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Device Name: nvmelnl
Disk State: in-sync
Disk Slot: 2

Read Errors: 0
Recovery Start: none
Bad Blocks:

Unacknowledged Bad Blocks:

> show raid
Virtual Drive

ID: 1

Size (MB): 858306
Operability: degraded
Presence: equipped
Lifecycle: available
Drive State: degraded
Type: raid
Level: raidl
Max Disks: 2

Meta Version: 1.0
Array State: active
Sync Action: idle
Sync Completed: unknown
Degraded: 1

Sync Speed: none

RAID member Disk:

Device Name: nvmeOnl
Disk State: in-sync
Disk Slot: 1

Read Errors: 0
Recovery Start: none
Bad Blocks:

Unacknowledged Bad Blocks:

c) AMAolA SSDE E] ¥ oz gy}
@A 2 SSDE F7HF T

a) SSDE W FRe] B Mo Frhg
b) RAIDl| SSDE F7}3h Tt
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)

configureraid add local-disk {12}
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configureraid add local-disk {1| 2} psid
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