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alert tcp $HOME7NET any -> $EXTERNAL7NET $HTTP7PORTS (
msg: "My Custom Rule: EXPLOIT-KIT Styx exploit kit landing page request";
flow:to server,established;
http raw uri;
bufferlen:>100;
http uri;
content:"/i.html?",depth 8; pcre:"/\/i\.html\?[a-z0-9]+\=[a-zA-Z0-9]{25}/";
flowbits:set,styx landing;
metadata: copied from talos sid 29452;
service:http;
classtype:trojan-activity;
gid:1;
sid:1000000;
rev:1l;

)

alert tcp $HOME7NET 8811 -> $EXTERNAL7NET any (
msg:"My Custom rule: MALWARE-BACKDOOR fearl.5/aciddropl.0 runtime detection - initial
connection";

et
hins
2
k)




s
5

oft
ot
jincs

=1
2
2
it

)

I

)

flow:to_client,established;
flowbits:isset, Fearl5 conn.2;
content:"Drive",nocase;
metadata:copied from talos sid 7710;
classtype:trojan-activity;

gid:1;

s1id:1000001;

rev:1l;

alert tcp SEXTERNAL NET SFILE DATA PORTS -> SHOME NET any (
msg: "My Custom Rule: INDICATOR-COMPROMISE download of a Office document with embedded

PowerShell";

flow:to_client,established;

flowbits:isset, file.doc;

file data;
content:"powershell.exe", fast pattern,nocase;
metadata:copied from talos sid 37244;
classtype:trojan-activity;

gid:1;

s1d:1000002;

rev:1l;
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