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> show ptp clock
PTP CLOCK INFO
PTP Device Type: End to End Transparent Clock
Operation mode: One Step
Clock Identity: 34:62:88:FF:FE:1:73:81
Clock Domain: 10
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> show ptp port
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PTP PORT DATASET: GigabitEthernetl/1

Port identity: Clock Identity: 34:62:88:FF:FE:1:73:81
Port identity: Port Number: 1

PTP version: 2

Port state: Disabled

PTP PORT DATASET: GigabitEthernetl/2

Port identity: Clock Identity: 34:62:88:FF:FE:1:73:81
Port identity: Port Number: 2

PTP version: 2

Port state: Enabled

PTP PORT DATASET: GigabitEthernetl/3

Port identity: Clock Identity: 34:62:88:FF:FE:1:73:81
Port identity: Port Number: 3

PTP version: 2

Port state: Disabled

PTP PORT DATASET: GigabitEthernetl/4

Port identity: Clock Identity: 34:62:88:FF:FE:1:73:81
Port identity: Port Number: 4

PTP version: 2

Port state: Disabled

51 O M=

A AZAL HTTP 2 EA] 714
Al 2=l QU UL Afol o] 213 A o] §l= 45 ] QI o] 2ol thgh HTTP ZF5A| & A4 %
AFUTH 28] Al 2B A dlo]EH|o] A Ju|o] ES v 2 E=3817] 93 device managerell t 31
AZA Z Al ="l A Ciscor o] AAS H| L3 BE #he] AZol Z5A & ARt

configure network http-proxy 4 & S A}-&3} ] threat defense CLIO| A HTTP X FA| & A& &= 9]

#u,

L ZAA

A1 Device(t]Hlo] 22)E 29 3 Uh=, System Settings(A =¥l A7) > HTTP Proxy(HTTP Z5A)) |5

Zelg.
System Settings(*] 2= 51 41 4) 0] A 7} o] u] e Q1= 4§ B aho] 4 HTTP Proxy(HTTP = % A)) &
Zelaha g,

GAl 2 EEg Yste] TEAE A5}
« HTTP Proxy(HTTP Z=A]) — Z 2] A1 ¢] P T4 Yt}

ol
)
G2
[kl
fu
>
()
ol
o
-
oX,

ol
T
ul

L POMt(EE) — EFA AU 7L HTTP 42 54 t7] 8t 2% #4822 ME g

» Use Proxy authentication(ZZ = A] 915 AF-8) — MW7 Z2A] AZof 3 Q1 5S Q1S
TE Aol FAS A dUY o] FAE AdEsks A F-ol= ZEA Aol 291d 5 Sl
= o] 7 E 9] Username(AH-8-#F o] 5) 2 Password(H] @ ¥ E) % =gy th

W3 Save(d ) 2UI kS, WA T AS SeIFh

>
[
)
il
o




>

[>
ol
oA
o
-

© 2 2 device manager®l] t g oA o] o] 3]
A ZS A2 T SHA| 2 ThA] 210184

SR An) 2

Clsco Defense Orchestrator, Cisco Threat Response % CDO%} 72 t} ksl S8 7|4k o Z2] Al o] A
/\]__Q_tﬂ— NN o) I sl EE}—%E }\1 H]Z:Oﬂ ‘:%tﬂ— 2= 0] /\]/]q_

AL = =T M8
Fe9-Eo SEHT ol Ao 55 Aot i A £ %L tuo] 27 52E o7 E o] Fol
AU
ZRAA

Al 1 Device(t)Hlo] )& 8] 3 t}-8- System Settings(*] 2~ ¥ A2 4) > Cloud Services(Z &}-$-= A B ~) &
= =3y
System Settings(A] 2=l A4 79) #| o] A 7} o] 1] A& Q)= -9 H-A}Fell A Cloud Services(Z eh-5-= A1 H]
2)E Z9shd Hyth
tuto] 27} T F 5 4] 2 4§ o] # o] Al = Cisco Eeh-5-=0l 553at7] A& 55
Utk Seh9-=o) 553 Fol= /i Suh9-= Al A5 A3 e v 245 5 9

.
WEo| A i FEE A H 2o A BHS AL F)0he 44

WA 2 Cisco F8H9-=9 5 F sl H(H 7}
= ShE A gy,

* Security/CDO Account(2.9H/CDO AlA) — ths WH 5 shv& A = AdFU T

P

Za CDO+ Zeh7-&E Al ] AH & A&7 threat defense LUl ~ 5 # & 4= FY
t}. CDO2) 7}2\§}E] tlnlo] A~ FE] A} 7] 552 o] n] o] =0 A threat defense S 2] 3}

TG 1E ALS AT AL S Qg e,

« Auto-enroll with Tenancy from Cisco Defense Orchestrator (Cisco Defense Or chestrator ol 4]
HWA| 2 25 55 )(Firepower 1000, 2100, Secure Firewall 31005 31 9. 55 715 A+ 4
N AHE FES AL S A% th WA, CDOR o] F3ke] tinte] 0] A& W E S ALgat
o] tu}o ]* 5 F7Fg Yt} 1 U device managerol| A ©] A Wt~ E A S 55 S A
AUtk Hupo] 2 AfAl = I Aol dE HEE 8]l ELHE‘r FXO0S®] 7 -§- FXOS
CLIZ ©] &3}l show chassisdetail %S AF8-3Fo] A T (SN)E dlo]Eo] A|H &
HiE dd WS E HAE 4= 95T threat defense ™ & show serial-number= CDO 5=
o AFHA e vE dd HE S AP o] 2 CDOY| Seh5-= Al ¥ AlH
% CDO®| # A A tuto] 2 ezt R=o A Abs kT

* CDO B Bt Ao 218t 55 715 A FUTh 19 th o] #| o] A 2 Fof2bA]
Cloud ServicesRegion(Z2}-$-= A B] 2 & 9)& A 13} 3L Registration Key(5= 7))ol &<

>
[
)
i
o




249 3} 5= v 2431 000 (2 A A el = peix we)

YWEUT o] -2 CDOS # A A tvte] 2~ el oA vk A5 3y Tk cDO 9 E2}
$-= A F #2] A E = Device Manager©ll 4] Management Center == CDOZ % 3} 36 9| o]
SPE =L

o] wj Cisco Defense Orchestrator 2 Cisco Success Network & &4 313 =% 95Ut} o] &=
NeHoz s

o 2ulE o] 22—CDO H|AFE Aol vt 8| ) & A5 525} Smart Licensing(22VFE 2}o] A
EIR 7\]& o]%&3} 11 cssSMel| 5=t} %ﬁ 3 2 A2~ Z9]| Cisco Success NetworkS 24

stah= A5

Fi ZHSEAMH 2N TES FHALPAY TFS A 2ntE ol s g2 e B
74| 27} @A 7} iU} o] 73% Cloud Services Region(Z&}-$-= A 1] 2 X 9) &
1818k ok, Register (6-5)E 8 U Th S0 W8-S 9131 Accept(7EhE 9§

e,

A3 SEh-E Ml Lol $ 53 o= Zaol w7l e s A ss Y Rl 2 Et e 4 s U v

o &
TFAE Farst Al L.

C B e

m*q'

443} CDO (F A A Hlufo] 2~ ] a} =), 31 7 o] X]
* Cisco Success Networkel] &2, 32 # o] %]
* Cisco Cloud = o ¥l E A% 33 o] A

« FEHSE AU 2 A 52 FH A 34 7 0] X

24 8t m= W A 3 eD0 (2] A A Hrfo] & whefa) B
\}

F o] A DO AAA Tlrtol s vl ol wk A §Hv] FehE A F 3] AlE of & A
#5174 g4t

[N

= AE[2 14,30 Fl o] Ao A P AshE ti = CDO S 5 715 AFE-st E‘r = AH] 20]
5 7% ko] 27} o] ] CDOC) S5 5]0] lgrLlch. Lol 9 ol uje) Q42 v 24 oheA
Al & 45}%‘?%%‘44.

o] A7} ATLE glo] A A& ALL-5to] ZFEl--E A 20 S =% A9 CDOE &Al 38t &A1 7}
FA g e} Tl uto] 227} CDO Sl E 2ol A E) A s3Itk WA Fehem Au] o] A Tlujo] 2
=22 g Ak Ao 5T 7)o (B EETHE %5 ol A Unregister Cloud Servm&s(aa‘r—orc A
255 dA)E AYFgUth 55 S H 2T Tl = DO 55 EES /M A F89-5 A4
4,30 o] Aol A A st A2 o] EZ ) Bt o7 EE AE-5He] ThA] ciw o},

Sk LA g U85 &213# ™ CDO 2 9 (http://www.cisco.com/go/cdo) =
& 2y EE EY A Eos A L.

>
[
)
il
o

I .“


http://www.cisco.com/go/cdo

>
[>
ol
oA
o
-

. Cisco Success Networkol] <172

N 25)7] Aol

DS TASE S A DA TEANA ALE R T Tl A8 BE S2 o} )
= 2%

7 1 Device(t]vlo] )& &8 3t} System Settings(*] 2~ &) A ) > Cloud Services(Z2}-9-= 41| ) &
s 2894

System Settings(X] <& 214 5 0] 2] 7} o] ] A 9% 7% Aol A Cloud Services(Z2} = AW
z)g 2ea Hyr

972 248 A4l Al M7eE ¥ CDO 7] ©) Enable(34 3})/Disable(W] 24 3}) ¥l £-& 22 gt}

tulo] 28 55 1| Cisco Success Networkdl] o gt 9124 & &4 318 x| & AA 3T} tulo]» &
E;

Cisco Success NetworkS &4 315} Cisco/} 7|5 A1 L& A &5k o] 242 AFEA A E 2 EA
£ Ciscodll Al-&3HA Pt 3, o] A B E T3 Ciscor= AlFS /1A e = 9l o ALE 715 3kA| vk
ALEE A e 7S Ay MEY T AE 7HAE H st esE 3 = JS5U
A4S A slet= A9, tulo] 2o A = Vs A QD Au| 2, E89-5 ] 2 RYEE A d] 229k 3
£ Cisco®] F7}F A& An] 2ol o 4= 1= Cisco Cloudell thgh Bt 475 A4 vt tinf
ol o] QEASE AA S AAS A S FAFU T S8t AE S 3] d A sk W ol
s & 9= /‘1317\01] M F A, 34 H oA E FxEAIAI L.
tjulo] 25 5=3}aL YA Cisco Success Network 2 A4S WA e 4= 5}

N

Za A ~E A Ciscodll Ho]HE A4 u] 3¢ B2 = Ay v ED 2elo] AE YT}

REEMEL

off

Cisco Success Networks &/ 3}l ™ tjulo| 25 S 2o s F3lof YT} tnlo| ~ & 55
™ T]n}o] 2~ 5 Cisco Smart Software Manager(Smart Licensing(Z=PFE o] 4124 7| o] 2])e] 5-F(
= < Cisco Success Network A A8t AY, 5= 715 4 2(CDO A& &l A A o] 2~ #e] =}
=)3te] CDO°N 55314 Al 2

},

b ol

%

L
f

7HeA 15 9] AE] B - o) A Cisco Success NetworkS &4 3181H ~Elvlo] Ao =

Ao 24 shE,

rﬁ R

>
[
)
i
o



fptd-fdm-config-guide-720_chapter3.pdf#nameddest=unique_118
fptd-fdm-config-guide-720_chapter3.pdf#nameddest=unique_118

Cisco Cloud = oW1 = 715 ]

L 2AIA

Device(t] Hlo] 22)E 28] & t}S- System Settings(A] 2= ¥ 4 4) > Cloud Services(Z &}-9-= A H] ) ¥
a5 FYHHYH

System Settings(A] =5 A ) #| o] x| 7} o] v] A& Q)&= 45 HA}Fol| A Cloud Services(E 2h-1-E A H
2)E 29ehd Hyh

A5 A A8} A W73 A Cisco Success Network 7] 5 2] Enable/Disable(2H4] s}/1] &4 3}) Ao &
=9 h
sampledata( = dlo ) ® 25 F8 3} Ciscooll 149 AR F3S 3Fadd 5= g5

Cisco Cloud = o|H E A&

Cisco Cloud A ¥ ol o] EE A 5T 4= JF U T o 7] A & t} %3 Cisco Cloud A H] 220 4] o] Wl E o]
M| 2~3 = 95Ut e o off Z 2] Al o] A (l: SecureX threat response)S AF-8-5}
of ol M= & R4 8h 1L ] nfol 2ol WAINE Hs o] U NHL B AsrI
< B2 ARG AL e A G o ES S92 B
S A e H| 37| a5 Bo AYAME Fx3AY o E
HolHE AEHAI L. T2 U3 Az A oJHIEE A o.u 2 ME A] 7} A $H4 Q1 Eo] of
g ]

)
e
o
i)
o
[

* SecureX threat response 2 SecureX+i= -9 7F & 14 oWl EVFALE3l 2 2
3= A= RE A ol EES Z8)
of lel g A 2~ M 597) & oW ERE A}

o

A#k817] el
tube] 28 Fehg= A u] o] EE a0} o] |22 BAHT F gyt

u| = 2] & 9] 74 §- https://visibility.amp.cisco.com/ol| A, EU X| & 2] https://visibility.eu.amp.cisco.com 7 -
of = of| A, APJC #| 9 ] 7J §- https://visibility.apjc.amp.cisco.com®l| 4] SecureX threat response®l| 14 ¢
= AF YT http://cs.co/CTRvideos ol 4] YouTubeE &3 ol = 2] Al o] A o] &9} o] Hof| tj st Hlt] &
5 = 4 AF U SecureX threat response?} $H7 threat defense S AF-8-3h= ] o] df gk 2} A & U] &
2 Cisco Secure Firewall Threat Defense 2! SecureX threat -3} 70| = (https://www.cisco.com/c/en/us/

support/security/defense-center/products-installation-and-configuration-guides-list. htmlol| A €91 7}5)E
SELEREY

>
[
)
il
o



https://visibility.amp.cisco.com/
https://visibility.eu.amp.cisco.com
https://visibility.apjc.amp.cisco.com
http://cs.co/CTRvideos
https://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-guides-list.html

iy

2h9- = A H] 2o 4]

ol

TEAAL

R A|A

Device(t] Hlo] )& &8 F U} System Settings(Al 2~ ¥ A ) > Cloud Services(Z 2}-9-= A H] =) &
EEREDL S0

System Settings(A] 22§ 42 79) # o] 2| 7} o] w] A& 9l - HAbell A Cloud Services(Z 2195 A H]

)2 2ded By

A 2 A S A skA B17 8 W Send Eventsto the Cisco Cloud(Cisco Cloudell o HIE %) 541 9]
Enable/Disable(Z7d 3}/n] &4 8}) Ao & Z2 3 T
%ﬂ3ﬁﬂ*eﬂ”ﬂ&LoTe G20 AE e oM ES Aestels wAAZF EAH YT U
Aelsl o] HE B2 oo 9l & Edit(F Xé)% ZY3to] o]y g MY AL WA = AFUTE AF
o HE FP& g8t OK(E)E STk
* FileMalware(T} /g =) - HAA| 2 Ao] g =] of] 4 8-k &= 34 & o 3Gt
Intrusion( ) - HAI 2 Ale] g 2ol 283k 2= ) A A syt
. Connectlon( A)- 7153 &334 FA 2 Alo] ol s o] FAS Y eks A5
nEd4 Ol HEES AFeAY 2 A9 A2 ol ER AF3 =S A8 s % FY
Th 52 e A2 ol EE Y, 9 e ot = oM EE Eg]Aste 4o Bet
Al 2~ % A AR eh= AZ I} A E o MESIY T
= o« = =
2 o= AH| 20 55 F A
g o]l FEHtE AU AE ARE A o= B F St oA HHlo]l s 52 AT F AUF
Ytk gupol 25 |20l A A A AY D] AAlshs FF- s 52 AL sy S9=
MU= A G S mA ok ate A 5 FALT T oA S5l A A9E AE
o] AA}5 Abgste] FEb 2ol T5S FA Ll e AntE gol Y SR S T4 FHFY
=5
IR AA
A1 1 Device(tulo] )& 2] 3 t}2 System Settings(*] 2~ A1 ) > Cloud Services(Z 2}-9-= A 0] ) &
a5 FYHHYH
System Settings(A 2= 5 A7) | o] 2| 7} o] u] A gli= 75 F2}ol] A Cloud Services(F - A 1]
25 FEstd Jynh
G 2 7] 0] (F) EF TS =0 A] Unregister Cloud Services(Z2H$-5 A H] 22 B2 £ 4)E Aelg ),
o973 Fas e Unreglstter(Ei FH2)E YU

IR

[
)
i
o



283 Sk = A as Ao w B2 ste Y s M ul s A 24 5}
AAFY . 22} of Al Sehs-Eoll 553517 A FEZo] FAH ALt &

i
N
30,
rlr
N
olr
rlo

fu
i
¥
%0,
i)
v
v

J3lelA H o] X 23] F£E 7|vro & d1= o)W A E AR A B} Ciscooll AT
= &2lst Hlo] x|, 54 Ho| A & AFE-3 AIZE HEle-A WA, AlE WA, gulo] s S AE
YT Ciscor o] AHE &84l 7|5 AE A& st AES MAE 95
BEAEF HolEHE oy o =z Ay W7s dojH &= dEE A g5y

PRI BET I

A1 Device(t]Hlol 22)E &2 3 th, System Settings(* =& A4 A) > Web Analytics(§] £4]) ¥ A5 &
Sl
System Settings(A| 2= ¥ 479 #H| o] A 7} o] 1] A& A= 45 F2boll 4] Web Analytics( #£4)E 29

st Hy ok
WAl 2 S A A A WA sk ™ Web Analytics($] +4) 7] 2] Enable/Disable(Z] 3H/1] 24 3}) A o]

URL Filtering(URL Z & &) 7| A A 3] 13| o] A
Al ="l of| Al = CSI(Cisco &34 H.QF Q1€ 2] 7 22)(Cisco Talos Intelligence Group(Talos))el| 4] URL 7}
elste] 9 A ool elu ol 23 b gLtk ol el gk 87 44 Hlolel o] 2~ o] 5 A| 28]
o Tl e it S 2 4 Gl URLE Aol sh S Aol gt ol ele 874 24% 45l
W URL ZH 9 gho] 25 &g sfafoF eyt

L 2AIA

GA 1 gulo] 25 83 t}S, System Settings(A] 2~ &) 41 4) > URL Filtering Preferences(URL Z ] & 3+
%]

AL

A28 A7 g o] A 7} olw] A ¥ A= A5 JAkel A URL ZHE 7] A4S Felehd gyt

« Enable Automatic Updates(A-5 g tl o] E &4 3}) - ¢l dlo] Exl URL U] o] E| & A| = El o A 25
o7 Zelsta G2 4= = E Ut} o] dlolg o= el ] 2 Hd F ot LY
Ch Al 2812 302 vt} o] EE Sl ahx| vt tlo] B &= v /)] vl 3 M o] E LT}, 7]

Al 2~

CEl |
I

)



>
[>
ol
oA
o
-

. Device Manager<ll /] Management Center == CDO = 7 3

Ao R E uo =t SR o $HS A ks A9 T L BW YL AL
§ Folehd 4% YUlO|EE /)4 0.2 B4 skate] A URL vloE1 & kA itk

u:}ou:ol'mmsi'-uo

uery Cisco CSI for Unknown URLs(Clsco CSIoA &4 §l=URL H2])- 24 URL ZH ¥
olEfWo] 2of HF 2 F g dlo] ¥ 7} §li= URLeN s ClsCOCSIoﬂ AulolEd AHE 21
A& et ZQOM A7 g A ZEA g o] ol o] AR T7E Rk W URL 215 7]E 2
M2 A S A off s BEIFAFEFH U T 18R] 9 URLE Pl H 9 44|
ook wl2e] Algko &2 18f of A2 URL Hlo|HH| o] =5 A A sh= A7} A2~ E o] A = o]
A& RFEA] A of gt

« URL Timeto Live(Query Cisco CSI for Unknown URLS(Y = §1+ URL 2] 7 -%- Cisco CSl ol #
)& A EstH A8 7Hs 3 - A1 | URLl disl] ZHelare] 2 33 23] k& AAI & 7131
U}, TTL(Time to Live)®] W5 %W th3 o] URL AA =& A=t v Fhgaig]/4 S A2 =
3t} o] AJ3to] @S5 URL 2HE 4 7]—5“0}7<] a1, AlZko] A2 <k 4= gl= URL
of th&t e & Az FAEH YT TTLS 2, 4, 8, 12, 24, 484 7k, 15 =+ Never(SF 8, 7] 2-3h)
2AZE F AFHUTH

A 3 2 Q9 w2} Check the Category for a URL(URL 2] ZFearz] &l)o] 7 o).

574 URL®| 7Heare] 2 -5 gQled 4= 254tk URL to Check(2H31 8 URL) 7 #Fell A URL=
A st GO(°1E)E YA AHE 5 F U= YT Al ER AU 7ol 5os)
x }% 4% Submit a URL Category Dispute(URL ZIE]|2L2] o] o] A=) HAE S8l A 3| A

Device Manager©l| | Management Center &=+ CDO = 71 )

device managerol| A F 23} 12} 3} ¢ #2] & 93] threat defense T] H}©] 2~ 7} management center
T CDOO AZ2H=F 4 = 5y

\}

Zka

DO ZE+5-= A3 #e] A E S AFE-3) threat defense T] Blo] 25 #8]  &= 5 Y Tt} CDO
9] 7+A3}E twlo] A AP A} 7] T2 o] ] ol A threat defenseS T2 3}al &= 71E A
SN ARE- S = QG YT o] A EE-5 AlF T AlE ol v A 85 U o}

[¢)

@

O

device manager% AL-g-3} management center/CDO A2 % Sy o JYE 96 management
center/CDOZ A 2+l #He] Qe o] 2~ & 2] A} A A 2~ A 7} ] &0 device managerol] 4] &5

S Q1E] o] o] 51T, ol Alo] 3] S aask GoA 2L S1e) A1 74 4%
2 A = ] &5 YT threat defense CLIE AF8-3F= 74 -9~ ¥2] % management center/CDO <} 4| 2~ A
ARk FAH YT 7] Wi g Hlo] 2~ A A = A ).

management center/CDO/Z 71 &t $-of| = 1] 0] device managerE AF-8-3}¢] threat defense T] H}-o] 2~

% B 5 g

>
[
)
i
o




Device Manager©ll ] Management Center *=+= CDO= 71 3} .

N 25)7] Aol

sl o] 37844 02 A 7 -9-ol = WA device manager(AH-8- 715 $F 7 -$-) == configure
high-availability disable ™8 &S AF&-3to] aL7F&A 74 = s Alsli oF Futh AH B FHl oA 17t
|5 dlAsk= Aol 7H 5T

L 2AIA

(2
X
o

Cisco Smart Software Manager®l W3} & 5 53¢t 49 A A& A 3el7] doll 558 HAsloF
Uth futo] 2~ 55 HAS Fxs Al o

W 528 H aekH /) ehol A0 RE /] ehol {27k A H U T ok

[e)
= S = o ©
A erow g g}o] A 2= Cisco Smart Software Manager©l] A W3} of] &35 e 2 f-%] g U o).

A2 (BLT T Ao B dEFHol S AU B A Ho] 2 14, 22 Flo] A A S x4
Al Q.
T 2F A 2o vlo]E Q1E #| ]/\E ARt = Aol = el QI o] = A S WA sl of &
I JHF Yt device manager 142 93l 2] AE o] 25 AL-E-35}= 7 $- device managerol] THA]

Aok v,
s el QA g HolE Qe o] - 3he] QIE F o] o] Hlol B QB H o] s g H o] E
g0l 7} glofof Fich. 7134 o % 3h2] Q1) o] 2= DHCPOI A IP 72 1 Al o] E o] & 541

ST}, DHCPo A 710] E 8 0] & 22213 2] 53 72 (el o] 1B o] 2 v =9 20l o125
2§ 79 Ao Eslo] = 7|24 o 2 vlo]E] SlE|Ho] A% AR AN, o} FAE FAT B
7} §14 1 T, DHCPO A Aol E90] % 5418 49 th4l 34 1P F AR o] Qe o o] 2% 74

&L Alo] Eglo] 2 o] g olE] so] A= A A of e},

T2 AA 28 ] JAE H o)~ - DA P F2E T3 H 7|2 Alo]Ed o] = tlo]H <1H
o)z Al a3 Al E o] 2 A sl oF ¢ th. DHCPE AH8-3h= 7d-§- DHCPOIl A 7l o] E
AolEdedom b ojdl Ax 748 Zavt glssuth

7 3 Device(t]vlo] ) > System Settings(A] 22 &) 44 4]) > Central Management(5 < #2]) & A 851l
Proceed(7l] %7)S = ?] management center/CDO 32| & A g gt}
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. Device Manager<ll /] Management Center == CDO = 7 3

1% 1: Management Center/CDO A F- 73 &

Configure Connection to Management Center or CDO

Provide details to register to the management center/

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes O No
Threat Defense Management Center/CDO
=] =)
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

a) Doyou know the Management Center/CDO hostname or |1P address(+2] AlE{/CDO & E o|&
EEIPTAE L AdF5YU7h tal 1P 54 e 32~ E o] 55 AF8-3}1 9] management center/CDO
o =gt 9,12‘34 Yes(4ll) &, management center/CDO®Y| 3 52 [P T4 = T2 E o] 59| gl
A NAT Hell = 735 No(etH )2 243yt




b)

d)

Device Manager<il /| Management Center "=+ CDO = 71 3 .

Shu} o] 4 2] T v} o] 2~ (management center/CDO 5=+ threat defense) ol & 7 Tl HFo] 2~ 7+ 18k SSL
55t T4 AE-S HAsH] 915 AE 7S IP A7 ofoF YT

Yes(ell)E A 3 7 -$- Management Center/CDO Hostname/I P Address(¥-2] A1E]/CDO &1~ E
O F/NP TA)E Y FYTH
M anagement Center/CDO Registration Key(#2 AlEH/CDO 5 7])& A g}

threat defense U] H}©] 2~ 55 A] 9] management center/CDOC A *| & A 3-8 & 714 Y1} 9]
5 71374 2R E ¢ FYUTh FRAHAZ, avz, 0~9)9) SOl E()E AT Qs
t}. o] ID+= management center/CDO®Y| 553} of 2] t]nfo] 2o ARE-3E 5= 9l H Ut

NAT IDE #] A gt}

ID+ management center/CDOON A 2| A & 1143 A 3|4 B9 S A AU} o] H=+= tu}
2 o] 1P F AR A Gk A9 dF el oF it 7 tufo] 29 [P FAE B ¢ 9l
4o = NAT IDE A g 3h= A o] FHU T NAT ID= 3748 278 = glsyth x4t
(A~Z, a~z, 0~9)9} 3} 0] Z(-)= A8 8 4= 9l HF YT} ©] ID+ management center/CDO?| 55 8}+=
o} 2 tjnfo] 2o ARE-E 4= gl5 Ut NAT ID= 14 o] 12 tufo] 2ofl A 9. =% &13}7]
A&l 1P F49F A AF-gE Yl IP F4/NAT ID 915 $-o| vk 5= 7] 7} el gyt

9 9

SAs Add S ST

b)

FTD &2E o|&& A A

Management Center/CDO Access Interface &} | =& 93] o] AE A o] 25 ALE-8l+= 45
©] FQDNe] o] ¢1E] 5| o] 2~of] A& Yt}

DNS A H 155 A4 gyt

= aFS AYstAY A =2 A4t 715 DNS 2152 CiscoUumbrellaDNSServer Group©]
, 91719l i= OpenDNS A ¥ 7} 385 Lt}

2] AE/CDO A2 IE o] 2ol thgh tlo] ] IE o] 25 AdEfste] = 49 o] A2 bl
Bl Q1B #l o] = DNS A H & A Gtk A vpiAS AFE-8ho] A A8k ] DNS A H =
#e] Eg ol A&t dlo] Bl DNS A H = DDNS(2 4 € 7 -9-) Bx= ©] IE 7| o] 20 4§
H Bk A Al Abgg Ut v H dHlo]H EdfjH o] B 9§ Q1B #| o] 25 Sl DNS A B
AZH == Aol AHER A FUAFDNS A B 153 A9E = AdFH T

management center/CDO®]| 4] ©] threat defense T] H}o] 2~of] St d3l= S 2% A4 A Hof A o] E]
S5 #| o] 2~ DNS A1 ¥ 7} A 74 5 Y t}. management center/CDO? threat defense U] v} o] =& F7}5}
W 24 A o] A ¥ L DNS A H 7} Z A E A4 G Aol 71 A 5t L2y v5oll DNS
Ay 19 0] AL ETHE} = threat defense T Blo] ~of] ZRE A A S a3l el AT 17
ol do] =4 A4S H o5 th management center/CDO$} threat defense T] B} 0] 2~ & 5 7] 3} 5} &
W ool A3 U3t DNS SR F A S A4 0% A8k o] F5UTH

H2 XN

i

o

—

b1

W5k 27 DNS AW &= %7] 55 A] DNS AW 7} 7 41 5 7 9-o] TF management center/CDO®] 2] &l

>

Z+e] AE/CDO N A2 Qe Ho] A3 e] QIE Hl o] A5 A Elste] = 745 o] AA LS 3] DNS A
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. Device Manager<ll /] Management Center == CDO = 7 3

SA 6 (B AL HlolE QIEfH| o] 25 A fl=t] o 7 IE o] ATt obd B VR ARE

¢) Management Center/CDO Access | nterface(¥+2] Al E/CDO A 2= Q1E # o] ) 9] 7 -5- -3 ¢
AEjF o] ~E At

threat defense T] H}-©] 2~ & management center/CDO®] 553t & 2] 2} QlE{ Hl o] ~ & 2] Q1 E]
o]~ = thE dlolH IHH o] A2 WA T 5 JlFHTh

271,
AE o] 18 Faal 7|2 A =7} 9leA GAae WA} BAHU 958 A e A4S
A7 vhate] QR o] AR E ofu] AT AYUTE TE 9 am1%25a@a% management

center/CDO°I| AA3}7] ol 7|2 HR2E T2 FAsoF U A4 A= S ol o gk A gk
WES 1y A2 74 F5& FEsaA L.

il

2] Qe so] 28 HEa F 5 o 3

hul

= Aok it el SlE o]

Hol| A A4 218 317] Holl Ale]Ego] & aLf-3F Alo] E o]
T4, 22 Hlo] x| Al S 2 Al

oL

@A 7 (A8 A gl o] B 1 E] o] 22 & A 8§ 7 9- Add aDynamic DNS(DDNS) method(“s- %] DNS(DDNS)

A= F7hE S SU T

DDNSE management center/CDO ] IP =47 HA 2 74 -¢- threat defense tjH}o] =7}
FQDN(Fully-Qualified Domain Name)ol| A] o] $174 & 4= 9l =% 31t} Device(t] v}e] 22) > System
Settings(*] 2= €1 41 ) > DDNS Service(DDNS 4] ]é)% %} 3}o] DDNSE 74 3H ).

management center/CDO®]| threat defense T H}O] £ F7}35}7] Ao DDNSE -/ & 74 - threat defense
t]ulo] 227} HTTPS 12 S ¢ DDNS A H <1 /\1 S A5 =5 Cisco Trusted Root CA &

Oﬂ *] threat defense T] H]-O] A7 ERE TR CAoﬂ 3t QA5 = A5 0 2 =715 T} Threat Defense

= DynDNS ¥ 7 API A} %(https://help.dyn.com/remote-access-api/)= AF-&3F= EE DDNS A H & A

A

B2} A =g #e] Qe H o] A F AHE-E )= DDNS7F A 95 4] 51T

w7 8 Connect( A)E YY) 55 Al (Registration Status) W 3} 4 A= management center/CDO 71

Zlof] it A A el & Xl E YT} Saving Management Center/CDO Reglstranon Settings(¥Hz] Al
E/CDO 55 A7 A7) T4 ol 4] management center/CDOZ. ©] -5 &} ¥3}¥ & F7}13h ),

management center/CDOY o $+ A 2+ 3 43} # A Cancel Registration(s 5 3 4)S =8 g4t} o}
U™ Saving Management Center/CDO Registration Settings(¥-2] AlE]/CDO 55 A4 A7) @A 7}
A] device manager H.2}-9- A & BX] v A 2. o] A 3pH L2 M| 2~7} A A] FA] E ), device manager

o thA] A wiwt A7t

Save M anagement Center/CDO Registration Settings(%ﬁl AIE/CDO 55 A4 A% @A & 4343t
< device manager®l] 174 ¥ A H] 2 1-A] & = 7 $-, v} #] 9} ©. 2 Successful Connection with M anagement
Center or CDO(#H2] Al H+= CDO%Fe] A2 Ad-¥F) ths} A7 A€ F device manager © = 5-E]
Ad o] s Al
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Management Centerol| 4] == CD0°}| A Device Manager= 1 3+ .

aH2AA R8T
Registration Status 2]

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense get tarted guide (2
management center configuration gu 2.or
CDO r,'or'figurut on guide (4 to conﬂgure your device.

ae

Management Centerol| 4] I= CDO<]| 4] Device Manager=
13k

)21 device managerS AFE3F =5 2 Z g u| A = F 2195 Al -Fmanagement centerol] A & A 2]
%<l threat defense TJvFo] =5 A = Q54T

AT EQ O E thA] A X 8}A] 23l management center®l] A device manager® 783t 4= Q5T
management center®l| 4 device manager= % 313} 7] 7 o|| device managerol| A E& 74 2718 S5}
A 213514 Al £.. device managerol] 4] management center = % 2312 W Device Manager©l] A]

Management Center %== CDOE 71 8}, 36 #| o] #] o] W] &5 #2341 2

A

#91  device manager 413+ A] ]rko] 22 o] 494 u] A 22elo] 7|3 P4 0.2 Foghith. s
PP AR EAE o FL fA R

EERE

@Al 1 management center2] Devices(T] H}-©] 22) > Device Management(t] H}o] 2~ #+2]) 5| o] X] of] A H} s} S
A AT o}

T2 SSH &&= £ L EE ALS-31¢] threat defense CLIOT A F 1t} SSHE| - #2] IP 5240l tf gk <
AL A, B A AFE A} o] E(EE B A Adto] glE tHE AFE RS A}-8-3}9] threat defense CLI

of a1t




. Management Centercl| 4] ®=1= CD0O<]| 4] Device Manager=. 71

=& 7184 2 2 FXOS CLIE A& T} connect ftd ™ ¥ -5 A}-8-3}¢] threat defense CLIC]
AZA Gt} SSH M2 threat defense CLIO 217 A4 T,
o

Pe] 1P F20] DAY F QE Aol e A4S ST
- v B4 T EVL AFate vEY A0 fA A2 o) QA AU
« Al YE Ao el B 1P F4 L Aol ES o7} A H o] 9lEA gt configure
network ipv4/ipvé manual *8 &S AF8-3H 4 A Q..
A4 A2 By 2= Al A delg )

show manager s

o A

> show managers

Type : Manager

Host : 10.89.5.35

Display name : 10.89.5.35

Identifier : £7ffad78-bfl6-1lec-a737-baa2f76ef602
Registration : Completed

A7 Pel A A aha wela) gle REs 4y,

configure manager delete uuid

A2 B A 24 A2 A o] 5 = YlgUhE ol A AU Aol H @%ﬂtﬂx}(UUID
2}l % g}, show managers "8 & %) & A&l oF ftUth 7t B2} A 5-& H A o &2 AbA| o}
o A

> configure manager delete
Deleting task list
Manager successfully deleted.

>
> show managers
No managers configured.

24 #2AE g

configure manager local

o] Al § B.2}$-# = Al-&-3}o] https.//management-IP-addressell A 27 #8245 < 4= l5Uth
o A

> configure manager local
Deleting task list

> show managers
Managed locally.

[
)
i
o



ns/sstats 44 24 [

SSL ¢+ A A& tjnto]2of th3l TLS/SSL A A0 3]-85+= TLS 1A 2 4353} 45 152 Ao
Yt} 53] o] e]sk A2 94 MM VPN A A S A5 uf Sfo]AETVFALES == U s

O]‘ixﬂnii A }t &% TIolle AE 7Hs S OLiﬁ} otT 159 ‘ﬁ:‘ 7N o]/ lof ok T A
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% d TolA 7S I AZ S BAGS] Aa) F AERJE Rl A A k= g A e
TLS WA 2 s T5S AEgy)

U[o
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SECHEL

7184 0 2 A 2~ B2 DefaultSSLCipher 7 A & A} &-310] 3] &5 o5 18-S Aol gh T} o] MA
of £3E 5= WEW7] Alo] 75l tall 2ntE ko] d 2 o 7h ETE &4 8HE QA=A of ol

gt eyt o] 7125k e B SoldEVAAS RS F RS W Het g s
A3t} 7] 2 Diffie-Hellman ~18 %= Q15U Th 7] 2300 Q7 A}alol 2hx] 9ki= 7 9-of qt o] 2] &}

RS Aok Gt

XA A

9Al 1 Device(t)Hlo] )2 8% U2, System Settings(A] 2~ 8 A1 4]) > SSL Settings(SSL A A) H A= Z
SR RBIN
94A 2 g A4S TFAAFY S
 Ciphers(%) - 3] 85 = TLS W E do st dug]5S Aok SSL 4& /A E A9y
t}. DefaultSSLCipher 7] 2] = W& Hot ¢S A4 g}, 2
7 A& CiscoRecommendedCipher =& &3 & /A=
WA a2 she T MAE A8k Blo] o] gyt

A F AAZ WA 8l oF ah= 7 9- 5= 3} choll A Create New Cipher (A &3 A4S &8 g4 o)

Ephemeral Diffie-Hellman Group(% 3] 4 DiffieHellman “135) - 4 3|4 ¢35 3} &darz] 5ol AR
st DH & YUt DH 2259 o3k A -2 A8 Diffie-Hellman =582~ 15 2 A X
Fxs A Q. 71 g2 140 T

Elliptical Curve DH Group(E}! =41 DH 1) - E}
Pu ok 7124k 199 Yt
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B ns/ssios A 23

TLS/SSL &< 7HA A

SSL ¢F< 7H A+ threat defense T B}o] Z~of] t3l SSL AZAS A4 & w) AL &8 4= = Kok i,
TLS/DTLS T2 & W 2 453} duzg]Fel 23S Ao &Yt} Device(t] Hl©] 22) > System
Settings(A] 228 A 4) > SSL Settings(SSL A Aol A] o] & 3k 7| A & AF&35Fe] Aol SSL A A S 4=
b= Abg Aol thgk Wl 8 - AbEE g o] T

e = A= TLS WA R b &= 2ntE gholid 2 o7k Eo o3 Alojg Ytk 7] 14 &

Fous FHe A A 23S A9 F dFUT gol A2t R WY E 584 B

739 71 ke ek 5419 TLSv1.0 2 DES-CDC-SHAR A @Ytk Hrl Re=n5d Re 2 7t

FHERZ A5 go] M~ E vhg wj7hx] {4 o] Al gyt

Alz=glell = Ab Aol ARAIZE ol 2] A st o] lFu Tk AR A el E A 7F Bk 2.z el 5hA)

&= Aol A AAE s oF gtk AHAl = vt 2EU T

* DefaultSSLCipher - S+ K.¢F &l 154Ut 7he 3 & Seto| A ETF Al =Hof] thet A4
4o 5 UEST SSL A A AREE = 7] gk AU T of 7] el = Al =] oll A A s B

TrEZHd P dort 3o

|

0

rlﬂ m[o

CiscoRecommendedCipher - H.0F gj¥lo] =& 1F 07 713 oA 3k oF 5 2 TLS W A vk £ 3+
I3 Q
O

Yth o] 252 71 12 BbS AFs AT Feo]AET Y 2 2
slof FUth dE BAA BAR Q) A FTOAET AA S 45T 5 9l S 75 A o] ¢
EHyh

LR AA

(RUBNRY)
)

A2 e F shbs Faghc,

FAAE SRt A 5 obol 2(@)S FHA .

FxH A e A S AA s g A e F4% ofel 2Oy YT
=

A3 7HA0 9] Name(°] &) R A (A8 A& =y

o
@A 4 v S-S AU
» Security Level (B.oF 2y - 7| A o] Ao & 1ot el QiU Hek il S HNedl & T2 E X W
A e dE 2w 555 T A A AlFaks AA Bl Hio] Bt e A
Bs T AFUL O F shuE AEgiy .
CAl(EF) - SHEFE 574 A RE TLS o 3 b S T FS 2 F YT
cLow(HS) - RETLSHA 23 E 23teln g AL/ A4 Hetdhs e 48 98
& = s U T WE W) vs=4= gol A 22 749 TLSv1.0 2 DES-CBC-SHA7} Z3Hg Y
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ns/sstrs A4 24 ]

* Medium(5-%F) - B5 TLS M A& 384 RE o) 2l 0 &2 Qb eb#] & A7 435 &E Al A
gyl o] 243} Low(S2)/AI(EF) 54 Abololl = H 4 8he] 2pol vt gl5uth HH 7]
n| =4 ghol A o) o] S AFES = flsy Hh

* High(3+) - #41 DTLS % TLS W A 7} o] 9 gk ¥ A el A &3l ot ant 3183t o]

FAe A L8 s g AR B R A4S AR Th w7 W ES ol
2ol o] HAE ST 5 PHUT

Custom(“‘zsé) TLS W 2} ¢F
g Aol el A vk Bl
A el Eﬂﬂ 7] EE AR B 1_5—'1

of FAIE o] AdElE el E FAHYTh

* Protocol Versions(3 = & = W A) - threat defense T] H}-©] 2~ 0] tfj 3k TLS/SSL Ade A
gho] AE el A AFg-3 4= 915= TLS/DTLS B A vtk 5h5 3 7 A <] 45~ o}ix} =
S MG UE 1k Ee) F 3o B e A5 A B o] £ A5 o2
= F7tEE AN ASsUH

« Applicable Cipher Suites(%] & 753 93 1

)%ﬂﬂﬂEﬂM—%w‘%fdiﬂﬁﬂﬂ
YU +& Z8 5t Al 155 F78haL, 1ol Al x

xE 298t 155 AATYH

A E LREE WL o] HHAA 4G P 1FE AT ZRE WS W3
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