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> configure user add joecool config
Enter new password for user joecool: newpassword
Confirm new password for user joecool: newpassword
> show user
Login UID Auth Access Enabled Reset Exp Warn Str Lock Max
admin 1000 Local Config Enabled No Never N/A Dis No N/A
joecool 1001 Local Config Enabled No Never N/A Dis No 5
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« configure user aging username max_days warn_days
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« configure user forcereset username
AH&A 7} O

» configure user maxfailedlogins username number
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configureuser strengthcheck username {enable | disable}
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« configure user access username {basic | config}
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« configure user delete username
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« configure user disable username
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« configure user enable username
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« configure user password username
A7 H AR AL B & v R 5 5 M U o ARS8 A= W4 © = configure password T W &
AHgskel A1) 9t e g WA s ok gtk
+ configure user unlock username
& A9 2 A=) Hul SlgE 28t E A = AREAF ol 7R E S s AR
ww

Lo g A2

olgl] A=} 2], reboot &=+ shutdown ™ & S A}-8-3} o] SSH A A B=+= device manager CLI 245 5
3 o] 3 A S AT AFUH T




ZE2AA

tiuto]l ~ & 22§ th, System Settings(A] 2= & 4 %) > Reboot/Shutdown(2] #-B/F &) > H A& 2
SRR

System Settings(*] 2§ A7) ] o] x| 7} o W] A& $)<= 7 - 52l A Reboot/Shutdown(] B /% 5)
< 29shd gy

+ Reboot(2] ) - 4| =9 ¢] A5 epor] BAlS A 915 the 2gie] 4
& 790l = trhol 2% ¢ HESERTPEC PR REERNEEEERE
gutol 8 PR RES a el R K 427} A& 5 AL

WA 0.2 11w A 29 F R UE o)A dut

S 7 9) RS ALFTU Olo] 28 FRS Tl s

A H 5 S gl

ol

* Shut Down(Z &) - AY& Ao &
ol =& Al A = A4 -5-(ell: LA
¢lo] On/Off(A 71/117]) 2=9] 2] o]l

Aol ud w7bA 71 HY .
Al 22'lo] 2| B Y &) AL F 15 5 = 5 ol = device manager 2= CLIONA] T2 2] & S8t 5= Q5
Ytk
m.e)o] 9h5 5 W device manager F0] X 7} A & 1A F v 27191 Ao 2 o] B gl Hg o]

S ¥7] Qo oA F A2 7AW g Bl A o A3 8 F A1 9] device manager 9 A1 9] 2
Aefol] w503 Fi= 404 5 wHEHE 4= 9l T
T8 Aol Alzwle] A% A8 $HE 5 oA Hvl 404 LRI BT FRE A2
3] 113 Ao 7] wjFof o= WA ol A

o

Q%

it

Chg GO AT A3 A 2w A S BerE A9la 7] el el Ay Th Az Aol g} e
54 750 Ee B4R e AAE WEE A 715 Bl 33 A0

) B
ping® 54 Tk B4 Felol 1 SH T 5 A=A Helshs 7E 3P YUk /|8 A o] 4%
%9 Atk e tlube] 2ol A Aa) Fol The A wlie] 54 =e f o] tiuje] 2% %
38hA] 28 S5 gLt ping CLI £4% G7Lh tute] 2 CLIo 2101308 A& 5= %]
.
) 2



%

u&

A28 o] 2] QeI s o] 227k 9 0. B R 52 ping®l AHE ] E QIE 0] 25 Aol T 5 s
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Awt ping—c’— ICMP 3| 7] & A }%6}04 AZA S HAEGUTH U EY A A ICMPE FA 8= 2 $oll =

TCP ping= tHAl AFE- 2 = 55U TH(H o] B Q1E] 3| o] 2 pingell Wk & & ¢h).

IP 24 2= AP she 2 E o] 5(FQDN)S ping® = 3155 U th. FQDNeI 4] ping©] 23l

2] = dlo] 8 S1E o] 280 2 T4 ¥l DNS W7t 454 0 1p 7 &g%ﬂﬂwﬂuq¢m1

2 HloE 1 1*01] el " =% DNS A B & A sl oF vk 57 Q1 s o] 2ol sl DNS A

HV} T H A &2 749 dig ¥ @S AHE-ske] A1 | FQDNO IP 45 %3]yt

U ES A 74 pingoll AHE 5= T8 $42 th5 7 25y

71 #he] 1Ej | o] 2~ & F 3l T4 ping
ping system " & & AF-&-3H4 Al Q.
ping system &~ E
SREFIP T4Y 7% 3 www.example.com? -2 FQDN(Fully-Qualified Domain Name) !
T FUTh HlolH B o] 2 & &l 3 oF = ping ¥ Ee] Al Z=H] pingell = 7] S15=7}
AHFUTE =, Cul+CE AFE-3ho] A& Wl 74A] ping Al A gt o & 59 vh53 25
U,
> ping system www.cisco.com
PING origin-www.cisco.COM (72.163.4.161) 56(84) bytes of data.

64 bytes from wwwl.cisco.com (72.163.4.161): icmp seg=1 ttl=242 time=10.6 ms
64 bytes from wwwl.cisco.com (72.163.4.161): icmp seg=2 ttl=242 time=8.13 ms
64 bytes from wwwl.cisco.com (72.163.4.161): icmp seg=3 ttl=242 time=8.51 ms
64 bytes from wwwl.cisco.com (72.163.4.161): icmp seg=4 ttl=242 time=8.40 ms
~C

--- origin-www.cisco.COM ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3003ms

rtt min/avg/max/mdev = 8.139/8.927/10.650/1.003 ms
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> ping 171.69.38.1
Sending 5, 100-byte ICMP Echos to 171.69.38.1, timeout is 2 seconds:
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Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 ms
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ping interfaceif_name host

ds &% ta EEU

> ping interface inside 171.69.38.1
Sending 5, 100-byte ICMP Echos to 171.69.38.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 ms

TCP pings AH&-3ste] HolE] JIE Hlo] =& Fal T4 ping

%

pingtcp 8 & & AF-&3 4 Al 2. TCP ping< SYN 3| % & A 43}, &4 %] o] A SYN-ACK Z| %! &
A &8k 4§ pingdll & Ao 2 )

ping tcp [ interfaceif_name] host port
S2~E Y TCP XES A A3 oF g

o= A5 <0H Ol’\(pin S A&t v AR A B | o] 227} obd ping 9] A2 QIE o] &)
ing 2 5
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TCP pingS SYN 3718 A &3, 2] %] o] ] SYN-ACK 3 7S A Eat= 79 pingoll A &3
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> ping tcp 10.0.0.1 21

Type escape sequence to abort.

No source specified. Pinging from identity interface.
Sending 5 TCP SYN requests to 10.0.0.1 port 21

from 10.0.0.10, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
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Aok ¢ JdeHEY W o] dFUTE 5ol mhel A gk i H S ARE-Sf oF U T

U ol 29l A1 = = w20 Aol Bk A o] vk syt

=975 g
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nn msec Zh oM A G E 4ro] L2 B 4Esh= v 4™ AR )P Ut
N A4 718 ICMP U EY A9 Ut}
'H A4 B7H3k ICMP 32 E Yt}
P ICMP Z2EZd A4T 4 glsyT
'A #A7FICMPE T A U T
? ok = QlE ICMP 2 F 4y th
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traceroute system '8 % S AF-&-3HA Al 2.

traceroute system destination

www.example.com?} 72 FQDN(Fully Qualified Domain
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> traceroute system www.example.com
traceroute to www.example.com (172.163.4.161), 30 hops max, 60 byte packets
1 192.168.0.254 (192.168.0.254) 0.213 ms 0.310 ms 0.328 ms

2 10.88.127.1 (10.88.127.1) 0.677 ms 0.739 ms 0.899 ms

3 lab-gwl.example.com (10.89.128.25) 0.638 ms 0.856 ms 0.864 ms

4 04-bb-gwl.example.com (10.152.240.65) 1.169 ms 1.355 ms 1.409 ms
5 wan-gwl.example.com (10.152.240.33) 0.712 ms 0.722 ms 0.790 ms

6 wag-gwl.example.com (10.152.240.73) 13.868 ms 10.760 ms 11.187 ms
7 rbb-gw2.example.com (172.30.4.85) 7.202 ms 7.301 ms 7.101 ms

8 rbb-gwl.example.com (172.30.4.77) 8.162 ms 8.225 ms 8.373 ms

9 sbb-gwl.example.com (172.16.16.210) 7.396 ms 7.548 ms 7.653 ms
10 corp-gw2.example.com (172.16.16.58) 7.413 ms 7.310 ms 7.431 ms
11 dmzbb-gw2.example.com (172.16.0.78) 7.835 ms 7.705 ms 7.702 ms
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12 dmzdcc-gw2.example.com (172.16.0.190) 8.126 ms 8.193 ms 11.559 ms
13 dcz05n-gwl.example.com (172.16.2.106) 11.729 ms 11.728 ms 11.939 ms
14 wwwl.example.com (172.16.4.161) 11.645 ms 7.958 ms 7.936 ms
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traceroute destination

tolg Q1 # o] 2ol th3l DNS A& 43 45 52
www.example.com¥} -2 13} ¥ E~E o] & ( QDN)< o
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> traceroute 209.165.200.225
Tracing the route to 209.165.200.225

1 10.83.194.1 0 msec 10 msec 0 msec
10.83.193.65 0 msec 0 msec 0 msec
10.88.193.101 0 msec 10 msec 0 msec
10.88.193.97 0 msec 0 msec 10 msec
10.88.239.9 0 msec 10 msec 0 msec
10.88.238.65 10 msec 10 msec 0 msec
7 172.16.7.221 70 msec 70 msec 80 msec
8 209.165.200.225 70 msec 70 msec 70 msec
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icmp unreachable rate-limit 50 burst-size 1
policy-map global policy
class class-default
set connection decrement-ttl
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no icmp unreachable rate-limit 50 burst-size 1
policy-map global policy

class class-default

no set connection decrement-ttl
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* Devicg(t] H}-©] =) > System Settings(A] 2~ & A A) > NT PO A] 37H O] 2] NTP AW E 43
o o] 212 8712 oA R 37) o] 4] NTP AW 7} l= 7 -5- A= Ad o] w5 3 Yt}
* Device(t] H}o] ) > System Settings(*] 2= ¥ A 4) > Management | nterface(zHe] <1 E] | o] =)ol
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Device(t]v}o] 22) > Routing(2+H-5-8)oll 4 NTP A H ol thet 14 4 22 A4 5= d5 )
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« 1 4] 4] 9] Q1B 9] o] 2= A o] £ 9] 0] & 44 % 7§, Tl who] 2= CLISH 27190 8}-1L ping system
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« system support ntp - ©] ™ & ol = show ntp<] & 2 3} 317 %= NTP % & ¢l ntpg 2] & = (NTP
T EZo A5k E T3HUTH NTP §7|3HE &elsfof ot 49 o] ¥H S AHe&
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Results of 'ntpg -pn'

remote : +216.229.0.50
refid : 129.7.1.66

st : 2

t :u

when : 704

poll : 1024

reach : 377

delay : 90.455

offset : 2.954

jitter : 2.473

o] dof A NTP A T4 kel &=+ A 4] RS e YT of 7] ol A 3 *=
A AIF 22 F] o] & YERE Y T
NTPD(NTP d] )0l A= 7} 9] o] o] g7 o] MEZ = A ¥ &eto]d A3 AFg-3tar shto] A
E& d9sid, 28 dgd net SupE Apojmof A E HAVF A g Ut 19 o
NTPDO A = & Ag|(FH 2] QI AL P& XA 128 Z3}6}A] Zofok shE 24 F
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Utk A7 A, A% £ EE A BA R 918 S EE R
713k A A o] Aol A M 2ol 5= w3 21 Agke] 2avieh 3 oA
o fE 2Y 14 GueFor d sl ol 5o o] M= R AT

4

i
El

refid7} .LOCLS! 74 -F-, o= ol 7} it H o] gl= 24 AAY S vEt
WL 5 A1 B3] o) 23 AR A L ol
Yt} A elsk g o] 7} LOCLS! - device manageri= & 5 7] 3} 5
;q QO NTP 912 & im‘ﬂ-*ﬂ <=4 4}\]6qu_ S| u]—7<4 © 2 NTP= 1:1
& SHEALES 9l 4 LOCL $HE AEstx] gorm=a

37) o el AW & sl ofF STt

o] ~-8 DNS = A 32

e TEfF o] 2o A A8 DNS A H & st o] & A A alfoF Futt. o] M= 2ntE gho] i,

gl o] e H o] 2 ¢ o] E(4ll: GeoDB, 7+ % % VDB), 18] i =12l o] &5 g3l sf ok &} 7| e 2

o A 2ol tig Sk = Addg o w ek

DNS A B & A sk HA 2 Bl a4 Zhaghy th tufo] 25 A & 74 & w) AFE-5= DNS A H| ¢

IP 2Rk 8 shd H Ut s IP 4= Y3 oll Device(t] vlo] 22) > System Settings(A] 2~ & A 4) >

DNS Server (DNS A4 H]) | o] #| o] A W A &k 5= 915Ut

TG A A Y E S T A A B DNS A ¥ 2FA] 9] A 2 <13l FQDN(Fully Qualified Domain

Name)~ gIsHA] & A5 Ut Al =Hlel A DNS AW & AHE & = gl 49 A A1 2 el
A& 9% o S st Al 2. ARk DNS A A a2 e sk Al L

L RAIA

A7 A=A gl ok
a) SSHE AH&ste] tluto] 2 CLIO| =191 gt}
b) ping system www.cisco.com-S ¢} = Ytk th- 3 22 "unknown host(& 5= §l& S E)" A
A7 FA = A Al =Eo] Q] o] F5 gl ﬂ”ﬁ%qqmnl d5 k= A4 Fole=
gelo] 5o DNS7F 2Hs 520 AY YT pingS 54 8te1 ¥ Cul+CE F5UY

oy

> ping system www.cisco.com
ping: unknown host www.cisco.com

2

a1 F87 A2 ping W E ol system 7] 9] =7} 2 FHE o] oF Fhth= AY YT system 7] 9 =
o A<= 2] IP 22 (¥ 2] DNS A B & ARE-8h= L 3 Q1B 3| o] 22) & &3l pings A5
FY ot www.cisco.comol] th3ll ping S A st A 783 FAAYYT 2vbE ol Al
4R Aol EE w7 M=) F=7F sty vedunt

#e] A o)) Az aeo] 4 e SAF .
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. 7] ¢lE o] 2~-& DNS &4 3} 2

a) Device(t]1}o] ) > System Settings(A] 2~ & 4 %) > Management I nterface(¥+2] Q1€ 3 o] ) t}

b)

¢)

d)

e)

&% FAGU T WAL A5 45 Save( 9) S TS W7 AHo] A 4Ptk B
¥ F4E WA 35 T AAse] thal 2119180 Gk,

) V=20 0 Ao Ed o] 1P F47k B G U Aol Edo] 2 Yol SlE o] 2
2 AHg Folehd T4 dAN AL Y A 1elo] AL HelFgh

« Aol E9o] 2 Blol €] STE o] & ALg-3kar 14 erthdl el P FAyA 1Y mh2=1 9} A
o] Eglo] 1P F A7k e A EHle] gli=A) Sl g,

o] & A 3}# ™ Device(t] H}o] 2~) > System Settings(A] 2~ &) A4 4) > DNS Server (DNS A B)) & &
5kal &8FE DNS A H7F 44 = of gl gl gy

W ES) 2 ol Ao A T]uko] 28 53k H9- AL 7H5 8 DNS Aol th ek Aol Al g Ake]
4 7 Apae] 918 & gl

o] Edlo] 2 dlo]E I o]~

olE g
0.0.0.09] 4§71 F =7 D sttt 7]
F A=Al FH AR LT F AFUT 7 EA 02 B Vs S v 7
A Y.

* DHCPE AH&-3to] o5 QIF Fo] =0 =45 7}X4 P_E 7J-%- Obtain Default Route using
DHCP(DHCPE A}-&-3l] 7] A 2 A 7)) {48 A thH device managerol] 7|2 7 27}
FAH A FHY T SSHoﬂ/ﬂ show route(2)= %‘Eﬂom 0.0.0.00] 3+ A 27} 9l=x] &<l
Ut o] g re o] 2 9 JIE| H| o] 9] 7] AT o] o] B R V] A O &= o
2gaho] A s 7h g Ad o] =5 U th 9 5 1 E | o] 2~ 9] 73] 1 e o] A 8- 391 5} 2] ¥ Device(t]
uko] 22) > |nterfaces($1 Bl | o] 2) 2 o] 5t}

» 93 QIE| 0] 2o A 1 IP F4E ALE Fol AU DHCPII A 718 AR5 94 94 4%

ofl = Device(t] vlo] 22) > Routing(EH9-%)& U th 7] 2o tial] &3k Ao E Y
gt QA g,

7)% 7 2.2 %3 DNS Avlel 928 4§ 74 5ol = Routing(2H-%) o] 2ol 4 a5 4 1]
2o 44 422 Aelslof gt A% QAT U= A 28] HolE Qe s o] o] 23
AAH MEN L)) 9ol ARE Folel ok AU AR AP V=Y AR AT 2
93¢ 5 o] Wy,

Eg R 2E AE Aol AE Bl AR B0 2R Abehs 44 AR} A E S5y
.

T M E) TS e W7 AHge] gl BAHE A AT TEHS A FFHo| Amd o)

7 7 g,

ping system www.cisco.com-S THA] Bl 2 E Ut T4 71 Al & B Ao v SA R AlE 718
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(g 4 1 DNS U104 & WkE S AL Aulrf ol 38 28 8l A0 DS
= A A3 e o] A5 o] 9142 A4 %9l DNS 410l FQDNS] F47} gli= A giueh,
#

T A
o] & F= NXDOMAIN A H = TAFH U $93& t}S3} o] A A YT}

> dig www.cisco.com

; <<>> DiG 9.11.4 <<>> www.clisco.com

;7 global options: +cmd

;; Got answer:

;7 —>>HEADER<<- opcode: QUERY, status: NXDOMAIN, id: 43246

;; flags: gr rd ra; QUERY: 1, ANSWER: 0O, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1280

; COOKIE: 78blc6b2b3ef5b689fc2£65260db9e9036a7d9fefb301943 (good)
;; QUESTION SECTION:

;www.clisco.com. IN A

;; AUTHORITY SECTION:
. 3600 IN SOA a.root-servers.net.
nstld.verisign-grs.com. 2021062901 1800 900 604800 86400

;7 Query time: 13 msec

;; SERVER: 10.163.47.11#53(10.163.47.11)
;7 WHEN: Tue Jun 29 22:28:43 UTC 2021

;; MSG SIZE «rcvd: 145

A4 W o] 49 b2 DNS AW & T4 3 AL} &2l &) oF 3= FQDN-S &213t 4= 9]
DNS A H & o] Edfof gttt Y E T &2 x} ISP E 2] sle] U E S 29 of
EDNSAH Y IPFAE JdoHANL

EI

BN
offt rets
2

of
-

DA At 237F LA - A=) o] DNS A Bjoll A2 e 4= gl7 v, B DNS A1 7F 4

THE ol A ge AYUT (s ES W) o @
) 4 traceroute system DNS server_ip_address ™ & 2 A}-8-31o] DNS M 29| 4 25 F2 g},
o & 5] DNS A% 7} 10.100.10.191 749~ th& H &S =)

> traceroute system 10.100.10.1

A bR Ashe Tt g

s traceroute”| $+5 % 3L DNS A of] AZAF Ut} o] H-9- DNS AW Z Q] H 27} AA| =2 9o A
2~Elo] DNS ’ﬂ‘ﬂoﬂ AT F e 3\%}‘43} wrebA] g8 A= gls Y o sEA RF o] A
o that DNS 8.4 552 A=A &5yt

32w A= el i 2h9-E L 1hale o] UDP/53(DNSOl A5 = £ E) Eg 2 S 2k 8}
A 8E I AU B2 UIES A 24 DNS M el A28 & 5 st Ede S At
wobs 2 FRA G Al 2E B Akel Folate] Al A S WA s oF stER, o] A
= dst7F S U

traceroute”} oW =0 = AA S 4= ¢l

)

Utk o] 45 Avbe thg ) go] BAHYT

> traceroute system 10.100.10.1
traceroute to 10.100.10.1 (10.100.10.1), 30 hops max, 60 byte packets
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CPU % H &

A

1=}
4

1 * * *
2***

3***

(and so forth)

Ayt Aol E o] IP 549l ping
2] QIEHo] =9 Ay ag o] & o
gl gy,

traceroute’} == R N E TS T A EE O o4 IelekA UL o] A Ade= oS3
2ol EAAU
> traceroute system 10.100.10.1

traceroute to 10.100.10.1 (10.100.10.1), 30 hops max, 60 byte packets
1 192.168.0.254 (192.168.0.254) 0.475 ms 0.532 ms 0.542 ms

2 10.88.127.1 (10.88.127.1) 0.803 ms 1.434 ms 1.443 ms

3 siteO4-lab-gwl.example.com (10.89.128.25) 1.390 ms 1.399 ms 1.435 ms
4 * *x %

5 * *x %

6 * *x %

S W o] Aol PR s o 4] kgl gel sk B sk A e BE A2
el sk Polsto] Y o] YA AE AANF T F Ak 1 AY w=E F
ool DNS o] 98 A8 ol 0 1 Aol Aol S lol i WA}
DNS AME Edj 9 & 908 5 UE 98 S bel715% 44 228 4% 445k 3]
.

Ir

2] AHg A

CPU ¥ v &2] AL-g-5Fol] tl gk Al 28l & g 1.5 H.e] W Monitoring(X U E] ) > System(A] = §1) &
Aeskal CPU R | Re] Ho) e 25 35Ut o] Z1Ef ol = CLIC 4] show cpu system %! show
memory system "8 % & AHE-3 = & 1 F EAH YT

CLI 242 @A CLIo| 2191508 ol & 3 o] 27k 1 A2 Abgatel the 402 318 5
9zt QWb 0 2= AL 4%aqﬂﬂﬁaﬂLmﬂm@4bﬁ°4cMwmammma
Assistance Center)®] #| % o] 9l &= 7 §-oll vt o] JH & gl HYh AA g A B o 572 H54s)
B2 TACY] sfAfe] Ha gt}

AR 5 QW b F e AR gt o ole @ el e A g U g2
http://www.cisco.com/c/en/us/td/docs/security/firepower/command _ref/b_ Command Reference for Firepower
Threat Defense.html2] Cisco Firepower Threat Defense ™ & 320l A &FQ13 4= Q15 o).

« show cpu o] €] Z¢l CPU AFE-ES F A gt}

* show cpu core Z} CPU Zoj o] AL &3S 7 d o =2 AUt

I

« show cpu detailed 501/ A tlo] ¥ Z# ] CPU AN S F7F= A ot

« show memory o] ¥ Z2 Q] v =] A8 S A o)
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=117 [

FaL o floll vhet 9lA] &S AN 719 =9 A9 cpu B= memory S ARE-Sto] ZRIFIY B
71k 716 A A oF Syt o] 23t 7] 52 TAC A 3ol W} ARE-aF A Al L.

A28 vk ek 2ol thEk A B2 27 g o). system support view-files B 8-S A}-g-3Fo] A] 2 E]
235 9 4 JHF YT Cisco TAC(Technical Assistance Center)9} 23 & uff o] 2 & AF-8-31H TAC
NA F9 S AT F

9 OU:] glo] oﬂo]: o].‘— x%x%a]. 2= /ﬂF/ﬂﬁl—_"’: M.SL];]__
H

o] B A 2o AW 9 vk EAH UL O B Y2 Agsho] ol

shel vielele) = Mg stel W el el of ol &% 915t Enter 715 FEUI T

Ead s destEd T2 Ed A s& g YL 1eH 3t o] F& g3tk wAA 7
FIAEY T dAEAE ?To}oﬁ AA o] 55 JFslof FUch Y HFol= 219 277}
FARYL vl 2 219 A d7] Aol 2715 g sof g

--More(XM] 3))--7} A E wf o] 2ntE F 2 U 271 3 5 o] %] 7} 3 A| = 3L Enter 7]
EradvS 21820 A YT 219 Eo 2Eatd w2l w2 o] g Yt} --More(<
A 3])-- Foll = 2 10] 7|9 2 1E Ble vl ey EAF YT A 21 5 0] A FelalR
o= 4 Ctrl+CE AME3le] 205 2 ¥y S Tagyh

« w570 FEo A F EE & o] Fatel v bE JH
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M

=
=

1
2

21 system support view-files th Al tail-logs

g ool A= Al 228 2191 A| =2 322 81 cisco/audit.log ¥ S #013k= WS HolFU T

w E52 w9 o) v E ol A AR, 1okl oll = F A Y EE e v H5o] A YT

> system support view-files

Directory: /ngfw/var/log

—————————— sub-dirs----------

cisco

mojo

removed packages

setup

connector

sf

scripts

packages

removed_scripts

httpd

——————————— files———=-—=-—---

2016-10-14 18:12:04.514783 | 5371 | SMART STATUS sda.log
2016-10-14 18:12:04.524783 | 353 | SMART STATUS sdb.log

>
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Eelgd vl 4y
2016-10-11 21:32:23.848733 | 326517 | action_queue.log
2016-10-06 16:00:56.620019 | 1018 | brl.down.log

<list abbreviated>

([b] to go back or [s] to select a file to view, [Ctrl+C] to exit)
Type a sub-dir name to list its contents: cisco

Directory: /ngfw/var/log/cisco

2017-02-13 22:44:42.394907 | 472 | audit.log

2017-02-13 23:40:30.858198 | 903615 | ev_stats.log.0
2017-02-09 18:14:26.870361 | O | ev_stats.log.0.lck
2017-02-13 05:24:00.682601 | 1024338 | ev_stats.log.l
2017-02-12 08:41:00.478103 | 1024338 | ev_stats.log.2
2017-02-11 11:58:00.260805 | 1024218 | ev_stats.log.3
2017-02-09 18:12:13.828607 | 95848 | firstboot.ngfw-onbox.log
2017-02-13 23:40:00.240359 | 6523160 | ngfw-onbox.log

([b] to go back or [s] to select a file to view, [Ctrl+C] to exit)
Type a sub-dir name to list its contents: s

Type the name of the file to view ([b] to go back, [Ctrl+C] to exit)

> audit.log

2017-02-09 18:59:26 - SubSystem:LOGIN, User:admin, IP:10.24.42.205, Message:Login successful,
2017-02-13 17:59:28 - SubSystem:LOGIN, User:admin, IP:10.24.111.72, Message:Login successful,

2017-02-13 22:44:36 - SubSystem:LOGIN, User:admin, IP:10.24.111.72, Message:Login failed,
2017-02-13 22:44:42 - SubSystem:LOGIN, User:admin, IP:10.24.111.72, Message:Login successful,

2017-02-13 22:44:42 - SubSystem:LOGIN, User:admin, IP:10.24.111.72, Message:Unlocked account.,

<remaining log truncated>

A B E A& vl = Cisco TAC(Technical Assistance Center) B3 AH7F Al 28] 271 A W A&
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be Created(7}d A4 A 2 4)(o] doll 4 A S 83T E-HE STk
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O FRAAE FASC T AR S B o] e ATk ol @ BE 44 S
FashH jupol 2 73] ae o] o] A YRtk o] el WA S S alas] Aol o] 27} @A) =
2EA UEY ] FLW AU 2E AT A ger FAF o,

58] w7

threat defense W 8}PH 2 2}-9-8 Z = = 51 Hox AdE 4= olH Yt} g}9-8 = W32
TH FolH, g 2adE By F sty A4y = SAEL 7| Ao|ES o] IS g

Ut} o] ¢} v 2 T vl 2 “H] &4 ol = 3 Q1 E (bump in the wire)” B2 “-2>3 & W3} (stealth

firewall)” 7 o &S el sh= o]0 2 W3t oj ], A A H tjuto] 2o th g 2}9-H FO= FA| 5

A FEUTH

27 device managerv= 2F--8 RV X QAU TE v T R e A tuto] A E A d gl of 3F=
BAGole= ey s WA ﬂl management center& AH-&-3ho] tjuto] &~ | & ’\lﬁﬂ T A5
th R B R e rupo] A= gh -8 RER WS glom T o= 2 AP AHE ARt
G tinto] A5 A 4= 9l 5L Uh management centerS AF-8-3}o] 21-9-8 = t]ulo] A5 ]t

7o ek RES st tutel s v e o] o] A AW Al &gl o] 7] v o]l d o

Solgr . ejul, 9 1P 74 D BAE o] B fAHYT

Al &Fs)7] el
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manager©l| A 3l 2Fo] A =~ & n] &g s}l of shu ), o] 2 A 314 ¢k o 3l g} o] A 2= Cisco Smart
Software Managerol| A t]H}o] 2~of i A e 2 X g Yt} A8 7hs gk gho] A 2 g 3 Hi= 1)
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L 2AIA

SSH Zehol AE S ALgate] 2] 1P Fa0] e A4S A3 74 CLI 941 = Aho] Q= 4187
o5 0.2 tlute] 2 CLIo| 11 FU ). o & Eo 2hel 2} ALgA o] B2 AHg Tk,

] 1P T4 AAH o] gl Ftell = o] ZEAAE whehol T} device managerE AHE-E W=
dolg Qe o] 298] [P F4AE Fal tulo] 25 #e e = F UL 28y Hulo] 25 940
vejsteld v =2 A £E 9 A 1P F4AE AR oF Ytk

wl
=
Ve IPFadd A2 5 e Aol vhs Ads ST
« B B2l R EV} FEets U ES Ao 4 A2 H ] A=A gy

« A U ES A il #A IP T4 2 Aol ES o] 7F A H o] A=A Q13 T device manager
] Device(t] H}o] 22) > System Settings(*] 2~ &l A1 ) > Management Interface(¥-2] <1 €] | o] ~)
o] A FA4 9} Ao E 9ol & -4 gt} (CLIC A = configure network ipv4/ipvé manual ™ &2
AHE S AL Q)

Bw 9k P Rl js) 9% AC =0 S ALgEha YA FH g
ALg-8 = dlo]E] QIE A o 2 Ao Edlo] = AL # 4 gl Ut

By mEo M £y me 2 Wgskn 97 Bel g g steld ne s F9g

§ik]¢}gqx}7}o1o
deete ¥ & & AF&3HU T}

> configure manager delete

If you enabled any feature licenses, you must disable them in
Firepower Device Manager before deleting the local manager.
Otherwise, those licenses remain assigned to the device in
Cisco Smart Software Manager.

Do you want to continue[yes/no] yes

Deleting task list

Manager successfully deleted.

>
> show managers
No managers configured.

b) ek REE Ryo WA

e
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[>

configurefirewall transparent
of A

> configure firewall transparent

This will destroy the current interface configurations,
are you sure that you want to proceed? [y/N] y

The firewall mode was changed successfully.
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configure manager add {hostname | IPv4_address | IPv6_address| DONTRESOLVE} regkey [nat_id]
o}7) M 7} g=-e the-S thebdy ok

» {hostname | IPv4_address| IPv6_address| DONTRESOLVE} | A = ©] tjulo] A& &l sl
management center2] DNS & 2~ E 0] & 0| L} [P T4 (IPv4 == IPv6)E A A &Y TF. management
center®] =45 A A A3 4 ¢l o DONTRESOLVE(S)E AH& &Y T}
DONTRESOLVE(£)E At-&-3k+ 45 nat_id7} 2 8.3 o}

« regkey:= T] H}-0] 2~ & management centerdl] 553 dl € 8.3 31 YA 5= 719U Th
* nat_idT management center®} F =] 7He] 5F 2 M| 2 F o AR T = A A Q] o 2} F- A}
YUYt T 2~E o] 55 DONTRESOLVER A A 3l= 7 - 9k=A] F g 3t}

ol % 50 5% 7] sacret & ALE-a1o] 192.168.0.12300 4] 2] A5 AL el el vhev} 2ol el
S[=y

> configure manager add 192.168.0.123 secret

Manager successfully configured.

Please make note of reg key as this will be required while adding
Device in FMC.

> show managers

Host : 192.168.0.123
Registration Key HE R
Registration : pending

RPC Status :

d) management centerol] 2 1%13}4] tjHlo]| A5 F713HU o}

Z}A] & U]-8-2 management center =2}Q) =TS HFEAI A L

5 REoM 248 REg WAsty 24 B 2 Wekslyd oSS 3y

a)

b) threat defense U] B} ©] 2~ CLI®] ¢

management center®l| A T]H}O]| A5 55 H AT
N x TE
oW

=2 s As ol o] 49X B phe] P Fa 7| Lo §Eok e whebA
=8 WA Fol s 92 1P o) tle ssH Ado] B4 & A4yt

configurefirewall routed

o Al

> configure firewall routed

This will destroy the current interface configurations,
are you sure that you want to proceed? [y/N] y

The firewall mode was changed successfully.

d) =4 #AE 245y

configure manager local

e =¥ vgad EEUTh
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Ay 1 o] A

A 2 BE] A A A S W configure manager delete ™ &

> configure manager local
Deleting task list

> show managers
Managed locally.

o] 7] § Bg}$-# = AL-&3}o] https://management-IP-addressell A 274 A2 AE 4 5= AlFU UL
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o] Aol %] 9151t
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A 1l 0] 8 A 931 WY S Hpahel = 4 ol = BT WG] BARL o] v] Thg 2 EF A eo]
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> configure manager delete

If you enabled any feature licenses, you must disable them in
Device Manager before deleting the local manager.

Otherwise, those licenses remain assigned to the device in Cisco
Smart Software Manager.

Do you want to continue[yes/no] yes

Deleting task list

Manager successfully deleted.

>
> show managers
No managers configured.
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@3 =24 de s ST
configure manager local

& =¥ g ZEUH

> configure manager local
Deleting task list

> show managers
Managed locally.
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FAT Yo Wty o] Aol AA & 52 threat defense

* SSD T 3= 8 2~ ¢ -8SDol| Agho] = 49 wA T 4= dHF YT SSD7}F SRSl -9 1)
sl o] AA 9= Folo = SSDE A AT = glsyth
* SSD < &}t A A - SSD7F 27091 A 9- sHUE Al A 4= A FY T
« 7 HA SSD F7} - SSD7} & 791 74 9- F M A SSDE F7}5le] RAIDE 74T 4 A5
T2 o] AA}E AL-E-35lo] RAIDOI A SSDE WA 2|31 -2 oA SSDE SHA] PR A 2
dolg7F &4 4= 5yt
32 A A]

configureraid remove-securelocal-disk {12}

remove-secure 7] ] == RAID| A SSDZ A A3} aL, A4 ¢33} t] 23 7] 52 v &4 361,
SSD®] B et 7|4k 7] 512 $=a) gt} RAIDO| 4] SSDWH A 7 83 Bl o] B & 1) & -4 3l &
7$-remove 7] J == A& 5= Ql5 U}

o A

> configure raid remove-secure local-disk 2
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b) SSD7} Il o] T o] A=A &5 w744 RAID F Bl & U E Yt

show raid

SSD7} RAIDON A Al A= H 254 2 Eefo]H
H g o] Wl f g2 YdE A sy

o Al

> show raid
Virtual Drive
ID:

Size (MB):
Operability:
Presence:
Lifecycle:
Drive State:
Type:

Level:

Max Disks:
Meta Version:
Array State:
Sync Action:
Sync Completed:
Degraded:
Sync Speed:

RAID member Disk:

Device Name:

Disk State:

Disk Slot:

Read Errors:

Recovery Start:

Bad Blocks:

Unacknowledged Bad Blocks:

Device Name:

Disk State:

Disk Slot:

Read Errors:

Recovery Start:

Bad Blocks:

Unacknowledged Bad Blocks:

> show raid
Virtual Drive
ID:

Size (MB):
Operability:
Presence:
Lifecycle:
Drive State:
Type:

Level:

Max Disks:
Meta Version:
Array State:
Sync Action:
Sync Completed:
Degraded:
Sync Speed:

RAID member Disk:

>
[~
)
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Ay

1

858306
operable
equipped
available
optimal
raid
raidl

2

1.0
active
idle
unknown
0

none

nvmeOnl
in-sync

none

nvmelnl
in-sync
2

0

none

1

858306
degraded
equipped
available
degraded
raid
raidl

2

1.0
active
idle
unknown
1

none

AEI7F AtE o2 BAE YT T WA Edtol



Secure Firewall 31001 ~] SSD &+~ ¢+ .

Device Name: nvmeOnl
Disk State: in-sync
Disk Slot: 1

Read Errors: 0
Recovery Start: none
Bad Blocks:

Unacknowledged Bad Blocks:

T

c) MAGA SSDE =84 o2 |3,
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A 2 SSDE 71t}

a) SSDE Hl &&o] B4 o g F71gyrt
b) RAID®] SSDZ F7}g ).
configureraid add local-disk {1|2}
sl o] 94 8] &5l F9F A SSDE RAIDY 57]8H8H= 244 S ¢k sk o] @ A|7ke] A
2 4 &Yt AFEEE Aol AXH 57357} Al4E U} show RAID 32 A}-8-35}¢]
FEHE A Y
Aol & Al =g ol A ALE-H SSDE A A YA T oA 3] A = At HE S
o},
configureraid add local-disk {1| 2} psid
PSID<= SSD F-1 ol F-2H glo] ol QI o] Sliuth Eu Alxmls AFEE 5 sy
“12]19 SSD7} thA] EH ] 31 RAIDS| F+7Hg Ut
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