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e) Ok(Fe)= =
f) Save(A)E 2

Add Static Route Configuration @

Type: w IPvd IPvE

Interface*

outside A
Available Network ' Selected Network
Q_ Search any-ipvd ]

IPv4-Benchmark-Tests
IPva-Link-Local
IPva-Multicast

IPvd-Private-10.0.0.0-8

IPv4-Private-172.16.0.0-12 -
Gateway™
l outside-gateway| v
Metric:
1
Tunneled: [ Used only for default Route

Route Tracking:

A6 vr2-inside S1E}H| o] &~ A S thA] EHolgtu o)
a) Devices(t]H}o] ) > Device Management(t] Hlo] 2= #+2]) > Inter faces(S] E] 3] o] 22) S 4 &l &)
=
b) vi2-inside ?1E] 3l o] el T3l Edit(AH)E %%‘ FUTH IP F 42 192.168.1.1/245 A A F T},
o] Al Al 2<Elol| A vrl-inside®] S8k [P a2 LA S 4= 9l Tk ofukald ol E w0 A= =
”4“iﬂeﬂ”ﬂfﬂﬂe¢iﬂﬂﬂlwuﬁwq
¢ OK(HeNE F gt
d) Save(4 e FEFh
AT VRIY 9 EF T 0] 10.100.10.1 % 3} Z PAT insideol] o) & NAT 7+ 2 & A4 F o,
a) Devices(t]H}o] ) > NAT = A &gt}
b) New Policy(A] 8 &) > Threat Defense NAT & 23 gt}
¢) NAT A # o] & S =2 InsideOutsideNATRuleS ¢} 2 5} 31 FTD t]Hlo] ~ & A B gt} Save(H )
£ 994
d) InsideOutsideNATRule | o] # ¢l 4] Add Rule(7 %] F7h& 2938}l th5-& A o Th

* NAT Rule(NAT 7+ ) - Manual NAT Rule(5=5 NAT F )& A &g},
* Type(f+ &) - Dynamic(‘s #})< A & g o}
* Insert(3)-5 % NAT 112 o] gl= 745 919 W&

« Enable(2d3h)S 834t

S o
=

21 g o,

Firepower Threat Defenseol| ol 3+ 7173 2}-9-5 .
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« Interface Objects(21 E] 7| o] 2~ 7] A))ol| A vrl-interface object(vrl-S1E] H o] 2 7| A])
I Add to Source(a~ 20l =71 & S FUTONAE A&

Firepower Threat Defense°ll o] 3t 71/ 2}-9-9 |

E A9st
& 429l 4%, Object(H#) >

Object Management(7H A #+2]) > Interface($1 €] 9| o] )0l A &L}E A AD). outside( 2] F-)=
Add to Destination(t /ol F7F) = A &gt}

» Tranglation(*H ol A Original Source( ¥ A 2~)Z any-ipv4
31 32~ E 7§A] VR1-PAT-Pool<- 10.100.10.12

HekE 4

Source(

22)oll A Add(F-7})

= =
= 24

EN

=
'é‘}\q*—]

RIS

gt} Trandated

Aolgytt. ob g 28 3} o] VRI-PAT-PoolS A1 &l &)t}

NAT Rule:
Insert

In Category
Type

Static
Enable
Description

Interface Objects

Translation

PAT Pool  Advanced

Original Packet

Original Source:*

any-ipvd

Original Destination:

Address

Original Source Port

Original Destination Port:

e) Ok(Ze)
f) Save(A %

« NAT Rulg(NAT 7 2]) - Manual NAT Rule(5~5 NAT 1

= 23

EN

=
'é_}d—y

RIS

e,

Translated Packet

Translated Source:

Address

VR1-PAT-Pool

Translated Destination

Translated Source Port

Translated Destination Port:

VR29] 9] Eg= o] 10.100.10.2% 3F3} == PAT inside®l] o 3+ NAT 1F
a) Devices(t]H}o] ) > NAT
b) InsideOutsideNATRule= 7 5] VR2 NAT +f

* Type(+3) - Dynamic(5 %))S A &gy ch.

* Insert(AH$))-5 2 NAT 73 o] 9= 29 99

« Enable(&d 3h)<S 834t}

« Interface Objects(Q1 B 7| o] 2~ 7 ) ol A vr2-interface object(vr2-1 Bl H| o] 2 7| 2|) & A &
31 Add to Source(ax 2=l 71)

= =
EEa

U=

=

& 71 o,
2. A o] g e,
2)e ey
W82 g

a}
&3 3= 45, Object(7HA) >

A}

Object Management(7 2] ¥+2]) > Interface(1 B 3| o] 2=)oll A s}LtE A ). outside($] )&
Add to Destination(t/d-oll F7H =
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« Trandation(¥13h)oll 4] Original Source( & A4~22)E any-ipv4E A B3t} Trandated
Source(H 3+ A~22)o A Add(F7HE S8 8FaL 2~ E 7 A VR2-PAT-Pool< 10.100.10.2%
Aol gt obg] 19 3} 7o) VR2-PAT-PoolS A1 &gt}

NAT Rule:
Manual NAT Rule .
Insert:
In Category v NAT Rules Before =
Type:
Static v
Enable
Description:

Interface Objects  Translation ~ PAT Pool  Advanced

Original Packet Translated Packet
QOriginal Source:* Translated Source:
any-ipvd v Address v
QOriginal Destination: VR2-PAT-Pool v
Address v
Translated Destination
- v
Original Source Port Translated Source Port
Original Destination Port: Translated Destination Port:
v v

ot I

¢) Ok(&EM=E =4 gtk
d) Save(A)E Y FUH
vrl-inside @ vr2-inside ¢1E] | o] 2ol A €] F- Q1| F|o] A= sl E| 8-S 3] &5l N2 A o]
AL At Bl G995 A/dEl oF F . Object(7] Al) > Object Management(7H A ¥+2]) >
Interface(?] €] 9] 0] 22) & AF-&-3HY o} Add(F7F) > Security Zoneg(}.QF &3 )& 41 B8 3} AL vrl-inside,
vi2-inside @ €] 5 Q1 E]F o] 2of ) 3 H S o & AW AJ ek o)

Policies(*] #) > Access Control (¢} A 2= A o)) & A elstar, E EHJJ o] vrl-inside-zone % vr2- inside-zone
o) A outside zone & 2 &&= ]85 A2 Ao ﬁL xS A sk o)

el o]0l o] B2 @ S8 WY AUR AR S, RE Zeflol AR ow S
Shiz 71 & thah @ik o] Al Alo] 4 o] e o) W 488 5

&

£ o

=35
U

%0, |
b I-H

Firepower Threat Defensel| ] & 7} 2}-9-1 .



| BT EREEE™

RAVPN A =5

Firepower Threat Defense°ll o] 3t 71/ 2}-9-9

g ok 3-8 3 =9 o) 3 8k

Add Rule
Name nsert

AllowinternetTraffic Enabled into Mandatory =
Action Time Range

S Allow - v

Zones Networks VLAN Tags A Users Applications Ports URLs SGT/ISE Attributes

Available Zones C Source Zones (2]
Q. Search by name vl -ingide-zone
oulsitde-Zzone Add to Source vr2-inside-zone

1-insade-zone

vr2-inside-zone

P 9619 W =92 o83 4

t}. ] o Oﬂ /\1 AnyConnect %F)ro] AE *]’Q‘XV} *]’Q‘X} Xq% 7Hd F/}TEi Lﬂ E Jﬂoﬂ %
‘L—: ] ;(]— = xﬂ J«b‘]—]/] ]‘4,

U} o ol A RA VPN A}-8-ZH(AnyConnect 5 210] 1 E)&= 172.16.3.12] FTD €] 4 QIg| o] 2ol 14
=™ 192.168.80.0/24 & Wl IP F47F AU AR&A= A S 7HE 2F9-H o] Ui U E 9] Lo
M| 228 4= QlF U ok A& 2} A o] 714 2-9-E] VR1(192.168.1.024)2] HIEH A S B3 EdY 35

S &gt H A D VRIAA 14 A2 E T3] ARE FEFUh
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RAVPN o)) 2~ 2 b ehg-e o i e9) =0 & gtz [}

— 172.16.3.1

inside — :
Inside Network 7 ool — |
[ venPoOLC——, A
192.168.1.0/24 | VR1 ESSE192.168.80.0/24 AnyConnect
19216811 Fp Client

vril-inside

SECHEE

o] ool A= RA VPN ol vl T3t 713 261 2 B9 o] 44 7hg kel Qlef ol o]
2 74 % 29 2o Ak

EZEAA

A A 7S e H ol ARRAF A o] VRIS R B E 55 AH T
a) Device(t]H}o] 22) > Device Management(t] vlo] 2~ 32]) & A €l 8}l
t}.
b) Routing(EH-+8)S =2 gt} 7] 4 © 2 Global routing properties(d & 28 :4) #| o] %] 7}
YRR Y U
¢) Static Route(d % 2 2)= Z¢ 3}
d) Add Route(d 2 F7hHE 22 gt} Add Static Route Configuration(d 4 74 = -4 F71) ol A]
o A gH
« I o] 2~ - VR1 W QI #| o] ~ 5 A el g o
« YIESA - VRI 7H #H5-H vIES A 7§ A1 S A 8§y v Add Object(7h Al 571 &A1& A
ot AT 5 AsUH

Aol Efo] — o] FE L uET GE Y HSHE RS
SEREEERERRES

= U=

Ho
i
i)
o,
o
=2
rir
X
o,

m
g
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A=Zf

192.168.1.0/24 v

¢) Ok(Z

Kl

Add Static Route Configuration

Type: e IPv4 IPv6

Interface®

vr1-inside

Available Network C
Q_ Search
IPv&-Private-T0.U.0.0-8

IPv4-Private-172.16.0.0-12
IPv4-Private-192.168.0.0-16
IPv4 -Private-All-RFC1918
IPvB-to-IPvd-Relay-Anycast

nw-192.168.1.0

- |

Gateway*

Metric:

Tunneled: || (Used onl

Route Tracking

$2 A S
NE T AA
g,

g =9

y for default Rout

Selected Network

nw-192.168.1.0

2= 0] 2~
ég‘[‘}}]\tﬂ

Firepower Threat Defense°ll o] 3t 71/ 2}-9-9 |

o)

e ]

@712 VRIGIA A 713 29 E 2] A= FES Ak

a) Device(t]H}lo] 22) > Device Management(t] vlo] 2~ #He]) =

.

b) Routing(&+-%
c) Static Route(d %] 73

mAw

« Interface(Q1 E 7 0] =) -

cUEL -

3}
12)E
Route(4 = 372 2
&2 AA

B =

a =
=
=
=g
=

5
A .

Ao o] — o]
ERECEE!

. Firepower Threat Defense°l| tf 3t 713 2}9-¢

FFol A VRIS A=

.

A9 2h9H o 9

A 7H eh-H M ES A AAE

k=

A

3HH VPN Zol A AnyConnect = &}©] ¢
[Sh=3

o] g

AE I[P F42E VR

3}

H

A

1l

2]
2

Y.

a3 o).

o U the b e

HZ J2E5 F=3 49

3}l FTD Y ulo] 25 4=

171 2H-H el A

2= %] &k

%LL] t}. Add Static Route Configuration("d 4 4 2 -4 F7H)ell A
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Add Static Route Configuration Q

Type: e IPv4 IPv6
Interface*
outside v

Available Network C' Selected Network

Q_ Search vpn-pool

o)

s

outside-gateway

| vr1-inside
VR1-PAT-Pool
vr2-inside

VR2-PAT-Pool

Gateway*

Metric
1

Tunneled: (Used only for default Route)

Route Tracking:

]

TAE A A2E A28 192.168.1.0/24 Y E S Z(VR1)2] =X EVE VPN Zof A
AnyConnect Z2}0] A E S [P =40l )3k A A& A|2HE 5= QL5 T

e) Ok(&e)E =3y

£

okl S 44

RA VPN 72 34 b2 9] 714 296 9] 1P F-27} S35 49 1P F2:01 4] 178 NAT 31 4
& B ALE SOl A A B9H S BASAOF FITh EE FHol YLES RA VPN F4 FS WY
T

i
& AF YT

FVPNS 53 of 2] 714 eh9-E o i E9 A Ed g g BE

714 2k 0] 4 8HE T uo] 20 A= Abo] E 71 VPNo| A% 7 23] 1E o] 2o A it |
AFUTh AL A A o] ha b S Eoll & QLB o] 2ol A= AR T 5 eIt o] ol A= Aol
E 7H VNS ol A o] 7bg ehE el Sy sk AAS nEE S Qe
A2 A TG £ ol T AL A o] 44 B9 E M EA DS EFFHES Aol EFVPN A

AS 9 dlo] Egfof gt}
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B o= 2 vene S8 o2 b el o W E S el A S

i)
ulo
}01'
o
rie

i)
it

AAF U E Y 79} 3] A} A U E Q] Abo]of] Abo] E 7 VPNo| A4 Aluhe] @ 5 2 B A5 T
7 B--E 7t ol e AAFAREA 9] FTDY Y T o] 79, ALl E 7 VPN 172.16.3.19] A *} Q- 2l
B o] 2o oyl U Qe H o] 25 A 71 g9-E o] JFo] B =R o] VPNo|= F7F A4 H
glo] - U E9 A 192.168.2.0/247F 223 Yt 12y} VRI 71 25 9 Y521 192.168.1.0/24
U ES] Aol AFO]E 7FVPN A H| 225 Al Fate ™ 9 D VRIY A4 A25 AAste] A28 7 &
3t VR1 V[ ES] 25 AFo] E 7F VPN A A o] F7}8l]oF g o,

inside 172.16.3.1
192.168.2.0/24 -of| outside &

192.1658.1.0/24

19216811
vri-inside FTD

N 257 Aol

o] ool A= 192.168.2.0/24 =4 W E Y A9} 172.16.20.0/24 2|5 Y| EY E 7+e] ALo] E 7+ VPNS: ©]
o) A b S E R el glon] 4 4e 4 B eHel AEsel g T Y A E Aow
A4 g

S A

GA1 A 7P e EH ol AFEAF B Y VRIS RS B E FES AT
a) Device(t]H}o] ) > Device Management(t] vlo] 2~ #2])E A ¥l sl a1 FTD tHlo] 22 =4 gy
t}.
b) Routing(z}-9-%)& =9 &
e o
c) StaticRoute(d 4 4 =2)E S
d) Add Route(ﬁi F7hE =383 Y} Add Static Route Configuration(*d 4 74 2 74 F7H A

. Q1B o] & - VR W 5- ¢lE} o] 22 M el g},
« Y| E 9] = - VRI 71 2H-5-E] W E S 2 A A S A e gt Add Object(7] 2] 371 34 S A}
&oto] A 5 gy

Aol Ego] — o] GEL HYFUL T2 Y S HE ARE F5T A9 Al E9)

e
EREERE SRS

k)

. 7142 & & Global routing properties( & 2}-9-8 &) 7 o] %] 7}
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FVPNS 58 ole} b ek o yEg Ay g e nase gy [l

Apo) E 7}

Add Static Route Configuration (-]
Type: e IPv4 IPv6
Interface®

vrl-inside v |
Available Network C Selected Network

Q_ Search nw-192.168.1.0 u

IPv&-Private-T0.U.0.0-8 |

IPv4-Private-172.16.0.0-12
IPv4-Private-192.168.0.0-16
IPv4 -Private-All-RFC1918
IPvB-to-IPvd-Relay-Anycast

nw-192.168.1.0
Gateway*

Metric:

Tunneled: [_| (Used only for default Route)

Route Tracking

e ]

Sh= AEEIES VR 7H 256 o)

Y.

o] A= & Aol E ZF VPN o A) & 1*1
192.168.1.0/24 I E 9] ol A 28k d] AHE-3 5= 3l
e) Ok(HE =8I
A 2 VRIOIA A 7 9Bl 2o A7 &S A4y
a) Device(t]H}o]2~) > Device Management(t] vlo] 2~ #2])E A &3} a1 FTD t]vfo] A5 =4 gy
t}.
b) Routing(2}-9-8)S &85t =5tk A VRIS A8 o
¢) Static Route(A 2 7 2)= &gt}
d) Add Route(ﬁi F7hHE 28 33Ut} Add Static Route Configuration("d 4 4 2 -3 F7F)ll A
o A gH
* Interface(S1 B o] =) - A 2}--H 9] 9|7 B Ho] =5 et}
CHIEHN A - AY 7HE 2 H M EY A HAE Aok

cA Eqlo] — o @B M FUT B b S H R ARE fE S 4 5ol Ao S
SERLEE P

N &
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B o= vene S clel by o o MEG A 2 e nE ek Y

]

e)

a)
b)
c)

d)

Add Static Route Configuration (-]

Type: w) IPvd () IPvB
Interface*

outside v

Available Network C Selected Network

Q_ Search external-vpn-nw

o)

.anv—ipwl

default-ipvd

inside
IPv4-Benchmark-Tests

IPv4-Link-Local I

Metric:
1

Tunneled: (Used only for default Route)

Route Tracking:

=al o |

o] 4 4 ZE A3 192.168.1.024 U E Ji(VRnA ANE=EF S Eo| A Alo] E 7FVPN B €&
E93tE A4S A 23 = gl &Y T o] oo A= YA EE S E oA 172.16.20.024 Y E Y A
= Bashal oyt

g 29
3 AFO]E ZFVPN 994 X 23120 192.168.1.0124 W E Y A& F7FH o}

Devices(t] H}o] 22) > VPN > Site To Site(A} o] E 7h & A 88} VPN EZ 22| & ATt
Endpoints(o‘ﬂ_gug_E)oﬂ/q EE AQEZAEE AT}

Edit Endpoint(1 =31 E H3]) 2] Protected Networks(H. 5.5 = W E ¥ F) =9l 4] Add New
Network Object(A VIES A 714 F=7hE 28 v oh

192.168.1.0 Y EY A2 VR1 EY A /A S F7}gH ).
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tlo
A
o
ot
o
rir
oZ
i

RO ] FREE MEND EAE 7o 28

Network Objects [+]
Available Networks C'
| Q, Search Selected Networks
IPv&-Private-Unique-Local.. MwSES2AEERE L]
nw-192.168.2.0 v

|Pv&-to-IPv4-Relay-Anycast

nw-192168 2 0

outside

Cancel ‘ m

7 BB A o] ER = U ES) T 5 E ko] EajF S oS-
g5t g

FAE R 7P B HAAN S2EE P F AFUT S 2BV B s =
NATE 23] 74 5 slsUth o] dloli = S5 M EQ A S 2ES #e]8h7] 918 NAT 114

A

U2 ool A T2E A9 TAE B F T AEE A Z UE 714 2-9-EH ol 34tk VRG(QIE] ¥ o]
2= vrg-inside), VRB(S1 E] 3] ©] 2= vrb-inside) 217} & Y gk A B 10.1.1.024 4 Yt} -+ S 2E7F 27
FA1E 9 =S VRG-Host 18 3 o] 2~ 7] 2| &= w33 ¥ NAT 4 20.1.1.1 AF-&-3}aL, VRB-Host ¢!
Bl o] 2 Jh A = vl =8 ¥ NAT 742 30.1.1.13 AF&3= NAT A S AU T b 2B Ae
30.1.1.1& A} 831 3 AE B9 B4t 3 AE BE20.1.1.18 AF8-81o] 3 4E Ad A2 3T}

NAT
il B
Host A /
4
.2
)
2
1_0/24
. =
= Outside Internet )
1172.16.3.1
3
Host B \\ NAT
30: 1120
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7Hg E-Heol A F oY SR = VE] D TAE 7o EYY S B9-" et g

A 2a7] Aol
o] ol A= The 5 ofu] FAH Ao AT

* vrg-inside & vrb-inside Q1 E #H o] == 7H 2H-9-H (Z2F VRG 2 VRB) 2 5 U §F Al B Ul 52 (4
:10.1.1.0/24)2 4] ¥ vrg-inside & vrb-inside 1E] 7| o] i@r AZg

« Q1 o] 2= & & VRG-Inf, VRB-Infi= Z}Z} vrg-inside 2 vrb-inside 91 E] 5| o] 2~ = A Yt}

* VRG-inside Z 7] & Alo]E¢Jo] 2 A}€3}+= VRGY S 2~E A. vib-insideZ 7] & Alo]|EgJ o] & A}
83} VRBY] £~E B

L RAIA

W71 2 AN 52E BR O] Ee)¥ < A2 8 NAT 1 42 44§ o). Devices(t] vho] =) > NAT
Mg,

o7 2 New Policy(] A #) > Threat Defense NAT S 28] g1t}

t7] 3 NAT 4 2 o] 29 ¢ 2531 FTD t]ubo] ~2 A et} Save(A )2 228U

7] 4 NAT #H o] A o] A Add Rule(:+% F7hH<S &8l8

* NAT Rule(NAT 71 2]) - Manual NAT Rule(~
« % - Static(2LA)S A F

* Insert (3 94) - NAT 712 ¢] A& 74 Above($1ol)E A 8 ch
* Enable(24 3h)= 2=t

« Interface Objects(21 E] 7| o] 2~ 7 Al|)oll 4 VRG-Inf object(VRG-Inf 7§ #])= A1 B 5} 32 Add to
Source(Z2~0 F7HE SYHIFLUNAE AHEE 9= 4%, Object(7 Al]) > Object
Management (7] A ¥+2]) > Interface(Q] B 7| o] 22)ol| A 3}1}E A A]) VRB-Inf object(VRB-Inf 7}
ANE A5l Add to Destination(t/goll =71 & &2 3t}

« Trandlation(¥ 3ol A t}-&-S& M ettt
* Original Source( & A 2): vrg-inside & A B g o}

« Original Destination(¢! 2 tj“d) el 4] Add(F7HE 23 532 30.1.1.12 7 2] VRB-Mapped-Host
= Aol gt}. VRB-Mapped-HostE A1 81 gHu o},

» Tranglated Source(*# 35 2~ 2~)ol A Add(F7HE 22 3F3220.1.1.1 % 71 Al VRG-Mapped-Host
= Aol gt} VRG-Mapped-HostS A B gt}

» Translated Destination( 3+ o)l A th5 18 7 320] vrb-inside & A & 3 .
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o
o

A5 Ok(EHNE
716 Save(417)E

R PR PESEENERER- PR R EEEERE R

Add NAT Rule (1]

NAT Rule:
| Manual NAT Rule v |

Insert:

| In Category v| | NAT Rules Before v

Type:
| Static v |

Enable
Description:

Interface Objects Translation PAT Pool Advanced

Original Packet Translated Packet

Original Source:* Translated Source

| vrg-inside v| | Address v|
Original Destination: | VRG-Mapped-Host v |
| Address '|

Translated Destination
| WRB-Mapped-Host v| | vrb-inside v|

Original Source Port: Translated Source Port:
| v | 7]
Original Destination Port: Translated Destination Port:

| ol | )

FTD o] vho] 20 4 show nat detail '8 & 21 &k th&-3} 415 Z2lo] A1),

firepower (config-service-object-group) # show nat detail

Manual NAT Policies (Section 1)

1 (2001) to (3001) source static vrg-inside VRG-MAPPED-HOST destination static VRB-MAPPED-HOST
vrb-inside

translate hits = 0, untranslate hits = 0

Source - Origin: 10.1.1.1/24, Translated: 20.1.1.1/24

Destination - Origin: 30.1.1.1/24, Translated: 10.1.1.1/24

ER ki
SRRl
NAT 7F % 2 t5-3 Z5 Ut

Host2Host

Enter Description

Rules

Filter by Device

Original Packet Translated Packet

4 e s Source Destination Original Original Original Translated Translated Translated
VP Interface Objects Interface Objects Sources Destinations Services Sources Destinations Services
NAT Rules Before
1 & Static VRG-Inf VRB-Inf By vrg-inside By VRB-Mapped-Host fl VRG-Mapped-Host By vro-inside

Auto NAT Rules

NAT Rules After

T3 TS v 43 w22 7} e,

m

Firepower Threat Defenseol| ol 3+ 7173 2}-9-5 .
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W svicisisio s Aastel ooy waty meol ) 3 AW ES Relshe Wy

\alidation Messages:

1 warning

ManualNat64Rule: Host2ZHost

between Virtual Routers without explicit route leak configuration whenever destination translation happens. If you intent to apply this NAT rule

w | Warning: [ManualNatRule 1] The NAT rule has source and destination interfaces belonging to different Virtual Routers, the traffic will be able to leak
even when destination translation is not happening, create a static route leak explicitly. The rule involves interfaces from [VRG] to [VRB]
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Sl 1 Devices(t] Hl-©] 22) > Device Management(t] Bl o] 2~ #2)) & A€ gyl D88k tinfol ~ 5 AY T
Yt

&7 2 Interfaces(<) B ©] 2)ell A} Add Interfaces(1 & | o] = -7T) > Bridge Group Interface(8.2] %] =15
Q1 e o]/\)g ;\qgubgq]:}
a) TS BVI-G A5 AFaHSe Q& gk}

« Name(©] &) - ©] ool Al = BVI-GY Y th.

* Bridge Group ID(E.2]#] & ID) - ©] 4ol A= 1YYt

+ Available Interface(AH-8 715 gk QIE] # o] 22) - QIE] H o] 22 & d & 3y T},
* IPV4Sl A IP 13 9] 79 Use Static IP(A 4] IP AF8)E A e g,

« IP Address(IP 5 4) - 10.10.10.5/245 % & ] o}
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Add Bridge Group Interface [ -]
Interfaces IPv4 IPvE

Name:
BVI-G

Description:

Bridge Group ID *:
1

Auvailable Interfaces Selected Interfaces
Q_ search | GigabitEthernet0/1 S
GigabitEthernet0/0 Add GigabitEthernet(/2 .

GigabitEthernet0/2

GigabitEthernet0/3
GigabitEthernetdf4

| GigabitEthernetd/s ¥

b) Ok(EehE == dYth
c) Save(AhE EHFYT
a) U+ BVI-B AlH ARE =gy}
» Name(©] &) - o] oo A= BVI-BY Ut}
* Bridge Group ID(E. 2] A] 2% ID) - ©] oo A= 294t}
« Available Interface(AH-& 715 gk QIE]H o] ) - 3}9] QIEH o] 2~ & A8l gt}

* IPV4oI A IP -8 ©] 4% Use Static IP( 4] IP AHE)E A B @4t

1P Address(IP 724 - A 510l 4] ¥ QlE| o] 0] P 4 F B 588l H] ghorw o I
g ug) AN, B X 1ES T wiat] 714 eh5E ool ALd ¥ BAI 1P

FhEATE T 9)\1514‘:}.
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Add Bridge Group Interface [ -]
Interfaces IPv4 IPv6

Name

[ Bv-B i

Description:

Bridge Group ID *:
|2 |

Available Interfaces ¢ Selected Interfaces
|Q search | GigabitEtherneto/3 §
GigabitEthernet0/0 = ‘ Add | GigabitEthernet0/4 .

GigabitEthernet0/4

GigabitEthernetd/5

GigabitEthernet0/6

| GigabitEthernetQ/7 i

Cancel “

=
@A 3 VRGEHAL 8t 71 2B & A ekl U E9 A 2 BVI-GE A 8 th

a) Devices(t]H}o] =) > Device Management(t] vo] 2~ #H2])E M & g T}

b) tnlo] A== A F 3L Routing(EH$-8¥) > Manage Virtual Routers(71 2F5-E] #2])S A &gy
}.

c) Add Virtual Router (7} 2198 F7hE S8 JYTH 7Hd gh9-H 9] o] 55 = 8kaL Ok(&<l)
£ 93U

d) Virtual Routing Properties(7}4 2+5-8 $40)o A BVI-GE A 8lslal Add(F7HE S84t

Device Routing Interfaces Inline Sets DHCP

Mot il Poaters Virtual Router Properties
3 These are the basic details of this virtual router.

VRG x WRF MName:
Virtual Router Properties

OSPF Description:

v BGP | |

IPv4
o Select Interface:
Static Route
! Q, Search |

General Settings Available Interfaceg Selected Interfaces

BGP | BvI-G

e) Save(A)E =¢

A 4 73 2S-E S A S (VRBE AL §H) U E 9] A2 BVI-BE A8}

-
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a) Devices(t]Hlo] 2~) > Device Management(t] Blo] = ¥e]) 2 A &l gy},

b) tlulo]2~E W3 s}kal Routing(2HF-%) > Manage Virtual Routers(71He 2H-¢-8 3H2])& A 8 3]
=

c) Add Virtual Router (7} 2H-9-H F7hE S 3Uth 73 2H9-E 9 ol F& 9 E
s 29§y

d) Virtual Routing Properties(7} 2+5-8 $4])ol A BVI-BE A 8l a Add(F7H S &8 gt}

ol

a1 Ok (<)

Device Routing Interfaces Inline Sets DHCP

Virtual Router Properties

These are the basic details of this virtual router.

Manage Virtual Routers

VRB M VRF Name:

Virtual Router Properties
OSPE Description:
v BGP

IPvd
Select Interface:

Q, Search

Static Route

General Settings Available Interfaceg* Selected Interfaces
NS ¥

BVI-B 27 & U] 25Ut

a) Devices(t]H}o] ~) > Device Management(t] Hlo] 2 TH2]) > Interfaces(¢] B 9] o] )= A &gl
=3
b) BVI-B {IE# o] 2o tja] Edit(H )= 9 dYth IP 74 E 10.10.10.524= A A T}, Q1 E]
Ho] 27 F A A& T 7k g Elo] e g g E B g o)A A] =80 4 U3 BVI-G IP
Faw AR 4 9l )
¢) Ok(&SNH=E =94t
d) Save(AhE SHFUTH

VI SAE AN 1% OGBS 1 ASHOLE (1 o] o) 2l 5
BVI A 12] Q ol 4] 3= NAT 9|5 2}-9-8{ S Alo] Edlo] 2 5+ ¥ AF8-8Fo] BVIZF Eg¥ & At
BA 15 W] dis] NATE 7443 v+ A1 OlEiﬁ]O])\E A A F Tk BVI(H.2]| A 18 2 E
Ho] ) 2ol el A= NATE A4S = isuth BefA] 25 HH B o o] & Fhol NATE <
e w= AA R g 428 Aok gy B Aol AR " onE XA T = s

=9 AR AL A5 S TS B

VbR AM = TH PR S5 AFEALR o 2] 7 Bh-HE A E 5 sy o] Aol A VRG
2 VRBE IP7} 192.168.1.1/24 2 F -5 = 7}” - H Yot *1:‘% tE 7 Q1o AFEA7E U E
1= 1P 192.168.1.207} S5 F Ltk VRG 2 VRB AFH§-AF7} & A1 172.16.10.X°]l °"xﬂ*o}t 8
A 7 e HE G EE FETUT 22 NATE AHESLe] 55 1PE A2 gy th VRG 2 VRB
ARGALE] A 2 E Al o] &F e FMCol A AF&AF Q153 A sl oF fhUth FMCE 99, 24 HE &
2], ID 22, 1D 7F 3 B A 25 ARE-5Fo] AHEAHIDE AT F U T FTDE A4 1101] M AR g
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[ <>
J£$

K
ef=

1o 1o

FMC

172.16.32.X

172.16.10.X

- Y
(- \

Outside {
1721631 | Internet )

- .168..
Domain/User: 20

abc.com/userl

— VRB-NAT 20.1.1.1
Domain/User:

wyz.comfuserl

Al #Fst7] ol

o] aAlel A= AR& AP Al T o] o] 1] Q= Ao = 7hd gt
* VRG % VRB AH&-AF-8 AD A B 27§
« AD A ¥ 7} 2717} =714 ISE.

Ay

L ZAA

A1 VRGO ti3l tiute] 2o i Qg Flo] ~ &5 T th
a) Devices(t]H}o] ) > Device Management(t] vlo] 2 #2]) > Interfaces($1 E] 7 0] ) S A & g
t}.
b) VRGell &3 lEf o] ~5 A FY .

« Name(©] &) - ©] ol A= VRG-inside Y Y .

« 243} Flds Mgy
s IPV4ol| A IP 8 2] 749 Use Static IP(E 4 IP AH&)E A &gy},
« IP Address(IP £42)-192.168.1.1/24= 12 gh o},

¢) Ok(Z)E €Y
d) Save(AhE FHFYTH
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FEH=VEYIAR AR QES A8 U

@Al2  VRBoY| g3l tiufo] 2o Y3 Qe go] A~ 5 T4 3t
a) Devices(t]H}o] ) > Device Management(t] BFo] 2~ ¥#+2]) > Interfaces($1 E] 3] o] ) S A &l gt
=3
b) VRBol| &3 & Qg o] ~E AR F T

» Name(©] &) - ©| oo A= VRB-inside Y t}.

« IPV4ol A IP 58 2] 7% Use Static IP( 4 IP AM8) S A el gy},

|PFA-FWMOoZ mUTE o} & AFR A} Ao A B 9EHE QA SHA] ke r g =3l p
F22(10.30.0.124)°] Q1 #H| o] ~ 5 A eF= A& Al =Hlel A 8] &aH4] eFEU T
©) Ok(ZNE ZHFYch
d) Save(AE FH I
SA3  VRGAMEAZE 35 A 172.16.10.100 HA| =3 5= 25 7o 2}9-E o] Y5 1 E] s o] 2o O

VRG % 114 7|3 A2 F&S FAA T

a) Device(t]1}o] 22) > Device Management (t] vlo] 2= 3#+2])& A & 8131 FTD t]vlo] =& =4 3y
t}.

b) Routing(2}-9-%)>ManageVirtual Router (7} 2+-5-8 #2])E A & § 1t} Add Virtual Router (7}
& 2+ F7hE S78kal VRGE A gt

¢) VRG] 7-9- Virtual Router Properties(7}4 2H5-E] $:4)0ll 4] VRG-insideS g3l A 43y
t}.

Device Routing Interfaces Inline Sets DHCP

Virtual Router Properties

These are the basic details of this virtual router.

Manage Virtual Routers

VRG VRF Name:
Virtual Router Properties
OSPF Description‘
v BGP ‘
IPvd
i e Select Interface:
1 Q_ Search
General Settings Available Interfaces C' Selected Interfaces
(@ VRB-inside
(@inside
[@Joutside

d) StaticRoute(d 4 H=2)E S8 Ut
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e) Add Route(d 2 F7hHE 2234t} Add Static Route Configuration( 4 7 & 4 F71) ol A
& AA YL

« Interface(1 E] Fl 0] 22) - A 2}-9-E o] U5 A H| o]~ & A& g}
* Networks(Hl E 9] =) — any-ipv4 7} A & A & g},

s A Edo] — o] e F Lk TE Y B E R S ES f
CREREESE SRS

=2 v 71

.
e
o,
o
=2
s
=,
o,
[

f) Ok(&)E S8
g) Save(A)E I
@A 4 VRBAREAZE & AH 172.16.10.x00 A =8 = Qe o gh-9-H o) Wi QIE Ho] 2o T g

1R VR AR FES TAAEHH

a) Device(t]H}o] ~) > Device Management(t] o] 2~ #e])E A €13} FTD tHlo] A5 4 &
t}.

b) Routing(2}-9-9)>ManageVirtual Router (71 21-9-8 #2])E A &3 ). Add Virtual Router (7}
& 2 F7hE S¥skal VRBE A U o

c) VRB<2| 7 - Virtual Router Properties(7}g 2+-9-E 4:43)ol A VRB-insideE 338} A 7d3H]
Device Routing Interfaces Inline Sets DHCP
I
Manage Virtual Routers Virtual Router Properties
These are the basic details of this virtual router.
VREB VRF Name:
Virtual Router Properties
OSPF Description:
Vv BGP ‘ ‘
IPv4
) Select Interface:
Static Route
‘ Q_ Search I
BGP
Available Interfaces C Selected Interfaces

VRB-inside (@ VRB-inside

d) Static Route(d % 4 2)= Z¢ gt}
e) Add Route(ﬁi F7hHE =383t} Add Static Route Configuration(d 4 4 = 14 F7h)ll A
= AR Y

« Interface(R1E | o] =) - < 2h-9-H o] - A o] 25 A& g},

* Networks(Hl E¥] &) — any-ipv4 7R A & A &1 gy}
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[e]

Aol Effe] — o] v syt e /M e H R B EE FEE A ole Ao E
Aol deskA] v Al L.
f) Ok(E<E FHAY
g Save(Ad)E FHIAYH
A5 VRB-inside S1E o] 2 4 & thA] 1yt
a) Devices(t]Hlo]2~) > Device Management(t]Hlo] 2~ #H]) > Interfaces($) Bl 3 o] 22) & A &1 g
t}.
b) VRB-inside Q1E] & o] 2ol T &l Edit(CAR)E S FHTH IP T42F 192.168.1.1/24= A A ).
o Al AlZ=§lo| A VRG-inside®] &L FHIP F4 2 A S 4= dFHth divkshd QI o] =% F
Mol M= vE 7H eh-Elol Hes 357 Myt
) Ok(ZHSE ﬂmﬂqt}
d) Save(Ad)E I

A6 A2 ZlA VRG 2 VRBO t 3 NAT 712 & 57184 o). Devices(t] vho] 22) > NAT S 28 gt}
@A 7 New Policy(Zl A @) > Threat Defense NAT & & 8 34 T}
A8 NAT AH o] &S 428 FID Yulo] 2~ 5 H e gy} Save(H 4)E 3
719 NAT 3 o] #| o] A Add Rule(-:F & F7hH< 2838 2 NATE Hf}a Yt
o},

g5k VRGOl el oh & A&
« NAT Rule(NAT 713]) - Manual NAT Rule(5% NAT 71 %)< A €13
s 78 - Static(2LA)S A g g},

s Insert (A Y)) - NAT 7+ 2 0] 2= 7 -9- Above($ o) E A&l g},

* Enable(Z7d 3} =9 Ut

* Interface Objects(S! E] 7| o] 2~ 7] All)oll A VRG-Inside object(VRG-Inf 7} #) S A & 5} 31 Add to
Source(A2=ofl F7HE FE st (A E A& 8l 75, Object(7 A) > Object
Management (7] A #2]) > Interface(Q! H #| o] 22) ]l /\1 3= A A)) Global-Inside object(VRB-Inf
AN E A3kl Add to Destination(th ol =712 =8 3tk

* Trandation(¥ 3H) el A t}5-& A&l g o)
* Original Source(l & Ax22)oll 4] VRG-UsersE A & 34 T

+ Translated Source( 1 -] 4:22)0] 4| Add(F7h) & 228131 10.1.1.12 7] 4] VRG-NATE 4
o] gtyt). th 218 3 o] VRG-NATS A &gy},
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Add NAT Rule (-]
NAT Rule:

Manual NAT Rule v ‘
Insert:

In Category v ‘ | NAT Rules Before v
Type:

Static v
Enable
Description:

Interface Objects  Translation  PAT Pool  Advanced

I

Original Packet Translated Packet
Original Source:* Translated Source:

VRG-Users v ‘ ‘ Address v |
Original Destination: [ VRG-NAT v |

Address v ‘

Translated Destination:
v} B | v

Original Source Port: Translated Source Port:

Cancel m

97110 Ok(EHe)E S F
A 11 NAT # o] %] o 4] Add Rule(7F 2 F7H& 228} VRBoI th3fl tha 2:2= NATE 4 o] gt
* NAT Rule(NAT 7+ %) - Manual NAT Rule(5= NAT 7F3)S A &gy},
« 3 - Static(22 )= A Bt
e Insert (AF9)) - NAT 713 o] 21 4% Above($] o) S A&l gh ),
* Enable(2/33}) 2 Syt

* Interface Objects(21 E] 7] ©] 2~ 7] A]))ol| A VRB-Inside object(VRB-Inside 7} #)E A &1} 31 Add to
Source(ax2=oll F7HE S L NAE A 7§l 79, Object(7 All) > Object
Management(7 Al T2]) > Interface() Bl #| o] 2)ol| A 3} 1= A Ad) Global-Inside object(VRB-Inf
7BA)E A B8k al Add to Destination(th 4ol 5=7h& S8 gtk

« Trandlation( 8ol A} T}-&-& A ek},
- Original Source( £ 4~22)o]l Al VRB-UsersS 41 81 g1] T},

« Translated Source(FA3+E Aol 4 Add(F7HE 28313 20.1.1.12 7} A VRB-NATE %
of gt} th 19 ¥} o] VRB-NATE A 8§t}
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Add NAT Rule (]

NAT Rule:
[ Manual NAT Rule = J

Insert:

[ In Category v } \ NAT Rules Before v

Type:

[ Static v ]

Enable
Description:

| |

Interface Objects Translation PAT Pool Advanced

Original Packet Translated Packet
Original Source:* Translated Source:
[ VRB-Users v ] + [ Address v l
Original Destination: [ VRB-NAT v| +
[ Address v]
Translated Destination:
| ] + | )+
Original Source Port: Translated Source Port:
r 1 i f L]
3
HA12 Save(A ) E EH A
NAT 7 %2 &3 254
Rules
I
Filter by Device
Original Packet
. ) Source Destination Original Original

4 Direction Type Interface Interface Sources Destinations
NAT Rules Before

1 & Ste.. any any Fg VRG-Users

2 & Ste.. any any Fg VRB-Users

Auto NAT Rules

@713 7} VRG ¥ VRB AF&-Ate]l 8] FMCell 2153 AD A 270 S 57} o). System(A] 2 1) >
Integration(-s-3) > Realms(%3 9)S A & 3t o,
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Firepower Threat Defense2] 7}/ 2}-9-E] 7] & .

@714 New Realm(A @ 9)& S8t Z=& haddyrh d=o] g A 8-S d9 d= H &=
xS A L.

SA 15 VRG % VRB ARE-A}9] A M|~ 5 AojsteH &4 tJHE 270 & Ao FUTEE F2eH A 2.9
gay g Ao W8S FxeAAL.

A1 16  FMColl ISE 3 7}—System(*] 2~ &) > Integration(E ) > | dentity Sources(ID 4 2)= A &gt o},

A1 17 Identity ServicesEngine(ID A H] 2 1) S8 8tal B =5 ga gyl = o &k A4 gk ) 82
A & AHE-8l AR} Al of ol Tl gk ISE/ISE-PICE 4 3k Wi o] U85 hxshid Al L.

A8 DA 2 FH S A ThS VRG 2 VRBO| A F = AL gAbe] oA 22 Ao} at7] 93 A

2 Alo] A g Gel g,

Firepower Threat Defense 2| 717 2}-5-H 7] =

7% H A ALY
Firepower Threat Defense] 7} |6.6 Firepower Threat Defense] 7} 2H-9-H7F = & S5 o
[e)

BHE AH/4= 73 ¥ 318 : Devices(t] o] 22) > Device M anagement(t] v}-©]
2= 32]) > Routing(2H-F-B) #ll o] < ol A 7He 24-9-H] S 43 8F AL Threat
Defense Q1 E| #| o] 25 714 eh-9-Blol] e 5= AdFH T
A ¥ = Z W 3F: Firepower Threat Defense

71 298] =k Al A 6.7 Firepower Threat Defense®l| 4] g ®Holl o] 2] 7} 2}9-E & #| AT 4=

AFUTH

AlTH/4=73 ¥ 318 : Devices(t] vl o] 22) > Device M anagement(t] v} 0]
2 ¥2]) > Routing(2+-$-¥) > Manage Virtual Router (7} 2+-5-E
) #HolA.
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