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1% 1: PAT 5] 9] #2] 5 += tjulo] ~ 2] NATID

Device 1 IP address: behind PAT
Register with FMC: 192.168.45.44
NAT ID: griffontaxesi

Firepower Management Center
192.168.45.44

Device 2 IP address: behind PAT

Register with FMC: 192.168.45.44
Add Device 1: NAT ID: griffontaxes2
IP address: blank

NAT ID: griffontaxest

Add Device 2:
IP address: blank
NAT ID: griffontaxes2

Device 3 IP address: behind PAT
Register with FMC: 192.168.45.44
NAT ID: griffontaxes3

Add Device 3:
IP address: blank
NAT ID: griffontaxes3

U2 o= PATID =4 H 9] FMCS R o5 Ut} o] 49 FMC 2 t]nfo] 2o t]nfo] A~ 2 31 NAT
IDE A A 3FaL FMColl Hulo] 22 [P =4 E XG4 Al L.

1% 2: PAT 5 ©] FMC®l | 3+ NAT ID

Device 1:10.10.10.1
Register with FMC: blank
NAT ID: griffontaxesi

Firepower Management Center
IP Address: Behind PAT

Device 2:10.10.10.2
Register with FMC: blank

NAT ID: griffontaxes2 :r:"::"j: ﬁ;}ldd[;evice 110 oo
IP address: 10.10.10.
NAT ID: griffontaxest

Add Device 2:
IP address: 10.10.10.2
NAT ID: griffontaxes2

Device 3:10.10.10.3
Register with FMC: blank
NAT ID: griffontaxes3

Add Device 3:
IP address: 10.10.10.3
NAT ID: griffontaxes3
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Before you begin

o] A 2} Firepower 4100/93005-(E) A €]+ == FTD t]ulo] 2ol 2-& 1t} Firepower 4100/9300
o] 74%-, & &5 3 Firepower Threat Defense 5712] W88 FZ3H41 A Q.

utel = pel 712 4% [l


fpmc-config-guide-v67_chapter27.pdf#nameddest=unique_464

B o=

2 %
2%

e

e

tuol = 3he) 72 A |

Procedure

A1 24 TEo|A E 1) AE o] 20 03 SSHE A}E-5}o] FTD CLIo] 12 gt o] Qg s o] 2
= 7] %% 0.2 DHCP A Wlol A] IP F42 7 S U EQ D 24 Wgstels 49 ddo] &
oA FER FE FEE AL E Aol THUT

(Firepower 1000/2100) £-<5 X E 1= FXOS CLI®| 143t} SSH Al FTD CLIel 24 254

A2 AFEAF o] E admin ¥ U H S Admin1232. 2 2 1213t}

(Firepower 1000/2100) <2 3 E o A AF8-2}5 FXOS CLIO| 23t} FXOSol # & 2 19135HH
A5 WA wAIA 7 EAE YL o] ¥ &= SSHE FTD 2 21810 &= A8 Y )

Example:

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]
Hello admin. You must change your password.
Enter new password: ***kxkkk*

Confirm new password: **kkkxkkx
Your password was updated successfully.

[...1]

firepower#

Al 3 (Firepower 1000/2100) &2 E E o 4] FX0Sel 9143k 29 FTD CLIo| 12 gt}

A 4 FTDOI A& =191

tinol & e 7] A

connect ftd

Example:

firepower# connect ftd
>

379, 2 AH8AL 2ol A 2 Al SHEULA)el & 9] 8kl SSH A2 & AHE 521 4
T A gas wA sk AT FAEYY T vell= CLIAAY 23 HEYF FAH Y
Note  ojw]x] A d 4] & T3l Aoago]de #-¢A4 oW CLIAA vpiALS T 5= Qls5
Ytk 221} o] 83 E A A -8 configurenetwork (U1 E 9 = 7-4) 8 S AF&-3}o] CLIY

A el WA 4 95Ut FID W =8 skl L.

o

Z)4gk e ol do] QH e 2k
Fu.

| 2% Qtoll FAFY T o] dell =& 7S <<Qlste] ™ Enter &
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Configure IPv4 via DHCP or manually?(DHCPE 53 == -5 2.2 |Pv4E A A 3HA 215
7h?) - & Q1 Ho] 2= thAl FMC A 2=§ dlo]E] 1E #| o] =& AF-E-8Fe ™ manual (7)<
Aegych By SlE Ho] A5 A& 3 A 8S QIARFIP FA (e ] F2)2 A A& of gy
th o] IP T4+ Egi o] "ol B I H o] 2= Hed u NAT A 2]yt ¥ Qg o] ~7}
DHCP=Z A% 75 &l & $138l tlolE AH A o] 25 AA T = gz Ut dlolH e o]~
(dlo] 8 QIE]H[ o] 2) o] of 3fi= 7] & A 2 (ke 27 €] 7] & 32)7F DHCP AW el A] =21k 7]
EARE Y & 5 7] gy

Enter the | Pv4 default gateway for the management interface(¥+2] 21 €] o] 2~ tff 3k | Pv4 7] 1
Aol Eglo] 18l)- #e] g #H| o] 2 th Al FMC N A 20l o] E] 1E] #| o] A5 AL-&3le ™ o]
E9Jo] & dlolH I F o] ~(dlo]E AE T o] ~)= AA ) o] AL #Ae] EY S WE
Q1S F3l A E FMC A2~ ol H QIEH o] 2~ & &8l 2992 = AdF YT FMC 9
Al Z~of] T JTE o] 25 ALg-8te | ] /1 YIEY A A Al Eg o] IP FA4 5 A A 3ok
=3

If your networking information has changed, you will need to reconnect(W| E$ 7] 17} A4 ¥
A5t s oF FUth —SSHE 3l AAH o] YA H = M P FAaE WET T
T Aol BHUTE AP 4 R HEH S E AFEste] Al AT 2& A= FEs
n| X A] eFEFH T

Managethe devicelocally?(t] vlo]| A~ 2 274 2 #+2] 34 215U 7F2)—FMC2(2) AH8-3F4 W no
= J=E @Yt} o & 93 3HA Firepower Device ManagersS t 21 AF-&-31A] Ut}
Configurefirewall mode?( 3} 8 =5 A G3IA A5 U7E)—27] Ao A WalH REE A
Aol Aol EHUTEH 271 A Fof Wsd R =g W shH A8 Fl A o] A FH Yt
o] 18 o] 2 FMC 4 A 2= 2b-9-8 Whshe] o A uk x| 5},

Example:

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[..

-]

Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must change the password for 'admin' to continue.

Enter new password: **kkkxkkx

Confirm new password: ****xkxxx%

You must configure the network to continue.

You must configure at least one of IPv4 or IPvé6.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) I[n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15

utol = #e) 712 e [l
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Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192

Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1
Enter a fully qualified hostname for this system [firepower]: ftd-1l.cisco.com

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220]:
Enter a comma-separated list of search domains or 'none' []:

If your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no
Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode

Update policy deployment information
- add device configuration
- add network discovery
- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key ]'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

o] FTDE #&] & FMCS(E) AE gyt
configure manager add {hostname | IPv4_address | IPv6_address| DONTRESOLVE} reg_key [nat_id]
* {hostname | IPv4_address | IPv6_address | DONTRESOLVE}—FMCQ FQDN &= [p %22 |4
gtk FMCe] 422 A4 A48 % 9 3% DONTRESOLVES AH&-3H31 nat id= 4 4 3
Yt} skt o] 4] tiufo] A(FMC B+ FTD)ol &= 7 tinbo] 2 7+ kel SSL 23 54 A4

& 0457 A% A7 /5 1P 27k 9lelok Gtk o] 3ol 4 DONTRESOLVES 73
SHE 49 FTDO) A4 T 4 Qi 1P 34 Bt B2E o] Fo] glofof Fiut.

reg_key — FTD ‘55 A FMColl A/ A& A 3] & 55 715 A A FHH. o] 55 7]+ 3745 =3
A = S HUth R AHA~Z, a~z, 0~9)9 ol E(-)= AHE R dF U T

nat_id— 3&0] A4S = U= 1P T4 T E o] E& A AEA &S HAS-FIDE 5
w FMColl A4 & a1-7-3F A 38 24 —d% A%t 14 th. FMCE DONTRESOLVE & 4 A 3=
G- WrEA] F 8 F Tt NAT IDE 3745 298 = glF U th G AHA~Z, a~z, 0~9)9} 31o] &
S A E U o] IDE FMCOl| 558k the Hubol Lol AR E o= glsyth

Note Zhelol tlo] g QQE H o] A5 ALE3l= FF 55 93] FTD 2 FMC X5l 4 NAT
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Example:

> configure manager add MC.example.com 123456
Manager successfully configured.

5 719 LS NATIDE 9 E3lal 2 E o] & g1l

FMCo©](7}) NAT t]ulo] 2 H o gl&= 749 52
B vhgst 2,

DONTRESOLVEZS A g gt} o =

Example:

> configure manager add DONTRESOLVE regk3y78 natid90
Manager successfully configured.

FTD7} NAT tjslo] = o)l 9 A9-FMCIP 4 = S AE 0|23} 317 I{3 NATIDE ¢
sttt o 2 59 o3 g5y

Example:

> configure manager add 10.70.45.5 regk3y78 natid56
Manager successfully configured.

(Optional) FMC Al =5 9] 3k tl o] B 1B} |0l 25 AA STt
configure networ k management-data-inter face
2 dlolE Qg so] 2ol vk 7] I E A A& A skels A A7 EAE U T
Note o] W& Al8 w2 ¥ EE AEaof Stk @2 QlE| o) 20 SSHE AHE-8he
G- AAe] B ZE L E A A oF & = A5 U T SSH ARS- Tl th gk A4l 7
&2 o & FxetA Q.
o] W Abgol thet A B & TS AEFAA S
76]

- g2l vlolE] <lEj o) g A § 3}

= 73 el ¥ QI ¥ o] 2ol 4| DHCPE A2 < 8
FUTH 7] A4 T IP T4 5 522 A4 &2 49 A= configure network {ipv4 |
ipv6} manual ¥ & AHE-sko] AA T = sy th ] AE H o] & Al o] E S o] & o}
data-interfaces® A 4 s}A] ¢824 5-, o] W H o] o] Al HA Y
« tlo] Bl QIE #| o] 2ol A ©] FMC WA 2ol = vk} -2 Al gho] l5U Tt
« 3lte] Hloly QlE #| o] e A RFFMC KA =& S 3het = iUt

of QlEjF o) 2 el W E S gyt
C219E QB o] 22 ALg ek Bh-E g ek mE A gyt

A 5 Ut o] Aol = we IEH o] A5 ARg-al o it
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« PPPoE:= A 91 ¥ x| ¢4t} ISPY] PPPoE7} Q. 3F 79 FTDS} WAN 2.9 7}o]] PPPoES
A sk 25 & A A &l oF It

« A E H| o] 223= 29 VRF RF 9lofof gt
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* SSH o] E S1E] o] 2o tal] 7|24 o & &g st of QlA] o B = 5o FMCE A}

43l SSHE &4 s}al oF ). #E] Qe H o] 2 Aol E o] 7} "ol ¥ QIE o] ~2 W
ﬁE] B 2 configurenetwork static-routes ¥ 8 2 AF-&-3ho] 2] o1E] o] 2ol th3h a4 7
F7hebA ek @ 94 U ES Ao A e Qe do] 22 SSH 1A% & gl th

« FMCOl FTDE 71351 FMCE Sl E|H[o] 2 o] 5 HIP 24, Al Eglo]of v gt 114 7 2, DNS
Hﬂi 4 DDNS A ¥ & 2 3Hgt QIE] o] &~ 3] g o] A& 3 Akl {4 #2] 3 T} DNS A
B A Aol B3 ZHA FE &2 o} & F 23 A Q. FMCOll A UEoll FMC 9 A 2 Q1 E] 5 o] &~
T4 WA T 5 UAANL FTD = FMC7F #e] QA& Al g4 et & 4 A= A4S

3] ekolok gt #he] A A o] FHE ™ FTDoY| o] A %8 &3} configure policy
rollback ™8 & o] Z gt}

DDNS A B Q d]o] E URLS A A sl 7 -$-FTD7F HTTPS 922 ¢ 3] DDNS A 8] Q154 & 7
3 QX Cisco Trusted Root CA HE o 4] & 8 CAdl I ASA & A5 o =2 F715
Ut} FTD DynDNS 2 API A} (https://help.dyn.com/remote-access-api/) = AF-&3H= E&
DDNS A H| & A € gt}

o] & & dlolE] AEH o]~ DNSAHE AT A ~aHEZ A3} A L configure
network dnsservers ¥ & & Al-8-35}o] A A 3k 2] DNS A ¥ = 8] E o AgF Yt} do]
E] DNS A/ H = DDNS(A A # 74 -9) = o] Qg Hjo] 2o 4§ Kt g Ao A& T

FMCol 4] o FTDo] &dahi= 9% 44 4 Aol A vlo] 8 S1E 5 o] = DNS A7 245y
T FMCOl FTDE 7hal 22 44 o] 45 51 DNS A7k % 44 4 Aol F71%)7) ¢
SU 1o o) DNS 7S E ek FTDe) Z90E 44 422 et sy 740l
27 44 E Yol FMCe FIDE 5715heh 2l o] 443} Qx| eh % DNS E9F 44
2 A4 0m Agate Ao T4tk

E3 24 DNS A H = 27] 554 DNS A 7F A A € 7 - vt FMCel| o] &ff F-#h Yyt d &
Eol ¥ A H o) A5 AFE-8ho] Hulol A5 553 b 1ol configure network
management -data-interface W & S AF-8-31o] dHlolE] IH H o]~ & A3t 45 FTD 74 %
A& == DNS AW E E3Hste] FMColA o] 8k & A& FF5 o= A4 s of

FTDE FMCol 5% & F #2] SlE)oo] =5 9] Q1B o]~ = th2 vl e} Qg so]
WA & Aok

217 vl Aol A 417 8 FQDN©] o] 918 o] 0] AL&-35 o).

o) QA2 A Hlukol 2 TH L AL F AT BT ALbel Qo] Mk o] FHEL AHET
A 7] A G B E of S AT BE Aol FHvith

BN =2

i
T A

to] g #a]E v &4 318} A configure networ k management-data-inter face disable ™ % & ¢

2 g e,

Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcp]:

DDNS server update URL [none]:
https://jcrichton:pa$$wlOrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>

W ool wel A2 A
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fmcel ool = 271 ]

Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow FMC access from any network, if you wish to change
the FMC access network
use the 'client' option in the command 'configure network management-data-interface'

Setting IPv4 network configuration.
Network settings changed.

>

Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow FMC access from any network, if you wish to change
the FMC access network

use the 'client' option in the command 'configure network management-data-interface'

Setting IPv4 network configuration.
Network settings changed.

>

(Optional) 57 U E ¢ 2] FMCell th &k dl o] ¥ Q1B #| o] 2= AA =S ATt
configure networ k management-data-interface client ip_address netmask

7| A o e BREVEYATFEE U

What to do next
FAE FMColl 553tk
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* 7000 2 8000 SeriesL7}-&4 - o] Ax}5 AF&3)] ZF t]H}o] ~E Firepower Management Center©l]
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FMCel tjufo] =

Add Device

Host:+
| 10.89.5.20 \

Display Name:
‘ FTD1 ‘

Registration Key:*
Ik |

Group:

‘ None

Access Control Policy:*

‘ inside-outside

Smart Licensing
Malware
Threat

URL Filtering
Advanced
Unique NAT ID:+

‘.

Transfer Packets

Egsd Qg

1 H

F7hak tjupo] 2] p

tue] 28] FAE o) B

FLEEITAEONES T

SA=2
2 FQDN(Fully Qualified Domain Name) %=+ &3 [P 4] 7 DNSZ
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ping system ip_address

ngol A st o—rshOW network ™8 & & AH&-S VIE I A S gl Huteo] 2~ 1P 5
= WA dlof 3l 7 -9- configure network {ipv4|ipv6} manual Y &S A& T},

* 5% 7], NATID % FMC IP 54 - 7 ] vho] 201 4] 5 & 5.5 7] % NAT ID7F AH-] 31 913
2] g1k o} configure manager add ™ &S A}-8-3) Tiulo] 2o A 52 7] @ NAT IDE A A
& Adsdn

ZpA S A 3l A 7 1= https://cisco.com/go/fme-reg-errors 333 Al 2.
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Management /E]

Host: 192.168.0.147

Status: (/]

we) v g4 8k I Pstebe vAA 7 EAFE O Yes(el)E 23U
Disable Management

Managing this device will not be
possible if it's Management IP is
disabled. Do you want to proceed? You
can enable it later.

() N

] & v] g4 8}51A Firepower Management Center2} T] HFo] 2~ 7F 9174 o] 2} eh=| X 4k Firepower
Management Centerol] 4| T]H}o] 227} AbA)| =] X] &= ¢k 5 Ut}

SA 5 FA(/)2 ZEet] Hot(B2E) IP F4 B 32E o] 88 FA4F )
Management »
Host: 192.168.0.147

Status:
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Q1E} o] o] 2= mho] mw e o] A & Al A .

a) Devices(t]H}o] 2) > Device Management(t] HFo] 2~ #+a]) 5| o] X] of| 4| t]u}o] 2ol thaf =3 ( /)
= 298y

b) Device(t]H}o] 2) > Management(32]) 4141 ©. & o] % 3}o] FMC Access I nterface(FMC ¢ Al 2
e o] 2) B 28 Tk
FMC AccessInterface(FMC Al = QIE o] =) Aol = & A e e | o] 27 ZAE Y.
2 3.2 225 Managedevice by(t] Hho] 2~ #8] 7]5) =8 the Z2| A A S1E| # o] 2~ -3
°] Data I nterface(d] o] ] ¢1E]d| o] )& A &g},

FMC Access Interface (-]

This is an advanced setting and need to be configured only if needed.
Review documentation guide for more details.

Manage device by

Data Interface v |

¢) Save(AhE ==Y}
o] A dlo]E] QIE]H o] 20| A FMC YA =& A ststeH o] Aafe] Y x| A& g as)of g
Yt} Devices(tlulo] 2~) gl o] 2| o] @ £ AFchol] ] AE F o] ~E wlo] 1y o] Astal 9 &S
YER = =3 vy 7 A E Y Tk

Q Deploy I+ @ adminv

| In Process: Migration to Data Interface. View details... |

View Details(#4] 5+ AFe B.7])S £ 3} Devices(t] vFo] 22) > Device Management(t] vlo] =~ ¥
2]) > Device(t] v}-o] 22) > Management (3 2]) > FM C Access Details(FMC ) Al 2~ Al - A& o] &}
227 -t FMC 9 A 2 R =0 = In Process(3 8] %) wlo] 2#| o] o] EAE U Th

Configuration

Version 7.1.0 7.1.0 (Build 1760)
Configuration Cleared Mo

FMC Access Mode Data Interface (Deploy pending) Management Interface
Connectivity Status Connected Connected
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7]) > FMC Access Details(FMC @ 4] 2~ t] €] 2!) > Connection Status($1 2 AFel]) o] x| o] A 2] 4
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. FMC Access - Configuration Details ? X

FMC Access configuration on device is different from FMC. Review the differences and deploy the changes.

Configuration CLI Output

sftunnel-status-brief command output from FTD [ Refresh ]

> gftunnel-status-brief

7:17:13 2020 UTC

t o] Efol] A a] 2 FMC 4 A 2~ Sl | o] 2~ ¥ 7

A8 7he) UE o] 2 i H|o] B Q1E} o] ol A FTDE he) & 4 Qe vnjo] 2 FMCol
F7he F FMC 941 2 QB o] 22 WA shel W o e Aol whet ol 8 Q1) o] 20 4] 2] Q)
B o] 25 no] e o] A gL ek, thE ko 2 who] Lao] datel W whelol A Hlol B % FMC 4]
2 Qe 0] 2= W7, 22 W o] A o] U] & R4 L.

tlol e el A ¥Fe] &= FMC oAl 2 who] Z1e| o] /4 & A 26k FMC7L 75 A] FTDO 2he-S 483y
th 2peS A A sk | dlo] ] Q1E] H| o] 2ol A FMC Al =& 1] &4 5}5) oF gh ).
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a) Devices(t] H}o] 22) > Device Management(t] Bl o] 2= #Ha]) 7 o] Z] o] A t]H}o] 2ol ti3] =4 (4
= Y

b) Device(t]H}o] 22) > Management(ZH2]) A4 0.2 o] 53} FMC Access I nterface(FMC 9 4| 2~
AE ol ~) HAE E3Y
FMC Access Interface(FMC 4 A2~ Q1E] | o] ) L =0 = & 2] 3
% 3= £ 3 v Manage deviceby(t] vlo] =~ #He] 7]5) =5tk
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FMC Access Interface @

This is an advanced setting and need to be configured only if needed.
Review documentation guide for more details.

Manage device by

Management Interface v

¢) Save(AhHE ==Y}

ol 7] o] Aa}o) 1wl %] BAZ ot 3}0:] e Qe o] o] A FMC A =&
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Q Deploy ® &+ © adminv

FMC Access via Data Interface (Deploy pending). View details..

View Details(Al 5 A& B.7])Z £ 314 Devices(t] vl 0] 22) > Device Management(t] H}o] 2~ 3%
2]) > Device(t] v}-o] 22) > Management (3 2]) > FM C Access Details(FMC 9 Al 2~ Al 5 A& o] &}
A2 7 A HU T FMC A2~ =0 = In Process(A 8] ) vlho] 18| o] A o] E A Ut}

w 1. Device Summary

Configuration

Version 6.7.0 6.7.0 (Build 1974)
Configuration Cleared No

FMC Access Mode Data Interface (Deploy pending) Management Interface
Connectivity Status Connected Connected

A 2 Devices(t] HFo] 22) > Device M anagement(T] vl o] 2~ #+2]) > I nterfaces($1 B #| ©] 2~) > Edit Physical
Interface(= 2] 4 1| #l o] 2 H ) > FMC Access(FMC 9 4| =) 5| o] x| o] A] d] o] E] Q1 E] & o] 2= 0] T
gFFMC A 25 H| & sh Y o
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AP T4

configure network {ipv4 |ipv6} manual ip_address netmask gateway ip

DHCP:

configure network {ipv4 | ipv6} dhcp
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FMC Access - Configuration Details 7%

FMC Access configuration on device have been updated outside of FMC. Review the differences and update FMC values accordingly.

CLIOutput ~ Connection Status
Last updated: 2020-06-23 at 23:36:16 UTC [ Refresh |

Method Name
DDNS - Update Methods

Method Type

Web URL

Web Update Type
w 4. GigabitEthernet1/1

Interface Configuration

FMC Access Enabled Disabled Enabled

FMC Access - Allowed Networks any

Interface Name outside

IPv4/IPv6 Address 10.89.5.29 255.255.255.192
Static Route Configuration

IPv4 Gateway 10.89.5.1

IPv6 Gateway

| Legend: Above configurations will be  added,  modified or  disassociated from FMC Access interface on next deploy to FTD. |

| Acknowledge H Close |

U2 o= FMCol A Q1B #l o] 25 A7 §-9] o] H| o] A& BolmUtt /I Flo] 2 A o] A A8}
3 EE A 22 EAFAAE QT
FMC Access - Configuration Details 7%

FMC Access configuration on device have been updated outside of FMC. Review the differences and update FMC values accordingly.

CLIOutput ~ Connection Status
Last updated: 2020-06-23 at 23:36:16 UTC [ Refresh |

Method Name
DDNS - Update Methods

Method Type

Web URL

Web Update Type
w 4. GigabitEthernet1/1

Interface Configuration

FMC Access Enabled Enabled Enabled

FMC Access - Allowed Networks any any

Interface Name outside outside

IPv4/IPv6 Address 10.89.5.29 255.255.255.192 10.89.5.29 255.255.255.192
Static Route Configuration

IPv4 Gateway 10.89.5.1

IPv6 Gateway

Legend: Above configurations will be  added,  modified or  disassociated from FMC Access interface on next deploy to FTD. |

Acknowledge H Close |
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FMC Access - Configuration Details ? X

FMC Access configuration on device have been updated outside of FMC. Review the differences and update FMC values accordingly.

Configuration li":m Cennection Status

Show command output of FMC Access associated configuration from FTD

oW runnin
outsid

Acknowledge Close

o] A2 A E ST v o= de] o] o8] B "orl"IE Al o] 25 AFEEEAL Yl e B
oYt
FMC Access - Configuration Details ? X
FMC Access configuration on device have been updated outside of FMC. Review the differences and update FMC values accordingly.
Configuration CLI Output
sftunnel-status-brief command output from FTD [ Refresh ]

from PM

Acknowledge Close
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. FMC Access - Configuration Details 7 %

FMC Access configuration on device is different from FMC. Review the differences and deploy the changes.

sftunnel-status-brief command output from FTD [ Refresh |

> sftunnel-st

PEER: 10

> sftunnel-status-brief

PEER:10.10.17.202

Registration: Completed.

Connection to peer '10.10.17.202' Attempted at Mon Jun 15 09:21:57 2020 UTC

Last disconnect time : Mon Jun 15 09:19:09 2020 UTC

Last disconnect reason : Both control and event channel connections with peer went down

sof A L SENE ARt EAHE AE 9 Aol Ul F b AE TS AR L

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to '10.10.17.202"'

via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to '10.10.17.202' via
'10.10.17.222"

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC

Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC
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(Firepower 4100/9300%F &l ) o] I E 7 -8 Q1E] 5] o] 2~ A&
configure networ k management-inter face enable management1

configure networ k management-inter face disable-management-channel management1
o A

> configure network management-interface enable managementl
Configuration updated successfully

> configure network management-interface disable-management-channel managementl
Configuration updated successfully

>

Firepower Management Center | M1 E A& Qg o] ~= #E] Y EYY S 58T Fglomz
Hio] 2 oWl E QIE] o] o) A ] Ad S v &/ stafl of T
configure networ k management-inter face disable-events-channel ™4 & S A}-8-3}o] 32| <1 €] | o] 2 9]
oJHIEE HE A o2 H| & s}st = F Ut 7 4§ EFoll A tfulo] 2= o] E -8 Q1E| 7 o]
22 oJMEE dEste] L Al eatH s lE Flo] 27t vk HH oM E A d S v &g shek= 45
o = ] QI H o] 2o A o] HE S AEF T
IEj o] 2ol A oWl E B whe] A d S v g sk 5= gls Ut
] QI o] 2~ H/HE = oW E QIH Hlo] 2o Y EL A A& 7T
management_interface Q155 #| 4 3t=] ¥ 0 7|2 ] Qe o] 2o dig v EL 2 A S AP s
H Ut} o]l E e o] A E 4 & w management_interface 915 X Al of gt} oWl E
Ho] 2~ #e] JH Aol A} HE HESL T JAY s UEY T A& F AF
d T g Ho] 2o AAE o Qo™ AAo] FoJHUTE A IP T4l ThA] AA b
a) IPv4 T2 T-4:
«TE T
configure network ipv4 manual ip_address netmask gateway_ip [management_interface]
o] W& o] gateway ip: TlHlo] A9 7B AR E wte = g AFR-HU T o] HE A& 2E ¥
o|~E AA st - W H e Y2 gateway ipE Y HalloF it ey o] RS ARS
AL7F A1 78 gk gholl thgh 7] A =ik A A st oWl E Qe o] 2o thel o] 18 AR
A2 H Ut #e] g H o] 29 T2 W EL F A oJHIE & QAEH o] 1~ 5 AL
Sk 7§ de] Qe o] 9} A AFE-E gateway ipE A 4 3 U2 configure network
static-routes ™ & = AF-&-ste] o[ HIE A& Sy Ho] 2o sl Mo 1A A2E A st
Aol EH5UTh

o :

o

> configure network ipv4 manual 10.10.10.45 255.255.255.0 10.10.10.1 managementl
Setting IPv4 network configuration.
Network settings changed.

>

utol = #e) 712 e [l
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* DHCP(7]+% ¥2] Qg o o] 2ol A Rt 2] 2 ):
configure network ipv4 dhcp

b) IPv6 T2 T-4:
« FE B AE A
configure network ipv6 router [management_interface]

o:
> configure network ipv6é router managementO
Setting IPv6 network configuration.

Network settings changed.

>

7 TA:

configure network ipv6 manual ip6_addressip6_prefix_length [ip6_gateway ip]
[management_interface]

o] T 9] ipv6_gateway_ipi= Tnfo] 9] 7] A2 5 W= gl AFEH YT o[ HIE 8 <
Hoo] ~& A3 A5 W] 952 ipv6_gateway ips ¢ Hallof ) 12} o] g
5 AR AFTE A A g ghol| b gl 71 A =Rk A g st oWl E QIE] | o] 2~of tiEl] ‘M o] a1
4 A2 AekA St B Qe H o] 29} the v ES) A6 4] o] HlE A& E # o]
25 AFESHE 739 ] 1 E #| o] =9} 31 AL ipve_gateway_ipE A A gk Th5- configure
network static-routes ™ ¥ S A}-8-3Fo] o] Hl E W& SlEFH o] xof 3] Mo 1A ARE
g sk Aol EHU

o :

> configure network ipv6 manual 2001:0DB8:BA98::3210 64 managementl

Setting IPv6 network configuration.

Network settings changed.

>

- DHCPv6(7] 2 2] Q&) 5| 0] 20 A] 7 %] 1)

configure network ipv6 dhcp

IPv62] 7 9- ICMPv6 Echo Reply ¥ Destination Unreachable ™| A| X & &7 8}5} A v] &4 s}y o
ol # & mAI A= 7] A o= &g sk Yt

configure network ipv6 destination-unreachable {enable| disable}

configure network ipv6 echo-reply {enable| disable}

FAARJD M= AR FAS R B35 87| #l8) o] ¢ 3 A7l S v EA s = Utk ol A &
o 92 g vl g shshel Bl A E B4 0 2 cinfo] 2 2] Q1€ o] 220l IPv6 ping$ AHEF 5§14

o},

W civiels e v A
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NIEREENEESERIEE RPN |

< A

> configure network ipvé6 destination-unreachable disable
> configure network ipv6 echo-reply disable

(FTD %18 7] #+2] Q1E]sf|o] 2~ 2] DHCP A/ W7} A AH S2Eof IP T4 5 A2 5 A 2793}
k.

configure network ipv4 dhcp-server-enable start_ip_address end_ip_address

o A

> configure network ipv4 dhcp-server-enable 10.10.10.200 10.10.10.254
DHCP Server Enabled

HE] I H ) AP F4E 522 A4 vk DHCP A& 7488+ dFU T
Firepower Threat Defense Virtual ol 4] #] < = %] 2k<5 1T} DHCP A ¥ &) & A5 ™ show
networ k-dhcp-server: = 9 8 gy},

L
IS
-
o
ot
rlo

> show network-dhcp-server
DHCP Server Enabled
10.10.10.200-10.10.10.254

Firepower Management Center”} 12 W E 9] Foll Q= 45 oM E A& Qe H o] 2o AH 25
F7 U 23 oW BE EgfTo] ] QI o] 2 E Fal 7] A 2ok A sHA

configurenetwork static-routes {ipv4|ipv6} add management_interfacedestination_ip netmask_or_prefix
gateway _ip

]

718 7 20 73 §- o] W # S AL-8-3FX] vk Al S configure network ipv4 i ipv6 & S AF-E-E o
B A2 ANE ] IP FAE WA F AFHTEHA ).
ﬂ% of thak )-8 tjutol QL] T o] 9] WES H 2} E, 5 5o]x] MH L Fx314 A

_1__.

o A

[>
rH
_E

> configure network static-routes ipv4 add managementl 192.168.6.0 255.255.255.0 10.10.10.1
Configuration updated successfully

> configure network static-routes ipv6 add managementl 2001:0DB8:AA89::5110 64
2001:0DB8:BA98: :3211
Configuration updated successfully

A A2 E F A5 W show network-static-routess 9 2 U TH(7] 2 2= A S A &2).

> show network-static-routes

——————————————— [ IPv4 Static Routes J-—--—--—--—--—-
Interface : managementl

Destination : 192.168.6.0

utol = #e) 712 e [l
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Gateway £ 10.10.10.1
Netmask : 255.255.255.0

TAEYY AA
configure network hosthame name

o A

> configure network hostname farscapel.cisco.com

Newl 22 AN e ok A E2EdS ek 2
A4 =Ql A7
configure network dns searchdomains domain_list

o All:

> configure network dns searchdomains example.com,cisco.com

clutol 2ol thak A4 w1 g A ER RS Aok o] o9l W (el ping system)el
2] FQDN(Fully Qualified Domain Name)g A QA Fe G- T 1E ool Frhg Yt =HQle
e g A o] ol A AbGEH AY whe I H| o] 25 F 3ok W R ol v A A Ut
AERE TSk H o 3714 DNS A H & A4 gt

configure network dns serversdns ip_list

o All:
> configure network dns servers 10.10.6.5,10.20.89.2,10.80.54.3
FMCSHe] B412 918 97 #he] 22 44 gvch

configure networ k management-interface tcpport number

o A

i

> configure network management-interface tcpport 8555

FMC % Wiy A = tlufe] 2 7|4 0 2 ¥ E 830590 A= Fa) SSL-oF 55 51 S ALg3te] &

Al gy,
2l Cisco®ll 1L Jzﬂ‘ Jrl E o o &

N

(FTD A-&) #g] =& oMl E QIE H o] 2 MTUE A A Ut MTUE 7] -2 2 & 15001F0] E QL]
=

configure networ k mtu [bytes] [interface id]

W ool wel A2 A
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7l 14

MIERECERPEEREE RPN |

* bytes- MTUE H}o| E ©9) 2 A3 oh #he] QI #| o] 2~ 9] B9 IPvaE & stat= 49 %
4 HHL 64~1500°]J‘IPV6-— 243 3} 8= 7§ 7S 1280 ~ 15009 U T}, o] Wl E 91 €] | o] 2~ 9]
T IPv4E &4 steh= 749 kel M9 64~ 9oooou IPv6E /3 3}st+= 749 ah-2 1280 ~
9000‘?&143}. IPv4 % IPv6E BF S 8hehe 49 H A2 12809 U th vlo| EE Y H8hA] &F
oW 7S sl TEZ eV FA1g YT

s interface id— MTUZE A & QI A o]~ IDE A H F Ut} I Fo w2t A& 7153k 215 7|
o] 2~ ID(°|: management0, managementl, brl, eth0)E X ™ show network ™ & S AF-&& 1t}
SlE| Ho] 25 XA e} ko ] Sl o] 27} AFEH Ut

o) A

> configure network mtu 8192 managementl

MTU set successfully to 1500 from 8192 for managementl
Refreshing Network Config...
NetworkSettings::refreshNetworkConfig MTU value at start 8192

Interface managementl speed is set to '10000baseT/Full’
NetworkSettings::refreshNetworkConfig MTU value at end 8192
>

HTTP Z =X 2 74 3t} t]ulo] 2= TCP/443(HTTPS) & TCP/8O(HTTP) EE o A 214 ¢lE Y4
AZAYES FAFHYT HTTP ol Al 2EE S8l 15T & v ZF5A AAHE AMES 5 5 Y
th B S AYStH HTTP Z5A| 49 X E ST EA] Qo] Qg of Flo] gt ZF2EVL 7

AEER ERENETTE R SR PERNER ENIEEER S AR BT

W SEIE} EAHUL,

a3 Cisco Firepower Threat Defense®] . 5A| H|WH 5 9] 9 A-Z, a-z X 0-9 - A TF AF8-8F =
AFHT

configure network http-proxy

o A

> configure network http-proxy

Manual proxy configuration

Enter HTTP Proxy address: 10.100.10.10
Enter HTTP Proxy Port: 80

Use Proxy Authentication? (y/n) [n]: ¥
Enter Proxy Username: proxyuser

Enter Proxy Password: proxypassword
Confirm Proxy Password: proxypassword

tnpol 2 ke IP 4
ol FMCE A 8¢ W
A ).

* IPaddress(IP 5=22) - 2k o] glsyvh. 942 7hs @ IP 528 ARE-8Fe] FMCE A8 7 7
w5 e o] As o vhAl AP YT A RS F718} JE = X sk H FMCel EN
= Yuke] AP Tk WA Sk Flo] FHYTE FMCOllA S 2E o5 E= P T4 il =
21 sol A o] &5 FEsHHA L. o] 2] AdS v wEA A sk o Ewol 2 5 3
Syt Fa A2 F Y= FMCIP T4 43 A5 FMColl A 2 E O]%L%Ip%i?g

A& FEow

dlo]E | 21 H| oA &(F) AH&-3te] & 2 oA A s oF v

7J 3= 74 - configure manager add ™ & & AF-&-3l¢] 27| tjulo] 2~ d 7
]W}E‘r MC A2l g th5 2F & #2384 A1 (A FMC 21, 56 ) ©

EE ru1m
o ¢

—

—\o
RuApt:)

utol = #e) 712 e [l



kel = whe] 713 A |
B cuoix el A8 5= FD ElolE QA so) = 44

* NAT IDR} - =5 0.2 145 A4 T Th NAT IDVF AHE-8F FMCE A8 7 45 145 A
EOEXH*””‘?w%HWOVé FMCOM S 2E o] 5 B IP 4 Y H|o] £, 21 ¥ o] 4]

o
°
o g} FMCo A tlrfol 2~ A8 IP F42E W)

CLIol Al #g]ol] AFR %= FID t]o| ] ¢lE H o] ~ A

FTD2} FMC 7He] #e] A2 o] Tk AEjol A 7] Q1 #|o] =5 thA| & A Hlo]E g #H|o] =&
A7 8te] = 74§ FTID CLIE AH&-sho] Af /I | o] 25 At o] Aol M= LT UER A
oA 71E 1Y Ho] =& A QlE Flo] 2= wA|ste ghobar 7 vt e A o] &4 AEjold
FMCE AF&-3to] 7] Hlol Bl Q1B #H| o] =& W7 s of Ft}. dlo] ¥ whe] IE #|o] 29 27] 47
of th3l- = FTD %7] A4 k5, 9 5 o] %] o] A configure network management-data-interface 4 &
& FEAAA L

%

e
&
o
ot

2 A8 el A o] =7} of e} el g o2 A3t dlolE] I Ho] 20 HEFH Yt
ﬁﬂﬂéfﬂ LLE_TJEMW S WA H CLION A tnko] 2 e JIE Ho] 2~ 527, 31 #H| o] %]

FTD CLIol th3F 2pA| gk W8S FTD M3 322 2314 A 2.

A Z}7] Aol

- configureuser add ™8 % & AF&-3FH CLIY 21213 4= )&= AHE A Al & A4 e 4= AFYTh
CLIGN A W5 A-8-2F F=7he] W8-S 2314 A1 2. SSHell Tl 8 9] 4 Q15 Aol uhe} AAA A}

$AE THE S E Uk

ZEZAA

S HolE e AEH o] A5 A QlE o] 22 WA s A9 AA| AE H o)A Aol &S A QlE H o]
A7 o] &3}
A2 ywHpol s CLIO] A Yt

ol BH L AT wl= & LES AMESor dY T 27 A S e B el AEd o]
ol Aol Fojd = dFUT el Aol FHH o FAES FAskE F A& e e o
T

2o T e SSH 94l 2 713be] 9= A% o SSH AR L AH82 5 Ao

1220 21919) 8-S FESUA L

O

FTDU|HFo] 2~ ]FTD W & & <1 H 7

HE A AREA o] F H HE s R 291

A4 FMC A2 QIE o] =9] o] 55 A5 A 2.
configure networ k management-data-interface

EEER EEREE NP R URER CEEREE EE L Sl

o
)
w

rr

H| A A 7F FEAE Y T

)
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http://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
fpmc-config-guide-v67_chapter5.pdf#nameddest=unique_220

| cvtols w2l 712 A

CLIol 4] 7] ol AFe-5] = FID ol ] a1ejsiol = 54 [}

dlole] ] Qe o] 8 BAT Y=Y A) o] 2 WA T = Qe o] IDE A9
shat ol QlE|so) 2ok B @ 1AL AL T E R, 4 G37] Aol BE Tubo] 2 TS A5
AAZEIA? (yin) [n]: 20 el y& A gLieh o] 42 Ak o)A dloll e Qe so]
22 ool A YA A QB o] o) A 1P Fk B B o] 2 o] B2 Y FH O AAET 5 9

4.

> configure network management-data-interface

Data interface to use for management: ethernetl/4

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]l: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) [n]: y

Configuration done with option to allow FMC access from any network, if you wish to change
the FMC access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

(8 Aeh 54 U ES Aol A FMCell tigh tlo]§ QIE # o] 2~ A ~& Al gk Tt}

configure networ k management-data-interface client ip_address netmask

V|EHo R BEYES AV} P YT

AAL AHE o R A YH AW EMCOl A AA S 1 B Sk} ohA] B siet AZS o wE
QA o E2o] YT EMCOllA T 2E o] 8 = IP F4 YHoE | 21 Ho] A ¢ &<
ZEAA 2

e Aol ALAE A=A FAF YT

ol

sftunnel-status-brief

S0 AW W HENE ARt EAHE 4F T Adel TP vhe AE FH S FEIHUA L

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to '10.10.17.202"'

via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to '10.10.17.202"' via
'10.10.17.222"

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC

Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC

FMCol| 4] Devices(t] v}©] ) > Device Management(t] v} o] 2~ #2]) > Device(t] B} 0] ) >

Management(#2]) > FM C Access Details(FMC A~ Al 5 A B) & A 86} 31 Refresh(A] 2 113) &
S ianie s
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tute] 2= 3] 712 A1 |

FMCE QB Ho]~ 2 7|8 A2 1A WAL x]—shm)oﬂ ﬂ%f‘z T
A 2R volH QY #o] = HA & 8}

P o tte] 2
3T F Al &
t}. Configuration(-4) ¥4l A FMCS’Jr D {te] BUAE & *”i AEYT

7(4 °H o]: B‘LL/]

Devices(t] B} ©] 22) > Device M anagement(T] BFo] 2~ 32]) > Interfaces(2 E] # 0] )& A &5} a1 TS

= WA Y

a) o]x tlolE] #e] QI #H| o] 2o A IP F 49 o] 55 A A Sk o] QIE #H o] 2o 3] FMC 4 Al 2=
£ vl sk o

b) ol QI #H o] 2~(CLIC A AH&-3F QI Ho] )] A o= A do|y ] QI H o]~ 5 A5}
3 FMC H A ~5 &7 sk o).

Devices(t] v} 2] 22) > Device Management(t] v}o] 2~ 32]) > Routing(2H-5-8) > Static Route(2L 7 73

2)E destal 7] doly #he] QIE o] oA A AR R 7] A2E WA

FMC Access DetailS(FMC Al 2~ Al - 4 1) o 3} A2 =0} 714 Acknowledge(Ee1)E 22814

= E5S AARY

thgol 53 W FMC 7432 FTD O] W | & A4S dolHUth Al 7538171 doll FMColl A =

AE TE5o8 FAshE A2 AFEAE e A/l

"Config was cleared(7-/3 ©] A 9] A 55 TH" % "FMC Access changed and acknowledged(FMC <} 4| 2~ 7}

WA H o SAE AFH e eh= H A A 7F FAH U

S UEYD AL S F
9% FTDS] 74 & vhA who.
09 55 FMC A - 14 & g st
5 AHEE 4 At ol o

Niin= 75‘% T&El ﬂé%

s ol FERFTDOAIAN A2 AHEE = syth ofd 7H o S S glayh

(
=~

) Z Yt} o & Eo] 29L& FTD CLIOI A 7
o r &Y T} configure

toly Qe #o] 2~

Bl R |

o} gl A g B

=<
a
—H
i) 401' 52 v

A4S W73l ok %Hﬂ iy A}%é}ﬂd N F A o] FA = A %P-S—
FMC A A o 7 2=t}

* UCAPL/CC L=+ EuE 4= ¢l&U )

« o] A % Foll Y dlo] E¥ OOB(Out of Band) SCEP 2154 t|o| Bl &= S sk 4= gl 5 o)
« EW o= A o]l AHAI B R A o] AHAlE YT

)
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EEEREERPC RESEEFERE RN

Al &Fs)7] el
29 X 91—FTD

L RAIA

FTD CLIA] o] d +4 o & Mg},
configure policy rollback

=Y FFTDE E9o] 34 o2 4R3-S FMCol &Y Th FMCol A 75 shiloli= 7-4 0]
N H NS el Mzt 2AE Y

Eof A of gt A9, ARbA Q1 -5 LAl gl $F https://www.cisco.com/c/en/us/support/docs/security/
firepower-ngfw- Vlrtual/215258 troubleshooting-firepower-threat-defense.html 2] U]-8-& 3234 Al 9. 7
f-ol whe} FMC #e] A 2=7F Bl d $ EW o] Ao 4= dF U o] A5 FMC 74 A& a4
Sl EMCOIA A 758 4 g o

o) A

> configure policy rollback

The last deployment to this FTD was on June 1, 2020 and its status was Successful.
Do you want to continue [Y/N]?

Y

Rolling back complete configuration on the FTD. This will take time.

Policy rollback was successful on the FTD.
Configuration has been reverted back to transaction id:
Following is the rollback summary:

v A o] A2 E A=A gy

FMC<] Devices(t] 1} ©] 22) > Device M anagement (T} B}-o] 2~ ¥+2]) > Device(t] ¥l ©] 22) > M anagement (3
2]) > FMC Access Details(FMC 2] 4] 2~ t] E| ¥) > Connection Status($1 2 AL efl) s o] 2ol A #He] &
23 E gy

FTD CLISI A #2] A2 e & 218t sftunne-status-brief &S =13

AAE thA] A= bl 10+ o) 2™ A5, A4 FA4E s AsloF Futh diolE SlE # o] 2o
A e AAA A B, 41 H o] A o] W8S Fx

dlol g e wo] el A e A2 Al 32

22 X 4—FTD

A48 2o QU8 ol 2% ALgshiz o2l EMC 22l 8 o] SlEl s o] 28 Abg st 4% PMC A
FTDO] ol Qe o] 2 M ED T A4S WA u) Ado] Fors A s Fols)of gk,
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tubol = gl 7132 A |

B oow oz g aay 2a 92

FMColl FTDE 578 5 e] /Igd o] & F8 & tlo|Eol A e 2 e de]oAM volH =z WA

&= 45, Qe Ho) 2 Ry EY T A Ao QH}E A AAEA o we] Adde] oA 4= AdHY

ct.

o] FAl= #el A4 BH BAE s v =xol Fyth

T A4 AFH 2]

FMC<2] Devices(t] H}-©] 22) > Device M anagement(t] v}o] 2~ ¥2]) > Device(t] o] 2~) >

Management(2]) > FM C Access Details(FMC < 4] 2~
Ho| Aol A T A4 A& gl

FTD CLI A & A

B ALgetel Al ARE B 5w dgUr)
45 FA9 A7
W] E R A drE A kg,

> sftunnel-status-brief
PEER:10.10.17.202

Registration: Completed.
Connection to peer '10.10.17.202"'
Last disconnect time : Mon Jun 15 09:19:09 2020 UTC
Last disconnect reason :

o] Y 2 ENE Aust E

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'ethO',
via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'ethO',
via '10.10.17.222"

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time:

Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC
FTDYE

FTD CLI®| A ¥

show networ k

A3 AR B

> show network
System Information ]===============

Hostname 5516X-4
DNS Servers 208.67.220.220,208.67.222.222
Management port 8305

IPv4 Default route

Gateway data-interfaces
IPv6e Default route
Gateway : data-interfaces
[ brl ]
State : Enabled

O

]
o

- BEERES TR

A A E 3-¢1 31+ sftunnel-status-brief 4 &

A ¥ A5 29 Aol et e A

2 FMC A2 do]E] elE dlo]~ U ES] T A4

t] €] Q) > Connection Status($1 2 )

S HA gt} sftunnel-status

o Tal A the AE 28 S BRSNS T3t e Slof Aol e

Attempted at Mon Jun 15 09:21:57 2020 UTC

Both control and event channel connections with peer went down

i}

=8 e Fxshl L.

connected to '10.10.17.202"

connected to '10.10.17.202"'

Wed Jun 10 14:27:12 2020 UTC
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Link
Channels
Mode
MDI/MDIX
MTU

MAC Address

Configuration
Address
Netmask
Gateway

State
Authentication

System
DNS Servers
Interfaces

MTU
MAC Address

Configuration
Address
Netmask
Gateway

Configuration

EEEREERPC RESEEFERE RN

Up

: Management & Events
: Non-Autonegotiation
: Auto/MDIX

——————— [ IPv4

1500
28:6F:7F:D3:CB:8D
] ______________________

: Manual

[ Proxy Infor

Information -

[ GigabitEthe

IPV6

10.99.10.4
255.255.255.0
10.99.10.1

Disabled

mation ]
Disabled
Disabled

Data Interfaces ]======
GigabitEthernetl/1

rnetl/1
Enabled
Up
outside
1500
28:6F:7F:D3:CB:8F

10.89.5.29
255.255.255.192
10.89.5.1

Disabled

FTD7F FMCel 525204 gt

FTD CLI®| A FMC 5Z0] ¢+5

314 kU .

show managers

> show managers

Type
Host
Registration

>

FMC ping
FTD CLICI A vt 8 & & AH&-aho] tlo] B Q1E ] o] 20 A FMCE ping® Ut

ping fmc_ip

5 91EA] AP o] B el A7) A

: Manager

10.89.5.35
Completed

FTD CLISI A Th& 13 S Abg-61e] 2] 91E] 0] 20 4 FMCE ping @] Th. o] Q1E] sl 0] 3=

BE S 53

i dlol el QlEfso] =z 2hg-g 5 of of gt

ping system fmc _ip
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tlufo] = 3he] 7] 2 A

B vo asso zey v 228 24 92

FTD W3 Q1] sl o] 2ol A 521 714

FTD CLI®T A W3- =22l QlE] 3 o] (nlp_int tap)2] )7 & A 3}e] &) sjFl o] AEE =
A gt
capture nameinterface nlp_int_tap trace detail match ip any any

show capture name trace detail

i e sol 2 e, B % 7 5 gl

FTD CLIS| A W5 Wl Z2)| <] QA H[o] 2, nlp int tapoll 3t AW E 234 A 2.

show inter ace detail

> show interface detail

[...]

Interface Internal-Data0O/1 "nlp int tap", is up, line protocol is up
Hardware is en_vtun rev00, BW Unknown Speed-Capability, DLY 1000 usec
(Full-duplex), (1000 Mbps)

Input flow control is unsupported, output flow control is unsupported
MAC address 0000.0100.0001, MTU 1500

IP address 169.254.1.1, subnet mask 255.255.255.248

37 packets input, 2822 bytes, 0 no buffer

Received 0 broadcasts, 0 runts, 0 giants

input errors, 0 CRC, 0 frame, O overrun, 0 ignored, 0 abort

pause input, 0 resume input

L2 decode drops

packets output, 370 bytes, 0 underruns

pause output, 0 resume output

output errors, 0 collisions, 0 interface resets

late collisions, 0 deferred

input reset drops, 0 output reset drops

input queue (blocks free curr/low): hardware (0/0)

output queue (blocks free curr/low): hardware (0/0)

Traffic Statistics for "nlp int tap":

37 packets input, 2304 bytes

5 packets output, 300 bytes

37 packets dropped

1 minute input rate 0 pkts/sec, 0 bytes/sec

minute output rate 0 pkts/sec, 0 bytes/sec

minute drop rate, 0 pkts/sec

minute input rate 0 pkts/sec, 0 bytes/sec

minute output rate 0 pkts/sec, 0 bytes/sec

5 minute drop rate, 0 pkts/sec
Control Point Interface States:

Interface number is 14

Interface config status is active

Interface state is active

O O O O Ul o o o

[CaRN O I i

29" % NAT 2<

FTD CLION A 7] 7 2 (S *)7} 715 a1 2] QTE o] ~(nlp_int_tap)ol] o 3k )= NAT f =]
o] A=A A

show route

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

odt
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N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF

Gateway of last resort is 10.89.5.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] wvia 10.89.5.1, outside

C 10.89.5.0 255.255.255.192 is directly connected, outside
L 10.89.5.29 255.255.255.255 is directly connected, outside
>

show nat

> show nat

Auto NAT Policies (Section 2)
1 (nlp int tap) to (outside) source static nlp server 0 sftunnel intf3 interface service
tcp 8305 8305
translate hits = 0, untranslate hits = 6
2 (nlp_int tap) to (outside) source static nlp server 0 ssh intf3 interface service
tcp ssh ssh
translate hits = 0, untranslate hits = 73
3 (nlp_int tap) to (outside) source static nlp server 0 sftunnel ipvé6 intf3 interface
ipvée service tcp 8305 8305
translate hits 0, untranslate hits = 0
4 (nlp_int tap) to (outside) source dynamic nlp client 0 intf3 interface
translate hits 174, untranslate hits = 0
5 (nlp_int tap) to (outside) source dynamic nlp client 0 ipvé6 intf3 interface ipvé

translate hits 0, untranslate hits = 0
>
ohe A4 gl

thE e Aol A=A gelsteH vha WS FAsk A Al 2. FMC2| Devices(t vho] 2+) >
Device Management(T] v}o] 2= #-2]) > Device(t] v} o] 22) > Management(32]) > FM C Access
DetailS(FMC 9 4| 2= A 5- A}3H) > CLI Output(CLI =) Zlo] X o] A o] 2] 3t & & wo] & 4=
UFH

show running-config sftunnel

> show running-config sftunnel
sftunnel interface outside
sftunnel port 8305

show running-config ip-client
> show running-config ip-client
ip-client outside

show conn addressfmc_ip

> show conn address 10.89.5.35
5 in use, 16 most used
Inspect Snort:
preserve-connection: 0 enabled, 0 in effect, 0 most enabled, 0 most in effect

tlube] 2 7] 7] 2 A
I



tuol = 3he) 72 A |

TCP nlp int tap 10.89.5.29(169.254.1.2):51231 outside 10.89.5.35:8305, idle 0:00:04,

bytes 86684, flags UxIO

TCP nlp int tap 10.89.5.29(169.254.1.2):8305 outside 10.89.5.35:52019, idle 0:00:02,

bytes 1630834, flags UIO
>

A 3-% ¢l DDNS ¢l o] E &<l
FTD CLIl 4] DDNS ¢ "ol Eol] A& 8= gl g},
debug ddns

> debug ddns

DDNS update request = /v3/update?hostname=domain.example.org&myip=209.165.200.225

Successfuly updated the DDNS sever with current IP addresses
DDNS: Another update completed, outstanding = 0
DDNS: IDB SB total = 0

A ele] E7} A 9 31 debug http 2 debug ssl H H S AFE-FY T QS
5S S8l FE 54 7F tlupo] 20 @Zlﬂﬂ A=A gy ok
show crypto ca certificates trustpoint_name

DDNS #t¢1& gletelH thg B Hd & AFE s A &

show ddns update interface fmc_access_ifc_name

> show ddns update interface outside

Dynamic DNS Update on outside:
Update Method Name Update Destination
RBD DDNS not available

Last Update attempted on 04:11:58.083 UTC Thu Jun 11 2020
Status : Success

FQODN : domain.example.org
IP addresses : 209.165.200.225

FMC =1 5} kol
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Model : Cisco Firepower Management Center for VMWare (66) Version 6.7.0
(Build 1222)

UUID : £2a06484-9f7f-11ea-b9f4-541a108ebbb5

Rules update version : 2020-05-26-001-vrt

VDB version : 334
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> configure manager add DONTRESOLVE abcl23 efg456
Manager successfully configured.
Please make note of reg key as this will be required while adding Device in FMC.
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> configure manager delete

If you enabled any feature licenses, you must disable them in
Firepower Device Manager before deleting the local manager.
Otherwise, those licenses remain assigned to the device in
Cisco Smart Software Manager.

Do you want to continue[yes/no]:yes

DHCP Server Disabled
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> configure manager add DONTRESOLVE abcl23 efg4d56

Manager successfully configured.
Please make note of reg key as this will be required while adding Device in FMC.
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> configure manager delete

If you enabled any feature licenses, you must disable them in
Firepower Device Manager before deleting the local manager.
Otherwise, those licenses remain assigned to the device in
Cisco Smart Software Manager.

Do you want to continue[yes/no]:yes

DHCP Server Disabled
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> configure manager add DONTRESOLVE abcl23 efg456
Manager successfully configured.
Please make note of reg key as this will be required while adding Device in FMC.
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