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ciscoasa(config) # show snmp-server oidlist

%

#al oidlist 719 =3= show snmp-server W& =32l tf & F4 H5o] YEhA] et AFE-E 5 9l
syt 28y o] WE 2 Cisco TAC H-& AUt} o] &S AF8-3817] Aol Cisco TACO] 2] 514 A
2.
2 show snmp-server oidligt & 2] A= &5 Uy}
ciscoasa(config)# show snmp-server oidlist
[0] 1.3.6.1.2.1.1.1. sysDescr
[1] 1.3.6.1.2.1.1.2. sysObjectID
[2] 1.3.6.1.2.1.1.3. sysUpTime
[3] 1.3.6.1.2.1.1.4. sysContact
[4] 1.3.6.1.2.1.1.5. sysName
[5] 1.3.6.1.2.1.1.6. sysLocation
[6] 1.3.6.1.2.1.1.7. sysServices
[71] 1.3.6.1.2.1.2.1. ifNumber
[81] 1.3.6.1.2.1.2.2.1.1. ifIndex
[91] 1.3.6.1.2.1.2.2.1.2. ifDescr
[10] 1.3.6.1.2.1.2.2.1.3. 1fType
[11] 1.3.6.1.2.1.2.2.1.4. ifMtu
[12] 1.3.6.1.2.1.2.2.1.5. ifSpeed
[13] 1.3.6.1.2.1.2.2.1.6. ifPhysAddress
[14] 1.3.6.1.2.1.2.2.1.7. ifAdminStatus
[15] 1.3.6.1.2.1.2.2.1.8. ifOperStatus
[1l6] 1.3.6.1.2.1.2.2.1.9. ifLastChange
[17] 1.3.6.1.2.1.2.2.1.10 ifInOctets
[18] 1.3.6.1.2.1.2.2.1.11. ifInUcastPkts
[19] 1.3.6.1.2.1.2.2.1.12. 1fInNUcastPkts
[20] 1.3.6.1.2.1.2.2.1.13. ifInDiscards
[21] 1.3.6.1.2.1.2.2.1.14. ifInErrors
[22] 1.3.6.1.2.1.2.2.1.16. ifOutOctets
[23] 1.3.6.1.2.1.2.2.1.17. ifOutUcastPkts
[24] 1.3.6.1.2.1.2.2.1.18. ifOutNUcastPkts
[25] 1.3.6.1.2.1.2.2.1.19. ifOutDiscards
[26] 1.3.6.1.2.1.2.2.1.20. ifOutErrors
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[27] 1.3.6.1.2.1.2.2.1.21. ifOutQLen

[28] 1.3.6.1.2.1.2.2.1.22. ifSpecific

[29] 1.3.6.1.2.1.4.1. ipForwarding

[30] 1.3.6.1.2.1.4.20.1.1. ipAdEntAddr

[31] 1.3.6.1.2.1.4.20.1.2. ipAdEntIfIndex

[32] 1.3.6.1.2.1.4.20.1.3. ipAdEntNetMask

[33] 1.3.6.1.2.1.4.20.1.4. ipAdEntBcastAddr
[34] 1.3.6.1.2.1.4.20.1.5. ipAdEntReasmMaxSize
[35] 1.3.6.1.2.1.11.1. snmpInPkts

[36] 1.3.6.1.2.1.11.2. snmpOutPkts

[37] 1.3.6.1.2.1.11.3. snmpInBadVersions
[38] 1.3.6.1.2.1.11.4. snmpInBadCommunityNames
[39] 1.3.6.1.2.1.11.5. snmpInBadCommunityUses
[40] 1.3.6.1.2.1.11.6. snmpInASNParseErrs
[41] 1.3.6.1.2.1.11.8. snmpInTooBigs

[42] 1.3.6.1.2.1.11.9. snmpInNoSuchNames
[43] 1.3.6.1.2.1.11.10. snmpInBadValues
[44] 1.3.6.1.2.1.11.11. snmpInReadOnlys
[45] 1.3.6.1.2.1.11.12. snmpInGenErrs

[46] 1.3.6.1.2.1.11.13. snmpInTotalRegVars
[47] 1.3.6.1.2.1.11.14. snmpInTotalSetVars
[48] 1.3.6.1.2.1.11.15. snmpInGetRequests
[49] 1.3.6.1.2.1.11.16. snmpInGetNexts

[50] 1.3.6.1.2.1.11.17. snmpInSetRequests
[51] 1.3.6.1.2.1.11.18. snmpInGetResponses
[52] 1.3.6.1.2.1.11.19. snmpInTraps

[53] 1.3.6.1.2.1.11.20 snmpOutTooBigs

[54] 1.3.6.1.2.1.11.21. snmpOutNoSuchNames
[55] 1.3.6.1.2.1.11.22. snmpOutBadValues
[56] 1.3.6.1.2.1.11.24. snmpOutGenErrs

[57] 1.3.6.1.2.1.11.25. snmpOutGetRequests
[58] 1.3.6.1.2.1.11.26. snmpOutGetNexts
[59] 1.3.6.1.2.1.11.27 snmpOutSetRequests
[60] 1.3.6.1.2.1.11.28 snmpOutGetResponses
[61] 1.3.6.1.2.1.11.29 snmpOutTraps

[62] 1.3.6.1.2.1.11.30. snmpEnableAuthenTraps
[63] 1.3.6.1.2.1.11.31 snmpSilentDrops
[64] 1.3.6.1.2.1.11.32. snmpProxyDrops

[65] 1.3.6.1.2.1.31.1.1.1.1. ifName

[66] 1.3.6.1.2.1.31.1.1.1.2. ifInMulticastPkts
[67] 1.3.6.1.2.1.31.1.1.1.3. ifInBroadcastPkts
[68] 1.3.6.1.2.1.31.1.1.1.4. ifOutMulticastPkts
[69] 1.3.6.1.2.1.31.1.1.1.5. ifOutBroadcastPkts
[70] 1.3.6.1.2.1.31.1.1.1.6. ifHCInOctets
—--More--
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SNMP Object Identifier [JJ}

A+ 1D sysObjectlD L= RE
ASA 7} ciscoASAv(ciscoProducts 1902) Cisco Adaptive Security Virtual

Appliance(ASA 7}d)

ASA 71 A 28 gt

ciscoASAvsy(ciscoProducts 1903)

Cisco Adaptive Security Virtual
Appliance(ASA 7Hd) Al 2~ 23}

ASA 7} ®ot g3

ciscoASAvsc(ciscoProducts 1904)

Cisco Adaptive Security Virtual
Appliance(ASA 7} Hot AH 1~ E

Secure Firewall 4200

ciscoFpr4215td(ciscoProducts 3043)
ciscoFpr4225td(ciscoProducts 3042)
ciscoFpr4245td(ciscoProducts 3041)

FPR4215, FPR4225, FPR4245

ISA 30004C Industrial Security Appliance | ciscoProducts 2268 ciscolSA30004C
4GE Copper Security Context”} 3 $F% | ciscoProducts 2139 ciscolSA30004Csc
CISCO ISA30004C

4GE Copper System Context”} ¥ 3+% | ciscoProducts 2140 ciscolSA30004Csy
CISCO ISA30004C

ISA 30002C2F Industrial Security ciscoProducts 2267 ciscolSA30002C2F
Appliance

2GE 2] ¥ E + 2GE Fiber Security ciscoProducts 2142 ciscoISA30002C2Fsc
Context”} 32 3% CISCO ISA30002C2F

2GE 18] ¥ E + 2GE Fiber System ciscoProducts 2143 ciscolSA30002C2Fsy
Context”} 32 &% CISCO ISA30002C2F

Cisco Industrial Security Appliance(ISA) |cevChassis 1677 cevChassisISA30004C

30004C Chassis

Cisco Industrial Security Appliance(ISA)
30002C2F Chassis

cevChassis 1678

cevChassisISA30002C2F

ISA30004C Copper SKU-& ZF = 2] &
2] 2= AlA

cevSensor 187

cevSensorISA30004CCpuTempSensor

ISA30002C2F Fiber-&

= AA

TG A A =

cevSensor 189

cevSensorISA30002C2FCpuTempSensor

ISA30004C Copper SKU-E 3 2 A|A] 7}
= L% AlA

cevSensor 192

cevSensorISA30004CPTS

ISA30002C2F Fiber SKU& X 2 M| A 7}
= 2% A

cevSensor 193

cevSensorISA30002C2FPTS
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A3 1D

sysObjectlD

S

ISA30004C Copper SKU& 18 7}= &
= AA

cevSensor 197

cevSensorISA30004CPowercardTS

ISA30002C2F Fiber SKUE A & 7} = &
= AlA

cevSensor 198

cevSensorISA30002C2FPowercardTS

ISA30004CE X E J}= 2= AlA]

cevSensor 199

cevSensorISA30004CPortcardTS

ISA30002C2F-& X E 7}= 2% AlA

cevSensor 200

cevSensorISA30002C2FPortcardTS

ISA30004C Copper SKU-E %+ A 2] 4 | cevModuleCpuType 329 cevCpulSA30004C

A

ISA30002C2F Fiber SKU-& =2} #] 2] & | cevModuleCpuType 330 cevCpulSA30002C2F

A

55 ISA30004C, ISA30002C2F cevModule 111 cevModuleISA3000Type

30004C Industrial Security Appliance Solid
State Drive

cevModuleISA3000Type 1

cevModuleISA30004CSSD64

30002C2F Industrial Security Appliance
Solid State Drive

cevModuleISA3000Type 2

cevModuleISA30002C2FSSD64

Cisco ISA30004C/ISA30002C2F Hardware
Bypass

cevModuleISA3000Type 5

cevModuleISA3000HardwareBypass

FirePOWER 4140 Security Appliance, 3.
S Bl B 360] 31U

ciscoFpr4 140K 9(ciscoProducts 2293)

FirePOWER 4140

FirePOWER 4120 Security Appliance, 3
Fhel Hok B 247} 9l 1U

ciscoFpr4120K9(ciscoProducts 2294)

FirePOWER 4120

FirePOWER 4K Fan Bay

cevContainer 363

cevContainerFPR4KFanBay

FirePOWER 4K Power Supply Bay

cevContainer 364

cevContainerFPR4KPowerSupplyBay

Cisco Secure Firewall Threat Defense
Virtual, VMware

cevChassis 1795

cevChassisCiscoFTDVVMW

A] 2~ 5 Threat Defense Virtual, AWS

cevChassis 1796

cevChassisCiscoFTDVAWS

=Nk

sHAA 7 B

7} Cisco AHA] TR = & A| 2~E1S SNMP AFRS 918 1163 73 o] =212 zh5U T}
entPhysicalVendorType OID+ CISCO-ENTITY-VENDORTYPE-OID-MIBoI| A 2] 5o 9l T}, o] 3t

2 ASA, ASA 7}

T
=

ASASM SNMP il o] A E €] entPhysicalVendorType 7H ] ol A Wk Lt} o]
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entPhysicalVendorType 0ID 2

7|7HH E o] H Ml £ E

cevPortGe(cevPort 109)

Cisco Adaptive Security Virtual Appliance

cevChassisASAv(cevChassis 1451)

Secure Firewall 4200-X (FPR4215/FPR4225/FPR4245)

ceVFPRNM4X200Gng cevFPRNM2X100Gng(£% 2 2 &
% 39 714 < EPM 2X100G 2 4X200G%)

MIBol| A A Q& &= glo] & 2 7] A

o2 3ol A &= X4 E MIBol| tiall A 9= HolE 2 AMAE YT

UE] WA 2ol oleh i ol 23} A el A

E Ayke] 247 dlolE 2 Qe A9 garalol U oS 5

i
—_>‘4-“4
Bl
b
i)
>
o
N
2
o
irc)
9

Z} A 2~ E o) o 8] cempMemPoolHCUsed 4= $HAHsHU o)

¥ 4:MIB A A D= = H ol E E A A

MIB | = = 0ID

A== EHolE R Al

ENTITY-MIB; OID: 1.3.6.1.2.1.47

entPhysicalTable, entPhysicalDescr, entPhysical VendorType,
entPhysicalName

CISCO-ENHANCED-MEMPOOL-MIB;
0OID:1.3.6.1.4.1.9.9.221

cempMemPoolTable, cempMemPoollndex, cempMemPoolType,
cempMemPoolName, cempMemPoolAlternate, cempMemPool Valid.

324 E v 2] A| 228 9] 74-9-32H] E v 22| 7}-2-F (cempMemPoolUsed,

cempMemPoolFree,cempMemPoolUsedOvrflw, cempMemPoolFreeOvrflw,
cempMemPoolLargestFree, ccempMemPoolLowestFree,
cempMemPoolUsedLowWaterMark, cempMemPoolAllocHit,
cempMemPoolAllocMiss, cempMemPoolFreeHit, cempMemPoolFreeMiss,
cempMemPoolLargestFreeOvrflw, cempMemPoolLowestFreeOvrflw,
cempMemPoolUsedLowWaterMarkOvrflw, cempMemPoolSharedOvrflw)

2 ALgatel gk

64H| E W R 2] Al =T o] 7 - 64H] E W B 2] T2
(cempMemPoolHCUsed, cempMemPoolHCFree,
cempMemPoolHCLargestFree, cempMemPoolHCLowestFree,

cempMemPoolHCUsedLowWaterMark, cempMemPoolHCShared)E A}
&35t FF o
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MIB ©| = = 0ID

A A= = "ol & E A

CISCO-REMOTE-ACCESS-MONITOR-MIB;
OID:1.3.6.1.4.1.9.9.392

Zhal
°] 37§€] MIB OID= €14 A2 A7 o] A 55}
© olirE FASh: H AR ¢ gl yTh

crasNumTotalFailures, crasNumSetupFaillnsufResources,
crasNumAbortedSessions

CISCO-ENTITY-SENSOR-EXT-MIB;
OID:1.3.6.1.4.1.9.9.745

ceSensorExtThresholdTable

CISCO-L4L7MODULE-RESOURCE-LIMIT-MIB;
OID:1.3.6.1.4.1.9.9.480

ciscoL4L7ResourceLimitTable

CISCO-TRUSTSEC-SXP-MIB;
OID:1.3.6.1.4.1.9.9.720

Ed

ASA 7Hdol| A A L= A &g

ctsxSxpGlobalObjects, ctsxSxpConnectionObjects, ctsxSxpSgtObjects

DISMAN-EVENT-MIB; OID:1.3.6.1.2.1.88

mteTriggerTable, mteTriggerThresholdTable, mteObjectsTable,
mteEventTable, mteEventNotificationTable

DISMAN-EXPRESSION-MIB; OID:1.3.6.1.2.1.90

expExpressionTable, expObjectTable, expValueTable

ENTITY-SENSOR-MIB; OID: 1.3.6.1.2.1.99

A Aol BEE R E A
7P ERFANM = A DA EE

entPhySensorTable

NAT-MIB; OID:1.3.6.1.2.1.123

natAddrMapTable, natAddrMaplndex, natAddrMapName,
natAddrMapGlobalAddrType, natAddrMapGlobal AddrFrom,
natAddrMapGlobalAddrTo, natAddrMapGlobalPortFrom,
natAddrMapGlobalPortTo, natAddrMapProtocol, natAddrMapAddrUsed,
natAddrMapRowStatus

CISCO-PTP-MIB; OID:1.3.6.1.4.1.9.9.760
ZaL
E2E 77 €5 =0 333k MIBRE A 15 Y

o,

ciscoPtpMIBSystemInfo, cPtpClockDefaultDSTable,
cPtpClockTransDefaultDSTable, cPtpClockPortTransDSTable
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MIB ©] = 2 0ID A== EHol & 2 A

CISCO-PROCESS-MIB;
1.3.6.1.4.1.9.9.109.1.1.1.1.7.1

1.3.6.1.4.1.9.9.109.1.1.1.1.7.2 to
1.3.6.1.4.1.9.9.109.1.1.1.1.7.(n+1)

cpmCPUTotallminRev
AA = v 7iH4= L cpmCPUTotal IminRev %
o

*© 3.6.1.4.1.9.9.109.1.1.1.1.7.(n+2) - A| =¥ CPU A5 R A %(©]
e dd AYAE REo A 3.6.1.4.1.99.109.1.1.1.7.12] A]2=E]
CPU AHE-E 3 5Ly th).

¢+ 3.6.1.4.1.9.9.109.1.1.1.1.7.(n+3) - Snort 3 7 CPU A-&-5F %(HLE
Snort 1 2~E 9] F H 7))

¢ 3.6.1.4.1.9.9.109.1.1.1.1.7.(n+4) - A| 2~ ¥ 3 2 4] 2~ 5 5F %("Sysproc”
EEDE )

(e} - (@)
A QD EH = E(LH)
O A= A dE = EFER) 2 dlE MIBE 2714t
EEALEH=EHN(EY)
E O MIB o] & Varbind &= A

authenticationFailure

(SNMPv2-MIB)

SNMP ¥ 1 H23=29] 7-9- SNMP 8.3 o] A] A| &
| AFUE EAL o] HEEA] &5 YT SNMP
Version 39] 74 -$- auth &= priv B @ H 5L} A&
Ap o] Fo] HpEA] &2 - E Al HalA
PDU7} 478 Ut

snmp-server enabletraps snmp authentication &
B2 old g ER) AES 2 stsh AL v 2 5}

sh= Bl AHgE U o,

bgpBackwardTransition bgpPeerLastError, bgpPeerState | snmp-server enabletraps peer-flap ™ % & BGP
So] T el EY 452 BB o AHE

Ay,

ccmCLIRunningConfigChanged
(CISCO-CONFIG-MAN-MIB)

ccmHistoryRunningLastChanged,
ccmHistoryEventTerminal Type

snmp-server enabletraps config ™ & & o] E =Y
AEE g4 stsh= o AFEg Y

cefcFRUInserted entPhysicalContainedIn snmp-server enabletrapsentity fru-insert % &2
: _ o 9 & BAFel = ol AFERY .

(CISCOENTITY-FRU-CONTROL-MIB)

cefcFRURemoved entPhysicalContainedIn snmp-server enable traps entity fru-remove 4 &

(CISCOENTITY-FRU-CONTROL-MIB) o] 4 S 2 stet= d AHEE YT
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| JEEEEEEIEE]

EH YU MIB ol & Varbind &= A
ceSensorExtThresholdNotification | entPhysicalName, snmp-server enabletraps entity
entPhysicalDescr, [power-supply-failure | fan-failure |
ENTITY-SENSOR-EXT-MIB
(CI5C0- -SENSO ) entPhySensorValue, cpu-temperature] &> ME B AAIGE 4 A
entPhySensorType, 5o B akahs o ALgE U o 2R Al
ceSensorExtThresholdValue Xg'i] XO]—OH Oﬂ EHsz Zd'ﬁ'o\‘%:l] q Iq_ Zd'%:% ZH X_ﬂ

fr ol of

A

1=}

W7} CPU S =5 hobgch
mp-server enabletraps entity fan-failure ™4 &

7 ol EY AdS B ke B ALEHY

| E31-& Firepower 2100 Series®l] 485 #] ¢

i Srlo 8

Ol E
Ut
snmp-server enabletraps entity
power-supply-failure ¥ & 2 -9 35 =] ol
=9 142 4 stehe b Akgg
snmp-server enabletrapsentity chassis-fan-failure
e A A o) B A5S B stahe o)
Abg Y o,

snmp-server enabletrapsentity cpu-temperature
S CPU L2 EF AES &4 stete o A
ggUch

snmp-server enabletrapsentity
power-supply-presence 8§ 8- 1Y &5 4
A ol ER) ASS & skstk= d AR U

f

2
N
N

snmp-server enabletrapsentity
power-supply-temperature ™ 3 -& A9 &3 43|
CE A} EY A% DAskhe o AL

g},

snmp-server enabletrapsentity
chassis-temperature ™ &2 A A] ¥ 2
A%& B sete ol AeRY
snmp-server enabletrapsentity
accelerator-temperature ™ & & A A] 7145 7] 2=
Ef AES 2493}8ts vl AFEE U

o
(m
¥

cikeTunnelStart cikePeerLocalAddr, snmp-server enabletrapsikev2 start "8 % - ikev2

(CISCOAPSEC-FLOW-MONITOR:MB) | C1KePeerRemoteAddr, Az ER A5S 2A 5k U ALeE U
cikeTunLifeTime

cikeTunnelStop cikePeerLocal Addr, snmp-server enabletrapsikev2 stop ™ -2 ikev2

(CISCOIPSECFLOW-MONITORMIB) | CikePeerRemoteAddr, 25 EW A5 BAseks b ALe g U
cikeTunActiveTime
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(CISCO-CONFIG-MAN-MIB)

ccmHistoryEventConfigSource,
ccmHistoryEventConfigDestination

E= 9 MIB °] & Varbind &= a4

cipSecTunnelStart cipSecTunLifeTime, snmp-server enabletrapsipsecstart 3 -& o] &
(CISCOAPSEC-FLOW-MONITOR-MIB) | C1PSecTunLifeSize A A5e A shels o ALg gy
cipSecTunnelStop cipSecTunActiveTime snmp-server enabletrapsipsec stop M &< o] E
(CISCOIPSECFLOW-MONITOR-MIB) A AEe g4 3kshe dl AUk
ciscoConfigManEvent ccmHistoryEventCommandSource, | snmp-server enabletraps config ™8 & & o] E =}

S A shste dl

A8 T

ciscoRasTooManySessions

((SCOREMOTEACCESSMONITORMIB)

crasNumSessions, crasNumUsers,
crasMaxSessionsSupportable,
crasMaxUsersSupportable,
crasThrMaxSessions

snmp-server enable trapsremote-access
session-threshold-exceeded 4 & & o] E3 A4S

2 sheh= dl AHSH U T

(CISCO-SYSLOG-MIB)

clogHistMsgName,
clogHistMsgText,
clogHistTimestamp

ciscoUFwFailoverStateChanged | gid, FOStatus snmp-server enabletrapsfailover-state ™8 & -& &

(CISCO-UNIFIED-FIREWALL-MIB) of 24 el ES AF S &g steh= b A
U,

clogMessageGenerated clogHistFacility, clogHistSeverity, | Syslog ™| A ] 7} A A1 ] Y t}.

A o] g2 o H syslog ™A A]
SH A AA s v AR Y T

snmp-server enabletrapssyslog ¥ & - o] 2] 3t E
A e A st v v 2 3hek AR

Si=

clogMaxSeverity ~
JtEH O Z AL

clrResourceLimitReached

SCOLAMODUEEREOURCELIMIEVIB)

crlResourceLimitValueType,
crlResourceLimitMax,
clogOriginlDType, clogOriginlD

snmp-server enabletrapsconnection-limit-reached
™4 & 2 connection-limit-reached & ¥ 242 &4
s}tsl= dl A8 YUt clogOriginID 2 2| = E Y

- — H
o) Alhahz 4% o) 52 EeHg

coldStart
(SNMPv2-MIB)

SNMP 4 3 SNMP of o] 1 E7} A 2+ ] vk
&= coldStart E3 Pt} o] ER 2 A|2F] A
- F o] dETL Al 2he wf = B A g o}

VHA =20 4§ ThA) 222 A 8
2 A FE A ZFo] sE(v ] A
et B o] AR Zel
=l ggR o AEHE GE R
FA o dsduy

o_“.il'J

A1)

2

I-N'

=
ool
o & &

A

3 Sy L S =~
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¥
rlo
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>

O

snmp-server enable traps snmp coldstart ™ & <
ole)dt 3 %S FAshet A} ) 8 shahi
o AHER YT
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=
E 2 MIB o] &

Varbind 5=

a4

cpmCPURisingThreshold
(CISCO-PROCESS-MIB)

cpmCPURisingThresholdValue,
cpmCPUTotalMonlInterval Value,
cpmCPUlnterruptMonlInterval Value,
cpmCPURisingThresholdPeriod,
cpmProcessTimeCreated,
cpmProcExtUtil5SecRev

snmp-server enabletrapscpu threshold rising 3
B CPU A% s &3 d6S A gtsl=

d] AF8-5 Yt} cpmCPURisingThresholdPeriod 7}
A7F vk AR ek A AFH Y

(ENTITY-MIB)

cufwClusterStateChanged status snmp-server enabletraps cluster-state ™ & & =

(CISCO-UNIFIED-FIREWALL-MIB) 2 2E H ER ASS 3 3)ksks d AR
U,

entConfigChange — snmp-server enabletrapsentity config-change

fru-insert fru-remove W & & o] &¢l S &4 3135}

= o Abg U,

Zka
o] &L Wot AU ARET} A AL} 214 2
u] HE] RE2vk HEg Y

(DISMAN-EVENT-MIB)

mteHotContextName, mteHotOID,
mteHotValue,

linkDown ifIndex, ifAdminStatus, o1 ] 5 o] 20| t] &} linkdown E 2.
ifOperStatus
(IF-MIB) snmp-server enable traps snmp linkdown T &
olY g ER HES DA stel v v A stk
o Abg-g U,
linkUp ifIndex, ifAdminStatus, o1 7| o] 2ol T &} linkup E #.
ifOperStatus
(IF-MIB) snmp-server enable traps snmp linkup ™ & -2 o]
2] 3k Ed M55 EA stel v Bl 2 gtk )
A,
mteTriggerFired mteHotTrigger, snmp-server enabletrapsmemory-threshold ™ =
mteHotTargetName, o v g A gk g S A s U AFEH

===

Ut} mteHotOID = cempMemPoolHCUsed = A 74
HYt}. cempMemPoolName %

mteHotContextName, mteHotOID,
mteHotValue, ifHCInOctets,
ifHCOutOctets, ifHighSpeed,
entPhysicalName

cempMemPoolName, e na ]
cempMemPoolHCUsed cempMemPoolHCUsed 74 2| &= o} & 74 )| &} 37|
AEd Yo
mteTriggerFired mteHotTrigger, snmp-server enabletrapsinterface-threshold ™3 &
(DISMAN-EVENT-MIB) mtcHotTargetName, o QE o] 2~ A AF H S FAshah= bl A}

€ Yt} entPhysicalName 7 A &= U2 2 A ¢} g+
A AFHE Yk
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SEEREEEEEN

(SNMPv2-MIB)

E 2 MIB o] & Varbind 5= A
natPacketDiscard ifIndex snmp-server enabletrapsnat packet-discard ™ =
(NAT-MIB) S NAT A7 #H7] ¢S &4 slst= o *}%‘%
Ytk o] dgesE o R &l A 3hE o] glow]
g & gho] A& ¥ A ¢ 0. B = NAT7HIP JH A
W u A Ut} ifindex= " E H QJE H o] &
°] IDE Al FH T}
ospfNbrStateChange ospfRouterld, ospfNbripAddr, snmp-server enabletraps peer-flap ™8 % 2 OSPF
ospfNbrAddressLessIndex, o] Z# v B A4S g4 slels g AL
ospfNbrRtrld, ospfNbrState U}
warmStart — SNMP ol o] HE & A &0 2 A A| 25t uj) 2FAY 5}

= warmStart E3 JUt}. o] E3S T E SNMP

TAE A A E LA SNMP A o] =3 ¥

© SNMP 4 W73 $- ol o] A E7} thA] Al 2H] =
§-ofl &= A o},

snmp-server enabletrapssnmp warmstart & = -

ole3 B3 A%S BB vl B shat

o) AFg- U T

Q1E] 3 o] 2=

831:1101

o X

c B s slo] SetolulZt £ BA. 24 B A o) F A4 AE o] el = =2l 4 B
294 57 gl Aas|o] drinh 2 Bel 4 Qe s o] 2o & 94 F VLAN el o] 27}
% 7 o1 QA% U Th. VLAN Sl s o] 2o = =] 4 BA R gl &k,

Fi o]z VLAN QB Hlo] 27t A4 % Ea] 4 Qe 7 o] 2~ 9] Z9- iflnOctets 2
ifOutoctets OID®]| T} 3+ SNMP 7}-2-E] 7} 3l & &-2] &) ¢1E] ¥ o] A~ 9] %—f& E
P2 7HEH oF YA e F FosHA Al L

* VLAN A& —SNMP+ ifInOctets 2 ifOutOctetsel] T3] =2 4 E A & A}&-3 ),

g 3%9] ool A= SNMP E & 2] 54| 9] 2}o] & B F Ut o 1< showinterface ™ % 2} show
traffic ol et B8] 4 % =24 &9 T2 zte] & Bof FU ] o 2% show interface ¥ % 7}
show traffic 8 & ol o} st VLAN %18 Qe o] 20 tfet &8 FAE 2o FYth o= 577} show
traffic | ol tiet &2} v 52e-S 2o FUth
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ciscoasa# show interface GigabitEthernet3/2 ciscoasa# show interface GigabitEthernet0/0
interface GigabitEthernet3/2 interface GigabitEthernet0/0.100
description fullt-mgmt vlan 100
nameif mgmt nameif inside
security-level 10 security-level 100
ip address 10.7.14.201 255.255.255.0 ip address 10.7.1.101 255.255.255.0 standby
management-only
ciscoasa# show traffic
ciscoasa# show traffic inside
(Condensed output) received (in 9921.450 secs)
1977 packets 126528 bytes

Physical Statistics 0 pkts/sec 12 bytes/sec
GigabitEthernet3/2: transmitted (in 9921.450 secs)
received (in 121.760 secs) 1978 packets 126556 bytes
36 packets 3428 bytes 0 pkts/sec 12 bytes/sec
0 pkts/sec 28 bytes/sec
Logical Statistics ifIndex of VLAN inside:
mgmt :
received (in 117.780 secs) i ) i i
36 packets 2780 bytes IF—MIB::%fDescr.9 = Adaptive Security Appli
0 pkts/sec 23 bytes/sec IF-MIB: :ifInOctets.9 = Counter32: 126318
U ol = e Qe s o] 2= B =2 1B | o] 2o th 3k SNMP &3 S & HolFY
t}. ifInOctets 7t show traffic =& &= o el 584 F A9 v 84 vt =
2% 57 Fe e v,
ifIndex of the mgmt interface:
IF _MIB::ifDescr.6 = Adaptive Security Appliance ‘mgmt’ interface
=24 Qe o] 2~ F Al U]-§-3}= ifInOctets:
IF-MIB::ifInOctets.6 = Counter32:3246
SNMP Version 3 7l &

SNMP Version 3] 4] = SNMP Version 1 5=+ Version 2c©l §1i= 49 BoFS- A&t SNMP H

A1 8 20 QN 2= 2 SNMP A8 2 SNMP of o] 1 E 7ho] Blo] ] H5-Fh T SNMP 1 4 3

S EREZ AeS Hosy] 99 1S B Zepel Al 54
7k Alo] S 53 SNMP oﬂ
A= =8
AT 2R dast &Adste Al Zadt

|2 79 B ®d) 2 VACM(E.7)
A 22 Aoj gt} =3 ASAE SNMP 15 2
SNMP EA1& ¢]3k A%

mlo

42 USM(AH
WEQ}MIB Al ook 4
= At o] = qhxl
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SNMP 1 &

SNMP A}-8-=}

el T R Zepol WAl FA 2 Bk R T 5 s Yo Bk Bl S ARgAReh T4l A
E‘:‘I O 3 o ey Tk

* NoAuthPriv—No Authentication and No Privacy(<!
oko] 4§57 &g o] ghin},

* AuthNoPriv—Authentication but No Privacy(%! 5 94

W lm gt

* AuthPriv—Authentication and Privacy(%!
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SNMP 155 AHEAFE 74 5= 9l Al Alo] A Yt 2 SNMP 1352 B.ol Rl = -4
= v SNMP 7] o A4t SNMP 15 W 9] AF-8-A= SNMP L4590 H.QF R w7} ¢l 4] 3| of §H
t}. o] 2] gk 92} H| = SNMP L W AR&A}7} o] &-8b= 915 R Zetol A /& A F T 7}
SNMP 1% ]E 2 ol wd Bo 51 OH o} 61—141:]_

SNMP AR-&2b= A G | AFE-A} o] 5, AF& AL &8k 1y, Qe HIU WS, dostujdis 9 <5

?l, 1 ARgE e st G el F S 7hA oF Y o QlF ¢l E] 5 542> SHA-1, SHA-224, SHA-256
HMAC % SHA-384J Ut} oF53F &) 342 3DES 2 AES(128, 192,256 B 0.2 Al-3) Yy
o AFE RS A ) WEEA] SNMP 1353 2l of Utk e AR ALl Al o] Wk
o] A&yt

%

SNMP = ~E

B SNMPV3AFEA AR S TAE whE AF SaelZe) Lolvt hmat FaelZe) Pols gAY o
ZofoF k.

SNMP &2~ E:= SNMP & 2! Eqfo] HE =P FAYUTH ERS 78 AFEA e AR 5 5]
7] Woll SNMP W31 3 2 2 EE o 1P ?iﬂr $A 38k AFE AL ol 5& A sl oF S Tk
SNMP Tl 7 IP 74 % o4 JJrE}H] E] o] 52 ASAYIA] aLfralof U Th ZF SNMP S~ E+= 1A ¥
shte] A8} o] 5 vt 71 4= lsrH th SNMP E 91 52418} 1, snmp-server host "8 % & 57
¥, SNMP NMSE 7+ 831, NMS 2| A2 442 S5 ASACl theh AHA Sr 3} dA| st =
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ciscoasa(config) # clear snmp-server statistics
ciscoasa(config)# show snmp-server statistics
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ciscoasa(config) # show asp drop

NMS7F A S T oz @335 gAY ASAA A 2138} v 2 A A 2 ekA] &

g
Sh 4% S BAE AL G

.ﬂmko

ciscoasa (config
ciscoasa (config
ciscoasa (config
ciscoasa (config
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SNMP B A 1 B+ 2col] gk she}m|H & -/ 8

At GAE A Q.

SNMP &8 21218 A A5kl Eo] A45 = Qe wo] ~2 17|31 ASAY] ¢4 7153 NMS
L= SNMP #E|#}9] o] 23} [p FAE AHEa ),

snmp-server host {interface hosthame | ip_address} [trap| poll] [ community community-string] [version
{1 2c| username}] [ udp-port port]

o All:

ciscoasa(config) # snmp-server host mgmt 10.7.14.90 version 2c
ciscoasa(config) # snmp-server host corp 172.18.154.159 community public

ciscoasa(config) # snmp-server host mgmt 12:ab:56:ce::11 version 2c

trapﬂ%ELNMSi E 2o 2utk A skt o), poll 719 == NMSE 8% A5(ZY )oiu}xﬂ
%%HWJ]E—EQESNMP Ao A slE o] JFYTE 7| EH 02 UDP XE+= 16299 Yt 7

TUE EAL -2 ASA 2 NMS AFo] 9] f v 7] YT 7]+ dl/AEAE 28k FH ) 32449
FEAP UL WL 5857 FHUTE 7] AFYE EAE 2 F/H YT ASAE ©] 718 A
alo] 241 SNMP &% 9] 6 Mgwwu} o5 So], AFUYE EAEZ AL EE A4 e § ¢
2 FAFE 2 ASA 2 ] AE o)A S & 4 AdFUth ASAE A A H 4D S AFEsEa AFY
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SNMP B 7 1 == 2¢o]] o 3 ) 7 i 4= 14 .

B £ Aol fa s A e 2 Aol SRalA fkith s v e AE ol 04l ) A
o] 2= Fo) SNMP LM EI D Shehe A9 AT E EA9 S A3k asa flo] £l ol
of Fol

of = & 3slE P2 2= Al 2El(of: CLI, ASDM,

CSME)oﬂ JA]:aqq SER= PR EH %lﬂdi% FAE A FEUY GdEstd AU 2AE S &
ola} = PALe)
=< .

AF ASAC] A AU g7l 9 e

verson 7|9 == EF] 9 @ A (E 7)ol AH-E- S SNMP B 1S A Gt A H efe] F4l2 A st
A A-g-at] 5] &,

simp-server host %< 713 ¥ E 9 52205k W, NMS 2] Mg A2 S-S AsAC] T4
A4 S 2 A A Bl oF Tk

SNMP B 1 B5= 2¢0) §haff AR AU E A9 S A4 g

snmp-server community community-string

o) A

ciscoasa(config) # snmp-server community onceuponatime

Far

ARUE BALo) S5 A ,@, 45, %, " & %, )E AHE-3HA sFokoF FUTh Aukd o2 ¢ 7]
Aol A ARk 7)s g0 2 dote 54 EAF AR o 7|4 2 A uaa 5 ),
A& S &Y A ()= o] 20 Z EA R A H B R AFUE EAD A}%oﬂﬁ—t« FHYT
SNMP A ¥ 93] == Aty AR E Ao

snmp-server [contact | location] text

o) A

ciscoasa(config)# snmp-server location building 42
ciscoasa(config) # snmp-server contact EmployeeA

ted Q1= Qe YA i ASA A9 pel Ao o & A G o B dATAE T
o, A 1274744 $ STk F0E ALE T i A ol e TS AL ek Aol w

SNMP &4l s =71 FEE A4}
snmp-server listen-port Iport

o) A

ciscoasa (config)# snmp-server lport 192

[*)}

Iport‘ﬂ%:—t— FAl @A o] FEEE ZEQUT 7] E 541 X E = 1619 Y T snmp-server listen-port
& T A} Ao A RE ARE- The sk Al 2 F A Oﬂ M AREE F AFUTE AR AHS T £
Eoﬂ/\i snmp-server listen-port 8 %S 7/ 3 749 th& #l A1 A 7} A Y o

el

The UDP port port is in use by another feature. SNMP requests to the device

Cisco Firepower 1000, 2100 FX0S, Secure Firewall 3100 2 4200, Cisco LINA MIB 3= 7}o] = .
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. SNMP B} A 1 &=+ 2¢0] o 3k vl 7] W 4= -4

will fail until the snmp-server listen-port command is configured to use a different port.

7% SNMP 28 B ZE S ALE S 5 & WA 602rt A% R e, LES o 48] ALE
91 73%- syslog M A1 A] %ASA-1-212001-3 23 gh T},

@A 5 Configuration(-4d) > Device Management(t]v}o] 2~ 3+2]) > Management Access(32] oA 2) >
SNMPE €t

A6 SNMP EH A1 EE 22 AHE 59 79- Community String(F U E] -4 E)(7]3) B =] AR YE
TAE s %JE%“%E} ASA°] 75 1 o SNMP NMS7HARE-ah= v U H & ¢ & 3 T SNMP
AU E] AL -2 SNMP NMS e} #H] t g W E$] 3 =& Alo]of| A nl g & %%%Hﬁ‘r ASA ©] H]
UG E AFE-3Fe] 741 SNMP 8.3 o] fra sk dasiy ot A vk xdk Qg s o] 2~ th Al #e] <1
H o]~ & E3l SNMP RUHE S T3 3sh= 45 AT HE #AY S A58k ASA glo] £1 o]
olFoldYth v S+ tl/AEAE FaEsk H o 322 FeAd U 32 585 A 2F
Yt} 7] 3k-2 publicd Y o SNMP H A 2¢oll A= ZF NMSel| thafl E o] A7 UE £ S A3
& AFH o NMSl thall AFUE FAG o] 7 E A @2 A9 7] A o8 o 714 A ghol
AR U
I
ATHE 4L 55 24 ,@, #, 3, %, ", &, *, )5 AFESFA] olof FUTh dRbA o ® -4 A
Aol A Ab&-3t= 7] 58 02 o ol 5 FAE AMESHY o 7] A 8 AT A ¢ lEF U T
o & S0l MEYA () o] =A0)Z FA R A H B R AFUE EAG ol AFE-s A = F F U

rulo o,

SA7 ASAAZH BelAe] o] F& AU HAEE oaEAE TR H1) 127749 FEAYY

Ay
] g TR A 1274744 7bs
%WW%W£4%§$%%ﬂ%ﬂE%ﬂ%@%é%%%ﬂ%%%%“oiﬂiﬂuﬂ
61 02 f-A g,
@ﬂaﬁqaﬁ,ﬂw&

i S
et =

A 10 (A€ A}3}H) Enable Global-Shared pool in the alk(‘:a“l.4 off A 1 ¥
o] SNMP 913 A& &3l o v =e] 9 A184 W= A
9
ASAO A W22 AR E At ), CPUS T} Z 2 A 20l A] a2l & w7} A SNMP 32 2 Al 2 o] A]
U5 o el B 73 9lsU Tt o] 2 213 SNMP ## CPU AF8-#o] Wolx] 57l AbA| 7} whA) &
T dFYT

A 11 SNMP Host Access List(SNMP &2 E a2~ 55
Add SNMP Host AccessEntry(SNMP &~ E WA 2~ §H =71 o] 8 427 e U o

SA12 EEThE BS54 Efe] g E = QlE o] 2~ o] & A EF

S 13 ASAC] AZA T 5= 9l NMS = SNMP #He] A1) 1P 42 =gyt

G714 UDP X E S & Yyt 7] 242 1629 U th

SA15 EFTHE H5o] A ARE Q1 SNMP W S gt o) HM 155 WA 2cE AEshHE A JFYE
TAE S Y F 3l oF Yt} Version 385 A B3 H =F U 5o A ALEA} o] 5 A B oF 3y
=3
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7] 18

SNMP Version 39l o 3+ v} 7 5= -4 .

M2 EH B 8 H(EH)ol AHE S SNMP H S A1 A U Tk A oF o] A1 A 8 gk 1 A RES AL
&3t 518

Server Poll/Trap Specification(* ¥ Z3/E 5 AF) o ol A Poll(ZH) &2l &S A Elslo] NMSS
28 ALER) o= AR—AUT. NMS S =3 Sl e mwd xﬂdo}am Tr ap(E%*) Feleke AE
6L14[4A = §lo]gq.0 A{Eﬂ%ﬁtﬂ SNMP Ez,k‘Ezv% ] é% = %:

OK (&) E &8 3to] Add SNMP Host Access Entry(SNMP 5.2~
l=acani=g

M ZE T ~E7F SNMP Host Access List(SNMP &2~ E A2 B2 Zof Lebdu o)

Apply HES 3}

Version 1, 2¢ 5=3= 39l 3k SNMP v 7§ A7} 1-A4] &) a2 *H 7] Alglo] A &) ol Az 7o Mol A=+
HYyoh

SNMP Version 321 tj 3+ mlj 7] WA <= -4

ZEAA

SNMP H 7 30l Bt g}etv] Bl & A8t v GAE Tl A Q.

A =2 SNMP B A 3] ghaho] ALG-3F 4= Q)= A SNMP L35 A4 eyt
snmp-server group group-name v3 [auth | noauth | priv]

ol Al|:

ciscoasa (config)# snmp-server group testgroupl v3 auth

AFHE A g o] 732 W AR YUY EAE 3 A8k o] 5] F7F 1F 277 Abs o2 A
Utk shube Bl 1 1o BES 98 Ho)a ThE shtis Bl A 2 Bok el 913k A YUt auth 7]
SR ARSI B @’Hi‘rﬂ‘%ﬂr noauth 7] $] =+= 7! Q15 £+ O‘ii@rﬂ AR E A s o
SHU ) priv 719 == A3 5 ste) o158 g4 3k U auth B+ priv 719 =0 o 8k 7] 2402
A A FHUTH

SNMP H A 30| A 5k A}-2-8 SNMP 18-S 98 A AF&AE A3 o)

snmp-server user usernamegroup_nameva3 [enginel D enginel D] [encrypted] [auth {sha| sha224 | sha256
| sha384} auth_password [priv {3des| aes {128 | 192 | 256} } priv_password]]

of All:

ciscoasa(config)# snmp-server user testuserl testgroupl v3 auth md5 testpassword
aes 128 mypassword

ciscoasa(config)# snmp-server user testuserl public v3 encrypted auth md5
00:11:22:33:44:55:66:77:88:99:AA:BB:CC:DD:EE:FF

Cisco Firepower 1000, 2100 FX0S, Secure Firewall 3100 2 4200, Cisco LINA MIB 3= 7}o] = .
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B snump version 3oi & s o g

username ¢15=+= SNMP < 0] HAEo &3l= S 2EQ AEA} o] 5 Y U T} usernamel] & ) 322}7}1X]
AHFE T AFUH ol & *X}i Al AFsf oF U th SnbE St = 22, =4k, _(EE)o] 23
Y (PH ), @t 71 5) B (3o £)S AR e 5 gl
group-name %157 AR& A7 £k 1—4 o] 5 UUTh v3 7] 9 == SNMP H A 3 WOt m el & AL&
3l oF 3-8 %] /g 3} 3 encrypted, priv 2 auth 7] 9] = 2] AF-8-S g4 813 T} enginel D 7] ¥ =& A1 &)
/‘]'SLO]E’:] AHE2EO] R1F R 5 st G HE A A 55k U] AFE-¥ ASAC] enginelDE A 4 U T}
EnginelD 15~ A ¢k ASA engineIDE #]7g &l oF 3H ).
encrypted 7191 = ke el B4 02 MWW e S AT deshE v s
FE3oF g,

16715 % Aol o] of it

« 87 0|4, 804} ol 5}l of T

« T2, A B @A%N&H() N <> R R o

ohe 2.2

ol
o

Tﬁ
i
-
o

27 E XS Sy o (2 7] %), 2(EeX) BE = (3.
« Z}7] T2 TALE 57} o] 2 g o gt

LAY AHE Y5 Eo] gkl ok Ut of| & E0] "12345"
Sy 31 "ZYXW" E21 Dol = 37 23 U S A B4
St S 238 (U7 3l E AT 4~670 o] X E = A 9) T HAF

e 2

£ |o
i

0, o
N
-~
ol
o
Y
<
o
B
of
o

m rie

i of 2 b
N
)
A

2 o fd g
i, ol

i

v

RN
SL
=,

2 ZI}8AY g adks BA) Abolo] el A HAadtA] k= %47} Apg5] = 7
7}/71/\ T2} 427) zﬂ 375 4] U Th o] 2 o] abed&!21€] 7o H| 85 7 Ao] A
Th abed&!259] 7 $-ol = n| U & A} e}

QL rr J» K

_ olN

£ 2 g

% %22 (sha, sha224, sha256, &= sha384)2 ) 4 3= auth 7] 9] =7} AL-&- 5 of of &t} priv 71 9]
F3 st @S A A Yt auth 5= priv 7] 9 =) i gk 7] gk = 7] v H s 7 E A )
1—‘,__14 .

I o,
o [ o\

I

> 2

o

A

(

Zﬂ 79 3des TEE aes 7] 9] =2 A48 4= 9l U T EE3F 128, 192 I 256 S0l 4]
dug]F WAL XG4 A5 U auth-password Q15 A5 AF&AF v
T}, priv-password Sl 7= ¢T3} AFEA v EH S5 A G g}

Uﬂ AFEALE THA] A oF fhYTh AN Bl E v S
FUh A8t tol A 2B ALEAE 98] gl
224, SHA-256 5-+= SHA-3847} 2 4= Q)5 Ut} AF-8-AF
% 4%-(¢ll & £ 9] startup-configuration ¥} ) Ak €]~ E w]Y
1314 Q15 2 Zefo| WA thol A ~E7F AU THCF A o A] Zan). v
AL 170l L BokS: 915] 84) o] Ao & ALE-3F= Slo] EHUTh
S 2~E 8 = Aol 2% 9} 74 SNMPv3E A}B—o}L 45, 27 292 74 S A 292
Hlo]| 25 FIbe AL Aoll 2] A E wA| s 7 -9- SNMPy3 AFE-AF= Al t] o] o] 24 5] X
HU T AFEAL7E A Tl ufo] 2ol A & B A F == 5l W SNMPv3 AR5 Al o}/gHAd Tvlol
220 thA] F7EsEA Y A tlufo] o) 214 ALEALE STl oF Y THSNMPV3 A& A E T1E2 2

)
o

fol 2> &
il oo lof
N
o > 117
ot & K
o2
fol
i‘i

A

=

i)

o (L
for
i
o

2
=z
o
o
o
J
-4

2 ot
-
&2

K
;
rl
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B
e &
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Qb X,
2 |
p‘gm
g
”mi
N
>
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>
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jlieA
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fol
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SNMP Version 30 t 2t w15 74 I

2 2~F "ol E] tuto] 2ol -4 W = 9FE ¢ o 2]y th). snmp-server user
username group-name v3 4 & & * = a3t A] &2 FHEH 9 priv-password 54 2
| 24

auth-password 41 3} 7| d o] el iEﬂiH}OI ol #Hslo] 2 AL &A= A A S T}

o]

H
encrypted 7] == /\}QO}O% Ao/ A AFEAE o S 79 SNMPv3 AR A} i H o] &
AH A FeS delE o F WAIA 7 EAH YL B3 o] F2Ho 2 918 7]F SNMPv3 AFg A} 2
IF R o] BA Fol AYAA 2EU T

o & Sol, Alol/@ 4 frilol A FESE 75 WA AU B & A aol:

ciscoasa(config)# snmp-server user defe abc v3 encrypted auth sha
c0:e7:08:50:47:eb:2e:e4:3f:a3:bc:45:£6:dd:c3:46:25:a0:22:9a

priv aes 256 cf:ad:85:5b:e9:14:26:ae:8£:92:51:12:91:16:a3:ed:de:91:6b:£f7:
£6:86:c£:18:c0:£0:47:d6:94:e5:da:01

ERROR: This command cannot be replicated because it contains localized keys.

o

& 5ol, S8 2H HA T dlo]H @9l (7-/d ol snmp-server user'8 & o] 3= -l wk AR

ciscoasa(cfg-cluster) #

Detected Cluster Master.

Beginning configuration replication from Master.

WARNING: existing snmp-server user CLI will not be cleared.

SNMP 93] =21748 A 4414 6. Eglo] A48 e o] =8 A G FUTh ASAY] A4 T 4= 9]
+ NMS H= SNMP #e] 29 o] §3 P =45 A E gt

snmp-server host interface {hostname | ip_address} [trap| poll] [ community community-string] [version
{1]2c| 3 username}] [ udp-port port]

o All:

ciscoasa(config)# snmp-server host mgmt 10.7.14.90 version 3 testuserl
ciscoasa(config)# snmp-server host mgmt 10.7.26.5 version 3 testuser?2
ciscoasa(config) # snmp-server host mgmt 12:ab:56:ce::11 version 3 testuser3

trap 7199 == NMSE El =2l o 27k A3t poll 7] == NMSE 83 A5 (Z )21 A|

Sk t) 7] 24 02 SNMP Ef2 &4 315 o] JlGUtth 7|24 o2 UDP XE &= 16294 Ytk A

FTUE 292 ASA 2 NMS AFol o] & v 7] Yt 71 &= t/AEAHE sk & ) 32419
o)

G5 AGUTh B e 5§54 QHUth 712 AFUE EALE public) Ltk ASAE ©] 715 A}
§3he] 540 SNMP 2.4 9] § 54 S BT o & Sol, AFUE EALL Ao E2 443 5

0 AU ASASNVISE T4 8 5 Sl ASAT A48 BALE A gk AR e #
FEHA D LWL SHA B dEE AR FALL AHEE Tl 45
204 55 A2 8(6l: CLL ASDM, CSM 5)ol AL E), 2w = ] 5 50514
hEshR ARUE B4R B4 asadlA] AAHYT 0] 2 BAS ik v AE

T
g

1§ b g
o oy r&ﬂ o,

ks
T

version 7191 =5 ER 9 2 H (%)l AHEE SNMP W& A G Ptk AW ohe] FA1E A E e
A RkS ARE-8ke] 3 8-g Y.
SNMP B 3 S 2 E7F ASACl 48 -9 AHEA7E sl BB eld s of of gt
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B snump version 3oi & s o g

snmp-server host | @& 5715 5 E S A8k W, NMS | AR&AF 214 S5 ASA -3 %
A7 v 2 %L” aof gyt

SNMP M H] 91%] L= A AR s AT}
snmp-server [contact | location] text

o) A

ciscoasa(config)# snmp-server location building 42
ciscoasa(config) # snmp-server contact EmployeeA

text Q15 2 T A iz ASA A28 el el ol 8 AU ol Fe AR AE TR
o 5 A A SR BUE ALY S AT AL BUE AEHE A AL AL 3
H

SNMP &4 g 7] XEE A4t}
snmp-server listen-port Iport

o All:

ciscoasa(config)# snmp-server lport 192

lport Q157= 741 @7 o] e e = L EQUHh 7] 4l LE = 1619 Ytk snmp-server listen-port
8 el A g el A RE ARG Th a4 2w g m% R3S gl @4 Abg B9 E
E o] A snmp-server listen-port % 3 & 743 74 17} FAE U

The UDP port port is in use by another feature. SNMP requests to the device
will fail until the snmp-server listen-port command is configured to use a different port.

71 SNMP 28| =5 X E S AFR S 7 S W7hA] 602 vt} A& £ 5, LEE o] 3] AHS &
91 7-%- syslog WA A %ASA-1-212001-3 238 gt}

Configuration(-*4) > Device Management(t] H}o] = #2]) > Management Access(3+2] oA ~) >
SNMPE 41 8§t}

Add(37}) > SNMP User (SNMP A}-&-2}1) S SNM Pv3 User /Group(SNM Pv3 A}-8-#H/715-) 51(SNMPv3
User (SNMPV3 AF&-2H) ZHoll Sl5)ell A S8 8ke] 78 | AFE A B At AR AHE Lol 714
Ut 259 vpA| 9 ARE RS Al A 5HH ASDMS TLag AHAlE Y D‘r

A
AP A E Sl = SR AR A S8 RS WA ¢ s YT
Add SNMP User Entry(SNMP AF&2} 8H2 Z7}) o) 3} 44447} Lrebgu o).
SNMP A&-2H7F 438 QL& 155 Ao A8 s
* Auth&Encryption(¢15 2 ¢35 sh): AR&219] )15 2 a5 strE -4 = ol
* Authentication_Only({1 5 5H): AF-&-2}Fe] QI A = o] Q&

+ No_Authentication(31% §1:2): AH&A-8] Q150 1} gt5.81 7} A ¥l o] 1] b
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B

AR Rt el |

Zka

I ol WA

]

F Qs e,

fured)

AREAF Bt E(USM) L35 AH8-8F2 ™ USM Model(USM &2) 55 S 9ot
Add(7hE 2994t

Add SNMP USM Entry(SNMP USM &% F7}) o 8} “3-2}7}F YEbd Y T},

T ol B g
EHTE BR)A 1o FES AH P o] M4 Fl THH UM IES Bl FFOR
SNMPv3 AF§ Aol 7] 2 e 4 915 o,

o

TR AR B A2 AER o) 5 QA FUTH ALEA o] B2 A B SNMP A 8] 15l
ol 3 oF gk

Encrypted(?}2.8}¢) 1= Clear Text(H2=E A]-7]) #tt] 2 w2 5 b5 =8t A8 2 vl
W3 938 A

MD5 H=+= SHA MD5, SHA1%-+= SHA256 SHA, SHA224, SHA2565-+ SHA384 U] 2}t 2 v & F 3}
L‘r% S5t AR 1F F S EAL

TE JEFYT o] BE R ol 585 = FeA LA H o dol= 647t
OK(ERNE 83t 153 A staL(e] AH&A7L slF 159 3 WA AREAQ A9) 155
Group Name(L& ©] &) EEE}E 5o TASHAL dF 1Foll tE AR A E A Y T

Add SNMP User Entry(SNMP AF&-2} 35 327} t 8} 21 7F &3] Ut

Apply(4-8)E 244t

Version 31 O] §F SNMP wij 7] 1 5=7} -3 = a1 §1 7 Afalo] A8 Q1 719 g o] Ao A gyt

5 74

it
¥
o2
%
<
o

AR AL 1S F S SNMPAFEA B3 S Ty ek w g o

SNMP A-§-2}F 555 -4 gt
snmp-server user-list list_name username user_name

o All:
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ciscoasa(config)# snmp-server user-list engineering username userl

listname ?15=+= 2|t 334} A o] o] AF&-AF 55 o] 55 A4 §H . username user_name 7] ] =-Q1 5
L AR =l T Sl AFEAE A XWME} SNMP ] 7 3& AFE-8F= -0l vt o] &
7} %k snmp-server user username 8 &2 AFE AL H5 M AREAE TS 7 lFU T AR AL

258 E ol 4] ALg AL glojok S8, BAE o & P F4 WA AAR 5 Atk

Configuration(4) > Device Management(t]v}o] 2~ ¥2]) > Management Access(32] A 2~) >
SNMPE e gyt

Add(F7}) > SNMP User Group(SNMP AF-8-#} Z145)8 SNM Pv3 User /Group(SNM Pv3 A&} Z14)
S (SNMPv3 User s(SNMPV3 AF&-2H ol Sl)ell Al S8 ko] 74 | ARE-AF 215 B AlaF AR
w5 F7FEUTH 259 vhA 9 AREAHE Al A 3HH ASDME 1S A A S T

Add SNMP User Group(SNMP AF-&2} 15 571 e} A7 YeRd Uy o
Ag7 1F o1 B2 QEFITh
9O x

71E SR EE AL A 1E
te mES 2

el sl Existing User/User Group(7]<& A8 2HARE- A Z1&) 2F

A AHE-AHE RH= 2 Create new user (M AHE-AF BA) BhH] & W& S g T
SNMP AH&AF7} 43 ol 15 A9 dyth AR 7he e 15 v 25Ut
* Auth&Encryption($15 % &5 3h): AF8219] 15 2 a5 s7F -4 = ol
« Authentication_Only(1 5 5h): AF-8-2F9] JIFRE A3 = o &
» No_Authentication(215 §1-5): AF&-AF2] Q1 Fo|u & sh7t 4 = o] 9lA] &+
T3 ARG A e A 28 AFEAY] o] F-5 QU TE AFE A} o] F-& A BlEl SNMP ATH T1E]

oj sl a3l oF gtk

Encrypted($} 3 3}8) == Clear Text(8] 2 E #|-$-7]) &) & B E 5 32 8 slo] ALg3knd
HE F3S AA-FY

SHA, SHA224, SHA256 T=+= SHA384 U] 2}t] @ B & F 3lU5 Z8l&lo] A
Eash=s

A= .

-

%61— o]

= 1

ol\

o =
T4

o

Rk

QAFol AT AN B E T
Azl AT AN S E ST

F 2] o W E 3DES, AESEE F hbE Fejstel AHgstel s ¢ Es #9S A9
FEstol AHET M UAEE YA FUT o M LA T 3§51 G5A B Al Dol 6ant

Y

Ao st AE-E HEH S E Sl T

Add(F7hHE 283t A28 } ZHE Membersin Group(Z25-2] #1H) o] A4 H AR&A} 215
F7F o} Remove(Al A) & 22l 5t Membersin Group(~L5 <] M) ol A 7] & AFE-2LE AHA)
ot

OK(EN)E S8 ato] A A A& 150l th e Al 28 AHEAFE A YT

Add SNMP User Group(SNMP A8} “15 =71 t) 8} 2427k &3 Y o).
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AbgA M EY A A 94 .

718 Apply(2-8)E 22t

Version 30l &k SNMP wll 7§ =7} 5/ ¥ a1 WA Apglo] A8 Fl 3] e o] /d ol A% Yt

AHEAL Y EY A A A2

L ZAA

AR BE o) B A SR B AR 1FS UEN D A} QAW G wAS FATY
.

AL AL BT o] W AL AL S AL A T1FS VES S RIS A A g,

snmp-server host-group net_obj_name [trap| poll] [ community community-string] [version {1|2c|3
{username | user-list list_name}] [ udp-port port]

o A

ciscoasa(config)# snmp-server host-group inside netl trap community public version 1
ciscoasa(config)# snmp-server host-group inside netl trap community public version 2c
ciscoasa(config)# snmp-server host-group inside netl trap version 3 userl
ciscoasa(config)# snmp-server host-group inside netl trap version 3 user-list engineering

net_obj_name 915 A1§ 74 = AHE A TG0l AAE SlE o] 2 W= A A o B A4 P

community 7] 9] == NMSel A 84S F4le v 2= NMSE A5y = EffS AT “H 7] %kol
obd EAEe] g %‘/}E}%HD} SNMP H 7 1 H5=2cof| Wk o] 7] 9] =& o AdFUTh
community-string = 4y A AEE AU NMSY 2ol AEE = H]“—Qﬂdiﬂ H] =37
FTUE #AEE AG YT AFYE 2AE -2 Hd 322744 51884

version 7191 == EAS nula 84S FehEe)shs o) AhE 3 SNMP <
3o = A4 71E H

username %1 <=i= SNMP W A 38 A8 79 ALg-2}9] o] 55 x4 3tY ).

user-list list_name 7] 9] =-Q1 = #| o] = AL-8-A} H-59] o] 58 X3 th

Zhol ol L E O NMS S AE =2 4w ojof &
g t) 7] E UDP £ E = 1629 Y th.

3}
=
o] 2=
T
3

oo
N

udp-port port 7] 9] =-215* %2> SNMP E o] 7]
S A4S NMS TAES UDP FE G E A

oﬁ,rm
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B swezues

SNMP =1 E &
SNMP 2 U E] o] 3k & th-g B S Farst 4 A 2. Tools(£) > Command Line I nterface(™3
F 3 Qe 0] 2)E AHgat] B B 4HE 5 A,
* show running-config snmp-server [default]

o] HHE & ESNMP A T4 AR E T ATt

show running-config snmp-server group
°] W %= SNMP 15 174 245 EAI T Th
* show running-config snmp-server host

< SNMPOl A 94 T AER 5= wAlA] B LS Alojsh v AR = 4 A

* show running-config snmp-server host-group

o] &S SNMP & AE 18 A< ¥ A )

show running-config snmp-server user

o] W& SNMP A& 7|8k 74 A S FAF U T

show running-config snmp-server user-list

o] & & SNMP A&} B2 AL FA ST

show snmp-server engineid
o] &2 A ¥ SNMP 2] IDE %A FY
* show snmp-server group

o) e & A E SNMP 1§ 9] o B EAFUTE ARUE F4Do] olv] 44 THE A
A 0w Feo 270 37} 1§l AP o AP

show snmp-server statistics

o] -2 SNMP A9 T4 548 TA UL B SNMP 7FH-H & 002 A A 3t
clear snmp-server statistics ™ & S A3 Al Q..

show snmp-server user

o] He AR A T4 B4 S HAFU T,

o
U o= SNMP A S| & A8 WS oy T

ciscoasa(config)# show snmp-server statistics
0 SNMP packets input

. Cisco Firepower 1000, 2100 FX0S, Secure Firewall 3100 2! 4200, Cisco LINA MIB 3= 7}o] =
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Bad SNMP version errors
Unknown community name
Illegal operation for community name supplied
Encoding errors
Number of requested variables
Number of altered variables
Get-request PDUs
Get-next PDUs
Get-bulk PDUs
0 Set-request PDUs (Not supported)
0 SNMP packets output
0 Too big errors (Maximum packet size 512)
No such name errors
Bad values errors
General errors
Response PDUs
Trap PDUs

O O O O O oo oo

o O O o o

The ol SNMP A A9 T42 EA S S me] Fuinh,

ciscoasa(config) # show running-config snmp-server
no snmp-server location
no snmp-server contact

snmp-server enable traps snmp authentication linkup linkdown coldstart

SNMP2] <

th5 Al ol A= B SNMP Version®] 322 ARE-3E = QL& o & A

SNMP H 1 2 2¢

TS o = ASA7} U F- Qg H o] 29 & A2E 192.02.59 25 E SNMP &%

syslog 8745 M538HA ehv WS Hol FUth

ciscoasa(config) # snmp-server host 192.0.2.5
ciscoasa(config)# snmp-server location building 42
ciscoasa(config) # snmp-server contact EmployeeA
ciscoasa(config)# snmp-server community ohwhatakeyisthee

SNMP H 3 3

snmpel o I}

th2- o = ASA7F SNMP H 7 3 BoF B Bl(T1&F, AF& AN, &2 E o2 S 3)of §hS AF-8-31o]

SNMP 274 & 4l 8k W& Bol Fyth

ciscoasa(config) # snmp-server group v3 vpn-group priv

ciscoasa(config) # snmp-server user admin vpn group v3 auth sha letmein priv 3des ciscol23

ciscoasa(config)# snmp-server host mgmt 10.0.0.1 version 3 priv admin

Cisco Firepower 1000, 2100 FX0S, Secure Firewall 3100 2 4200, Cisco LINA MIB 3= 7}o] = .
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B sweo=

SNMP 7| =

3 7:SNMP 7] =

715 ol & WA A

SNMP H 7 1 4 2¢ 7.0(1) | At & AE AFUE] FAE S E3 SNMP A H &} SNMP ol o] 4 E 7}
o to|EHE AE3dle] ASAUES T ZUE Y L o] HE AW E 2%
[Rh=

(o3

U5 3l & 527 9l 5 Y . Configuration(7-7J) > Device Management(T]
H}o] 2~ #+2]) > Management Access(¥H2] 2 4] 22) > SNMP

SNMP H 7 3 8.2(1) |3DES =+ AES 93 312 Al F-3h a1 A Y Heok el F 71 ok 4 3 SNMP
M7 38 A QP o] Mol A USME AL&5Ho] AL84}, 15 2
TEEEEEAST EAE AT UGS UH =g o) AL ool
E 9 MIB A Aol t gk Al 2 Ao} 7} 71 ek F=7F MIB Al & E 39
e

S HEHS =9 = A 35Ut show snmp-server engineid, show
snmp-server group, show snmp-Server user, sSnmp-server group,
snmp-server user, snmp-server host.

o3 3tH-S 74 Y5t Configuration(7-7d) > Device Management(T]
Hlo] 2 ¥+2]) > Management Access(ZHe] 2 Al 2~) > SNMP

U 5 oF 5 s} 8.3(1) [MWWF oF5 32 A Y},

U2 38 44 55 th snmp-server community, snmp-server host.

. Cisco Firepower 1000, 2100 FX0S, Secure Firewall 3100 2! 4200, Cisco LINA MIB 3= 7}o] =
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snwp 7= [l

715 °ol&

H

a4

SNMP E & % MIB

8.4(1)

5 F7H 1Y =5 ALYt} connection-limit-reached, cpu threshold
rising, entity cpu-temperature, entity fan-failure, entity power-supply,
ikev2 stop | start, interface-threshold, memory-threshold, nat
packet-discard, war mstart.

AA, H, AL T3 FA D I 4 240l ] $ entPhysical Table 131
=

ot

t}S 371 MIBE A ¢H4 t}. CISCO-ENTITY-SENSOR-EXT-MIB,
CISCO-ENTITY-FRU-CONTROL-MIB, CISCO-PROCESS-MIB,
CISCO-ENHANCED-MEMPOOL-MIB,
CISCO-L4L7MODULE-RESOURCE-LIMIT-MIB, DISMAN-EVENT-MIB,
DISMAN-EXPRESSION-MIB, ENTITY-SENSOR-MIB, NAT-MIB.

S F7F EdS X 4 gY ). ceSensorExtThresholdNotification,
clrResourceLimitReached, cpomCPURisingThreshold, mteTriggerFired,
natPacketDiscard, warmStart.

o} 3t S 4= g5 Utk Configuration(++4] ) > Device Management(T]
H}o] 2~ #+2]) > Management Access(¥H2] 2] 4] 22) > SNMP

U HHEE 2 B 435Ut snmp cpu threshold rising, snmp
interface threshold, snmp-server enabletraps.

[F-MIB ifAlias OID #]

8.2(5)/
8.4(2)

o] Al ASA7} ifAlias OIDE A Yt} IF-MIBE ZtolE off ifAlias OID
= Qe Ho] A~ Aol AAE gho = AAF Y

ASA A H] 2 2 E(ASASM)

8.5(1)

ASASMS t}&-5 A 98l i 8.4(1)¢] BE MIB 2 E#-S A3}
8.5(1)°ll Al A =] =] &&= MIB:

« CISCO-ENTITY-SENSOR-EXT-MIB(entPhySensorTable 15 2] 7 4]
LA EE=0)

« ENTITY-SENSOR-MIB(entPhySensorTable L& ] 7} Ak %] 1 ).
* DISMAN-EXPRESSION-MIB(expExpressionTable, expObjectTable %
expValueTable 155 2] 24 A7k %] ¢14).
8.5(1)oll Al A =7 &= ESY:

* ceSensorExtThresholdNotification(CISCO-ENTITY-SENSOR-EXT-MIB).
o] Egle A9 7 44 9 A 7, CPU 1L o M=o vk A8

g},

* InterfacesBandwidthUtilization.

Cisco Firepower 1000, 2100 FX0S, Secure Firewall 3100 2 4200, Cisco LINA MIB 3= 7}o] = .
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7% ol & CEIEE
SNMP E ! 8.6(1) | ASA 5512-X, 5515-X, 5525-X, 5545-X % 5555-X°ll th&f o} 571 719
=2 A Y3t} entity power-supply-presence, entity
power-supply-failure, entity chassis-temper ature, entity chassis-fan-failure,
entity power-supply-temperature.
'S 9 H S 44 35U . snmp-server enabletraps
VPN ## MIB 9.0(1) | ZpAd F5s} 75 A S S8l Fulo]Ed W7o
CISCO-IPSEC-FLOW-MONITOR-MIB.my MIB7} & % 151t}
th5 MIB7} ASASMell th &l &/ 3} ] 15U T
* ALTIGA-GLOBAL-REG.my
* ALTIGA-LBSSF-STATS-MIB.my
* ALTIGA-MIB.my
* ALTIGA-SSL-STATS-MIB.my
* CISCO-IPSEC-FLOW-MONITOR-MIB.my
* CISCO-REMOTE-ACCESS-MONITOR-MIB.my
Cisco TrustSec MIB 9.0(1) | v} MIB7} 571 25 Y t}. CISCO-TRUSTSEC-SXP-MIB.
SNMP OID 9.1(1) | ASA 5512-X, 5515-X, 5525-X, 5545-X % 5555-X A 92 9 3f 5702 A=
& SNMP =8| 4 &5 A #+% OID7} 57+ AFH Tt
NAT MIB 9.1(2) |xlate count ¥ max xlate count &5 2| S 23
cnatAddrBindNumberOfEntries & cnatAddrBindSessionCount OID7} 57}
% 95Ut o] = show xlate count ™8 & & A}-8-3F 8 383} )53y
t}.
SNMP 3 2E, 3 2E 5 W A& [9.1(5) |o]A] ZAEZ H 400071 7F4] 52718 = QS5 Uth AP s = g4 =
=5 F o e 28YUTh E2E OF o 719 ) E2ES UE
e =D AAE A9 5 Agvth B ol o] ALgALE Bt
FAESART 5 AL
oS HHs =9 = A5 YT snmp-server host-group,
snmp-server user-list, show running-config snmp-server, clear configure
snmp-server.
U 3hH & 4 dl 5 Yt Configuration(7-74d) > Device Management(T]
H}o] 2~ #+2]) > Management Access(¥H2] 2] 4] 22) > SNMP
SNMP WA #] 7] 9.2(1) |SNMP7} A3} WA A Z7] A Fho] 147280 E 2 Z7}3l5U T}

. Cisco Firepower 1000, 2100 FX0S, Secure Firewall 3100 2! 4200, Cisco LINA MIB 3= 7}o] =
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snwp 7= [l

71s elE WA | A

SNMP OID % MIB 9.2(1) |o]A] ASA7} cpmCPUTotal5minRev OIDE #| 91 gHU T},

ASA 7}J7F SNMP sysObjectID OID % entPhysicalVendorType OID® Al

2 AEeR F7HEAF U

CISCO-PRODUCTS-MIB % CISCO-ENTITY-VENDORTYPE-OID-MIB”}

o] Ex o] A28 ASA 7P EHES A LI

VPN & gho] Al ARE- 7 U H "5 919 A =& SNMP MIB7} 57}
HA5FH

SNMP OID % MIB 9.3(1) | ASASMoI| th3F CISCO-REMOTE-ACCESS-MONITOR-MIB(OID
1.3.6.1.4.1.9.9.392) x| o] F7}5 A5t}

SNMP MIB ¥ E# 9.3(2) |CISCO-PRODUCTS-MIB % CISCO-ENTITY-VENDORTYPE-OID-MIB+
ASA 5506-XE A Y3 F o] EX I F T

ASA 5506-X7} SNMP sysObjectID OID 2 entPhysical VendorType OID E|
ol &l A2 AlFoer F7HEAF Y

o] Al ASAS] 4] CISCO-CONFIG-MAN-MIBE A 8} 2L 2 U5 249 & <
BT 4 gFU

« 574 Al tal oW R o] AHH A=A & s

s 7 A F WA o] BASHE NMSol Al & H U

« A8 FA o] mpA o 2 WA H AL A G E Al ZFel di gk EFS)
2RI S FAP T

SEE Y AR R WY se) e Ve B WY e A g
t}.

S " HS 54 5t snmp-server enabletraps

o
-
S 3 S A A5 Y T} Configuration(1-43) > Device Management(T]
nlo] 2 #a]) > Management Access(FE] N Al 2~) > SNMP > Configure
Traps(E ¥ 74d) > SNMP Trap Configuration(SNMP E 3 -4)

SNMP MIB % E 2 9.4(1) | ASA 5506W-X, ASA 5506H-X, ASA 5508-X 2 ASA 5516-X7} SNMP
sysObjectID OID % entPhysicalVendorType OID H| ] £ Al] #|#F o 2 3=
7He A5

AFeted LA SNMP A Ef 5 4~E [9.4(1) |ASAE A = 4|3 SNMP A B E3 & 3}
snmp-server host ' E o= J A 082 74 ¢ S ~E S} 3 ASAE
% A g4 s2EN ZAE Y
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715 °ol&

H

a4

ISA 300001 o gk %] F=7}+

941225)

ISA 3000 A ZEgto] o] A SNMPe th &l % YUt} o] Z;E O3 A
OIDZ 37}3l5 4 t}h. snmp-server enabletrapsentity ™8 & o] A & ¥
Tl Il-bypass-statusa T3l 2 255U T o2 A & =9
o] §-3] AE] §17 o] %‘*éﬁ}%qﬁ}.

U5 ¥ #H S 4 P 5 Ut snmp-server enabletraps entity.

ASDM 3}HH -2 -4 51| k5.

CISCO-ENHANCED-MEMPOOL-MIB®]|
2] cempMemPoolTableol] of 3F %]

9.6(1)

o] Al CISCO-ENHANCED-MEMPOOL-MIB2] cempMemPoolTable®] #|
AU o] = wiy A = Al 251 e] BE 2] 4] e E ol g S
RUB e Wi £ HolEyg

i

CISCO-ENHANCED-MEMPOOL-MIBE 64H] E 7}-2-E & A}-£-8} 31 4GB
o] %o RAMS AH§-8t= STl wl e il 753 A A

PTP(Precision Time Protocol)®l] ] g+ E2E
E F5 2= MIBE A 934}

9.7(1)

E2E 71 25 "o 3 gshs MIB7F o] Al Aot
Ed 1A

SNMP get, bulkget, getnext, walk 2}¢] 7+ %] 1 Lt}

of

IPv6E &3+ SNMP

9.9(2)

o] A ASAS A= IPv6E =3 SNMP A 9}4 E2,IPveE 53 A 2
E A3 7] MIBol| tl 3k IPve 54~ A u]éo}oq IPv6E E5F
SNMPE A &Yt} RFC 809601 A 7 4 o) 2 v} 57} -2 A 28 SNMP
IPv6 MIB 7} A 7} =71 = Sl 5 H o
« ipv6InterfaceTable(OID: 1.3.6.1.2.1.4.30) — QU E #| o] = IPv6 57
ARSI
* ipAddressPrefixTable(OID:1.3.6.1.2.1.4.32) — ©] QNE] E] o] A} &<l %}
RE HFAES 23

* ipAddressTable(OID: 1.3.6.1.2.1.4.34) — <N E] €] ¢] ¢l E] o] ~ ¢} 3
He T2 A4 ARE 233

* ipNetToPhysicalTable(OID: 1.3.6.1.2.1.4.35) —IP =40l A A A| =4
wo] vjsgd & EFFYTh

Al

Mt =
Edn
snmp-server host-group ™8 &2 IPv6 S AU 3k#] & th

rr

¥ W= snmp-server host

At == =4 % 319 Configuration(++4]) > Device Management(t] 1}
o] 2~ ¥2]) > Management Access(ZH&] o 4] ~~) > SNMP

. Cisco Firepower 1000, 2100 FX0S, Secure Firewall 3100 2! 4200, Cisco LINA MIB 3= 7}o] =
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snwp 7= [l

715 °l& HA (A9
SNMP $ 71 #+¢] &AM 715 @ vl 2] |9.10(1) | CPU 2] A 2= 9] 78k AF8-& WA 317] 918l SNMP 9] 2 2+ & 53l
L ALEE H B A ojg A & HE ALE of f Wl e 2 ARE Rl wEE] SA #AelE &8sk A
/g3t 9 v sl # U H| &g st 5 dF YT
At =5 A 45 snmp-server enable oid
ASDM 3} 2 =4 35H4] e dFHth
SNMP §] 21 2+¢] & AM8- 715 & vl =g |9.12(1) | CPU #] 422 9] #E3k AFE-& WA 517] $1 8l SNMP 9 2 29 & B8l
D ALEH w5 A g A & HE AR A w2 D AN T2 W2 T4 9 FeE &4 st
dst d v g st A9 U H| &g ste = dFy T
W TS FREF U
A9t = =4 E 39 Configuration(7-4) > Device M anagement(t] v}
o] 2~ ¥#2]) > Management Access(¥2] 2 A4 22) > SNMP
SNMPv3 ¢l 9.14(1) | o] Al AF&-=} 9150l SHA-256 HMACE AF-&-8 5= 9l U th
A 5F/4-73 = v % snmp-server user
219t/577d . 8} Configuration(-/J) > Device M anagement(t] H}-o] 2~
7+2]) > Management Access(¥2] 2 4] 2~) > SNMP
9.14(1) o] 7<) ol 224] 2g2] 7 9- ASA | 9.14(1) | ASAE T o]/ SNMP S 2ol A E <X o] El & Fo] 9} &34 &5
= 1 o] 4 SNMP Z}o] A E <A g o] Y.
HE o] ¢} 334 HFUTH
ALO] E ZF VPNS 53t SNMP £ 9.14(2) | A}o] E 7F VPNS 53+ B.oF SNMP &3 9] -9, VPN A o -2 ¢

5.3} M access-listol] - Q1E]H o] 29 [P F4AE E &3t}

CISCO-MEMORY-POOL-MIB OID¢]| T
sk x| o] ¢ o] Al FH A EF T

9.15(1)

CISCO-MEMORY-POOL-MIB OID(ciscoMemoryPoolUsed,
ciscoMemoryPoolfree)= 64| E 7H$-H & AF8-3l= A 2 Hlo| A O] o]
18317 g o,

CISCO-ENHANCED-MEMPOOL-MIB2] cempMemPoolTable->- 64H] E
7HEH & ARk Al 2Ee ti gk Mg E RUHE 35S ATy

.

SNMPv3 ¢1=

9.16(1)

o] Al AF&-2} @1%F ol SHA-224 2 SHA-384E A}-8-3F =
Q159 MD5E o o] AFE-a 4= gl Ut

¢+ 3} ol DESE U o] A& = fls5 Yt
ATt/ H Y8 = snmp-server user

A3/ ¥ 3} Configuration(-4]) > Device Management(t] B o] =
#2]) > Management Access(¥2] oAl 22) > SNMP

offt
o

IPv6= SNMP

9.17(1)

snmp-server host-group M & 2 o|#| IPv6 T 2B, M 2 A B Y 7| A
E APy
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SNMP 2 LINAMIB |

715 °ol& H

SNMPo|| o &F 329 el g o] 2 2] 9] [9.18(2)

H

o] 25 F7}38lo] SNMPol A& &= 9l YT
A19F/4-73 = 74 % interface loopback, snmp-server host

At/ E 3 Configuration(%“é) > Device Setup(t] vlo] 2~ A 4) >
Interface Settings(<1 €1 ¥ o] 2~ 4 74) > Interfaces(}1 ] 71| ©] 2~) > Add
L oopback Interface(-+2 1] Q1E 5| o] 2~ F7})

oj A F i QIE ¥
=

7.199] ASDM | €10] 37} 71 o)

SNMP MIB % E & 9.20(1)

Secure Firewall 4200 w2 d o n}o| 2~(FPR4215, FPR4225, FPR4245)7 } SNMP
sysObjectID OID & entPhysicalVendorType OID H| o] E-ol] A} A|F 0.2
715 15 Y ). o] 2] 8F Secure Firewall 4200 Series T] BF0] 2~ 2] 271 2] EPM
7FE=(4X200G 2 2X100G)l th 3k SNMP A o] F=7}%] &5 Tth
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Cisco FXOS MIB 1} A 1.

o] A& t}L Ao g A LT
* Cisco FXOS MIB 3}, 45 5] o] #]
¢ Cisco.com®l| 4] Cisco FXOS MIB 3} & T} 2 = 46 #| o] 4]
* Cisco FXOS A&}, 46 #| o] #|
» Cisco FXOS MIB®I| tjj gt -8 A}d], 49 5 o] %]
* MIB -8, 52 #| 0] #]
* IF-MIB®|| o 8} Cisco &7, 53 ¥ 0] #]

Cisco FX0S MIB 3} <

FXOSMIB 3} ¥ 2 IETF 3= MIB 119] H] 37l £721 7)1 A 3 &9 Yt} MIB 1= RFC 1213, Management
Information Basefor Network Management of TCP/IP-based Internets; MIB-11¢]l A2 ™ ¥ o] §l<5 1] t}. MIB-II
o] A F-7FRFC 1213 o] & U o] EH A5t o] MIBel| tf gk 4 Ju|o]|EE &2lste] ™ IETF
AALo] E http://www.ietf.org & 3314 Al L.

NMS7}EXOSOl A 243 QW2 74 & = glo 54 doly 4 & 3]838h= MIB7} 72
Syt AN o2 NMS7F 5 MIB =5 A4 & 5= gl 709 NMS7} &l MIB ¥ 55 Q14

3HA FAL Sl o] A EZFMIB W45 A 13H4] &= A Yt NMS7F 57 MIB ®l=5 Q14 8hA] 3

52
rr
X

S 45 dubAd o 2 MIB 7 91 2] = AFE-3Fo] MIBE NMSell 29 sfjof st 4= Gt d = &
g3l Hog 318 283} M Cisco FXOS 712l MIB =+ %] Y 5= RFC MIBZ NMS¢| =9 &
ot = lFYT o] A ETE 5 MIB W5 A Y34 &&= 45, A3l T2 Al =8 AT E Qo

S sl of Ut 22 E o} ] Avtrh X MIB7F 4 T

s

#3L Cisco % IETF MIBi= A4 ¢ dle] E Y th FXOS A X E g0 ¢ o1 o] = & wjrt} Cisco.come]
A H4] FXOS MIBE th&-2 =3lo] A g|oF ), 72t Az Eg]o] P 2o ta)] a3k m o
FXOS MIB7} A3 & d 2] 29} 7 A4 gL th

MIBYl| 9= 2= OID7} A QE A= ek th B4 Z o] o4l %% = SNMP MIB 2 OID =
=5 714 ¢ A #show snmp-server oidlistS AH-&3FU ),
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Cisco FXOS MIB 1% 1. |
. Cisco.com©l| A Cisco FX0S MIB 3} T} 2 =

%

3 oidlist 719 =+ show snmp server B Lol tigh 34 E5of el A @ et ARSE Q)
FUth ey o] -2 Cisco TAC A& P th. o] H# & 283171 # el Cisco TAC® 2] 314 A]
o

Cisco.com©l] 4] Cisco FXOS MIB 1} & T} &2 =

A#5}7] Aol
Cisco FXOS MIB+ ZF A~ Egjlo] Hg] 2o &) A = a9} e AlAE YT

L 2AIA

GA1 Beke-AE do] U URLE °] 5 gyt
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