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10/100/1000Base-T Network Module with Hardware Bypass

The Secure Firewall 3100 chassis has one network module slot. Network modules are optional, removable
I/O modules that provide either additional ports or different interface types. The network module plugs into
the chassis on the front panel. See Front Panel for the location of the network module slot on the chassis.

There is one PID for this 8-port 10/100/1000Base-T hardware bypass network module: FPR3K-XNM-8X1GF.
The eight ports are numbered from top to bottom, left to right. Ports 1 and 2, 3 and 4, 5 and 6, and 7 and 8
are paired for hardware bypass mode. In hardware bypass mode, data is not processed by the Secure Firewall
3100 but is routed to the paired port.

N

Note The hardware and the system support hot swapping if you are replacing a network module with the same
type of network module. You must first disable the network port and then reenable it after replacement.
If you replace the 10/100/1000Base-T network module with another supported network module, you
must reboot the chassis so that the new network module is recognized. See the configuration guide for
your operating system for the detailed procedures for managing network modules.

)

Note Make sure you have the correct firmware package and software version installed to support this network
module. See the configuration guide for your software for the procedures for updating the firmware
package and verifying the software version. See the Cisco Secure Firewall Threat Defense Compatibility
Guide and the Cisco Secure Firewall ASA Compatibility guide, which provide Cisco software and
hardware compatibility, including operating system and hosting environment requirements, for each
supported version.

The following figure shows the front panel of the 10/100/1000Base-T network module.
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. 10/100/1000Base-T Network Module with Hardware Bypass

Figure 16: 10/100/1000Base-T Network Module

\] L l FPRIK-XNM-8XIGE
R

=511 —— 11— 11— | |

O

1 |Bypass LEDs B1 through B4 2 |Ethernet X/1 and Ethernet X/2

* Green—In standby mode. Ports 1 and 2 are paired together to form a
hardware bypass pair. LED B1 applies to this
* Amber, flashing—Port is in hardware bypass paired port.

mode, failure event.

3 | Ethernet X/3 and Ethernet X/4 4 | Ethernet X/5 and Ethernet X/6
Ports 3 and 4 are paired together to form a Ports 5 and 6 are paired together to form a
hardware bypass pair. LED B2 applies to this hardware bypass pair. LED B3 applies to this
paired port. paired port.

5 |Ethernet X/7 and Ethernet X/18 6 |Captive screw

Ports 7 and 8 are paired together to form a
hardware bypass pair. LED B4 applies to this

paired port.
7 |Power LED 8 |Handle
9 |Left Port LED 10 | Right Port LED
* Unlit—No connection or port is not in use. * Unlit—No connection or port is not in use.
* Green—Link up. * Green—Link up.

* Green, flashing—Network activity.
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For MoreInformation

* See 1-Gb SX/10-Gb SR/10-Gb LR/25-Gb SR/25-Gb LR Network Module with Hardware Bypass
for a description of the 1/10/25-Gb network module.

* See Hardware Bypass Network Modules for a description of hardware bypass.
* See 40-Gb Network Module for a description of the 40-Gb network module.
* See 1/10/25-Gb Network Module for a description of the 1/10/25-Gb network module.

* See Install, Remove, and Replace the Network Module for the procedure for removing and replacing
network modules.
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