=29 = A+ Firewall Management Center
2023°] M| =& 7|5

+ 2023 11¥€ 30, 1 o]
+ 2023 109 19Y, 2 Hl o] #|
2023 8¢ 3, 15 H o] A
+ 2023 7€ 204, 16 7|0 A
2023 69 8%, 16 | 0] #|
+ 2023 5 259, 17 #| o] A
« 2023 3¢ 94, 17 H o] A
« 2023 2 164, 17 F o] A
+ 20233 1€ 18<, 17 =l o] A

202371 112 30

ELANZE 757 20231117

715 H4 A7 B
Threat
Defense
e
9= AT B Z2-$-= A ¥ Firewall Management Centers A}8-3Fo] 2] 8+

Firewall Management

Center®l] Secure
Firewall Threat

Defense T 1ol 2~ )
3 oA}

o},

A G U 82 97 Tubo] & wg] olobe FEa A Q.

Z2}-%-= 4| & Firewall Management Center 2023°] A 2% 71z [Jj


https://docs.defenseorchestrator.com/cdfmc/ScheduleFtdBackup.html

B 2022102192

20231 10

19

I

Z2}-9-= ¥ Firewall Management Center 2023°] 4 2% 7] 5 |

X228 758 A 20230929
7% Z 4 Threat | A 54 H
Defense
ZHF
Threat Defense ] 4 7.4.0 |7.4.0 o] A ¥ A 7.4.02 4 33} Threat Defense Tl Hlo] ~5 #&] & <= dHFY o}
]2 - o
1<, 7.4.0 W 7€ Seoure Firewall 42000 4 5k A} & 7} 3Ltk 1 7.4.00] 2 28 7]
59] 749 Secure Firewall 42002 A}-&38loF ehUt}, 7| e} & Z 2 3E | o5l X

9741 WA A ThA A FR

Secure Firewall 4200. 7.4.0 ol A &&}9-= Al ¥ Firewall Management CenterS A}-8-3} ] Secure Firewall 4215,
4225 9 42455 1T 5 dFYTL
ol gk tlufo]l 2 TS o] A 2 U EY A RES A YT}
< 2 E 100G QSFP+ U] E 9] 21 5 (FPR4K-XNM-2X100G)
« 43 E 200G QSFP+ U] E 9] 2 1 5 (FPR4K-XNM-4X200G)
%% Cisco Secure Firewall 4215, 4225 2 4245 3} = ¢l o] A %] 7po| =
Secure Firewall 42001 off |7.4.0 oA ZHFE DA A ALE 753 A5 X 23k A A o] Secure Firewall
St e X2k %9, 420001 -8t} o] Aol = o] 7] 5] Firepower 4100/9300 2 Threat Defense
Virtual ol A4 5+ 2] 4 5] A5 T}
e 22 74
=0 A A& 25 = 2}9-= A ¥ Firewall Management A| 2~ 81 CDO<2| 7|5 J Ut} A4 sl 2 S
Firewall Management A] 2~ 3l FMC A 1] 2= | o] 2| o) Al Z-2}-$-= A| ¥ Firewall Management Center2] ¥ 71
EERERPE E REEPASESIEY
= e 4w 2 w04 AR 1]
Z A vto] 1 o)
Firepower 1000/21001 A | 2.5 o] Al| Firepower 1000/2100° 4] Secure Firewall 31002. 2 -3 S 1 A vlo] 1d| o]

Secure Firewall 3100 2. %=
njo] Z1glo] A,

g

A5

A15#/5-% ) h: Devices(t] Ho] 22) > Device Management(t] ulo] 2=
Migrate(”?o]l"/ﬂ °] A1)

#) >

ol do] Al A=A S

A& Firewall Management Center 20232] M| 28 7|5



https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/hardware/4200/fw-4200-install.html
https://docs.defenseorchestrator.com/cdfmc/index.html#!t_configure-the-performance-profile.html
https://docs.defenseorchestrator.com/index.html#!c-firewall-management-center-page.html
https://docs.defenseorchestrator.com/cdfmc/index.html#!c_migrate-the-configuration-to-a-new-model.html

I & 2}9-= A|-F Firewall Management Center 20232] A 28 7| &

20233 104 19% .

7% %2~ Threat | A F-4 R
Defense
Firepower Management 25

Center 1000/2500/4500°1 ~]
Z2}-= A ¥ Firewall

Management Center = T] H}
o] =& mho] 1l o] A gy

o,

Z2}-%-= 4| & Firewall Management Center 2023°] A 2% 71z [Jj



2023 10€ 19

I

Z2}9-= A ¥ Firewall Management Center 20232] A 22 7] 5 I

olr

= 4 Threat
Defense

AR R

Firepower Management Center 1000/2500/45000 4] 2 2}-$-= A& Firewall
Management Center.

tjuto] ~ & nlo] 18| o] A 8 H & 3Z ¥ ¥] 2= Management CenterE ¥ 1 7.0.3(7.0.5
Aol A M 74002 DA A o & §) 1o o] =&l oF 1 vt ¥ 4 7.0 Management
Centerol| A = F8¢-= 29 GHM 2 wfo] 1ol A& A YA For = o] 9
Al dadgel =7 d gy T3 M7 7.0.3 0]X4(7.0.5 WS A Ysh= 51
& @ 317}8-4 Threat Defense T) HFo] 21k ufo] 1ef| o] Aol A &gt} S~
H wlo] 1 o] - dA| A ¥ A HFUTh
FTa WMz 74,02 vto]rgo] A LR A A~7F WY E = F S 1000/2500/450001
299k 2] 91 ¥ 1] T} Management Center §] “12]| ©] = ¢} T] v} o] 2 mlo] 12 o]
A k] A ZHE FH Astal oF T

who] Tefo] A XA AE okt thea BT

N EE DS R D EE BEEE LSl B P R DR
A, vhol 1ol o] 4 Fhol ol g okl WE A 2 AL 3, ol de T, F 5T
Yk,

Ay o]l =3}7] Aol &> & 1] 2~ Management Center”} "<=H] ¥ 7 Elj "o oF
Tk 2 vpol Lellol A3 tiupol 2t phel kL, VPN 9% 5 74 9L
Hrtsta, A2 55 AL, $hd ] M= Qlar, B o] Fefo| A7 A4
A o= B A o)1 58 SR Ao] F AT,

S EHUES ZR2A| At gho] daE Fofstar, FH] s oF &
Ytk 047101] Het oWl E 27 of thgh Mo E3tafof gtk A ¥ 4]
FeHAS Atz ofde g 2E 913 23 g V]2 Management Center

2. &3 1] 2~ Management Center 2 B v U A = t]ufo] ~E5 B 7.0.3 o] 4+
(HJ@ 7.0.5 :qz]—)oi A g o) =3 ),
HAa A oln Adstal Q= A5 ol dAE AYE T dFYTL

3. =32 #|1| 2~ Management Centerg ¥ 74.00.2 ¢ 1do] =3t}

A 18 o] = 5| 7] X| & Management Center®l] 9 2 =3}17] Ao F5S FUh

(untar A| 9]). T2 = 9% 58 Ha| 2,
4. 2> 7|12~ Management CenterS CDO®I| =X 9 3t}

5. wlo] g o) 7ho| Eeo A v El o) 2, K= vl vfo] A& 232 7| 1] 2~ Management
Center®l| 4] 2 2}-$-= A ¥ Firewall Management Center = o] “1¢] o] A &1
t}.
nho] 1 o] A & tjuto] A5 A ¥l el wl = Delete FTD from On-Prem FM C(-=>
ZYn 2 FMCOl A FTD 214 E A g aof g vl W74 AbarS 71ulsA Y
14 o] A 3}pebA] = 7 Hufo] 2= bl 8] AP A H A G5

A& Firewall Management Center 20232] M| 28 7|5


https://software.cisco.com/download/specialrelease/46aa635d7e042d9e794e36f28fad0877

I & 2}9-= A|-F Firewall Management Center 20232] A 28 7| &

20231102 199 [

N
olr

= 4= Threat
Defense

AR R

6. wfolLalol A J S gL T

nlo] Z1gj o] A o] a At 2 255 4] & A9, 14 o] ol LU 2 ¥ =2
Ao Agoz A YT Ty W 7.4.02 LA QL 2ol A
2] g5 Y o 232 ¥ 1| 2 Management Centerg A %= HH 02 = &g
2 W mlo] o] A ¥ tlulo] 25 A A S, M 7.0.xE O] H] X & ThA] A A
shal, Wjoll A Hd e thg tiulo] 25 A FE8lof It

3

ol

* Cisco Secure Firewall Threat Defense 2] 2~ = E
* Cisco Firepower Management Center 9 “28| o] = A8 A], 1 7 6.0-7.0

o =32 Y| H] 2~ Management Center "l 1 2| = Secure Firewall Threat Defense & &
$-= A ¥ Firewall Management Center = v}o] 18] o] A

upo] 1ol d LR A 20 o = A F o & Ato] AAY A he] DT S
Cisco TACO| E2] & FHA 2

FTDo| A Ze}-9-= 29| n}
o] Z1#] o] Ao A 828 VPN
A1, VPN g & o] 33
Threat Defense T] v} o] ~ &
Lm0 A FE-E
A& Firewall Management
Center = v}o] 1 o] A3}

e,

7.0.3-7.0.x
7.2 o]

tjrlo] 25 3 g 7] 2 Firewall Management Centerol| 4] S 2}-9-= A| 3" Firewall
Management Center = W}o] Z2¢j| o] A &k l], o] A]] Secure Firewall Threat Defense U]
Hpo] 2~ o] Afo] E 2+ VPN 744 &y A] 7248 3} 37 who] 1y o] d g Y th

2 0 &3 Y 1] 22 Management Center V[ L A = Secure Firewall Threat Defense S
=2}9-= A|¥ Firewall Management Center = v}o] Z12] o] A

Qe 3 o] 2=

Z2}9-= A5 Firewall Management Center 20232] A 2% 7] %5 .


https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-release-notes-list.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/upgrade/fpmc-upgrade-guide.html
https://www.cisco.com/c/en/us/td/docs/security/cdo/cloud-delivered-firewall-management-center-in-cdo/managing-firewall-threat-defense-services-with-cisco-defense-orchestrator/get-started-migrate-ftd.html
https://www.cisco.com/c/en/us/td/docs/security/cdo/cloud-delivered-firewall-management-center-in-cdo/managing-firewall-threat-defense-services-with-cisco-defense-orchestrator/get-started-migrate-ftd.html
https://docs.defenseorchestrator.com/#!g-change-firewall-threat-defense-device-management-from-secure-firewall-management-center-to-cdo.html
https://docs.defenseorchestrator.com/#!g-change-firewall-threat-defense-device-management-from-secure-firewall-management-center-to-cdo.html

B 2024109192

I

Z2}-9-= ¥ Firewall Management Center 2023°] 4 2% 7] 5 |

7% %2~ Threat | A F-4 R
Defense
7.4.0 Aagols g Ao ole & Qg Ho|~E HIkah )

7.4 01 WA & AHE-3HE A Tute] 29] A% A AN Ak e o] 28 AL§ T
F QU Th MY w4 AE o] 2 AHEE F AU
7401402 el = et thee] A5
<A QlE o] 2ol g A o] gli= A5 QE o] 27k 25 0% W)
Y.

« 215k Qe o] o] T3k A o] QU= A5 SlE o] %
A o] A e Ho] 22 A% A8 4 AHUTh e A
o th3t A 91 o] F Pl 2ol A A H R 7hs g w)
ok g ok

XN oF
b o

he A4 3% 73‘—‘%011 ok AF‘““ M—SH ot

i
pec)
ot
il
ol
Lo
oM.
—o
)
oo
o

(e}
A=)

o
i
)

3z
T =
o Qe o] 28 A HsHE 29, Wi s WA ke tujol

ol e} B o] FRE A A A
Sl sl o] 228 2| 43t oW DNS 2387k of o) whel 24 251 vlo]
22 A=A g

e A|2~E¥l 27 AW = SNMP S 2E 0] ti gk ZF A4 o] F o= X
Tl ufo]
ks

A TH/4=7 ¥ 31 Devices(t] vlo] 22) > Device M anagement(t] vlo] 2~ 3+2]) >
Interfaces(?1 E] 7| o] 22)

Al 5t/4=73 = ™ = show management-inter face conver gence

2] B e I Ho] =

ZFZ.

)

A& Firewall Management Center 20232] M| 28 7|5


https://docs.defenseorchestrator.com/cdfmc/index.html#!t_merge-the-management-and-diagnostic-interfaces_fmc.html

I & 2}9-= A|-F Firewall Management Center 20232] A 28 7| &

20233 104 19% .

7% %2~ Threat | A F-4 R
Defense
VXLAN VTEP IPv6 A . [7.4.0 o] A] VXLAN VTEP ¢1E] o] 2o t) 3+ IPv6 F42 2 X AT 4= 95U IPves

3] A=A

L
=2 T
Threat Defense Virtual 22 2~¥ #| o] ¥ 3 E1= Geneve 74 & 3}l
R aRA=
At/ E s

» Devices(t] v}-o] =) > Device M anagement(t] vl-o] 2~ #+2]) > Edit Device(t] v}
o]~ M) >VTEP > Add VTEP(VTEP 37}

* Devices(t] v}-o] =) > Device Management(t] v} o] 2= #+2]) > Edit Devices(t]
ulo] 2~ H ) > Interfaces(Q] E] ¥ o] 2~) > Add I nterfaces(S1 €] ] o] 2~ F=7}) >
VNI Interface(VNI S1E]H| o] =)

ZFZ: Geneve QB #| o] 2~ T4

BGP 2 #a] EFF o o |7.4.0 o] 7l AAA, BGP, DNS, HTTP, ICMP, IPsec = 2 -$- 9 3 2 = NetFlow, SNMP, SSH

Sk F32 ) QlE o] 2~ A A 2~El 2 o) B QIE | o) ~F AMEE S lF YT

o

. 274 E 349 Devices(t] BFo] 22) > Device Management(t] vlo] 2~ #+&]) >
Edit device(T] BFo] 2~ 3H ) > Interfaces(S1 ] 3 ©] 22) > Add I nterfaces(S1 €] 3] o]
2= 37}) > Loopback I nterface( 32 1 1 €] #| o] )
e Tl Qe A o] 2~ F14

= 9 yg] 53 olg |7.4.0 el Mg mE F2 Qo] a2 vk Qe H ol A 1F A E WE F Ay

#Ho] 2 1§ JHA. UF. DNS A1 H|, HTTP Al 2~ B=5= SSHOF 22 ] 7] 5ol o] # 3 15 A
FAFUL FEZ QAo A5 8T e BE 7|5 F29 158
AHEE S gl G U th 18U DNSE #He] QlE Fo] 28 A 938H%] &Yt
At/ 73 ¥ 318 Objects(7l Al) > Object Management (7] 4| #+2]) > I nter face($]
E] 7| o] ) > Add(5=7}) > Interface Group(S1 E] ¥l o] 2~ 1)
EESRICENES

a7+ 18

Threat Defense 2L 7F&4 S | 7.4.0 71 €} 8] A A 8F: Threat Defense B A 7.3.x00 A+ A L& A &5y}

o] &) nx I H o) o "

FlE e Ad ey Hz:3EHE 2 & 29 W A](redundancy)

A

SD-WAN

Z2}-%-= 4| & Firewall Management Center 2023°] A 2% 71z [Jj


https://docs.defenseorchestrator.com/cdfmc/index.html#!c_configure-geneve-interfaces.html
https://docs.defenseorchestrator.com/cdfmc/index.html#!g_interface-loopback.html
https://docs.defenseorchestrator.com/cdfmc/index.html#!c_interface_objects_interface_groups_and_security_zones.html
https://docs.defenseorchestrator.com/cdfmc/index.html#!c_heartbeat_module_redundancy.html

B 2022102192

I

Z2}-9-= ¥ Firewall Management Center 2023°] 4 2% 7] 5 |

7% 2| A~ Threat | Al H-4 15
Defense
HTTP 4 = R YE &S AF|7.2.0 PBR( A 7|8k 2}-9-§)2 oAl 54 thd 1P| Wl EE tfAl off Z&] Al o] A =n|
5= A A 7 2oy QO] HTTP Felo]AES S A2 ZUHH o2 =19 A5 vl EE(RTT, A
E(Jitter), 7! =4 L MOS)& AHE-3F = A5 U TH HTTP 7| RF ol ] Alo] A &
UHE 542 Qg o] 2o 3l 7|24 o2 A stu]o] Ut B EH
= o EEj Aol A3 A= Aol B H o] 2 A 7F = YA ACLS AFH&-3F

ol PBR B A& 74 = sy th

A15t/47 % 34 Devices(t] H10] 22) > Device M anagement (t] H}-o] 2~ #-2]) >
Edit device(t] B} o] 2~ H 3) > Edit interface( 21 E] ¥ ©] 2~ 3 %])> Path Monitoring(“d
2 RUE ) >Enable HTTP based Application Monitoring(HTTP 7] {}F off & 2]
Aol BUH e &3} A 2wk,

S9E AT 2o 2B E Crbo] 2ol A A5 A ST
Fx: d = 2UE" AA A4

AFEAID W SGTE AL | 740 | oA A4 9 AF8A 15 9 PBR 4 4] SGTE /| 0.2 =92 S8

S A9 ) ke W5 4 93T PBR 0] 0@ 87 ACLS A 9] 3h E<ID % SGT )
A& ded = sy
A t/4=74 % 8} : Objects(711 ) > Obj ect M anagement (711 4l #2]) > AccessList(<}
A2 5E)> Extended( S+ > Add/Edit Extended Access List(Z7 N A 2 55
718 F) > Add/Edit Extended Access List Entry(Z7d A 2~ 55 g5 =713
H) > Users(AH&-#H) 2 Security Group Tag(XH.oF 15 € 1)
x4 ACL WA 743

VPN

Secure Firewall 42001 ©f |7.4.0 Secure Firewall 42000 A= VTI FX W QB H| o] A5 Z 3} 4 Z] [Psec A4 | 7]

SHVTI 229 QI E] | o] 2~

o] [Psec 22T LIEE

2Ho g exzrEUT) o] Hof = o] 7] 5 9] SecureF1rewall3100«] 224 ol
Bl g o] 2~of] A L= A FH

FlexConfig 2 flow-offload-ipsec ™8 & & A-&-3te] +A4 S WA S = A H5U T
71€} 8. AL FPGA H 9llo] 6.2 o] %

ZZ: IPSec S22 QXFZ =

A& Firewall Management Center 20232] M| 28 7|5


https://docs.defenseorchestrator.com/cdfmc/index.html#!t-configure-path-monitoring-settings.html
https://docs.defenseorchestrator.com/cdfmc/index.html#!t_configure_extended_acl_objects.html
https://docs.defenseorchestrator.com/cdfmc/index.html#!c_ipsec-flow-offload.html

I & 2}9-= A|-F Firewall Management Center 20232] A 28 7| &

20233 104 19% .

715 Z 2 Threat | A5 1
Defense
Secure Firewall 420091 © |7.4.0 a8} oy 7] o] th2-3} o] A A F Y T
ol = =
3 ek A A s 453} ofFto| H = oA YA E W nlo|g] 2 0= AP
« F7FSSL 7k & vu gl AR T 5= )l
e Tufo] 25 A F- B 5}%] il ASP H| o] ol A Tk ka3t 4F 2 S A A F
[Bh=3
Al 5F/4=7 ¥ CLI * % : show counters
Az 53} olgto] B ALE A A
VPN: 917 A2~
Hel Felo]AdE wA]x], |7.2.0

ofo], oA R A4/
A A 2AHEES A

A AR FY .

O] A| Secure ClientS AH&-AF X g3} aL o] & gk AF-8§-2F A4 kS VPN 3| =4l =0
T5E 7 AdFYh A Y= & Secure Client AF&AF A 4 2 o5 7 25U T

« GUI B2 E 2 HA] R

 ofo] 2 @ o]u] ]

« ~AHE

ol
cSEY A RO Al
c @A Bt AR T2 g

Threat Defense™= 3 & A& 2} 7} Secure Clientol| 4] 1A & uff o] 2] 3+ AF-& 2} A A
S deFedE v}

W55 A E F:

* Objects(7| Al) > Object Management (7] Al ¥+2]) > VPN > Secure Client
Customization(Secure Client AF-82} %] )

« Devices(t] 0] 22) > Remote Access(! 2 9 A 22) > Edit VPN policy(VPN 4
2 1 H) > Advanced(3L ) > Secure Client Customization(Secure Client A}
|2 A1)

Z+Z: Secure Client AF-&-2F %] 4

VPN: AFo] E 7F

Z2}-%-= 4| & Firewall Management Center 2023°] A 2% 71z [Jj


https://docs.defenseorchestrator.com/cdfmc/index.html#!r_troubleshooting-using-crypto-archives.html
https://docs.defenseorchestrator.com/cdfmc/index.html#!g_ftd_ra_vpns.html

B 2024109192

I

Z2}9-= A ¥ Firewall Management Center 20232] A 22 7] 5

715

= 4 Threat
Defense

AR R

441 7] NAT *H kol A A}
o]E 7 VPN E|E A ¢].

=
L

o] A NAT W 3ko]| A Alo] E 3F VPN E | S Wt} A A9l st 5= A HA<5
Y},

At e s

« A= Eof t st NAT A| <] €4 &} Devices(t] Hl°] 22) > VPN > Site To
Site(AFo] E 7H > Add/Edit Siteto Site VPN(A}F] E 7F VPN =7HH F) >
Add/Edit Endpoint(dl =321 E =713 3) > Exempt VPN traffic from
network addresstrandation(U| E ¢ = 54 ¥ 3k A VPN EZ|H A 9])

« NAT A 3 o] gl 3= t]nfo] 20| o) 3+ NAT A 2] 712 H.7]: Devices(t] v} o] =) >
NAT > NAT Exemptions(NAT A 2])

« Tl Hufo] 2o gk NAT A9 712 B.7]: Devices(t] o] 2~) > NAT >
Threat Defense NAT Policy(Threat Defense NAT % &) > NAT
Exemptions(NAT #| <)

FHZ: NAT A 2]

=4 7%] VPN ==of o3t
IKE % IPsec Al A A5 A
B %3],

AFOl E 7F VPN A H =0 A VPN :==9] IKE % IPsec Al A Al 5 A B S AL-8-2}
F3}A 0 gAow B 4= gl&U )
A 73 E 3A: Overview(7] &) > Siteto Site VPN(A}o] E 7+ VPN) > Tunnel
Status(E] @ ) 913 ofefjoll | EZm A o] mh-9-2= EQ1H & & View(H.7])
= 293t} CLI Details(CLI A5 4 1) & &,

1=

N 2

oSZL

o Hl 2= Alof: 918 BHA o

o & ] 7l °]

[Rod

w75k lole 714 % v

Snort 3& X
S}31= 7.4.0

4

>

ol 2 W1z vl o] B 7} 1 E e aLe]
]71—:1_ [{]o 1 FJ-x]L 1:11—/@‘61— 2= 2)\,}_;

(g, 4

e DKL Es BT A, A
PICIS) )8 A ) Hlol 87k A% &= 2 S-ol wh o] S A4 v, Wiz
IOl $4 715 1% A1 19 18 5ol o MLE &l ol 4 PIS o1 5
F Qg

dlo]e) vk W] BB A QA e

2 Snort 39 AR AF A1 1

m?L' sz

A& Firewall Mana

gement Center 2023¢] 2] 2% 7|5



https://docs.defenseorchestrator.com/cdfmc/index.html#!c_nat_exemption.html
https://docs.defenseorchestrator.com/cdfmc/index.html#!c_about_s2s_vpns_monitoring.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/snort/740/snort3-configuration-guide-v74/tuning-intrusion-policies.html

| Ze}-9-= A Firewall Management Center 20232] A 2% 7] &

20231102 199 [

7% Z A Threat | A 5-4 1
Defense
Z2}o] 9 E 2] 2 Zero Trust | Snort 35 X | 2] -] SAML IdP(Identity Provider) 7 S A}-8-3}o] Y| E Y A W H-(Z g v )
oAl 2. el 7.4.0 | (Aol A BEE ) 7|0k gl i, o Zel Aol A, dlolEol tiEk A
225 Q&3 ar HES H o] gk 5= 3= Zero Trust Access= E?ﬂ] A& T
T/ <= ZTAP(Zero Trust o & 2] 7l o] A A A), o & Al o)A 135 2 o Z2] Aol
Moo= o] ol FLtt,
ARTT Bl F
* Policies(] ) > Zero Trust Application(Zero Trust | =] 7l o] A)
* Analysis(3+4]) > Connections($1 Z2) > Events(c] #l E)
* Overview(7]] ) > Dashboard(t§ A] 2. =) > Zero Trust
At CLI 8 B
« show running-config zero-trust application
« show running-config zero-trust application-group
* show zero-trust sessions
* show zero-trust statistics
* show cluster zero-trust statistics
* clear zero-trust sessions application
* clear zero-trust sessions user
* clear zero-trust statistics
2k Z: Zero Trust Access.
eh-g

[Pv6 Y| E 9] =10l A BGP9|
gk A A2 74

e,

7.3.0

o] Al Ml A = tufo] 2= ¥ 7.3 o] ol A IPve U E9] ol thek BGP 473 A Al
25 798 5 dFHTh
A t/4=73 ¥ 313 Devices(t] vlo] 2~) > Device Management(t] vlo] 2~ #-¢]) >

Edit device(T] H}O] 2~ H13) > Routing(ZH-+-¥ ) > BGP > | Pv6 > Neighbor (175 &
) > Add/Edit Neighbor(1 4 &5 =7} 3

44 T4

NJ.,

Z+Z:BGP ¢4 &

Z2}9-= A5 Firewall Management Center 20232] A 2% 7] %5 .


https://docs.defenseorchestrator.com/cdfmc/index.html#!g_ztap.html
https://docs.defenseorchestrator.com/cdfmc/index.html#!t_configure_bgp.html

B 2022102192

I

Z2}-9-= - Firewall Management Center 2023°] x| 2% 7] 5 |

7% %2~ Threat | A F-4 R
Defense
71 -9 2 54 VIL | 740 olA| 4= 7]k Ako] E 1F VPNel thal] &4 VIIE AH&-8to 7Hd 2h-Bl & 7143

g dsY T

Al 7H/4=74 ¥ 31 Devices(t] vFo] 22) > Device Management(t] vlo] 2~ #2]) >
Edit Device(t] v}o] 2~ ) > Routing(2}-$-¥) > Virtual Router Properties(7}3
2}-9-H 54J) > Available I nterfaces(A}-& 715+ 21 €] 7 o] 22) o} 2| €] Dynamic
VTI interfaces(‘s 4 VTI 1 E 3] o] )

ZYPE A3 YolE|H B = = 1784 t]ufo] 2o A uk x| E Ut}
"oy 12' 2 = S AHH tnpo] 2o M= X W A FH T

Fx Mg S H 2 A VITZ R

o4 2= Alol: 918 BA 2

ofZe] Aol d A

Srashel 74 A7 )
A AV,

Snort 35 X%
e5li= 7.4.0

EVE(Z & 3hel 7hA14 Aol A o)Al o5& 52 5 gt
F R ARE o gasE BT ool Hel BAS AR
=

- EVES| 4 949
e,

« FAE 918 27514 Client Hello 9 21 & & o Al & g o},
ATHEAR R S A 2 Alo] A o) a1 g8 AHe-ste] EVES 249 shalar
ole g dA & T FYh

2% o5 3kE 7FA) A QA

53 WEY % LES
el E F2 355905
A A =S A
9.

Snort 35 %
e5li= 7.4.0

2P LE A AE FZFE S AY AT B
Yt
sl

s BA| & Ao} AA 9] sl AN AAE F2FBFAE 7L 1
Elephant Flow Remediation(2 2] HE Z 25 wA) 4 &4 slst= 4
5, o1 4| Add Rule(3 7% 2elstol 331540 AdetA 2w A
9 EgH L AT 5 Q&5

N2glo A g stAG A g S A9 H e Ao U E TRE TA
3} Elephant Flow Exempted(A 2] HE Z 29
FEZgo A olHlES WA )

A& Firewall Management Center 20232] M| 28 7|5


https://docs.defenseorchestrator.com/cdfmc/index.html#!c_about-virtual-router-and_dynamic-vti-.html
https://docs.defenseorchestrator.com/cdfmc/index.html#!c_encrypted-visibility-engine.html
https://docs.defenseorchestrator.com/cdfmc/index.html#!g_access_elephant_flow.html

I & 2}9-= A|-F Firewall Management Center 20232] A 28 7| &

20233 104 19% .

7]

olr

= 4= Threat
Defense

Al R

70 % JavaScript A}

Snort 35 X
S}5t=7.4.0

sk

=3
AN
ri

by 8l =of tfs) 5F 2 S vl & 5} JavaScript 7

JavaScriptE £ T3
AHE R EFH TR

ZFZ: HTTP 7 A}7] 2 Cisco Secure Firewall Management Center Snort 3 774 7}9]

=

MM 2~ Ao} 1D

Management Center 2] Any(%.) | ©] Al Management Center®l] 4] Cisco Secure Dynamic Attributes ConnectorE 7-J 3¢
Cisco Secure Dynamic T AFUTE o] doll = 5H 3 o Z Aol d o=k AFg-a = A F YT
Attributes Connector. B
ZFZ: Cisco Secure Dynamic Attributes Connector
OHE =7 9 FA4]
Management Center 9 ¢! |Any(2)  |NetFlows 3% &2 -5-9l t]$t & A& A3 3} Cisco 108 off Z ] Al o] A Y L o
E] ¥ ©] 2~ol| A Threat o] Al Management Center ] <1 E 3| 0] 2~ & A}-8-3}¢] Threat Defense U] H}O| ~ &
Defense TjH}o] A= NetFlow ) =¥ E 2 48 4= JJHF Yt} 7]<E NetFlow FlexConfig7} 2137 ) <1
NetFlow &) =~ B & 4], g o] 2o A A S vhAl A &8k A5, O o] AFEE A] %+ FlexConfigs:
AAE W72 58 = JEFU T
A4 ¥ 318 Devices(t] vlo] 22) > Platform Settings(= 2% A 4) > Threat
Defense Settings Policy(Threat Defense 4 % A ) > NetFlow
ZFZ: NetFlow 71-43
e XU P
A 2§ asp A A W EE. |74.0 6007171 A= M 2% asp(7155 3 Bt A 2) 2HA| W E Y S A t]ulo] 2 A E
A B E B 7| & tulo] 2~ e thA] B =0l 713 = 5t ASP
Drops(ASP A A|) W E ¥ 155 A EaloF gt
N5 E s A 28 (£F) > Health(%E) > Monitor (321 E]) > Device(t] v}
o] 3\_)
2 show asp drop 4 & AF-&-H
]
o154 dlj#] &<l A] 1Pve | 7.4.0 o] 4 of| = Threat Defense”} IPv4 OCSP URL % Xl @) U t}. o] Al Threat Defense
URL A ¥ = IPv4 2 IPv6 OCSP URLS 55 A gk
2 QA 5 A A w4
Threat Defense ™ 9 | 25 tulo] 2 & sl F2F-9-= A Firewall Management Center= ¥ %] 3} S
S Sk 4A 1A of A Stk k= 2B A4 AT
A3
FH CESEEIER
84,45 2 oA A

Z2}-%-= 4| & Firewall Management Center 2023°] A 2% 71z [Jj


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/snort3-inspectors/snort-3-inspector-reference/http-inspect-inspector.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/snort/740/snort3-configuration-guide-v74.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/snort/740/snort3-configuration-guide-v74.html
https://www-author3.cisco.com/content/en/us/td/docs/security/cdo/cloud-delivered-firewall-management-center-in-cdo/managing-firewall-threat-defense-services-with-cisco-defense-orchestrator/m_cisco-secure-dynamic-attributes-connector.html
https://docs.defenseorchestrator.com/cdfmc/index.html#!t_configure_netflow.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/show_asp_drop_command_usage/show-asp-drop-command-usage.html
https://docs.defenseorchestrator.com/cdfmc/index.html#!r_pki_enrollment_revocation_options.html
https://docs.defenseorchestrator.com/cdfmc/index.html#!c-about-backup-and-restore.html

B 2022102192

I

Z2}9-= A ¥ Firewall Management Center 20232] A 22 7] 5 I

715 2| A~ Threat | Al H-4 15
Defense
AR el A AbE R oAl e AT = gyt

* Message Center &l st HIAME 2= EL‘/] T} WA A AL E] ol A
Show Notifications(&# EA]) Ekolt] Aol 9= A 2<% Download
RmmuilﬁﬂtiEyﬁl%%%ﬂﬂwﬂ

e Al 2w w A A e,

T5E B uto] 2o o gk WA E TR EG U T Devic&e(\‘/] Hpo] 2~) >
DeviceManagement(t] v} o] 2= 3-2])ol| A #| o] %] @ B2 Abcko] 9l = A 2
Download DeviceList Report(t]vfo] 2~ 55 H A g2 =) Y I8 =1
At

Az U A = gupo) s~ B2 g e

ARG A S H U Y AR EE f Adstal 7S A RES A
glskA AP gt

2z tulo] 4~ v EE o A

Secure Firewall 420091 T
3 ] A2 AT E
SR e e e

7.4.0

Secure Firewall 420001 A1 = capture 8 & 2} g7 Al & direction 7] 9 =& A&
& 2= o) 21t}

Alat/478 | CLI g %

capturecapture_nameswitchinterfaceinterface name[direction {both | egress|ingress}
]

Z+ 2 Cisco Secure Firewall Threat Defense ™ & %%

Management Center REST API

Ze}9-= A F Firewall
Management Center REST
APIL.

750l atep
e

Management center REST AP12] ¥ 7 A}&ho] off gk 2} A $F W82 API w2 A %;
TholEo A A =L 7] 5 S 7550}’8 AL

A& Firewall Management Center 20232] M| 28 7|5



https://docs.defenseorchestrator.com/cdfmc/index.html#!g_troubleshooting-the-system.html
https://www.cisco.com/c/en/us/td/docs/security/cdo/cloud-delivered-firewall-management-center-in-cdo/managing-firewall-threat-defense-services-with-cisco-defense-orchestrator/m_health-troubleshoot.html
https://docs.defenseorchestrator.com/cdfmc/index.html#!t_export_managed_device_list.html
https://docs.defenseorchestrator.com/cdfmc/index.html#!t_correlating-device-metrics.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
https://www.cisco.com/c/en/us/td/docs/security/cdo/cloud-delivered-firewall-management-center-in-cdo/API/cloud_delivered_firewall_management_center_rest_api_quick_start_guide/About_The_Firepower_Management_Center_REST_API.html

I & 2}9-= A|-F Firewall Management Center 20232] A 28 7| &

2023 84 3¢ .

X 3AHE S V)5 2 20230929
7% Threat MEA R
Defense©l| 4]
AF8-E1 ) 9

o

j=

AF-8-% A] 25 FlexConfig | 5.7
& A}-&-3F+ NetFlow

©] Al Management Center $1 ¢1E] 3| o] 2~of] A Threat Defense H] H}-©] 2~& NetFlow
JAFHZ AT 5 dFUH o] 2 A s T o] & AHE- ¥ A &= FlexConfig
EAASE Y7HA 5 = glsy

2+ 2 NetFlow 743

R85 A 98 38 2| 7.0.6
¥ tad AP AY. 724
7.4.0

20237 8¢ 32!

E4NEZL 7] 5:20233 8E 39

7]

ofr

B

Firewall #}o] 2#| o] A | Cisco Defense Orchestrators= ©] A Al B] A 9] Firewall v}o] Ld| o] H £
E H3 Juo| E S 2~ 83}, o] A Secure Firewall ASA TjHfo] 4~ 9] o] 2] AV AEE 29

Y R o au A Wikl o 895 Al Firewall Management Centero]]
4] 2] 3} Threat Defense T B} o] A~ =2 mfo] 1@ o] A& 4= gl5 1 T}, 3l
wlo] 1 o] A E-& o] A VRF(virtual routing and forwarding, 7/ 298 2
ELD) 7S d&ato] A= HegE 0 AU E HE Y AE
ASA 3o #EHE F2jd EYY 35S A

A} A &+ )88 Cisco Defense Orchestrator 7}o] = 9] Firewall m}o] 18| o] A

£S5 A3+ Firewall mlo] ¢ o] Aol A CDO7} ¥ 8} Secure Firewall
ASA mlo] T o] & FEBH Al L.

Z2}-%-= 4| & Firewall Management Center 2023°] A 2% 71z [Jj


https://www.cisco.com/c/en/us/td/docs/security/cdo/cloud-delivered-firewall-management-center-in-cdo/managing-firewall-threat-defense-services-with-cisco-defense-orchestrator/m_interfaces-settings-platform.html
https://www.cisco.com/c/en/us/td/docs/security/cdo/cloud-delivered-firewall-management-center-in-cdo/managing-firewall-threat-defense-services-with-cisco-defense-orchestrator/m_health-troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/cdo/cloud-delivered-firewall-management-center-in-cdo/managing-firewall-threat-defense-services-with-cisco-defense-orchestrator/m_health-troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide-firewall-migration-tool-on-cdo/migrating-firewalls-with-the-firewall-migration-tool-in-cisco-defense-orchestrator/m-migrating-firewalls-with-the-cloud-firewall-migration-tool.html#migrating-secure-firewall-asa-managed-by-cisco-defense-orchestrator
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide-firewall-migration-tool-on-cdo/migrating-firewalls-with-the-firewall-migration-tool-in-cisco-defense-orchestrator/m-migrating-firewalls-with-the-cloud-firewall-migration-tool.html#migrating-secure-firewall-asa-managed-by-cisco-defense-orchestrator

B o2zse2 209

20233 74

20

kM

& 2}-9-= A|-F Firewall Management Center 20232] A 28 7| & I

A =L 7520239 7Y 202

7]

olf

S|

!

GCPol| A &l 3= 71
Threat Defense U] B} ©] 2~
o] o]t EasyDeploy

o] Al| 7} Threat Defense Tl H}o]| ~ & A3 A3 3}= 5 A ol GCP(Google Cloud
Platform) 2= 2 A E of] +5& 4= ¢l 5 U T} EasyDeploy W -2 A 7Hd o] v}
o|xE AT TS Huto| 2 S5 S v A st v Z o 3
S Agsto] datE irAagtsta A a3 AIES A

o] 3 2R 299 3 =2} A F Firewall Management Center” |
g gh= o] Qlofof Tt &FA| g U8 2 Google Cloud Platform®l] Threat

Defense U HFo] 2~ -3 & Z 23514 A Q..

#| 4> Threat Defense:
+7.03 ¢ 7.0x M7

]

pA

* 7.2 0171

20231 6% 8<

¥ 6:MNEE 7520233 62 8Y

7]

olf

S|

a3

AWS E+= Azure & A&
&}+= Secure Firewall

Threat DefenseS $ 3+
EasyDeploy

o] Al AWS 1= Azure 3+74 ol 4] 5 A] | Secure Firewall Threat Defense T} B}
o|~E A 5T - JF YT CDOE tnlo| A5 2 H Y5l &
2}-9-= A& Firewall Management Centerol| 4] 347 S ¥+2] gt} 2pA| §F
W82 AWSE AF-8-3}] Threat Defense U] H}o] 2~ -5 2 Azure VNet=- A}
83} o] Threat Defense T] B} o] 2~ F+%S ZF2F 234 A1 @

T [ B
%] A~ Threat Defense:
+7.03 0] 7.0x WA

« 7201 WA

A ¥ Firewall Management

Center 20232 A &% 7] %


https://docs.defenseorchestrator.com/index.html#!g-chapter-wrapper-for-olh-onboard-an-ftd-to-cloud-delivered-fmc.html
https://docs.defenseorchestrator.com/index.html#!g-chapter-wrapper-for-olh-onboard-an-ftd-to-cloud-delivered-fmc.html
https://www.cisco.com/c/en/us/td/docs/security/cdo/cloud-delivered-firewall-management-center-in-cdo/managing-firewall-threat-defense-services-with-cisco-defense-orchestrator/m-onboard-for-ftd-management.html#Cisco_Task_in_List_GUI.dita_66a40123-324a-4880-9159-2d7a4495abd9
https://www.cisco.com/c/en/us/td/docs/security/cdo/cloud-delivered-firewall-management-center-in-cdo/managing-firewall-threat-defense-services-with-cisco-defense-orchestrator/m-onboard-for-ftd-management.html#Cisco_Concept.dita_c15d25d8-b4c7-4dcf-b809-c1500a2e3f24
https://www.cisco.com/c/en/us/td/docs/security/cdo/cloud-delivered-firewall-management-center-in-cdo/managing-firewall-threat-defense-services-with-cisco-defense-orchestrator/m-onboard-for-ftd-management.html#Cisco_Concept.dita_c15d25d8-b4c7-4dcf-b809-c1500a2e3f24

I & 2}9-= A|-F Firewall Management Center 20232] A 28 7| &

20237 5 252!

% 7NEE 7520233 59 259

20231 549 25 .

7% A
23 Threat Defense 7.3.1 A Y. A B A 7.3.18 4 88} Threat Defense T vfo] A~ & #& & 4=

Firepower 1010E.

oA &e}9-= A ¥ Firewall Management Center< AF-83}=
PoE(power over Ethernet) & #| Y 3} 4| &+ Firepower 1010EE &
Abg-ste] el e 4= dEH

# 2~ Threat Defense: 7.2.3

20237 3 92

o] Al &M= A, 73t

202317 22 16

o] "]zl A= Hg A, st

20237 12 18

F&MNMES 71520233 12 18Y

HE

715 a4

A7 HAl 2= VPN

Z2}-%-= 4| & Firewall Management Center 2023°] A 2% 71z [Jj




£@}$-= 4] Firewall Management Center 2023°] A 28 715 |
B 2zu19182

olr

a4

7]

CDOo A 97 NA~ | o] A CDOE AF&-3}o] S&}9-= A3 Firewall Management Center®l] 4] ¥+
VPN A A& 2 U e 83} | 2] 81+ Threat Defense U] H}o] 220l A RA VPN Al S RUE & 8 5= 915
[Bh= Ytk &4 A E 7S M HE52 EE ZF A A4 E tnlo] 2~ Hl
g AR A0 2 5 g,

] 1 ] 3= Threat Defense ¥ 7
*7.03 ©]% 7.0x ¥ 3l
c 7201 WA

AR 8- 74 7hol=ol A €A 942 VPN Al U E e
BRES

o
Y
BN
ol
ol

[l =&H9-= A% Firewall Management Center 2023°] A} 2%~ 7] '



https://www.cisco.com/c/en/us/td/docs/security/cdo/cloud-delivered-firewall-management-center-in-cdo/managing-firewall-threat-defense-services-with-cisco-defense-orchestrator/m-vpn-monitoring.html

|W__

3
El

ar
Tl

— =
E
=

Mo



