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+object network spdZ-test-obj
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MNov 8, 2017 11:00:35 AM

object network spd2-test-obj
host 209.165.1.10

tunnel-group DefaultGroup2 ipsec-attributes
ikevl pre-shared-key ***#*

20173 10

20177 10 19

ASAS] 3 =H Y
o] A v v x| ol A o] 2] ASAE CDO9l| 219

S AH8-3o] ASA #HE] o] "ASA Ul 2HY"S %

o

B 20179 2%

=
O

g9 4 Bt iR

o]

o= o al

Y_

2] =)

|
i

10.82.108.177

DESCRIPTION

Changed ASA Config

Nov 8 2017
Nov 8 2017

f8
Se

CLI Execution

sk 4= ) F Y o} 2FA) 3 W] 82 Cisco Defense Orchestrator
S HEAA 2


https://www.cisco.com/c/en/us/td/docs/security/cdo/managing-asa-with-cdo/managing-asa-with-cisco-defense-orchestrator.html
https://www.cisco.com/c/en/us/td/docs/security/cdo/managing-asa-with-cdo/managing-asa-with-cisco-defense-orchestrator.html
https://www.cisco.com/c/en/us/td/docs/security/cdo/managing-asa-with-cdo/managing-asa-with-cisco-defense-orchestrator.html

| 20179 52 71%
20173 10 12 .

S COERE:

CDO(Cisco Defense Orchestrator)= ¢ & ASAoﬂ A AVESE T

g A Aol Aol A AT T UEY A Ao = A5 BAES e H wAska F S T3t
= O tuto] 2o WA AMLE w2 T 4 lF U T o] E A s tfnfo] A4 4
A5 A % F YT} 24§ W8-S Cisco Defense Orchestrator 2 AH-&-3Fo] ASA 2] 9] "&f U E
A RS FxHA 2

A7 G 7| Fo s M 21 AE Y
ol A W7 oA AR IR 2 o]l E S AE Y g 4= 91 51 U Monitoring(X- 1 E] % ) > Change
Log(21 W7) & o] 53to] e A Z| A o] A7 2 Ut &S 251t}

] Time Range

Start

10/19/2017 12:00 AM

End

10/19/2017 4:00 AM

20173 10 12

Packet Tracer

AR Edlo] N A L A BAE A o Bgo] AUtk 97 EdolME A AL
WENZZ A%sta AFE b8 TA,NAT 3 2 42 F4o] s w3k 45 2§
Ao B A% 5 ﬂﬂﬂ‘%”ﬂ& CEE AR B RS (e e
AR TFHL BASRT SAT S AR G 1 Do) i B AT A Edol A E
ghol B, gkl B84 = 71 ASA(Adapt1ve Security Appliance)ol| A] AF-8-& = QL FH o Z}A| &

8- Cisco Defense Orchestrator 2 AF-8-31o] ASA 2] 2] "ASA T 7] EFlo]A"E ZX3AA Q.

2017*3 102 5

Al 22 Screencast

CDOH A]._Q_o}_O:] HE| B/2wlnlo] Ao 24| o w ¥ T ASA B 270 9] ASAE ¢ o]
T3 WS Kol Al 2§ screencast.

2017¢] 8715 .


https://www.cisco.com/c/en/us/td/docs/security/cdo/managing-asa-with-cdo/managing-asa-with-cisco-defense-orchestrator.html
https://www.cisco.com/c/en/us/td/docs/security/cdo/managing-asa-with-cdo/managing-asa-with-cisco-defense-orchestrator.html
https://www.youtube.com/watch?v=XeACrq7_YPk

017¢) 2 71% |

B o202

2017°3 9¢

2017 92 28!

o]l Ed A

* Resolve configuration Conflicts(7-d & 3| 4) - tjufo] 27} "5 7] 8= A "ol AU "= &
AEg Bad o i A9 S Adets EYETE YU

&

« 743 W7 Abaho] SlE] BoolE] B 52 9 1] B o] A ASAC] M4 - N om moA] ole]n
_olE|m o TAE ASAY T4 WAl Yd o d us ATyt

« Q124 B4 72 - CDO7F AEA & AR = QL= o] 59t QA ZA o el et 2 4w
b Eeuary FEUy.

s FAQ(AH == Aat) o] A7} el o] EFH A F U T

20173 99 14

CDO A 1] 2= ZFEj 3| 0] #]

CDO<E https://status.defenseorchestrator.com/o| 4] 3278 th A u] = Ae] H o] A S 4] ] gyt
o] #H| o] A o] = CDO A H] =7} A& T 1A of F-oF Au| 2= Sek o 7-7F AU T 3 B
A4 O IR b AP AR E B 5 sy

CDO A H| 27} th2-4 7 $- AFel] ¥ o] %] o A Subscribeto Updates($] Bl ol E -5)
= 0s T ASFHTH

ot

FY st 49

il

CDO #] ¢ o] #]
ol4l CDO IH FA o] A5 Fall A d& v 5 FYHh

78 A 22 Contact Support(<] ¥ #2]) = o] %] ¢l A Support Case Manager (%] ¥ 7| o] 2~
ZHE Z38 3} Cisco?] TAC(Technical Assistance Center)ol| 4] 2175 %] 9] Al o] 2 & oo} g

517

rlo

Ll

0O

w2l H o] A o] Al A 27 el 2

A ° Kk
Bl S QlE YT Cisco A1 Y S A7 Al

fin}

| 5, - 2 35 7hs 31292 Contact Support(<]

>

2] 3193 cdo.support@cisco.com 2 2 o] W A &

o]
g el =2 A5 U

Mo b

. 20179] =8 7%


https://status.defenseorchestrator.com/
http://cdo.support@cisco.com

| 20179 271
20173 94 7¢ .

My_Tenant
o - user@example.com ¥
Documentation
COD Srats
Cantact Suppart e
o

2017 92 7<)

ko] o] )% Y =1

o] 9% ] 4220 T @ Shol A Y AE A shel CDOR ¥he) 3= t o] 229} AR T 5= AU .
o] 71%-& AHgo] A4 AR, A e, 34} Wiki = A eSO E URLY) @ Al @ Y
g 0E 5 JHUT 9% PAE A5 BF tnte] 2o AAT S AUk FAE FAE ol
tuto] 2k EAl) AAT FE YT

20173 8¢

2017 82 17¢)

A A g5
CFE BAN L AGEA A A2 A EAE A ) =
& 7kl Aol FARUTh 2l Qi RE A B4 17t BA R
2 AUTE A EAE B, 0§ k] B RASe] 12T 4 9= BY MEE 3

e,

c A= JRA BE R 2L e NAE 2] e A s A Y] s

2017 82 10

NE| B /~winlo] Fld o o2 A E ASAR ¢ 1go] =

CDOE HEjH/2=ghnto] U oW o2 T ASA Y 1] =8 Xt = ¢f Lo o] = nhg A}
o] 7ls& G AFUTE ME ASAE Hrelo] =g wf o} T A vpEAL 7] 5 S ARE-SEA HE o] A| o
g Bu/2wuto] e W S e o] = 5 slF Yt o] 7] ol th gk AFAl g Wl -8 Cisco Defense
Orchestrator & A}-8-3Fo] ASA #he] o] " E] B~ elnlo] o A ASA ' ASDM o] 1| %] ] 1o =rE
EET R

2017¢] 8715 .


https://www.cisco.com/c/en/us/td/docs/security/cdo/managing-asa-with-cdo/managing-asa-with-cisco-defense-orchestrator.html
https://www.cisco.com/c/en/us/td/docs/security/cdo/managing-asa-with-cdo/managing-asa-with-cisco-defense-orchestrator.html

B 2resuse

017¢) 2 71% |

2017+ 82 3

20173 62

G A EE U A REof A JE ASAR 1 o) =

o] Al CDON M & @ T= A8l = vf 5 A3 R o)l A 71 ASA° A X ¥ ASA 2 ASDM o] ]
g dadel =g = v vHEANE Al gyt gk s A e sk RE et gAE
a8t L2AAE A FAFUCE P AE E35 = ASA 2 X E9]o] 2 ASDM oW A & A
glelal A x| sl ol tluto] 25 A FE ele] Ydlo| BE ¢E st ZEAM| AE hU g Yt Ciscooll A
= CDOON A 8l gk o] m] %] 7} ASAC] FAFE] 3L A ] o] m] 2| Q1%] &Rl Y A o]= T2 M AE
B3

Devices & Services(E] H}0] 2= & A H] 22) #| o] X] 2] Details(Ml - A 1) ol A S5l 1d o]l =&
A 2y o, 2HA g U828 Cisco Defense Orchestrator = AF-8-31o] ASA 3-2] 2] "ASA 2 ASDM o] 1]
A Jaglel =g st Al L.

20173 6¥ 202!

tubo] 2 9 M u] A B2 1Y)

o] A Inventory(Q1H E 2]) #| o] #] &] T]upo] 2~ I AMu] 2~ B25 AR = 729 Fh(esv) Y= K
9 %= 9) 21t} o 7] 9| A] Microsoft Excel ¥} 72 A P T A E o Z ] Al o] Mo A 3L do] B
ol guS Adstal BHPE  dFHTL

[ Export st o CoV ® 0
&) + Create Template + Onbaard

W

AFA 8F U-8-2 Cisco Defense OrchestratorS AF-8-3Fo] FTD 32| 9] "CSV L 2 W 2 1 Y B U7 |"E

Q

20177 62 13

ASA -4 54

oA ASAZ o] Aol AAE T4 F Sz HE W 5 AsUTh o] d71 A @ 4R ek A
B 28 7Y WA A A AAT = Qe B 2% ASA TS AP g
CDOE Y 43} vl w oo A vhA o AL W ste] melFLth Aske TS Besh
Aol vhgo] £ 2% 5 ek,

ol
A
o

T

B 20179 2%


https://www.cisco.com/c/en/us/td/docs/security/cdo/managing-asa-with-cdo/managing-asa-with-cisco-defense-orchestrator.html
https://www.cisco.com/c/en/us/td/docs/security/cdo/managing-ftd-with-cdo/managing-ftd-with-cisco-defense-orchestrator.html

il

2] 9] "ASA T

-

slo] ASA

S

A8

=

=

W

o

Cisco Defense Orchestrator

vl

[e)

fu

e

VPN Tunnels List

VPN Global
U8

<

Objects

hul

w
i [
@=L
=
a iy

& Policy

Management

e
P

=

ARA

| 20179 271

o

e

5

2017

—

] 32

o

gie

5

2017

&

nzel

3
o
ﬁo
T

T

kel FTD #ej e

A}-8-3]

Cisco Defense Orchestrator =

b e

3|
e

ApA

o

4

T

2017

ool

-

T

B

S

715

stEE 9]

S

3

A1

2017¢)

=


https://www.cisco.com/c/en/us/td/docs/security/cdo/managing-asa-with-cdo/managing-asa-with-cisco-defense-orchestrator.html
https://www.cisco.com/c/en/us/td/docs/security/cdo/managing-ftd-with-cdo/managing-ftd-with-cisco-defense-orchestrator.html

)

B 2a:

e

20173 24

20173 1<

017¢) 2 71% |

Cisco Defense Orchestrator A EMEA A}°] E

AVC(Application Visibility Control) ID >~ = 1} ¢ =] ¢

¢17] -2 IPSec VPN B] 9 )

o] A Cisco Defense Orchestrator®l] A IPsec Site-to-Site VPN ASA Tl H}o] 2~ A o] 18 B4 Al A8 &
ALt M ES A 7IRF VPN B tho]o] 1S AFE S = 9l om T Tjofof] A2

o AA B, AA 2~ G 7] e st A AEHE 235 B E AN ARE A
gk CDO«= 24 9] &1 Y ¥ ASA tjHlo] 9] FA o A ALE 7Hs 3k B HE o] A B E ASF
Ut CDO9| Al 2% VPN #2] 752 24 W U EL T &9 slR Y]l A b5 A&t}

s Tluhe] 2 gg) 9 B Tubo] o] AA AA] VPN B Y A28

of
il
<
o
&

« 5 A4 FHE AFEste] HYE 7S A AEska M2 A I cryptomap e SHE SHE
of B 4= 5yt
1} o} =2 Sul2 A Aok gt} CDOE AHE
A7 VPN A o] 22 87| E &4 8ete] REE A e dlE S Fol= v g0l 2 = sy

.

HES T D e 2= dd 7A A

A ALE 73k HA 1F Al Y 2] ol I Cisco Defense Orchestratorol] A += N Al 2~ 72 & =4 3} +=
SAUELZ L A8~ {3 o] dd NAE A 1A Flo] Aol A 213 A 5 A5

B 2070 7215



|W__

3
El

ar
Tl

— =
E
=

Mo



