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# change these two (2) variable values
ciscomcd controller account name="ciscomcd-controller"
project name="projectl-lastname-123456"

ciscomed controller account email="$ciscomcd controller account name@$project name.iam.gserviceaccount.com"
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gcloud iam service-accounts create $ciscomcd controller account name \
--description="service account used by Multicloud to create resources in the project"
\

--display-name="ciscomcd-controller-account"

gcloud projects add-iam-policy-binding S$project name \
--member serviceAccount:$ciscomcd controller account email \
--role "roles/compute.admin"

gcloud projects add-iam-policy-binding S$project name \
--member serviceAccount:$ciscomcd controller account email \
--role "roles/iam.serviceAccountUser"

gcloud iam service-accounts keys create ~/key.json \
--iam-account S$ciscomcd controller account emailmail
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* # DNS #2] #} - roles/dns.admin
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# change these two (2) variable values
ciscomcd firewall account name="ciscomcd-firewall"

proj

ect name="projectl-lastname-123456"
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ciscomed firewall account email="$ciscomcd firewall account name@$project name.iam.gserviceaccount.com"

gcloud iam service-accounts create $valtix firewall account name \
--description="service account used by Multicloud firewall to access secrets, storage"

\

--display-name="ciscomcd-firewall-account"

gcloud projects add-iam-policy-binding $project name \

--member serviceAccount:$ciscomcd firewall account email \
--role "roles/secretmanager.secretAccessor"

gcloud projects add-iam-policy-binding $project name \

--member serviceAccount:$ciscomcd firewall account email \
--role "roles/logging.logWriter"
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gcloud services enable secretmanager.googleapis.com

gcloud services enable compute.googleapis.com

gcloud services enable iam.googleapis.com

gcloud services enable cloudresourcemanager.googleapis.com
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1. target-tags’} 'HE| Z2}-9-= Wlojdatapathd] 2 & of-ul$-= E g8 S &85l o] 14~ 3.
o
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4. target-tags’} app-instanceS! tcp:s000S 3-88F= Qe 2 3.

gcloud config set project <project-name> # incase the project is not set in the gcloud cli shell

gcloud compute networks create apps —--subnet-mode custom

gcloud compute networks subnets create apps-us-eastl --network apps --range 10.0.0.0/24 --region us-eastl

gcloud compute networks create ciscomcd-mgmt --subnet-mode custom

gcloud compute networks subnets create ciscomcd-mgmt-us-eastl --network ciscomcd-mgmt --range 172.16.0.0/24

--region us-eastl

gcloud compute firewall-rules create ciscomcd-mgmt-out --direction EGRESS --network ciscomcd-mgmt \

--target-tags ciscomcd-mgmt --allow tcp,udp

gcloud compute firewall-rules create ciscomcd-mgmt-in --direction INGRESS --network valtix-mgmt \

--target-tags ciscomcd-mgmt --allow tcp:22
gcloud compute firewall-rules create ciscomcd-datapath-out --direction EGRESS --network apps \
--target-tags valtix-datapath --allow tcp,udp
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gcloud compute firewall-rules create ciscomcd-datapath-in --direction INGRESS --network apps \
--target-tags ciscomcd-datapath --allow tcp:80,tcp:443

gcloud compute firewall-rules create app-instance-out --direction EGRESS --network apps \
--target-tags app-instance --allow tcp,udp

gcloud compute firewall-rules create app-instance-in --direction INGRESS --network apps \

--target-tags app-instance --allow tcp:8000,tcp:22
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gcloud compute instances create app-instancel \
--zone=us-eastl-b \
--image-project=ubuntu-os-cloud \
--image-family=ubuntu-2004-1ts \
--network apps \
--subnet=apps-us-eastl \
--tags=app-instance
gcloud compute ssh app-instancel --zone us-eastl-b
echo hello world > index.html
python3 -m http.server 8000
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