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"Version": "2012-10-17",
"Statement": [
{

"Action": [
"aacm:ListCertificates",
"apigateway:GET",
"ec2:*",
"elasticloadbalancing:*",
"events:DeleteRule",
"events:ListTargetsByRule",
"events:PutRule",
"events:PutTargets",
"events:RemoveTargets",
"globalaccelerator:*",
"iam:ListPolicies",
"iam:ListRoles",
"iam:ListRoleTags",
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"logs:*",
"routeb3resolver:*",
"servicequotas:GetServiceQuota",
"s3:ListAllMyBuckets",
"s3:ListBucket"

] 4

"Effect": "Allow",

"Resource": "*"

"Action": [
"iam:GetRole",
"iam:ListRolePolicies",
"iam:GetRolePolicy"
] 4
"Effect": "Allow",
"Resource": [
"arn:aws:iam::<valtix-account>:role/valtix-controller-role"

"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::<S3Bucket>/*"

"Action": [
"iam:GetRole",
"iam:ListRolePolicies",
"iam:GetRolePolicy",
"iam:PassRole"

] 4

"Effect": "Allow",

"Resource": "arn:aws:iam::<customer- account>:role/valtix firewall role

"Action": "iam:CreateServiceLinkedRole",
"Effect": "Allow",
"Resource": "arn:aws:iam::*:role/aws-service-role/*"

}

A H] 2 BoF A

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",
"Principal": {
TAWS": |

"arn:aws:iam: :<valtix-account>:root"
]
}l

"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"sts:ExternalId": "valtix-external-id"

MCDControllerRole .
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{
"Version": "2012-10-17",
"Statement": [
{
"Action":

[
"s3:PutObject"

"s3:ListBucket"
] 4

"Effect": "Allow",
"Resource": "arn:aws:s3:::*/*"
}!
{
"Action":

[

"kms:Decrypt"
] 4

"Effect":

"Allow",
"Resource": "*"
}!

{

"Action":

[

"secretsmanager:GetSecretValue"
] 4
"Effect":

: "Allow",
"Resource": "*"
}
]
}
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"Version":
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"Statement": [
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InventoryMonitorRule .

"Action": "events:PutEvents",
"Effect": "Allow",
"Resource": [

"arn:aws:events:*:<valtix-account>:event-bus/default"
]
}
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"detail-type": [
"AWS API Call via CloudTrail",
"EC2 Instance State-change Notification"
1,
"source": [
"aws.ec2",
"aws.elasticloadbalancing",
"aws.apigateway"
]
}
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Event Bus in another AWS Account (mcd-account) using the MCDInventoryRole

o

A3 ES D A8 )5 (AE Fehs wolol ) S48 NS BB Fehs= o a1
oL, 29 Hlol, Sl E R0l 2 ol t @ GO EE 93 olel e 2l 440k S ek
o A ushe H e AT 5 Ageh AF Bol Wek TE ) 0.0.0.007 28) oA 2 oh3)
SSH(EE 22)°0 4 E 212 & 3 -5k Iubg = -3 o] 9o T (e Fehg-= o] &) AR
Aol g AE)S 2Aekel 4 S+ AUt

Lok T4 HA 7] 5S AFEEHH, Al 28 B AT A o] Bt A A A AMS-H = - dld 2l A
25 AAE 7 IJFYTE o & 5] Name = prod® Bl TL7F A H EC2 I AR A0 HE o] 1y A~ E
oS At At e E s Bl A S AT = G Sl = A < iﬁ*ﬂ%”ﬂﬁﬁ
g b5 o] Aol Edo] JIAH A= A5 08 o] & BA|atal o] 1|~ EY I & AA| ek B
QF A qfFof] o] JIZ'HAE F7FHH T

DNS # 2] =74 & Ab&3td VPColl A o] 1| =¥ = Egj oo B3t & 28-S 95 5 A5tk HE
Zeh$- = o] 71 E & 2]2(+) BrightCloud URL H 5= H|o] E] ]| o] ~ & A}-8-3}] HTTP Eej I & &+
it

APt o 2 VPC F 29 2115 VPCE 50 24l Yhs 5 Edgo] e B E Ale gt

Aavs B



B
K

g
i
e,
o
1
N
off

AWS

Aws |



|W__

3
El

ar
Tl

— =
E
=

Mo



