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[root@sdc-vm ~]# systemctl start docker
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[root@sdc-vm ~]# systemctl enable docker
Created symlink from /etc/systemd/system/multiuser.target.wants/docker.service to
/usr/lib/systemd/system/docker.service.

T P8 A (cdo B sae)B AT FE ALEAG A4 O 28 3 B 49 S FAsHE
cao AL AE AT sac AL AHE SDC £A e A= A4 g o,

[root@sdc-vm ~]# useradd cdo
[root@sdc-vm ~]# useradd sdc —d /usr/local/cdo

sac AHERYe] Ml B8 A T

[root@sdc-vm ~]# passwd cdo

Changing password for user cdo.

New password: <type password>

Retype new password: <type password>

passwd: all authentication tokens updated successfully.

sdc }‘}“Q‘X]‘a wheel :J-“"Oﬂ ‘r7]'0}°:] ﬂrﬂ(sudo) ‘] 1’% l?‘o% %“4 D}

[root@sdc-vm ~]# usermod -aG wheel cdo
[root@sdc-vm ~]#

Docker7} 2 %] & H AF8-A} 715-0] A4 Yt} CentOS/Docker ¥ 7 o] whE} "docker" 5=+ "dockerroot"&F
i F-5 5 dFYH fetc/group A S FR1ste] oWl 7o) A E A=A A S ohe sde AFEAF
£ o] 1ol F71syth

[root@sdc-vm ~]4# grep docker /etc/group
docker:x:993:

[root@sdc-vm ~]#

[root@sdc-vm ~]# usermod -aG docker sdc
[root@sdc-vm ~]#

/etc/docker/daemon.json 3} 0] §li= 79 oA S AASEAL of & 8-S Ak A4 docker
ol A AL AR T

Zk a1

group” 710 18 @ 15 o]5-0] o] 5 WA ¢ Jetc/group I ol A 3 1 g A Sh=A HelF]
o}
[root@sdc-vm ~]# cat /etc/docker/daemon.json
{
"live-restore": true,
"group": "docker"
}
[root@sdc-vm ~]# systemctl restart docker
[root@sdc-vm ~]#
A A vSphere Z& A& AHE F< 49 SSHE A 33} 3L cdo AFEALE 271903 141:} 2olgk &
At e ALE AL WAL 9F5 2 B WA} A H B cao A1 A1) 952 912 g,

[CDO@sdc-vm ~]$ sudo su sdc
[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~]$

t] @ e 2]  Jusr/local/CDO = ¥ 7 &t}
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pootstrapdatathi= Al I} & A A8} =3 9| 1] 2 Secure Device Connector 15 v} AFS] 2¢HA o
A 7P FEAES H]O]H% o] gt ol @ HF Ytk 3 -S Save(A U T vi B nanoe
Abgete] gt S AT dFU T

F-EXAEH dlo]E = base64Z A A H YT} 0] & U] F Y} extractedbootstrapdataihis U2

R ERRLE )

[sdc@sdc-vm ~]$ base64 -d /usr/local/ CDO/bootstrapdata >
/usr/local/CDO/extractedbootstrapdata
[sdc@sdc-vm ~]$

cat '8 @& A Ysto] HagH dolHE Sl duth ¥ E % v dlolH = tha 3t 2ol

Y.

[sdc@sdc-vm ~]$ cat /usr/local/ CDO/extractedbootstrapdata
CDO_TOKEN="<token string>"
CDO_DOMAIN="www.defenseorchestrator.com"
CDO_TENANT="<tenant-name>"

=
>
it

CDO_BOOTSTRAP URL="https://www.defenseorchestrator.com/sdc/bootstrap/tenant-name/<tenant-name-SDC>"

U WEe ddste] gadd FEAER HolH o Ads 87 M2 R U

[sdc@sdc-vm ~]$ sed -e 's/“/export /g' extractedbootstrapdata > sdcenv && source sdcenv
[sdc@sdc-vm ~]$

Security Cloud Controlol| /] F-E X~ E M HES tf- 2 =3t}

[sdc@sdc-vm ~]$ curl -O -H "Authorization: Bearer S$CDO_TOKEN" "$CDO_BOOTSTRAP_URL"
100 10314 100 10314 0 0 10656 0 —--:=—:== ——:—--:-—- ——:——:—— 10654
[sdc@sdc-vm ~]$ 1ls -1 /usr/local/ CDO/*SDC
-rw-rw-r-—-. 1 sdc sdc 10314 Jul 23 13:48 /usr/local/CDO/tenant-name-SDC

SDC tarballiﬂ Cf:}'é’?% =3l a3l bootstrap.sh J}' e 183 ?-5]'04 SDC -‘#’Hﬂ 7(]% gjl %“4 E]’

[sdc@sdc-vm ~]$ tar xzvf /usr/local/CDO/tenant-name-SDC

<snipped — extracted files>

[sdc@sdc-vm ~]$

[sdc@sdc-vm ~]$ /usr/local/ CDO/bootstrap/bootstrap.sh

[2018-07-23 13:54:02] environment properly configured

download: s3://onprem-sdc/toolkit/prod/toolkit.tar to toolkit/toolkit.tar

toolkit.sh

common. sh

[2018-07-23 13:54:04] startup new container

Unable to find image 'ciscodefenseorchestrator/sdc prod:latest' locally

sha256:d98£17101dbl0e66db5b5dbafdalc95¢c29ea0004d9e4315508£d305790275458:
Pulling from

ciscodefenseorchestrator/sdc_prod

08d48e6flcff: Pull complete

ebbdl10b629bl: Pull complete

dl4d580ef2ed: Pull complete

45421d451ab8: Pull complete

<snipped — downloads>
no crontab for sdc

o] Al SDC7} Security Cloud Controlol| A "Active(Z-4d)" = F A Yt}
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sudo su - sdc
@A 6 k3 EE e AHEste] Al SDCE FEXZE G T
sdc bootstrap <paste-your-bootstrap-data-here>
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o] Az}l A = vSphere-& Security Cloud Control SDC Terraform %5 2 Security Cloud Control Terraform
A5 Ao} 3HA AF-8-3Fe] SDCE vSpherell 7-F k= W S 244 8] AWt o] 24 HatE 3
37] el th AFd 87 AFEES A ESHAI AL

« vSphere H|o1EJA1E] 117 7 o4& ®f-8h 3t 91T,
s dlolHAlE o Bl A} ol ESL lom, thg AP FAT 5 Qi W] AUk

« VM A4

« E0] A

. ZEl= ol e] 44
« ZH

= 2hoju gl 3 =

* Terraform 4 H.
SR AIA

A1 Security Cloud Controlol] 4] API A -8 A}8-21E A A 813l API EE 2 HAE YU API & ALEAE
A e HE S ool e API A8 AFE-2F WAL ZZEAHA L.

7] 2 Security Cloud Control Terraform A 3-2+¢] %] A ¢f| w}e} Terraform #] % 2=l A] Security Cloud
ControlTerraform A 3- A& 7-d 4 t}.

o A
terraform {
required providers {
cdo = {
source = "CiscoDevNet/cdo"
version = "0.7.0"

}
}
}

provider "cdo" {
base url = “<the CDO URL you use to access CDO>"

api_token = “<the API Token generated in step 1>”
}

7 3 Security Cloud Control Terraform A & ZF& AF8-310] cdo_sdc 2] &2~E A A 3= Terraform =& %}

Ayt AFA 8 -8 Security Cloud Control-sde 2] 2 2~9l] t] g+ Terraform @ A 2~ E 8] & 323514
A<
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https://github.com/CiscoDevNet/terraform-vsphere-cdo-sdc
https://github.com/ciscodevnet/terraform-provider-cdo
https://github.com/ciscodevnet/terraform-provider-cdo
https://docs.defenseorchestrator.com/c-secure-device-connector-sdc.html#!t-create-api-only-users.html
https://registry.terraform.io/providers/CiscoDevNet/cdo/latest/docs
https://registry.terraform.io/providers/CiscoDevNet/cdo/latest/docs
https://registry.terraform.io/providers/CiscoDevNet/cdo/latest/docs/resources/sdc
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Resource “cdo_sdc”

name

}

o] a {,EZ:Q] bootstrap data év.:/‘{)] & Security Cloud Control HFEXE

Terraform3- A}-8-5} o] vSpherel] Secure Device Connector -3 .

“my-sde” {

“my-sdc-in-vsphere”

% Hlo]El o] groz A9 o}

% 9_'74] Oﬂ }\1 cdo_sdc Terraform E‘E‘Oﬂ Zﬂ%% 14 E}‘

23},
o) A

data "cdo tenant"
module "vsphere-cdo-sdc"
source
version
vsphere username
vsphere password
vsphere server
datacenter
resource_pool
cdo_tenant name
datastore
network
host
allow_unverified ssl
SSL certificate>
ip_address
for the VM>"
gateway
cdo user password
root_user_password
cdo bootstrap data
}

A3 € vMel =

o] gkl 445,
terraform 7% %

AA A=

SDC7} & 1.9 A
o138k Fof v} ¥

sdc host status
B 5ol upe} 550

sdc host configure

N

Security Cloud Control_sdc Terraform =

"current"

7 o] AHg A oot A8 caoth = AHERH7F S

*_[L/‘é % L] ‘:]‘ cdo_bootstrap data é:—*é oﬂ ‘{?

)
terraform —'.‘%E /‘]'

C =
—=

55 AH8-3}] vSphereol| 4 SDCE- A d 3} += Terraform

{}

{

"CiscoDevNet/cdo-sdc/vsphere"

"1.0.0"

"<replace-with-username-with-admin-privileges>"
"<super-secure-password>"
"<replace-with-address-of-vsphere-server>"
"<replace-with-datacenter-name>"
"<replace-with-resource-pool-name>"
data.cdo_tenant.current.human readable name
"<replace-with-name-of-datastore-to-deploy-vm-in>"
"<replace-with-name-of-network-to-deploy-vm-in>"
"<replace-with-esxi-host-address>"

<boolean; set to true if your vsphere server does not have a valid
"<sdc-vm-ip-address; must be in the subnet of the assigned network
"<replace-with-network-gateway-address>"
"<replace-with-password-for-cdo-user-in-sdc-vm>"
"<replace-with-password-for-root-user-in-sdc-vm>"
cdo_sdc.sdc-in-vsphere.bootstrap data

Eltq‘VBAVJIP 7‘}‘1‘ X}X]o o7
cdo_sdc FJZLZ\J} /‘g }\é = IIH *ﬁ /%] =l bootstrap data ’—’1‘/\5]
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https://github.com/CiscoDevNet/cdo-automation/tree/LH-70404-add-vsphere-as-an-optional-example/vsphere
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module "example-sdc" {

source =
"git::https://github.com/cisco-lockhart/terraform-aws-cdo-sdc.git?ref=v0.0.1"

env "example-env-ci"

instance_name "example-instance-name"

instance_size "rS5a.xlarge"

cdo bootstrap data "<replace-with-cdo-bootstrap-data>"

vpc_ id <replace-with-vpc-id>

subnet id <replace-with-private-subnet-id>
}

Sl Ar] 222 SQecure Device Connector Terraform B85S ZZ5FH Al L.

i
e

WA 2 Terraform =9 A] instance idE 35O 2 55U

output "example sdc_instance_id" {
value = module. example-sdc.instance_id

}

instance id & AF83}] AWS Systems Manager A4 #2] 2HSSM)E 53t 4| 3] 22 93] SDC 21
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https://registry.terraform.io/modules/CiscoDevNet/cdo-sdc/aws/latest?tab=inputs
https://registry.terraform.io/modules/CiscoDevNet/cdo-sdc/aws/latest?tab=outputs
https://registry.terraform.io/modules/CiscoDevNet/cdo-sdc/aws/latest?tab=outputs

re
iih)

| clvtels

& g v] 2~ Secure Device Connector 2 Secure Event ConnectorS- Cent0S 7 717 ™ A1 9| A Ubuntu 7} A1 0. & wjo] 18] o] A .

chgol a2

(3]

i=]
W= SDC A Al 312 2] 9~ AWS SSMS AF-8-31of SDC Q1 28l 20 A A ] oF gt} Q1 =8l 29
AAsI= B ol sk 2FA :} U-8-2 AWS Systems Manager Al A 2] AH5 32314 Al 2. SSHE A}
£-3}o] SDC ¢l ~El 2o dAstE TEE HOYe] o] 2 w35 A g4t

)

ZFaL Security Cloud Control Terraform 52 Apache 2.0 2}0] A 2~of] e} Q& A A X E Qo] 2 AA|H
Ytk A o] 83k 4 GitHuboll A £ A& A= = A5UH

=3 | 1| 2~ Secure Device Connector & Secure Event Connector=- Cent0S

1714 HAl

of| 4] Ubuntu 7} ™A1 0. 2 wlo] 1g o] A

Security Cloud Control®] <32 2| 1| 2= Secure Device Connector(SDC)T A= 7}4] CentOS 7 7} Al o]
AR H AFHT o)Al CentOS 7+ ©HE 5 21 2. Security Cloud Control®l] &]3f ©f o] A}-8-¥] #] &
S B KESDCE CentOS 70141 Ubuntu 7Hy WAl 0. & wlo] 1ef o] A e = QI %= o] mjo] Z1¢| o]
A IZ2A~E B RSFUTH

vRo] 1l o] A 5k7] Ao
* SDCi= TCP 3 E 4430 4 QIE el th g A ofxuh = A A2 A 7hS 744 oF g ot

* SDCE 23 %<1 Ubuntu 7H w412 A S CmMmQMMéﬂéﬂ%@a ] ufo] 2 9]
el g o]z v gk U E A Al Aol glofof ghytt.

« o] SDC VM 2] IP 4 T FQDN©] tjujo] 2o sl r] 93] A e RE MEY T 13
A} SDC VM 9] IP 54 B FQDN O &2 thA] A3 A &f oF gh T

e upo] 1 o] Aol = 10~15%-°] 28 FH YT} o] Al St tnlo] A= Al&EA Bot A s 4§
St Y EY A EYF S 29-8H A9 SDCE T3 5418 = glay

A 2.7
Secure Device Connector 2 Secure Event Connectors 4 85} 7] 913 VM 5ol 119} Q1= A F] of] u}
g A E2ES THFUL

SXRE G4

SDC /= SECE vlo] 18 o] A dlE A $- o] A& =4 A] 9.

1. 7)ol A VM o] A & the-2 =3

i
2. CDO-SDC_VM.zip 9% 9] ¢+%S FUoh
"yt
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https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.manage.security.cisco.com/c-deploy-vm-used-for-sdc-and-sec.html
https://s3-us-west-2.amazonaws.com/download.defenseorchestrator.com/sdc/CDO-SDC-VM.zip
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sudo sdc host configure
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1. SSHE A}4-3}¢] o] H(CentOS) SDCON cao AFE A & 1131 T},

2. BHES AHEsH] CLIE AA Y
curl -0
https://s3.us-west-2.amazonaws.com/download.defenseorchestrator.com/sdc-cli/sdc-cli-package-latest.tgz

&& tar -xvf sdc-cli-package-latest.tgz && chmod +x ./install.sh && ./install.sh

3. e 9Ee AYsty TEIES BE
sudo sdc migrate now
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2. WES AHEse] CLIE AAY

curl -0
https://s3.us-west-2.amazonaws . com/download.defenseorchestrator.com/sdc-cli/sdc-cli-package-latest.tgz
&& tar -xvf sdc-cli-package-latest.tgz && chmod +x ./install.sh && ./install.sh

3. v 3YS AAsa TETES Bk

sudo sdc eventing migrate
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2. TS " H S ALE8lo] A VMOl A SDC7F @A) A d Fo] opd x| gHel gy},

docker ps

mo

3. SDC7} A& F<l 49 47

A&t
sdc stop
4. docker psE THA] A 3ste] SDC A d o] FA H A=A el
5. o)X VMol ®1R18kal v =& AP
sdc migrate revert
6. ©]% SDC7} &4 “dejolar Ulel A1 E W Al VMO &2 Eolrl e & A sy},

sdc delete <your-tenant-name-here>
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sdc eventing revert
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[cdo@localhost ~]$ ip addr

AEjFo] 29 [P F4F WA W ths WH S AFEste] S2E TS AA AT
[cdo@localhost ~]$ sdc host configure network
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SDCo| g3k A 1P 45 AH-g-3le] SSH A4
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[cdo@localhost ~]$ sudo su - sdc
[cdo@localhost ~]$ sdc start
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