vl

Security Cloud Control Firewall Management (©] 1 Cisco Defense Orchestrator)i= A] 2= 5 ¥ 8}
tufo] 2o A g A& kA se)al &9 els Sek-= 7|6k B A A SAEd YT A o
rastebal A A oMM a1y )IE F| o] =& Al g sk, of 2] tupo] 2 e} 1k 4 W
= 249y

* Security Cloud Control Firewall Management 74 5., 1 ] ] #|

* Security Cloud Control AF-8-3F] SSH t]v}o] 2~ ], 2 # o] #|

* Security Cloud Control UJA] H.=, 3 & o] #]

Security Cloud Control Firewall Management * X

Security Cloud Control Firewall Management (©] %1 Cisco Defense Orchestrator)© Cisco *3+¥ 2 7] €}

tuto] oA A A& (kA ssal F3tehe b5 76k Bt A A we gy ek sk o out
2~ Security Cloud Control 2] A3 ofgfjol] U d H Wral o] A #Ha]g Y},

U AeS A ekaL ]%“’F@@"F ANE S AT 3t E?l sk JJ;QQ{SEL %1 =2 23

U, 7Hzﬂ EEEES -

[ )

=

:10
ol
ol
=
i
o
uti)
il
e
o
r\j
[
rlr
o
rE
rulo
OH
[}
ol
Q .i
o®
T
z
rzi
é
mi
o,
12

Security Cloud Control®] ASDM(Adaptive Security Device Manager)2} 2+ 27 t]njo] 2~
FE38}7] w39, Security Cloud Control & T2 #2] Ao o] 3] 4=31d A W73 A1eS F4 ¢k & 3
22} 1k Apol & 24 o

Security Cloud Control<> TFF gt Tjufo] 25 gk Lo A 2] & 4= 9l 2324 Q1 AREA} QIE #| o] 2~

E AT FUTE 71 CLL g H o] 2ol F 7}A] 7| ALafo] F7bs o] g AFEA 7L #e] 284S
% 5d 75 Ad54T

LSk 2 g uj 2~ = F8-9-= AF Firewall Management Centerll 93 o] t]nfo] ~ & 214351
£RYW YR TS Day 0" ARL AT G o2l o] FET 5 Y= e F
7155 AAEL, o] & @4 stetal Ak H s YT




BV

. Security Cloud Control-S- A}-8-3} o] SSH U] uj-o] 2 2]

4

tufo] A~ 21y

o] ~& 21 35H7] ol AX| npHALE 34 o2 ¢knshal tufo] e glo] A A& Foj g =
] gl gt} 218 th2- Security Cloud Control 9] 1.5 Hﬂ.j/\]—a AF&-5lo] tlujo] AE &R Y3
Y t}. Security Cloud Controli= T & 755 &7 #8& & Ad5H

tutol 2 P MH] 2 2 Y S FRAA L

o
K

T} B}o] 2~ Z Security Cloud Control Bl \d Eof] 1 3} 3} Security Cloud Control B \e E 7Fof| t]n}o]
2F ato] 1ol e Yl U T Huto] 25 A} HIUE = o] 8l H 3F trto] 25 A HHE

o t}A] 55 8 of vt

Security Cloud Control©] A&} T]ulo] 29 A A H5 2 AU = tlufo] s, AX EQo] 9 3=
A& Fxep A L.

Cisco =2}2l 704K BT A A

Cisco Systems, Inc. & A} 3] AF("Cisco" = T &)l A= 7Nl A B E KW 53}l AF&AF7) Cisco HAO] E

o1 A A S AN SO ET AN 8ol el AUE B sl A g
91U Tk, Cisco £2H91 19190 054 22 F9 A 931 Ciscodl 4 A JRE 54, A8,
TH A RS B AN oA

Security Cloud Control=- A}-&3}o] SSH U] H}o| 2~ 3]

Qln
=
5

1k SSH QIE] | o] 25 E-&ll ] =™ Cisco IOSE A 314 2+ 7| E} SSH A ¢ t]Hlo] ~ SSHE
o 8 7F5 @ Linux A9, Unix 7] A] 225 S A S 5he] ] 29151 of Heho] @1 25} e ol wp

o]z AWl SSH= U ES A Hulo] 25 94 o= kst Al A ekl ¥helahr] 93k 25 W
O = HeFA(SSH) ZEEFS AMEat= 318 o nhu th o] tuteo] 2= SSHE 3) A~ 753t
™, t]Hlo] 2~ 9] [P = FQDN, SSH X E | 2 7191 A4 51 & %] A 5} Security Cloud ControlS- 53|
-hY g A 5 dsyh

o2 gk tnfo] Lo thaf A= 7] w2 a3t 2E U

« SSH U] o] 228 £ 15 I Tk SSH ] ho] 2o A48l 35 & AT 742l AH§4e] b7 o] B

3} 4458 ALg3to] Tntel 2 L u Y Yvt.

 tubo] 0] 4 519 w]. Hubel 2 T4 S B 4 e,
s Eubo] <ol A A A W A W7 MRS I E G T SSH Tl uko] 2o A 74 el 9]

[o
=)
Ko

3 3}< o] Security Cloud Control2] ] o] B H] o] 2~0f] A 25 L T},

st o) WA AL T BAE SR A

Security Cloud Control+= 10%-v}t} tjujo] 2~ o]
U= -7 tuto] 29] A E 7} Conflict Detected(& &

4 M7 ’\}{%% FAF T MG AFEo
AHEZ HAHH, W FES AT T+ A5
* Security Cloud Control W& = QIE # o] 22 & A& Security Cloud Control®] 8 & = QlE H o] ~&
&l tnfo] 2o B= SSH Hubol = W RS A 4= 55U


managing-ssh-with-cisco-defense-orchestrator_chapter5.pdf#nameddest=unique_4
managing-ssh-with-cisco-defense-orchestrator_chapter5.pdf#nameddest=unique_5
managing-ssh-with-cisco-defense-orchestrator_chapter5.pdf#nameddest=unique_5
https://www.cisco.com/c/en/us/about/legal/privacy-full.html
managing-ssh-with-cisco-defense-orchestrator_chapter5.pdf#nameddest=unique_7
managing-ssh-with-cisco-defense-orchestrator_chapter7.pdf#nameddest=unique_8
managing-ssh-with-cisco-defense-orchestrator_chapter7.pdf#nameddest=unique_9
managing-ssh-with-cisco-defense-orchestrator_chapter7.pdf#nameddest=unique_10
managing-ssh-with-cisco-defense-orchestrator_chapter7.pdf#nameddest=unique_11

Security Cloud Control T A] 2= .

HE CLIE®E X HE Ius T 2 AL 7hse A e d8E

Cloud Control®l| /\1 Asat= A28 o] | g2 E AFRSEAL X 37 6}

ko] | A2 5 e 4 lF YT

E W7 Abe g1 9 A vupo] 9] A4 Sy e &d o] M7 5] o] SSH Y A

=& 79 313 Security Cloud Controli= 7 A}&H-S A8t Al SFAZHAEE
o 1_‘

713 & Als gyt

« W7 2 WA 2= AFE A SSH T Hbo] Lol A ek s WY AT

U o}, Security
“hdoll o sl =pAl

*SSHEA>~H
ZAEs} M7

Security Cloud Control T A| .=

*mﬁcmm@mmm“iitﬂ % Foll AA 2A FFo AR ARG RUEHP S e
317] 918k =9} sl B Ut} =o1o1EhA 2‘5‘_} olAlolE ol ot 9o 584 A7) oo 2
A& ABIE 2FR AU A AT 5 A

A 8= ARG A} BEeE 3}

AlE = 1 AlS BE AR sk QA REE 54 8 ARl g =4tk
1. Home #|°] X] o] 4] Customize(ZtE3hHE 22 gt}

2. tA = FAIE AS et A S A F U

L:H

e BR
o] A =ttt Bl E = v E=] ol o g Al gk
s =T AdsUTh
« Configuration States(74] A Ell): AF-&-2}2] t]nlo] o) A4 ¥ -4 3} Security Cloud Control©l A
A FEeke 74 Y BAAE HEPE Y o] Hl W E Sl EAE e dAYU FES
A5k d Ego] FUth

ol

U s 49 o

m

ALl EE A

[40

ARAIRE 82 T nbo] 2 el & x4 Q.

Change Log Management(*17d &1 ¥
Zgo] Fuytt Ao Completed(+a

ZFAgF U682 Change Logs('H 74 2 1)& Z23H4 Al Q.

py)
>
<
T
pd
|
>
L
ol
>
<
T
pd
>
&
r*o
_1%
=,
[
<
=0
Z
=,
2ed
il
i
v
)
o
]
o
o
)y
i)
v

Overall Inventory(A Al A} a2 B-5=): = t]ufo] 2o AHE U E & 5= 95U T} |ssues(3F-
A), Pending Actions(}.5F %21 2+41), Other(7] ED), Online(ii‘r?l)gi i T Yulo] 2~ 4
of st=glo] 2| 7] 7ko] ZW7k A AV vk e S Ale] F 7 EAH Y T

A g 82 BE Tiufo] 2 E YA L.



managing-ssh-with-cisco-defense-orchestrator_chapter11.pdf#nameddest=unique_12
managing-ssh-with-cisco-defense-orchestrator_chapter9.pdf#nameddest=unique_13
https://docs.defenseorchestrator.com/#!c-device-and-service-management.html
https://docs.defenseorchestrator.com/#!c-change-logs.html?highlight=change%20logs
https://docs.defenseorchestrator.com/#!c_monitoring-remote-access-virtual-private-network.html
https://docs.defenseorchestrator.com/#!c-view-inventory-page-information.html

. Security Cloud Control

BV
gAR=

« Site-to- SiteVPN(/\}O] E ZFVPN): AFO) E ZF VPN A4S e etal H7hshes o Efo] Pyt
1Al F VPN B ¢} Active(Z73) 2 Idle(-fr5r)°] vl &o] At

ZFA S Y 8-& AFo] E 7F VPNE ZZ3H A 2.
< OJ7FEE 9 Ak

«HE S oI E QL gl AAE g o2 FA st #HE| T = A F YT o 7] ol A
Multicloud Defense AEE & & 2 s = 95Ut

« +Add Account(+0] 7+ E F7H)E ZElsto] A o] 7} ES F71g )

ZFA) & 88 Multicloud Defense ControllerS ZZ 314 A 2.

« Top Risky Destinations(’d¢] 18 st th/d): A2 A sto] Fold A9 91 A} A E I
EUEE s v Egol guth 91 8E & Ao B URL WFE %8}13%,11%90%1,60
A =30 st volEHE BHY S F A5y 5188 EdH ] ahd AdE B
Atololl A AEH & 4= glF Y

* Top Intrusion and Malware Events(’ ¢ 3¢} 3 Hdlo] o] E): &3¢ I 2 H o] o] HES
;HEFH shal &3 = AFUTh 1A A o HES AeloolHlES A8, At 90,
60%,30% Fetel diolHE dHP S & gliyth 889 o[ E(7] 2 gh) o AFehd o]l E A}
o] ]/‘1 ZE P dFUH

w3z

Z] Al Security Cloud Control 7] % Lo EE KW <4+
e Foh Auot WA A4S e B4 930 A,


https://docs.defenseorchestrator.com/#!c-s2s-virtual-private-network-dashboard.html
https://securitydocs.cisco.com/_dita_/content/en_us/security/cdo/multicloud-defense/user-guide/about-multicloud-defense/topics/c-multicloud-defense-dashboard.dita/_ditaval_/cisco-multicloud-defense-user-guide

3
=N

ar
El

M

i



3
=N

ar
El

M

i



	소개
	Security Cloud Control Firewall Management 정보
	Security Cloud Control을 사용하여 SSH 디바이스 관리
	Security Cloud Control 대시보드


