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Deploy an On-Premises Secure Device Connector p ¢

Step 1

Download the SDC VM Imagela

nd follow the documentation to deploy the SDC VM on vSphere.

Step 2 |

When deploying the VM into vSphere, you will be prompted for ‘CDO Bootstrap Data'. Copy the l
data below and paste it into the CDO Bootstrap Data input field in vSphere. s

CDO Bootstrap Data

QBRPX1RPSBVOPSJleUpoYkdjalU9pSINVekkxTmlJcBluljViQBk2SWLwWFZDS JkuZX1Kc2FXNXJaV1
JVWleclaGJuUnpJanBiWFN3aWRtVnlJam9pTUNJcB1uT JFZbk5qY215d2RHbHZ 1bk1pT2xzaVNWUKVM

YUpoYzJVaUxDSm91VepSYVdRAE1pNHdJaXdpYm1kbWR5SmRMQBox Yz WeVgyNWhiV1VpT21KamIyWm
%x1bkpsY2tCamFYTmpieTVqYjIwaUxDSmhiWElpT21Kel1XMXNJaXdpY285c1pY TWIPDHNpVWSSTVIW
OUJSRTFKVG1KZExDSnBIM@1pT21KcGRHUNIMOQBpqYKkhiWemRHVN1TVIFpT21JeElpd21jSEpwY 1dGeW
VWUmx1bUZ1ZENJNmJuVnNiQ3dpYzNWaWF tVmpkR1I1Y08dVaU9pSjFjM1Z55W13aWMzQkpaQBk2SWto
RVRSSXNJbUYxZEdodmNtbDBhV1Z6SWpwYk1sS1BURVZmV1ZOR1VpSmRMQBp3WVhKbGJuUkpaQek2sw
prMuUSHWXpZamd3TFdKaV16a3RORGMBTnkxaVpgTXdMV1poWW10bFptRXpPREUWNMLIcB1tTANRV1Z1
ZEYScFpDSTZJbUZ3YVMxamJHbGx1b1FpTENKelkyOXdaU8k2V31KMGNuVnpk(Q812zSWSKbF 1XUN1MO8
k1T1IRSbUBYSTRNQZFpWIW1NNUXUUTNPRGNEWWT Zek 1DMW1ZVBpgWldaaE16aGhOR1 LpTENKM2ZNthDBa
UBpkTENKcFpDSTZ JamN3T 1dRMVpHSXpMVFpoTmpZdESEVTBZUZABTIRCbUXXUXhNelJr TURZeESGWT
FPUBLzSWIwWMGFTSTZJakZpT1RjdO1tVmpMYGhoT1dZdESHTmx0e TATTVRBNExXSmxOak 5pWk RRME 5H
TTJa0QBoSL1INSZEYNzhoNUNSZDNPRUUSHUDXT2VRd j04aHpkSIhtR3BhUmtSYWSIZ0J1dmRFQ2g1TH
hoZk840Q19PNFBmVJNSTHpNRUSmcBF oSTVDNHBQVNFSLWo2RDJ1Qz1FRy81 TzNZcGpNdGeaNT1FnY2hi
ek5XNBdKajRyTT1lyVzM3IRXdRdF9zeWh5azVkTOVITVIrMlcwR1 JRcXhLompolU1JLUTpKNXQBeGxuN1 ¢
NFWUAKZ32Jd¥QzUE1Da2piNVN4a29qum1 hRmdDWERqGC1J JUERWTY 1WUFShTnprX2RZTVd fNDZabHF j
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E}7ﬂ11 EE%%EEEEOH sudo sdc-onboard setupé% 23%1§}L1E+

[cdo@localhost ~]$ sudo sdc-onboard setup
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[cdo@localhost ~]$ sudo sdc-onboard bootstrap
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Deploy an On-Premises Secure Device Connector p. 4

Step 2

When deploying the VM into vSphere, you will be prompted for 'CDO Bootstrap Data'. Copy the
data below and paste it into the CDO Bootstrap Data input field in vSphere.

CDO Bootstrap Data

QBRPX1RPSBVOPSJleUpoYkdjaU9pSINVekkxTmlJcBluUjVjQBk2SWtwWFZDSjkuZX1Kc2FXNXJaV1
JVW1lciaGJuUnpJanBiWFN3aWRtVnlJam9pTUNJcB1uT jFZbk5q¥21sd2RHbHZ ibk1pT2xzaVNWUkVM
VUpoYzJVaUxDSm91V8p5YVdRdE 1 pNHdJaXdpYm1kbWR5SmRMQBoxYzJWeVgyNWhiV1VpT2 1KamIyWm
xjbkpsY2tCamFYTmpieTVqY jIwaUxDSmhiWE1pT21KellXMXNJaXdpY285c1pYTW1PbHNpVWsSTVIW
OQUJSRTFKVG1KZExDSnBjMO1pT21KcGRHUWIMQBpgYkhWemRHVN1TV1FpT21JeElpd21jSEpwY1dGeW
VWUmxibUZ1ZENJNmJuVnNNiQ3dpYzNWaWFtVmpkR1I1Y@dVaU9pSjFjM1Z5SW13aWMzQkpaQBk2SWtO
RVR5SXNJbUYxZEdodmNtbDBhV1Z6SWpwYk1sS1BURVZmV1ZOR1VpSmRMQEp3WVhKbGJuUkpaQak2SW
prMUSHWXpZamd3TFdKaV16a3RORGMOTnkxaVpgTXdMV1poWW10bFptRXpPROUWWM1Jc@1tTnNRV12Z1
ZEY5cFpDSTZJbUZ3YVMxamJHbGxib1FpTENKelkyOXdaUBk2V31KMGNuYnpkQ81zSW5KbF1XUN1MQ8
k1T1RSbUBvSTRNOZFoWW1NNUxUUTNPRGNBWW1Zek 1DMN1ZV@paWldaaE16aGhOR110TENKM2NtbDBa
QBRPXBRPTUFJT j81d3d3LmR1ZmVuc2VvemNoZ XNBemFBb3IuY29tIgpDRESFVEVOQUSUPS jaXNjby
1hbWFsbG1vIgpDREIFQkIPVFNUUKFQX1VSTDAiaHRBCHMEL y93d3cuZGVmZW5zZ W9y Y2h1e3RyYXRY
ci5jb2@vec2RjL2Jvb3RzdHJIhcCIjaXNjbyT1hbWFsbGlvLZNpc2ZNvLWF tYWxsaW8tUBRDIgo=

4 Copy bootstrap data
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gty

S

4 Aal] Aol Aake) WS BAbste] En) Y ol el ¥ A W vl gl

al
="t A7 23 E T, e 7] 2 Bl g ] TR A 20l A o] 3 i E
gol e = AFH
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| cpoel 714 Apat

py

VMol H.et tjuto] 2~ AVE -5 .

B

@1 SDCE A4 F CDOo HYES 21203y
9A2 92 ol A Tools & Services(=7- 2 4] H] 2) > Secure Connectors(2.¢F 7 W)= &2 3t}
@713 Services(A] H] ) | o] %] of| A] Secure Connectors(}.9F AW E]) 518 A &3} vkl B 317 HES
£¥ 3+ % Secure Device Connector(X.¢t tjulo] 2~ A Y E])E A&l gt ),
A4 o 2@ A FEAER go|E & v B o] HARgh U
GA5  HASDCO] R th RAM % v 225 F7HE AF8-3Fe] CentOS 7 71 M AlS A X .
* 8GB RAM
* 10GB t] =3 &3}
GA6  AX7FAEEE SDCY IP T4, AHY rfaT B Al ESo] & A Qsl= 5o 7R UE]H S T
Ayt
@Al 7 DNS(Domain Name Server) AW & -3 3t T},
7] 8 NTP(Network Time Protocol) A ¥ & 43 3h T},
719 SDCO] CLISHY] =41 % 285 913l CentOSell SSH A H & A 4]t}
GA10 Yum ¢ tlo] ES A 83k 5 open-vm-tools, nettools 2 bind-utils =} 7] 1] & A x| gt}

[root@sdc-vm ~]# yum update -y
[root@sdc-vm ~]# yum install -y open-vm-tools net-tools bind-utils

@A 11 AWS CLI 3| 7] A & “d ] 34 t}. https://docs.aws.amazon.com/cli/latest/userguide/awscli-install-linux.html
o Y& Fx3AA L.
L
--user Z 2 12 AFE-FA] mRAI A 2.

@A 12 Docker CE | 7] X & A %] 31U U} https://docs.docker.com/install/linux/docker-ce/centos/#install-docker-ce
o Y&& Fxs Al L.

Zka1

AT AR Skl X Y

iy

A F

o

SAI13 Docker A H| 25 A 2FeaL 8 A] A 245 =5 2 Sty o

[root@sdc-vm ~]# systemctl start docker

[root@sdc-vm ~]# systemctl enable docker

Created symlink from /etc/systemd/system/multiuser.target.wants/docker.service to
/usr/lib/systemd/system/docker.service.

S48 F AHEAHCDO" B sde’)yE A T TR CDO A A T 7% s §)8) 2oglshe A
A U(FE SRS 47 AHE B A7k §18), sde AHEAHE SDC Docker 7 o] U1 & A @3}z

A AU T

CDOS| )3 A1
|


https://docs.aws.amazon.com/cli/latest/userguide/awscli-install-linux.html
https://docs.docker.com/install/linux/docker-ce/centos/#install-docker-ce

cDo°l 71 A1 |
| R EREREEEEETS

[root@sdc-vm ~]# useradd cdo
[root@sdc-vm ~]4# useradd sdc -d /usr/local/cdo

S4A15 CDO AF8-AHe] HEH & & A4 g o)

[root@sdc-vm ~]# passwd cdo

Changing password for user cdo.

New password: <type password>

Retype new password: <type password>

passwd: all authentication tokens updated successfully.

@A 16 CDO AHEAE "wheel" L&l 3=7}8Fo] ¥ (sudo) A 3HS F-o] o).

[root@sdc-vm ~]# usermod -aG wheel cdo
[root@sdc-vm ~]#

A 17 Docker’} A X = WH A} &2} 1E-o] AAE Yt CentOS/Docker B A o] w2} "docker" 5=+ "dockerroot" 2}
3 HE 5 JFYTH fete/group IS ER1ste] oW 1] A H A=A 1S thg sde AFEAF
& o] Il F7ry )

[root@sdc-vm ~]# grep docker /etc/group
docker:x:993:

[root@sdc-vm ~]#

[root@sdc-vm ~]# usermod -aG docker sdc
[root@sdc-vm ~]#

@A 18  /etc/docker/daemon.json I o] §l= 49~ LS A AL oF e &S = th A4 = H docker

S thA) A A

Zka
"group" 7] Y23 15 o] Fo] o] A wA 2] Jetc/group Lol A S 153 A X FH=A] EHlgy
t}.
[root@sdc-vm ~]# cat /etc/docker/daemon.json
{
"live-restore": true,
"group": "docker"

}

[root@sdc-vm ~]# systemctl restart docker
[root@sdc-vm ~]#
@A119  F A vSphere F& A& AHE 51 4§ SSHE #3813l "CDO" AF& A2 = 11 th =191 gh
otz sder AHEAR MAT T 958 Bz WAL TA S "CDO" AHEAe] 958 el
i

[CDO@sdc-vm ~]$ sudo su sdc
[sudo] password for cdo: <type password for cdo user>

[sdc@sdc-vm ~]$
A1 20 U] =¥ 2] E Jusr/local/CDOE H 7 & E}.
‘:’_}'74] 21 bootstrapdatagl'—‘ AH J’}‘O] /%] A 0]’ Eﬂ ]A E‘o]' QH}O] - ﬂ ] E1 ?_:%F U]'HJA]'Q 2];}-7:” Oﬂ }‘1
7HA 2 FEZE HolE E o] J%O‘Oﬂ of ¥ HF Ut 7S Save(X ) AU TH vi B1= nanos A}
830 gd S YA 4= QST
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w7 23

oA 24

oA 25

R EAE G o] E & base64 = A A HFH U} o] =

W2y o

[sdc@sdc-vm ~]$ base64 -d /usr/local/ CDO/bootstrapdata >

/usr/local/CDO/extractedbootstrapdata

[sdc@sdc-vm ~]$

cat & A she] o] 2 F vjo]E 2
Y.

[sdc@sdc-vm ~]$ cat /usr/local/ CDO/extractedbootstrapdata

= B
= S

CDO_TOKEN="<token string>"

CDO_DOMAIN="www.defenseorchestrator.com"

CDO_TENANT="<tenant-name>"

VMol Bt tfufo] 2 AME -5 .

extractedbootstrapdataEQWA ﬁ}%%fé

=
o
1
rlr
il
dlo
B
m
o
=5
>
it

CDO_BOOTSTRAP URL="https://www.defenseorchestrator.com/sdc/bootstrap/tenant-name/<tenant-name-SDC>"

oe gEe Adstel yagd FEAEY

[sdc@sdc-vm ~]$

CDO°IM HEAE HEE 2 =g

[sdc@sdc-vm ~]$ curl -O -H "Authorization: Bearer S$CDO_TOKEN"

[sdc@sdc-vm ~]$ 1ls -1 /usr/local/ CDO/*SDC

diolE o] Ad S &4

AR R L) i

[sdc@sdc-vm ~]$ sed -e 's/“/export /g' extractedbootstrapdata > sdcenv && source sdcenv

"$CDO_BOOTSTRAP_URL"
100 10314 100 10314 0 0 10656 0 --:--:-= ——:-—:—— —-—:——:-- 10654

-rw-rw-r-—. 1 sdc sdc 10314 Jul 23 13:48 /usr/local/CDO/tenant-name-SDC

SDC tarball®] 458 &3l pootstrap.sh I

<snipped — extracted files>

[sdc@sdc-vm ~]$

& A #sto] SDC A7) A& DA Gt

[sdc@sdc-vm ~]$ tar xzvf /usr/local/CDO/tenant-name-SDC

[sdc@sdc-vm ~]$ /usr/local/ CDO/bootstrap/bootstrap.sh

[2018-07-23 13:54:02]

environment properly configured

download: s3://onprem-sdc/toolkit/prod/toolkit.tar to toolkit/toolkit.tar

toolkit.sh
common. sh

[2018-07-23 13:54:04]
Unable to find image

startup new container
'ciscodefenseorchestrator/sdc prod:latest' locally

sha256:d98£17101dbl0e66db5b5d6afdalc95¢c29ea0004d9e4315508£d305790275458:

Pulling from

ciscodefenseorchestrator/sdc_prod

08d48e6flcff: Pull
ebbdl0b629b1: Pull
dl4d580ef2ed: Pull
45421d451ab8: Pull

complete
complete
complete
complete

<snipped — downloads>

no crontab for sdc

o] Al SDC7} CDOCIA] "Active(Z73)" = 3EA| g Ut}
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W vbunw g o001 4 st dekel 2 A e 9wk o e A uE 5

Ubuntu 717} ] Al o]l 4 B9 tlulo] 2~ 7 vl E] 2@ B el oMl E A g -3

Ciufol 2 A7 £ & AHEE}e] CDOE Tuho] o] A S A% =9 20] nek jujo] 2 A4
E(SDO)E v 2= oh T 3ke] CDOS} tlnfo] & 7ho] & % sk Ao 7HE FH5ULH A
WA 0 % o el gt tlnbol i A /Lo % 4] o] B8 1P Tt A9 olE o]
o] o g 7|3 3 E 7} )5 Y th ASA(Adaptive Security Appliance), FDM #2] t]u}o] 2 FMC(Firepower
Management Center) T H} 0] 2~ = B t]ulo] 2 214 51 8- AL8-3le] CDOOY| &K 4= 55Ut

SDCT v Y A = t]ufo] 2o A A gl of 3= T8 & ¥} vl Y 2| = t]ufo] ~ = 7 Fal of 3hi= Hﬂf\l Sl
3] CDOE ZYE H Ut} SDCE CDOS Alste] S A 3)s)al, mju X = tjufo] A5 th4l
sled CDOON WA A& A F3har, YA = tfnfo] 2o A CDOE = HE R ey L

SEC(Secure Event Connector)i= ASA 2 FTD®|| 4] Cisco Cloud= o]l E & &3l =2 gfo] Aol u}
2} Event Logging(°] ¥l E 2 7]) s o] ol A 3] o] Wl E & ¥ 3L Secure Cloud Analytics & Z=AFSE 5= 9]
2~

HFU

SDCE 1-%3F % SEC A H oY= F7}sl= 2-& 73k 21¢) o] Yt} SEC A H] 23= ASA, Cisco
10S 2 FDM #2] t]ufo] 2o A Al <8l 2 71 WA A & =413} L Cisco Cloud®l] HA A A58 ==
A AH5UTE o] 2 %3] CDO Analytics 2 Cisco XDR¥} 7H-8- o Wl E 1] 25 AL-&3}o] 271
}\] ]__. ] 1;(]- 7].‘:3};}\]-1:1 H/Hzﬂ-/‘ 017\1/]1*4_'

CiscoDevNet AFo] Eo| A A & 5= 2T HEZE A 8 3}4] Linux Ubuntu A 2~ &lo| A SDC & SECE A
& = dF Y
Al &Fs)7] el

£ CDOE= A A8 9154 shelo] 1 2 shu] SDCS) Qe Yl 7he] /2 El % X2 A2 A
.

* SDCi= TCP 3 E 4430 4 QIEI el tf gk A of-uh- = A2 A 7S 744 oF gyt

o

s 2

o

c UMIEANA A2 vy A = gnte] 20 CDO A2 & HAESH A 2.

» vCenter 9] 80| A E E+=ESXi 9 Sgto]AdE 9} 3 A X5 VMware ESXi &~ E

%

#3 VSphere U223 FeHo| A EE AHEE A= A UEA g Th

« ESXi 5.1 slo] #ufo] A,
* Ubuntu =% A A ¥ 20.04 o] /o] 713 m2lof] 4 %] & o] dF T
SDC:
* CPU: 2 5.9}
« RAM: # 4 2GB
SDC % SEC:
* CPU: 4 5.9}

[l cooel 7E A1


https://github.com/CiscoDevNet/cdo-deploy-sdc/tree/main

| cposel 7]

L EAA

B

i

A}8)

o
)
N

v
2
w

(U U AU R
i . .. )
0 N OO a1 B

B

Ubuntu 7} ] 2160 4] 2.0k o] 2= A e % merolile Ave) 75 [

* RAM: ¥ 4~ 8GB

« SDCE A3 %2 Ubuntu ™21 ASA 2 Cisco 10S Tl H}o] 2~ ¢] #a] Qg o] 2o fjdt Y E £
A AA 2~ A 3ol glofof ght,

SDCE A CDO HEE| 21218}
Zg W AH A > HoE AVE E A Egiyg

Services(*] H] 22) ¥ o] 2] o] A Secure Connectors(2.F # 9 E]) 9 & A &3} a1 %— =93k 5 Secure
Device Connector(E.¢F t]rfo] 2~ AW E]) S M el gt}

ol 2et Aol A F-EXE ] vlo] Bl & v Lol HAg T

SDCE 7% & CiscoDevNetS U T

Code(F=)E 22313 HTTPS 519 URLS HA o).

Ubuntu Al ~§lo A Crl+AIHTE B8 Hr)d FS w27 gy}

Elv] ol git & 4= 8kar o] Holl HAFSE HTTPS URLS & ¥ 54t

[sdc@vm] : ~$ git https://github.com/CiscoDevNet/cdo-deploy-sdc.git
Resolving deltas: 100% (22/22). done.

"cdo-deploy-sdc" ©] FE] 2] 2 o] 5 gt}

[sdc@vm] :~$ cd cdo-deploy-sdc.

Is-lag Aeste] otd 9 2T HEES AP )
« delete_sdc.sh: A] 2~ €lof] o] A o] A x| ¥ SDCE 2HA| &t}
« deploy_sdc.sh: A| =8l SDCE +5F g1 T}

« install_docker.sh: ] &l o]l 7%= Docker W A& -3 g Tt}

AAHEZE 23 3lo] DockerE A X 3t}

[sdc@vm] : ~/cdo-deploy-sdc$ ./install_docker.sh

Remove docker docker.io docker-compose docker-compose-v2 docker-doc podmand-docker {y/n] n
Active: active (running) since date time UTC; 32s ago

Adding the current user to the docker permmissions group

Done!

2AHEE A8ste] SDCE 5t
Jdeploy_sdc.sh= ¢ & &} CDO Ul A BALgE L EAER] glo]HE &9

[sdc@vm] :~/cdo-deploy-sdc$ ./deploy_sdc.sh <bootstap data>.

Cin

Fu,

If the docker container is up and running, the status of the SDC should go to 'Active' in
the CDO Event Connectors panel.

cooel 712 213 |}


https://github.com/CiscoDevNet/cdo-deploy-sdc/tree/main
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. TerraformS A}-8-3} 9] vSphereol] .ot tjnfo]~ AYE +&

o] Al .ot tjnto] A A Y E 7} CDOC A "Active(Z41)" & FAH U T

Terraform3 A}-&3} <] vSpherecl 1.0} t]nlo] ~ A UE =

A#k817] el

o] A }ol| A = vSphere-§- CDO SDC Terraform X5 & CDO Terraform A| 32} <} & 7;1] AbgElo] SDC=
vSpheredll T 53HE W A4S AT o] 29 A A Aol b A 27 ALG
= AR L

« vSphere T E] A1E] B} & 7 o] 4}o] T g gt}
- o] A5 dolE] AlE ol & thg& A - Qs Aol e B A ARl oo

« VM A

L EHE ol nel e Ay

> 2o B eje]d] ¥ R

e Terraform % X
EERR

A1 CDOO A API A8 AFEAS A 3FAL API E2S SAE Y TE APL A8 AFEAS A S E HH S
elol R ™ API A8 A&7 A A2 AA Q.

E}ﬁlz CDO Terraform Xﬂ%rﬂ}—% X]zQOH H+E}’IénafonnAX1%}£:0ﬂ}ﬂ (HD()TéHﬂfOHleﬂ%%X}E% %lﬁj§}L]K}

o A
terraform {
required providers {
cdo = T
source = "CiscoDevNet/cdo"
version = "0.7.0"
}
}
}
provider "cdo" {
base url = “<the CDO URL you use to access CDO>"
api_token = “<the API Token generated in step 1>”

}

W coosl ) Abe


https://github.com/CiscoDevNet/terraform-vsphere-cdo-sdc
https://github.com/ciscodevnet/terraform-provider-cdo
https://docs.defenseorchestrator.com/c-secure-device-connector-sdc.html#!t-create-api-only-users.html
https://registry.terraform.io/providers/CiscoDevNet/cdo/latest/docs

@A 3

Terraform < 485} vSphereo] 112t tupo] = A e 2%

CDO Terraform #l| -3 A& AF-&310] cdo_sdc Bl A28 XA ’3}—'2 Terraform Z =& 24 U o}, 2}A| gk
&2 CDO-sdc 2] 4220l th 8 Terraform | A 2 E 2] & FZ234 A L.
o Al:
Resource “cdo_sdc” “my-sdc” {
name = “my-sdc-in-vsphere”

}

O] l:q_/_l\.—{\—‘o/] bootstrap data é?/‘é '8‘ CDO H EiEBﬂ E” o] E1 -O/] %}C.Q.E iH‘oer] U% ‘:]'% ‘9_'71] Oﬂ /‘1
cdo_sdc Terraform 5ol |3 Lt}

CDO_sdc Terraform 552 A3} vSphereol| /| SDCE A A 3F+= Terraform L =5 24 3t
o) A
data "cdo_tenant" "current" ({}

module "vsphere-cdo-sdc" {

source = "CiscoDevNet/cdo-sdc/vsphere"

version = "1.0.0"

vsphere username = "<replace-with-username-with-admin-privileges>"
vsphere password = "<super-secure-password>"

vsphere server = "<replace-with-address-of-vsphere-server>"
datacenter = "<replace-with-datacenter-name>"

resource_pool = "<replace-with-resource-pool-name>"

cdo_tenant name = data.cdo_tenant.current.human readable name
datastore = "<replace-with-name-of-datastore-to-deploy-vm-in>"
network = "<replace-with-name-of-network-to-deploy-vm-in>"
host = "<replace-with-esxi-host-address>"

allow unverified ssl = <boolean; set to true if your vsphere server does not have a valid
SSL certificate>

ip address = "<sdc-vm-ip-address; must be in the subnet of the assigned network
for the vM>"

gateway = "<replace-with-network-gateway-address>"

cdo_user_password = "<replace-with-password-for-cdo-user-in-sdc-vm>"

root_user_ password = "<replace-with-password-for-root-user-in-sdc-vm>"

cdo_bootstrap data = cdo_sdc.sdc-in-vsphere.bootstrap_data

}
A3 VMol 3= 5 1 0] AFE AN root A& A9} caohiz AL AN 7E Q0.8 VME] IP F = A o
:ll}‘é]% ‘/] ‘:]' cdo_bootstrap data '—‘T*E,] oﬂT: cdo_sdc E]ﬁ\_-}—\-ﬂ' }‘g }‘é = UJﬂ *3 }‘E} el bootstrap data Z—‘T‘

o] gro] XA e,

terraform A8 % terraform &S /‘]'—8‘—3]'04 Oellg_zjlg_i Terraform=< 7:"33—_’].—3]’1 E;%‘@'H D}

72
73

A A o) Al = CiscoDevNet2] CDO A5 3} A A AE 23 A Q.

A F4& AH8-3Fo] vSphere VMell 123813 CDO A& A= =

l

SDC7} €19 A S
Q3 Lo tha

sudo su
/opt/cdo/configure.sh startup

4

B

il CDO Terraform 5.5 Apache 2.0 2}o] X 20 whe} @ & A2 A EQo] 2 AAF YT A Yo
2373 F GitHuboll A ZAE A= = AFH L

v
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https://registry.terraform.io/providers/CiscoDevNet/cdo/latest/docs/resources/sdc
https://registry.terraform.io/modules/CiscoDevNet/cdo-sdc/vsphere/latest
https://github.com/CiscoDevNet/cdo-automation/tree/LH-70404-add-vsphere-as-an-optional-example/vsphere

. Terraform

EX R

cD09] 713 A1 |
3ol AWS VPColl B.¢F tlulo] A~ A WE] +&

Terraform =535 AF-8-3Fo] AWS VPCol| K. ¢QF tjulo] =~ AV E G5

EZEAA

A1

A28l 7] Al
AWS VPCo| A} SDCE T-%3517] Aol e AL d 8718 AESAA Q.

£ CDOE 9T Q%A FHelo] Washe] SDCS QB Y ko] YZU= LFA) FALE A YA
S gUh T2 A A 8] S ALSBHE 2§ SDO(LS Hue] 2 AW E)s) CDO 1he] E )2 4}
2 @y g

WU A = elute] o] CDO AL ARSI 44 W=D A 2% g,

o] 79 AWS 7174, 3t} o] /2] Al B ylo] 9] AWS VPC 3! AWS Route53 S228 o] 8
et
H .

+ CDO F-E~E = t]o]E], AWS VPCID % a3 A B4l ID7} J+=4] gelgh ],
* SDCE %381 Zeho]Hl A B Yo NAT Alo| E¢o] 7} A5 o] QlE=4] &elg T},
=

2] HTTP Q1 E] #| o] 2~ 7} A &) F1 L E o A] NAT Alo]|EYo]o] A A% &
g2 S Jyh

Terraform 5ol thg == E& /U Wel] B@ & FEOE Aedof gt

module "example-sdc" {

source =
"git::https://github.com/cisco-lockhart/terraform-aws-cdo-sdc.git?ref=v0.0.1"

env "example-env-ci"

instance_name "example-instance-name"

instance_size "rba.xlarge"

cdo_bootstrap data "<replace-with-cdo-bootstrap-data>"

vpc_id <replace-with-vpc-id>

subnet_id <replace-with-private-subnet-id>

}
OERY

>{E

A B-=22 Secure Device Connector Terraform F.5 S FFHZ5H Al L.

i

Terraform =l A instance_id 2 Zygog SE23h},

output "example sdc instance id" {
value = module. example-sdc.instance id
}
instance id & AF&3}] AWS Systems Manager A4 2] AHSSM)E &3t &4 312 & 93] SDC <1
’\‘3 /\Oﬂ AAE T AFHT AHE 715 &3 558 Secure Device Connector Terraform 25 9] =

[l cooel 7E A1


https://registry.terraform.io/modules/CiscoDevNet/cdo-sdc/aws/latest?tab=inputs
https://registry.terraform.io/modules/CiscoDevNet/cdo-sdc/aws/latest?tab=outputs
https://registry.terraform.io/modules/CiscoDevNet/cdo-sdc/aws/latest?tab=outputs

| cpoel 712 Apa

X EZ A& AL-8-3} == Secure Device Connector 143 .

2ol =33t 2k
B35 SDC A sl 4 2] 7 9-, AWS SSMS AF-8-3Fof SDC Q1 28l 20 A A | oF g th, Q1 =8 29
A k= el o g Z}A "?} U]-8-2 AWS Systems Manager Al A 2] A}E 3F23F4] Al 2. SSHE A}
&3to] SDC Q1 =’ 2ol A= FEE= Wl o] o] f 2 =& 54 dFUh

Y

o

31(m0%mmm+gLAmmwoﬂﬂ@¢ﬂuﬁk&%ii 2T EYAZ AAFHYTE A o] L
2.3k 49 GitHubo| A 41 & Al =& 4= AF Y

I = A E A2 5= = Secure Device Connector ——r“é

?%HHWﬂE%iﬂﬂﬂ*ﬂﬂﬂﬂﬂﬂﬂbzﬂbﬂwmﬁ}ﬂ%ﬁﬂ%d%éﬁﬁw
%2] V] Z SDC(HLSE tlute] 2= A W)} 5 G she] SDCo) A CDORY] E o}k = 41 S
e 4 St o] AR BAE Linux 08 A4l obdl sDCS} $iel £7] Arlol] 74E 4

Xé o d TS WU

)

al

o

m

A2 sDC] =7 A oju ol v G = F U o 4] ©f Linux A ol tf 3F 35 A 2fof e}
E Linux /\]i%‘q =] AAS A )

ol &
[» o

REEMEL

* Linux & & A o] 2~(CLDN &< 3f oF ).

el

* configjson IS A7) doll W& wh== Aol FHuv
SR A|A

A1 SSHE AH8-8Fef SDC| Al 2~ AL T 8 8 & AH8-8Fe] SDC AFE-AR= A #h gty o},
$ sudo su - sdc

A 2 usr/local/cdo/data/<your sdc name>/data/config.json®l A -4 A& o] 5}
w7 3 JSON 7]-3k &< config,json I ol 441 gHH T
SEA S EFA] ]9 [P 54 B FQDNOZ, L ES Z2a] Au] o] =4 LEZ uhE T,
"awsProxy":“https://proxy:port”
S 4 W73 AFEHS A ek 3 SDC A El o] U1 S thA] A At
ﬂﬂ%ﬂméiéaabﬂ%ﬂﬁng%aq
=7 AHeHE v AlAkskE ™ WA v |

[sdc@localhost cdo] $ docker ps

A ArolU A% ThAl A%

AF8-3Fo] SDC o] 1D A8 g o)
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https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html

€02l 7% A1 |
| EERREESEEEEEIEEEE

b) °] WH& AREate] AH oY E ThA] Al &S T
[sdc@localhost cdo] $ docker restart <container id>

o] 71 4] <container_id> = SDC 71 €| o] 1] 2] IDY Ut}

A5 o B L AHgte] FEIE H15a SDC A Ol B A 0% thA A0 4 F¢14 Bl
e

[sdc@localhost cdo] $ docker ps | grep sdc

o] W& A3t logs/larlog A ol A ZEA] o] SupbEA] Sl
[sdc@localhost cdo] $ less /usr/local/cdo/data/<your sdc name>/logs/lar.log

SDC7H %A Bl 2 AHgste] BASES 434 02 PR UG

Hektjuto]l = AVE 9 IP T4 W7

SECHELE
o] 2} Fayshel W 2] Aol of Gk,

+ SDCY= TCP ¥ E 443 B3 tluo] 2 72 2 §)8) T4 & EE ol 4 Qe o] i g 4 4] o} 1}
= 92 A8 71 o g

%

L SDCE IP F4E WA F tuto] 25 CDO tHA] 55 L a7} glsy

ZEAA

A1 SDCO Wit SSH A4S A SEAY 71 WAale] 248 931 CDO AFE-AF= 2 2113 o)
GA2 IPFAE WA Aol SDCVME HIEY A Qg o]~ 74 AHE B ifconfig HH S AR

EASIEY
[cdo@localhost ~]$ ifconfig
11;_}7:” 3 O] E% -lﬂ o] )\«] IP %/\ =, tﬂ 7:] O}Ei‘?j sudo sdc-onboard setup Ué ‘j/é]'% C]):]] Q%H D}

[cdo@localhost ~]$ sudo sdc-onboard setup

B4 ZEZEC HEuEE 4o,

[sudo] password for CDO:

hisd)
_\1
ui

95 FE9CpouENEE e TR 12 Qd

Would you like to reset the root and cdo passwords? (y/n):

GAl6 UEYI AT TEZE 2 JHEr
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Would you like to re-configure the network? (y/n):

GA7 HAIA7F EAIEE SDC] &k = A 1P 429 SDC VM| thE vl AR E =y}
a) IP Address(IP T4)
b) Al]ES ]
c) DNS AH
d) NTP A¥ T+ FQDN

= NTP AW T1= FQDNO| 4 &5 #] ¢+= 79 Enter 7] & F5 Y th
e) Docker H 2| X
= docker HE] X 7} A -85 A &= 49 Enter 71 = T5 U T

SAI8 el A == vAATE FAEE y2E FES ST

Are these values correct? (y/n):

Zka
o] S At o] A IP 4ol Uk SSH A2 o] BoAX B2, & dE3t7] Aol gho] A &3]
&2l o},

GAl9  SDCO| & A IP TAE AFE-35le] SSH A A& THEa 21913 T

A0 AZE A H2E P S Feste] SDC7F A TR Eld 4 sy

[cdo@localhost ~]$ sudo sdc-onboard status

EE S F52 540 R [ oox () j0]2kal A H o oF gt

2k

VM| Z&oll A o] AatE ek B¢ ghol SuhEA| lehd A A HAET AE L
Y= a1 e FAE Y

GAI 11 CDO AFE-AF I E o] 25 B3l SDCe] A S 3ele 4= lHYth o] 27 &2 ™ CDO o &2 Al
o] 48 & 31 Tools & Services(=- 2 A H] 22) > Secure Connectors(.<F 7 9 E]) 7| o] x| & o] 53]
t}.

GA12 HolA & A ME AAILIP FTAE WA Bt AdEHE Heghyc)

A 13 Actions(2+%]) ol 4] Request Heartbeat(SFEH E @ )& 23Ut}

SHENIE 2 43 WA A7 EA AL, w4 9 SE ] E el @A) ksl A13be] A ook it

& ofy
oy fo
rot

[P F4% GMT 2.7 3A] o] Zo|uk SDCE] A4 A 1. Aol vked =y},

VMol SDCE vl Z3}= W o) th gk 2FA) 3 U 88 VMol B¢t tjulo] =~ AU E 13 17 o] A =
ZHxsA 8

CD02] 7] A3}
|
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A

Warning o] 1 x}o] 4] = SDO(LSF Tl vho] 2 A WE) 2 APA ). o] &= 959 5 glgith o] 292 5
# Foll = A SDCE A 3har t]uho] 228 thAl A4 w74 s SDC] AR H Tkl 22 3]
@ % Qg h tlukol 28 ThA] A stel W thAl Qs ok shiz 2} tlubol 2ol thk w4 44
FHL oA dEsor @ 5 A

H W E A SDCE A A3t A thg A& @t
Procedure

A1 248 SDCo] Q1A H B E t]nfo] 22 A A )
ca. SDCOA A}&3ls RE thlo] A2 AWy W A3 SDCE AF-&3H= CDO t)ufo] A=
EEL RS
b. Inventory(A il Z%) #|o] A o] A 2] 3+ = t]nfo] A5 Melgtt,

c. Device Actions(t] 1] 2= 2}+]) ol A Remove(A| A)E &2l OK(&HS)E &85l 24

2 gy

A2 9% Zol A Tools & Services(=71 2 A H] 22) > Secure Connectors(2.¢t A Y E)E Z2 gt}
7 3 Secure Connectors(E.2F 7] 9 E]) Bl o] A &% Services(A] H] 22) H o] A o] A T}ekA Bl 5l W ES &
gl gl 2 Secure Device Connector(}.QF tlufo] 2~ AYE)E A &gt}

7 4 Secure Connector(:.QF 7 W E]) H| o] E-o]| A 4] A 8 SDCE A &gt} o] A t]ulo] 2 427} go] o] oF
.

GA 5 2 el A @ Remove(A A)E 283t thg 7

Warning

<sde_name>2 2} A 52 3 Yt} SDC 2HAl &= &Y

HY3AY Al 1Y 3517 Aol A} SDCE A sk

H
N

FEAR
4 215U SDCE A 61E Elnjo] 4 £
e g gt

@) £ H o] 27k 9 0 B2 SDCE AA el W A SDCE AT F AP Tluho] 2 T
Qs 42 T oAl Al ok G,

« AE oIt -2 AFgro] 1= ¢ Cancel(F] 4)& 228k CDO A el £ 2] aH4 A 2

e A1&3H H <sde name>= ¢ = &l Y32 OK(ERN)E &8}

716 2Q1 3} gAfell A AL st A AL w| Al A ol Yok 9l SDCO] o] F5 A E YT
A7 OK(ERD)=E 83t SDC AIAE A ek
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soc ztol asa <15 [

SDC <ol ASA ©| =

L RAIA

.

)

U U U AU AU AU
T )

O 1T B W N =

Xl

1.9} npo] 2

L EAA

H.Qk T]ufo)] 2

CDOE v CDO HlY Eo| A o] 8] SDC A& B8 A x}E A}-&35}9] 3+ SDCA] tFE SDCE &2 &
ASAE o] & = A F YT

A

R

A 1L S-ofl A Inventory(A] i E-5)E =2t
SA & 2934 Th
TH2 SDCE ©] 53] = ASAE A eyt
Device Actions(t] Hlo] 2~ 2}4¢]) Z-oll 4] Update Credentials(2+4 57 ¢ d] o]
Helfuto]l 2~ AYE HES S8 6kl Huto]l 2 & o] 5oty = =gl
CDO7} tluto] 2ol 21813k vl ARg-ahe | A AFE AL o] 53 S & 9
E)E St A HA &2 7§% A} AREAL o] 53 9h = ASA

>

gy,

H%‘%W Update($ ¢l ©]
R I A

A AA TP o2 3 i AFS Hubel sl mj 2 g e = flsy .

Fa

TLE ASA7HE LT A S-S AFE-SHE 49 € SDCOI A THE SDCE ASAE Q2 o] 58 &
AU th ASACl ThE A4 S o] 9= 73 @ el dhte] SDCell A thE sz o] 3l oF fh]

SEERERCE:

912 2ol A Tools & Services(:=7 % 4 H] ) > > Secure Connectors(E.¢F 71 9 E)E A &gt}
o] =& Hl ] = SDCE A el gt}

Al A Zol| A SDC o] & Sl = HA ofo]& ¥ & Y P

SDC®] ©] &< Hhs Ut

Inventory(#] . %) 3e] 1<k tluto] 2 AU E P & ¥5-8he] CDO 21E] o] 226 SDC o] Fo]
Eh wehe} o] Af o] Eo] Ve T,

A o] =

o] A5 A 4 B2 AT dibA 0 2 SDCE Z}Eoi AU o EF B Z o] A& A&
st 7k glE5 U 28y VvME] A7 A o] 2 E 7 - SDCE YUl EE =21817] $1 3l AWS
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o AR % YLt of AAHE SDCS) Y Hlol EE A Ashe] A7 B8k AR A% 2 5E

Procedure

A1 SDCo| AAF T SSHE AHE-8to] 12 8H71H VMware sto] #uto] Ao A & H7| & A& S
AFH )

7 2 cdo AH-&AFE SDCI| 2ol gtk

@413 SDC =7 ZE oY E o] E&t# ™ SDC AF&-AL = 7 g3t

[cdo@sdc-vm ~]$ sudo su sdc
[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~1$

@A 4 SDC &% & Jad o] =g},

[cdo@sdc-vm ~]$ /usr/local/cdo/toolkit/toolkit.sh upgradeToolkit
[sdc@sdc-vm ~]$

@A 5 SDCE ¢ 1dlol =gt}

[cdo@sdc-vm ~]$ /usr/local/cdo/toolkit/toolkit.sh upgradeSDC
[sdc@sdc-vm ~]$

Note

SDC 7P #2le] A ol E 2 f4] g

ZA o] Y5 IT BoF 2 v %] #ha] A Ao wle} Ubuntu 2] 5204 28 5= SDC VM-S U E &3}
3 Ju o] EE A& of Futh SDC VMo] UIES A 37 Ulol A Bets f-Asta 4o =2 25
Stes wel Het A& AU A o2 AR 488 RS A5 Ay

t+] €O B E o A o] 2 SDC A}-&

HWEo| 3] & o]’ SDCE 75314 A% A3 glo] ¥ B2 tnto] =~ #8E 5 JHFYTh
@ SDCo A ] & 4= 9l Yulo] 29 2= & tlulo] 2o FHE e E g A ] A
719 upet ey

HlW Eo SDCE F-A13Fo = A X8 4= 9l5 Uttt 2 SDCE 3] Y EN A Al W ES #Agj s
Azt o] 2k SDC= #F U ES I A THES] tulo] ~ 5 5 YU3s CDO HAEo| AAF YT
ole] SDC7} gl o™ A= th& CDO HIY E & Alg-sto] Ag]d U ES A Al THEA] tulo] ~&
] &l oF .

T WA s $4 SDCE 53 daks 3 WAl SDCE 58 w9} 5 Yyt CDO2 VM o] 1]
A& AFE-3Fe] Bel tuto] 2~ AYE FEFe A Y VMol B ok tlulo]l s AWE 53 4= 5y
HdES] 27] SDC+= HYAE] o] 53 22 1S S F U 7 71 SDCE= =AU 2 a7} v A
Ayt
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A SDCE AH8-8to] CDOY A A8k BE tinfo] &

ghAl 7 S0 A Inventory(A] 1 E=)2 22}
Devices(H o] =) & S ato] tnupo]l AE s
s tiutol =~ 1S Sy

HE] 7] Fo0] ou] A A S Inventory(A] 1L =-2) g o] & AFho] 9= clear(X $-7]) M ES 223}
o] CDOE &Y 3tE ZE t)ulo] A~ 2 A H]/\E’ A&}

A wE | o 2esie] A vh2 shga )

6 ZE] 9] Secure Device Connectors(22.¢F Tlulo] 2 7Y E]) Al A o A Y38} SDCO o] &5 &l g ],
2~

Inventory(A] 2L &-5) H| o] E-of = ZE o A A &3k SDCE &3l CDOC| A4 k= tlufo]
.

(A e Abed) e el A F7F ZEjE A este] A4S 0 A g

()ﬂEﬂ /\]—6]-) ZrA o] okg ™ Inventory(ZH_]_ L _') H ol E Attt 9= C|ear(x]_0,_7]) HES Z235)
o] CDOZ TaE|sl= B E tnjo] A~ & AH|AE F A g}

2222 A =] Bhol M2

* amgplib *
amqplib copyright (c) 2013, 2014
Michael Bridgen <mikeb@squaremabius.net>

o] 3|71 A ""amqplib™= MIT ko] A o] wpe} 2}o]

7} F-oJ gyt AHEL o] Tl e e o)
LICENSE-MIT 5} o]l A 2AY t}-Sof| 4] T2 = 2

95U o,

A
Sk 2=
sk 4= 9l

http://opensource.org/licenses/MIT

*async *
Copyright (c) 2010-2016 Caolan McMahon

® REE G o] o} el A (0] 5 AL E ] AR HEG RE AP B ALE )T
A% glo] thE 5= glom, ool gt 1] §-2 BekahA) Qg th ol AEE o] o] Abg, B, 54,
FE, A, W E, B9 ol A2 Ho 0 amEgolo] AR S et Yol T EHE AT G T
98 AFTUT EH, RTEOIE AFWE Al A o)) @ Wel T Yol Gl net heo) 27
of whetol Fioh.
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* bluebird *
The MIT License (MIT)
Copyright (c) 2013-2015 Petka Antonov

B amEgole} ¢y B 5hed(o] 8} "AZE 0] AHLS 3] 53 BE A}
A g glo] the 4= o™, ool th g ] §-& gkl A Gt o & AL ES)

A, I, 39 ehol A Ho] R AL ESolo] RS Pofsh Fel T LR AW P T
8 ATHY EF, RLEOIE ATWE AR o]l @ Bl T ol ol wek 2] 27

o wetok g,

919 A2 EAI9h o] 37} A= BE AmE o] o] AL = A A Hie] 3w oo ]

o,

B AXE ol YA E =

AT ool e, 54 %4009 494 % E1215] A5 Ao g 59l wol &

PEEREE RS ERES RSO AR EE AR B 2TEq0] E
i 3

LAJEﬂﬂA&ﬁ L2y 9w Ve g 5o 29

* cheerio *

Copyright (c) 2012 Matt Mueller <mattmuelle@gmail.com>

—“i/\JE"llOi@r v EA St (ele "AZE o)) o] AR S 53 BE AL
Al glo] e = glom, ol o]l th it vl &2 -84 fF U o= AZE
B3 A, WX, 51 gho] A Fo] W AT E o] o] AHR-S pujslE A S X
2 AT £ LZES O S AT ALt A o] ¥ g A

off uetof gt

9] A=t F A9} o] §7F A= BE AZE o] o] AHE = A A Q] Nl £y ofof ]
ct.
WAL ES o= WAIA &

AUt ofdll= g7, 54 54 o] 43 % el ;ﬂﬂ% 71%‘3]1’3}%] EAs)
gref A uk ol ol A H A= FFHh oW A
= AT EY OO AR B V| HE 3
£, = 71k A ]) el thal A )E A A fFUH
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* command-line-args *
MIT gto]d2~(MIT)
Copyright (c) 2015 Lloyd Brookes <75pound@gmail.com>

B REE o] o} ¢l A (] 5 AL E ] AR HEG HE AP B ALE )T
A% glo] hE 5= glo.v, ool Tt 1] §-2 RekahA) g th ol AEE o] o] Abg, B, 5,

’l

S A, WA, 519 ehold 2 ol Y A EQo] o] ALES st A E 2 AT /= -
aEmLﬂquw1AJE%qaﬂ*WO4%ﬂﬂﬂH§La%Tﬂ%ﬂﬂﬂﬂu4&ﬁ
of wetok gt

$19] A2k A9} o] 37h HA = BE AL E o] o] AR = A9l N ito] L ekw o] of P

B amEL ol A A Ei HA A0l oW e F7) MEE £ A g (el E Ty
AT ool 441, 59 52010 A5y 2 eele] Pl AaekA 2 5o wgel &
BAAL oI 2R gL ANE ATA ASA E=AIDLRAT 222
EazEY o] Abg EE Ve AT
N DEEEE DRt

)

o] 2 E9]0]3= MIT gho] Al =0 uhe} gho] 4l 27} H-of T,
Copyright Fedor Indutny, 2012.

B RZEG oISk Bl B4 (o] 3 " RZE ool RS HEG REAF S B 2T E o]
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ABHUT ol 14, 58 FA010) AP Rl el A g 5o nol x
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© amE ol o] ALg i Ve H 51} waishe] Aok 9], B B9 E /e B9 Fo e
&, iz ek Al el )L A v,
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* json-buffer *

Copyright (c) 2013 Dominic Tarr
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* json-stable-stringify *
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* json-stringify-safe *
ISC 2}o]d 2~
Copyright (c) Isaac Z. Schlueter and Contributors
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* lodash *

Copyright JS Foundation and other contributors <https://js.foundation/>

Underscore.js, copyright Jeremy Ashkenas 7] 5+
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* logdjs *

Copyright 2015 Gareth Jones (T} 2 -2 AlEE2] 7] X3}
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* mkdirp *
Copyright 2010 James Halliday(mail@substack.net)
o] ZEAE = MIT/X11 gho]d 2o whe} v 25 &= -5 AXE o] ¢t}
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