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Get started with Security Cloud Control X

Security Cloud Control reduces complexity, improves efficiency, and enhances security
posture by consolidating management and enhancing oversight across Cisco's suite of
security products.

@ On-premises management Manage firewalls

Bring your Firewall Management Center capabilities into Security Cloud Control.
% Manage firewalls I

Cisco Secure Firewall ASA N Meraki MX Catalyst SD-WAN
FTD Adaptive Security Appliances Cloud-managed security Next-generaion firewall (NGFW)

Next-generation firewall (NGFW) appliances
(onboara]
(o) =)

Connect devices and services

© Migrate to cloud-delivered FMC ¢ Zero touch provisioning for firewalls obo Site-to-site VPN

Manage security remotely through the cloud, Leverage device templates in cloud-delivered FMC ~ Create, edit, and monitor the site-to-site VPN Tunnel
providing flexibility while maintaining Security Cloud  to set up initial configurations and bulk provisionto  for your Secure Firewall FTDs, ASAs, and Multicloud
Control's full range of capabilities. multiple devices reducing manual effort. Defense Gateways in one consolidated user
Migrate > Begin interface to reduce time and complexity.

Setup >

& VPN session monitoring

Monitor the connections of Remote Access VPN
Users. See real time connection statistics, as well as
review historical connections for up to 1year.
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and objects from Security Cloud Control.

Cisco Security Cloud Control | Updated NaN,



| Catalyst SD-WAN Manager=- Security Cloud Control¢} &35t t}. |17

( )

B +

When you deboard Catalyst SD-WAN Manager from Security Cloud Control, all the policies and objects created through
Security Cloud Control are deleted from Security Cloud Control but remain in Catalyst SD-WAN Manager. You can then
edit security objects and policies from Catalyst SD-WAN Manager.

1. Choose Administration(¥2]) > Integration(=3}) > Catalyst SD-WAN.
2. Select the manager that you want to delete and click Remove SD-WAN Devices.

Integrations

R Device Details
FMC Secure Connectors Multicloud Defense Catalyst SD-WAN >

Name

Label Secure Router
<

Name Label Type Configt Actions v

Secure Router SDWAN Compl Remove SD-WAN Devices

Management v

Devices
Policies

3. Click OK to confirm the action.
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(] Identity

O port
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(J 1Ps signature

() Allow URL

(O Block URL
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3. View(}:.7]), Edit(¥1 %), Associate Policy Group(”d 2 “13 ¢172), Delete(2]}#]) &=+ Copy(&HAHE &
SRR
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Q Search Table

Add NGFW Policy =

Name Description Device Solution Policy Group References Updated By Last Updated Action

sdwan 1 Aug 20, 2025, 3:50:11 AM

sdwan 1 oct14,2 Ve

Edit
sdwan 0 Aug 14, %

Associate Policy Group
sdwan 1 Aug 14, %

Delete

sdwan 0 AUg 141 gopy
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1. Policies(®d #) > WAN Branch Edge(X. @ =] 9] #])& A &l g ),

2. Catalyst SD-WAN NGFW Policies(Catalyst SD-WAN NGFW 7 ) 5 o] %] o] x| Add NGFW Policy(NGFW
A 7\7})E g3},
121 NGFW 73 2 A 91 32 2-9-7F Al 2 U o),

3. Security Policy Name(:.¢t A 2 o] ) ¥l 4 Policy Name(® # ©] &) 2 Description(x 4)< ¢ 93}

1l Device Solution(t] v}o] ~ Q—EF/E) o] 1 SDWAN &}t] e B ES Z g}
. Next(t}2)= =83

Select the optional Configuration Group to connect the NGFW policy(NGFW # 3 1} <1
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() security Potcy Name Let's keep your network secure by creating policies
Based on your configuration group we found the following and recommending these settings, feel free to edit or add ®
@ Select Configuration Groups (Optio... more rules

ngfw-policy (Total Zone Pairs: 2)

[ Q search Security Sub Policy l + Add Sub-Policy & Additional Settings

0 Create Sub-Policies

4  Summary

Source Zone: Cor| Jsers_zone ->Destination Zone: Untrusted 1 o
[ Q Ssearch ] [ Action v ] Default action:
# Rule Name Action Log Advanced Inspection Profile Source Des ©
1 Rulel ® Drop Any Any o

¢ omen @ -

a= er

i}

VPN/QIE 5 o] VPN == A H # o] 2~ & X4 ).
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® Corporate_Users_zone

® Local_Internet_for_Guests_zone

® No_zone

® Payment_Processing_Network_zone

® Physical_Security_Devices_zone

e 23l
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® Local_Internet_for_Guests_zone
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8. Save(4 )= =8¢t
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Create NGFW Policy
@) security Poicy Name Let's keep your network secure by creating policies
Based on your configuration group we found the following and recommending these settings, feel free to edit or add ®
@ Select Configuration Groups (Optio... more rules

| ngfw-policy (Total Zone Pairs: 2)

{ Q search Security Sub Policy ] PRLEETRM Sl |© Additional Settings

° Create Sub-Policies

4  Summary

Source Zone: Corj Jsers_zone ->Destination Zone: Untrusted 1 o
[ Q search ] [ Action v ] Default action:
# Rule Name Action Log Advanced Inspection Profile Source Des ©
1 Rulel ©® Drop Any & o

< o e -

9. 7| 59 4] A% A wA ol Y= FVH(.)E S A, 24 Bz BALE FAFYTE

10 NGFW 4 2] 75 % 3t9) 4 21e] F7}stelw 5] 49 0.2 o] B 3to] + Add Rule(+ 75 F7H< F @]
o,
9= g

Cisco Security Cloud Control | Updated NaN,


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/Policy-Groups/policy-groups/m-security-policy.html#additional-settings

| Catalyst SD-WAN X.oF 4 2 312] | 46

9= A

] %] Add Conditions(5=71 5-7}) =5t H5eA ¢
gt A 205 A9 Py v 4 Sl A A
aal 2= o) AL]I;}_

@ Source
e 729
® [Pv4 T 2|~

o LE

o Y
e FQDN
® %] 2] 9%
® [Pv4 T 2|~

o TE

@ LR ES
o o =gl A oA

ISE(Identity Services Engine)”} &3 3} 79,
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Create NGFW Policy
() securiy Policy Name Let's keep your network secure by creating policies
Based on your configuration group we found the following and recommending these settings, feel free to edit or add ®
@ Select Configuration Groups (Optio... more rules

ngfw-policy (Total Zone Pairs: 2)
° Create Sub-Policies |

[ Q search Security Sub Policy ] ~+ Add Sub-Policy & Additional Settings

4's inati
ummary Source Zone: CorporateUsers_zone ->Destination Zone: Untrusted 1

s A
[ Q search ] [ Action v ] Default action: + Add Rule

# Rule Name Action Log Advanced Inspection Profile Source Des ®
1 Rulel ® Drop Any An %
Edit
Disable
Delete
Clone rule

Add rule on top

Add rule below

< Cancel

12 Next(t}5)E 28 4o

13. Summary(2-2F)3 o] x| ol 1 NGFW Policy(NGFW ~ 2), Sub-Policies(3}¥] % 2]) ¥ Settings(d 4)=
71 &3} 31 Create NGFW Policy(NGFW 74 2 A A])= &8 gt}
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Create NGFW Policy
@ Security Policy Name S U m ma ry
Here is a summary of your NGFW policy
@ Select Configuration Groups (Optio...
[ NGFW Policy ¢ Edit y ]
@ Create Sub-Policies
[ Sub-Policies ¢ Edit v ]
o Summary |
[ Settings ¢ Edit v ]

< Cancel Create NGFW Policy
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Name Description Device Solution Policy Group References Updated By Last Updated Action

sdwan 1 Aug 20, 2025, 3:50:11 AM
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