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® ZE A ZpA| ol th gk 12 o] HTTPSE &3l o] Fo] A of 5h=A] o] (A uk4 o = & &) .
£ 59| X EA] F47} https://proxy.corp.com:80 = L} & Q o] Qo YesZ @yt g =+
227} http://proxy.corp.com:802}H No= &3l oF 3y th. -+ URL 257 X E 805 A&l AW 22 E
Zol v=vh= ol Fo gy

PY EE/\] o= /q]lﬂ ?GE_:

® I EATLRIFE A o (U2 Q78 o)

® Security Cloud Control-> vSphere ] Z2}o] 1 E = ESXi §] Z2}o] 1 EE A}-8-3}o] SDC VM OVF o] 1] %] A
A& A LF T

@ Security Cloud Control:= vSphere H| 2~ 35 = 2}o] A EE A}-8-3F SDC VM OVF o] 1| %] A X & %] Y 3}X] &5
o

® Security Cloud Controlol] 4] = 2} Ubuntu 91 2~® 2~ of] SDC A %] & #| At} & A ¥ 21 20LTSH-E] 24LTS
7R ALY T

® ESXi 5.1 s}o] 3 njo] A,

® }1}o] SDCE 7H VMO A =] § 4 ALE:
® vCPU 27}
® 2GB 1| 5.2
® 64GB2] == &3t

® 3~ Eo] F718H= 7 SDCol = vCPU 17} 2 1GB RAM©] @ §ht}.
@ Cisco Security Analytics 2 & 7) o] A}-85] = T4 2491 SEC 3FL}2 24| 3 YM2] A =€) @ T A}3}:
® vCPU # 4~ 47)]
® 8GB M| =]
® S ~EC| SECE F7He wivit} el 2l A vl = F ¢ oF futh w4 VMware ESXi 52~ E ]l SDC
119 SEC 115 74T 49 a7 Age oo} path
® vCPU 671
® 10GB " =2
® 64GB9] t]~ = ¥ 7t

@ SAEAYEYAS FEom FAEHE S AR E =4t}
q

® SDCof| AF-&-3 14 IP T4
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® cdouser(%=+= sudo A 2~ A ko] = AL-&2}) X sde AF-8-AFHDockerS A 8 5} = AF-8-2})ol] AFE-E 4]
U5

® =70l A AF-8-314= DNS A H] 2] IP =2
@ SDC F47F A= HIEN AL AllEY ] IPF4
® A 7HNTP A1 8] ¢] FQDN %=+ IP 5=

® SDC 7Hy Al wok A5 4714 02 HAFESG T H v, o] S SIS A] = EE 80 of 2k EE A

of of ]},

Y| E 9] F ol A O}r = ddo 3 &2 HES AFESHE 49, B AU EE &3 e F
ubuntu.comel] tf st 148 & &3l oF Frct.

( N\

F +

SHEL 3402 o] ES K531 HTTPS7E obd HTTPSH A4 3 T}, Bl QEo] ES who
™ ubuntu.come]l o g HTTP A 4 & 3] &3l oF 3t}

VM
SDC % SECE A dJsl+= ] A8-5 = VMS 53t W ol 7 7H4] S o] 54 Tth
1. o} wA ol w2} Security Cloud Controloll A A& 3}= VMware ©] 1] A & T} 2 =gk o},

2. Ubuntu 20, 22 == 242 A" -5, 214 Ubuntu Q1 2B A8 35381 4, TS AA S AV a2 VM 744
Aoz [age 4= 95U

|

At
1. Security Cloud Control & 3] o] 2] of| A W3} 9 & &2 gt t},

2. 9% Zo A Administration(3}2]) > Integration(z-3}) > Secure Connectors(:.qF A9 H)E &2 Y

o).

3. Services(*]H] 2:) #| o] #] o] A Secure Connectors(E.¢F AU E) S Nl gehdl T~ ES F
2] 5} & Secure Device Connector(}:.¢t t]Hlo] A~ AW E)E A

2!
4. Download the SDC VM image(SDC VM ©| V| %] t}& 2 =)E &8 3
5. zip 7o) RE B g 22T 083} o] mAPY .

® CDO-SDC-VM-ddd50fa.ovf

® CDO-SDC-VM-ddd50fa.mf

® CDO-SDC-VM-ddd50fa-disk 1.vmdk

6. vSphere ¥ Z&}o] A EE AF-&3Fo] VMware AW ol 2] Ak 2 212013 T},
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( )

B =

ESXi ¢ S e}o]AEE ALL-31A] np4 Al &

L b,
A Ao whe} OVF Bl Z 2l o]l A Secure Device Connector 7} ] 21S -5 8HU Ut}

7. 27 o] k5 =W SDC VML S At

8. A SDCVMe] Z&5 it

9. cdo AtEA ol F o2 a3yt 7] 5= adm123Y¥ YT

VM
oj A FHILUM o v A 8] F&S 7hA % = 3lom, A3 WMS 755l SSHE &7 819k 7 -l = SSHE &
8] 4928 5% 91571 o}, SDC %= SEC Docker T1El o] & A @3t 5= % 52 wu|shelw 14 22
HES Adsor gy,

1. Security Cloud Control A 3" VM&- T} &2 =

g5, CLIZE o] A A 5 of glow 2atA = Iy = 5y
Ch A VM-S 57 49 SSH= 14 8k 1

29 A aste] CLIZ A gt}

curl -0
htips://s3.us-west-2.amazonaws . can/download. defenseorchestrator . can/sdc—cli/sdc—cli-package-latest . tgz
&& tar -xvf sdc-cli-package-latest.tgz && chmod +x ./install.sh &&
./install.sh

2. o WOl AAeke] BAE AL AR,

sudo sdc host configure

3. W &7} A = W Security Cloud Control A]-3- VM2] 7 9- adm 1238 ¢ =] 8} A o &}Al| VMol dj & A &) &t
AP EHS S Y

4. TEIEO| me} sdc AHEAE TR

5. UES A 7 tg ZFZEV} FAHH thg 5 8fvt

® ol TE AAIPE FEOE A 0] ZAEQ P, A0
Bl LA o] 7]&0}34% 7

oﬂ {oo

® DHCP: VMl 114 IPE &3l DHCP A ¥ 7 2l & 7 -

o A IP=oln] AAEo] o A YEYT DAL HAS AL A A syt

6. = T #a Ao] TAE W FAFUTE of FAI9] el gt P4 BHL HES ] BE B4
27 0 A A TEA T AL A}

8. AF&A XA QIE Y A4 Bl AE URLAA. 7|22 02 B E o} 3ule- & A& 2pekslis 9o vk o] 24
S st gyl sld Aol Qlvhd, &8 B XokE FNAH o2 A 7Hs g ) URL(e]
https://google.com)S %] A g

9. 4 B A5 AA Pt AH= G A A =72} Docker A1 ¥ 71 F & )

10 ZEZEZ FA Y, 2T HEZLSSH A S stk & 214 o & Ay
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VME AL-&-38F= 9 A% Dy oh 23] VM-S AF-8-3FaL SSHE 24 A8k 45 d Al F-d o] M7 =
A FEE o] GAE AYE = AHFH T

1. SDC X=+= SEC % CLI AHA o] T gk -5 Qe o] EE & sl8teh= WA A 7F A = |4, o] 28 G831
W54, 5] L A2 7] 55 A FEE /74 0} Aol FH YT A A 0 2 Q13| AHE HHlo] EE 3
23} 4= ¢l 7 -9l = Secure Device Connector ¢t o] EEZ 2314 A

VM

tlnlo] 2~ 214 F1 - A}-8-5}o] Security Cloud ControlS T] v}o] 2ol A A3 7 9-, Ul E ¢ =10l 4 SDC(Secure
Device Connector)E U2 2 =3} a1 -5 35} Secunty Cloud Control¢} t]v}o] 2 71e] B4l #e]3l+= Zo] =W
Al QuTh Quks o 2 o] gk tlule] 2= AAE 7| ko & 51X o] F& P 27t (A 9 F Q1E 7]
o] 2ol st 7y X EV} S %Hﬂr ASA(Adaptive Security Appliance), FDM erﬂ t]H}o] 2, FMC(Firepower
Management Center) T] 1}0] 2~ 3= 2.5 ] uko] 2= 2} 2] 27 < A}-8-8ko] Security Cloud Controle] & 5.1 8+ 5 914
=

SDC+= m U A = v uto] 2ol A A 8 3fj of a}+= ] & 7} uj L ] = v ufo] 2~ & 7 F3)) oF ah+= H A %] ]| o} 3l] Security
Cloud ControlE X1 ¥ & 3t t}. SDCE Security Cloud Control & th 21 81of & & A 85} a1, v Y X = ¢ H}O]
£ ti4l3}e] Security Cloud Controlol] W A| %] & &3} L, vy 2] = t]ulo] ~of A Security Cloud Control 2 3¢

< wsksh),

o SDC A el & 5= = v Hte] 29 = Bl tlubo] o] 7 E V] e H oH% 773 5k o] A7) whe}
gy 28U 5S AT v 17H«1 SDC7} ¢F 50071 ] t]ufo] =2 A 43t 71 o & of 4 th, 214
il ot uﬂ 017 675 Fx3t A &

St W82 shute] Z2 o A o] 2] 7| ©] Secure Device Connector=(&) A8 ]
A

= A7 73 P14 o] W] X & ARg-She] V] =9)20) SDCE A A SHE 3 S AP v,

o,

i)
o
2 1o
)

SDCE A Alsk= 7 3L A1 & 5= 9l W2 Security Cloud Control©] SDC OVA ©| 7] A & T = =351

® Security Cloud Controli= ¢34 §F Q154 gQle] & 831 SDC} QJIE Ul 7He] /2Bl = ZF A& A U314

Eaeeles

® SDC”} Security Cloud Control2} 54132 ™ TCP XX E 4439 A A5 Ul th gl A A o} v} = A2~ Ak
o] ofof .

® SDCE ‘=3l Security Cloud Controlol|] 5 43} t]ulo] 2= X E 4439 A SDCEHF-E 2] Qv = HM A&
5]-g-aff oF .

® Y| E 97 ]2 Secure Device ConnectorE A}-8-31o1 Security Cloud Controlel] $172-& A E3A A 2.

® vCenter ] Fe}o]HE EE=ESXi ¥ Eto|AE S} 3H7 A X9l VMware ESXi &4~ E

( 2\

B

vSphere B ~=135 SOl AEE ARE g A A &= A L= A 25U T

|\ J

® ESXi 5.1 5}o| s ujo] #].
@ Ubuntu 22.04 X Ubuntu 24.04 &3 A A].
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® SDCHF 2U3= VM) Al 28l g 7 Aa):
® VMware ESXi &~ E o] := CPU 27117} D 2. gt}
® VMware ESXi &~ E ol &= 3 4 2GBS] W2 2]7} B 2 gy},
® VMware ESXioll &= 3 21| A \d A &of w}e} 7}AF v Al S X1§6}71 4
A

t}. o] gt W wet e g oad gihe e 4
g AR 7P U

® VM2] CPUS} M 28] & ¢ dlo] EdF 5 VM2] %1 9-S 7 a1 Secure Connector(}:.¢+ 7 9 E) ] o] %] o] SDC7}
"Active(Z/d)" el = A F=A] EIF T

® o] A AT AL A Linux #7300 4 A1eha 4 AL el vi A2 BA71E MG

o] Z= OH o]; fsl—qq,

® Cent0S 7} vl £2ev] 2 SDCE A 3Fi= - 74 7] .02 Yum Mok A4 S A3} 3] T
t}. Yum ?H of W} Yum FH]o] EE 7HA el EE 80 H 44300 A o} up = A S S
AU 3 o] EE of °Fa} 2 ¥ yum-cron B = crontabS- -4 8 oF @ T B.oF & © 3} g Yum
ﬁtﬂ oJEE H‘71 <] M sl of aFi= Bk A 2 o] ‘”%X] g

ElG

AlZtsl7] el Axpe] WE S HA }6}0% Huld o] ol #] Zar g4l §f H kA
A" 7} E8tE ﬂa}umu B Q7] Z2A| 20 A o] g S

F g,

e

J

1. SDCZ A A g Security Cloud Control B\ Eof] 21218t}
2. Security Cloud Control & 3] ] %] o] A] H@} 9S8y
3. 9% Fojl A Administration(¥+2]) > Integration(=3}) > Secure Connectors(=.¢t 7] 9 )= &8 g

o

4. Services(*] H] ) 7] o] %] o] ] Secure Connectors(}:.¢F 7| W E]) ©1S Aty vt Ze| A~ v ES F
2] 3} 5 Secure Device Connector(} ¢+ t]ulo] 2~ # Y€)= A el g},
5. Fo] 2T Ao A FEAER Ho|H & w| g HAR U
6. 224 SDCol| &% th5 RAM B U] =3 F1HS AFE-3He] CentOS 7 71 M Al A X ot
® 8GB RAM
® 10GB tj~= &7t
7. AA7F 55 SDCE IP 54, A Bl vp 2~ G Ao Ego] & A st 59 7 E UMEYAS 743

t}.
8. DNS(Domain Name Server) A ¥ = 7~ g t}.
9. NTP(Network Time Protocol) A1 #] & 4 g1t}
10. SDC9] CLI®H®] =412 % 285 913l CentOSell SSH A1 H & A X gy .
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1. Yum Y d]o] E= 2 3 3l & open-vm-tools, nettools 2 bind-utils 3 7] x| & A %] g+ t}.

[root@sdc-vm ~]# yum update -y
[root@sdc-vm ~]# yum install -y open-vm-tools net-tools

bind-utils

12 AWS CLI 3] 7] A & A %] g t}. https://docs.aws.amazon.com/cli/latest/userguide/awscli-install-linux.html £] 1}
£8 FF3AA L.

( N\

B =

--user =2 L& AHE-8HA] vHA A L.

\ J

13. Docker CE 3| 7] x| & “d X] &) t}. https://docs.docker.com/install/linux/docker-ce/centos/#install-docker-ce 2] 1Y
45 FEIAAA L.

14 Docker A H| =5 A 2}a}al F-8) A] A 2F 5 =5 2] 3 gkt

[root@sdc-vm ~]# systemctl start docker
[root@sdc-vm ~]# systemctl enable docker
Created symlink from /etc/systemd/system/multiuser.target.wants/docker.service
to
/usr/lib/systemd/system/docker.service.

16 T AHgAHcdo 2 sdo)E A T Th FE ALg Aol A4 o4 28t i o) 44} 85 Y cdo
A8 ALE A G T sde AHEAHE SDC 7] A B o] & el s A4,

[root@sdc-vm ~]# useradd cdo
[root@sdc-vm ~]# useradd sdec —d /usr/local/cdo

16 sdc AF&x}o] v 5= AT},

[root@sdc-vm ~]# passwd cdo

Changing password for user cdo.

New password: <type password>

Retype new password: <type password>

passwd: all authentication tokens updated successfully.

17. sdc AH&AHE wheel ZL3oll 5718} ¥2(sudo) A g -] vt

[root@sdc-vm ~]# usermod -aG wheel cdo
[root@sdc-vm ~]#
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18 Docker”} A %] =] Al-8-2} 1% 0] *ﬁ A3 Yt} CentOS/Docker B Aol whe} "docker" =+ "dockerroot" 2} 11
FE T 54U /etc/grOUpJ‘r S gRlste] of W 155 0] A E A=A &l g o sde A RS o] 1R

A FHHI .

[root@sdc-vm ~]# grep docker /etc/group
docker:x:993:

[root@sdc-vm ~]#

[root@sdc-vm ~]# usermod -aG docker sdc
[root@sdc-vm ~]#

19. /etc/docker/daemon.json 3} o] ¢l = 749 U S AAJ sl ar of 2 &S JE ok A A E W docker d]
= A A A Y o

( N\

B =

"group" 79l 9} 3 15 o] & o] o] A A ¢ [etc/group It ol A ZHE 1 F- 3} A x| E}=%] gl g},

|\ J

[root@sdc-vm ~]# cat /etc/docker/daemon.json
{
"live-restore": true,
"group": "docker"
}
[root@sdc-vm ~]# systemctl restart docker
[root@sdc-vm ~]#

M @7 vSphere 74 A4S AL 520 49 SSHE AT cdo AHE AR 211G T, 21919 o
AT WA LI 28 L A7) A 1 o 8] T 2 I

s

[CDO@sdc-vm ~]$ sudo su sdc
[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~]1$

21. 1] 9 & 2] = Jusr/local/CDO = W 73§ E}

2 pootstrapdatadhe Al Y-S AAJsEaL 2 )2~ Bt tufo] 2~ AVY 5 u],m,\]_g 25t A ol A 7}
e gy SIoTEL = o) Sha1e] 2ol 1T, 1) Save(1 A s e A 1
g 44 F At

B FEX~EF)] Ho]H = basebd = 1A H T} o] & ]I Y 5}il extractedbootstrapdatadhs U=

IR
[sdc@sdc-vm ~]$ base64 -d /usr/local/ CDO/bootstrapdata >

/usr/local/CDO/extractedbootstrapdata
[sdc@sdc-vm ~1$

cat 8= APt taYH volHE St W 2 a2 vlolH = tha3 2ol EAH U
[sdc@sdc-vm ~]$ cat /usr/local/ CDO/extractedbootstrapdata
CDO_TOKEN="<token string>"
CDO_DOMAIN="www.defenseorchestrator.com"

CDO_TENANT="<tenant-name>"

CDO BOOTSTRAP URL="https://www.defenseorchestrator. com/sdc/bootstrap/tenant-name/<tenant-name-SDC>"
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245 P ddstol yadd FELER HolH o A4S & MR Ry

[sdc@sdc-vm ~]$ sed -e 's/“/export /g' extractedbootstrapdata > sdcenv &&
source sdcenv
[sdc@sdc-vm ~1$

25 Security Cloud Controloll ] FEXAE ) HES t} &2 =g},

[sdc@sdc-vm ~]$ curl -O -H "Authorization: Bearer $CDO_TOKEN"
"$CDO BOOTSTRAP URL"

100 10314 100 10314 0 0 10656 0 ——t-—1-= ——t——21—= ——:1——:1——
10654

[sdc@sdc-vm ~]$ 1ls -1 /usr/local/ CDO/*SDC

—-rw—-rw-r—-—-. 1 sdc sdc 10314 Jul 23 13:48
/usr/local/CDO/tenant-name-SDC

26. SDC tarball®] 945 S &3 bootstrap.sh Y-S A &3l SDC 7] A & A x| gt}

[sdc@sdc-vm ~]1$ tar xzvf /usr/local/CDO/tenant-name-SDC

<snipped — extracted files>

[sdc@sdc-vm ~1$

[sdc@sdc-vm ~]$ /usr/local/ CDO/bootstrap/bootstrap.sh

[2018-07-23 13:54:02] environment properly configured

download: s3://onprem-sdc/toolkit/prod/toolkit.tar to
toolkit/toolkit.tar

toolkit.sh

common . sh

[2018-07-23 13:54:04] startup new container

Unable to find image 'ciscodefenseorchestrator/sdc prod:latest'

locally

sha256:d98£17101db10e66db5bbdbafdalc95c29ea0004d9e4315508£d30579b275458:
Pulling from

ciscodefenseorchestrator/sdc_prod

08d48e6flcff: Pull complete

ebbd10b629%b1: Pull complete

dl14d580ef2ed: Pull complete

45421d451ab8: Pull complete

<snipped — downloads>
no crontab for sdc

o] 4] SDC7} Security Cloud Controlol] 4] "Active(Z4)" = F AUt}

1. Security Cloud Control 2 3| o] %] o] A W} &} & =23

2. E% Zoll 4] Administration(Z-2]) > Integration(E &

3. Services(*]H] ) 7] o] | ol 4] Secure Connectors(i‘ﬂ AUE) S dEstal, + ofo] & E8 8§,
Secure Device Connector(: ¢ t]ulo] = AU E)E A8 g},

4. Fo] 2 Ao A FEAES] Ho|H & v g FAR

5. A AL AL A 02 cdo)ot A e st v U &5 AF8-5Fo] VMol SSHE A A 3o}

jl

o},
) >

Secure Connectors(=.¢F A4 E)E &8 3
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6. U= RS dH8to] sde AHEAE Ao

sudo su - sdc

7. The S AFEato] A SDCE HEAE AT,

sdc bootstrap <paste-your-bootstrap-data-here>

8. Ah&-3tel+= SDCO| Mg A g,
SDC ¥ el = Al 714 4 o] lFUH
® SDC 2024 - -2 ] AR&-2H7F A st ozt b= WA Y oh
® FIPS”7} <74 3}¥ SDC 2024 - FedRamp 7 & oho] A 2=7F 484 = 4§ o] W& A8 gt
o?ﬁﬂgq_qma%ﬂomymgﬁﬂﬂE%QQﬂﬂ%QEEQQSWZME%@@ﬂ%ﬁﬂ
ESh=] .

0. CLI= R E|o]U] o] 1] 4| & 7} 5} SDCE A A th AHg- 2 Q] o) 2o 4 SDC7F 4 551 31 4 415
A FNF 5 9ov], BAENAE thE W Aol T 5 Urv,

sdc show running

H Y Eof o3k SDC7} A Ut}

Terraform  vSphere Secure Device Connector

o] A x}ol] A = vSphere-& Security Cloud Control SDC Terraform .5 -8 Security Cloud Control Terraform ]| LA}Q}
37 AF-8-3to] SDCE vSphereoll -5 3F= W S Z}A 8] At o] 24 AAbE e 3t7] ol ohe AR
ST AMS HESMAIL

® vSphere t| o] E AlE] W 7 o] & B3kl

o tjolE AlE o #E|A} o] 7k EVE gl o, v Al S T A= Aghe] dFYTh
o VM XA
® =] A
o El= ghoju e A4

o Zul= o uejed] el Qr=

® Terraform 7 K.

1. Security Cloud Controlol| 4] APl -8 AF8-212 A A&} 3L APl EES H5AE YT AP A& 218415 A st
mmoNﬂﬂﬂﬁAM€34Q4MHoﬂZ&NN

2. Security Cloud Control Terraform #l|-&-2}-2] %] 3 o] w}2} Terraform #] % 4~ol| A Security Cloud ControlTerraform
Al 2bE gy
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Example
terraform {
required providers {
cdo = {
source = "CiscoDevNet/cdo"
version = "0.7.0"

}

provider "cdo" {
base url = “<the CDO URL you use to access CDO>"

api token = “<the API Token generated in step 1>"
}

. Security Cloud Control Terraform A & 245 AF-8-3}9] cdo_sdc ] &2F A4 8F+= Terraform =& 2/ 9]
o}, Z}A $F U]-8--2 Security Cloud Control-sdc 2] 2~2=¢]l t] &+ Terraform @l <] =~ E 2] & FZ23H4 A L.

Example

Resource ‘cdo_sdc” “my-sdc” {
“ . b2l
name = my-sdc-in-vsphere

}

o] 2]4229] bootstrap data %4J- Security Cloud Control - E~E ] Hlo]H o] gto = A 9] A T}
A A cdo_ sdc Terraform X5l Al &-F Yt}

. Security Cloud Control_sdc Terraform 5.5 S A}-8-3}¢] vSphereol| 4] SDCE A 4 5F+= Terraform =& 21 &

SES

ol

Example

data "cdo tenant" "current" ({}

module "vsphere-cdo-sdc" {
source = "CiscoDevNet/cdo-sdc/vsphere"
version = "1.0.0"
vsphere username "<replace-with-username-with-admin-privileges>"
vsphere password "<super-secure-password>"
vsphere server = "<replace-with-address-of-vsphere-server>"
datacenter "<replace-with-datacenter-name>"
resource_pool "<replace-with-resource-pool-name>"
cdo_tenant name data.cdo tenant.current.human readable name

datastore = "<replace-with-name-of-datastore-to-deploy-vm-in>"

network = "<replace-with-name-of-network-to-deploy-vm-in>"

host = "<replace-with-esxi-host-address>"

allow unverified ssl = <boolean; set to true if your vsphere server does
not have a valid SSL certificate>

ip address = "<sdc-vm-ip-address; must be in the subnet of the
assigned network for the vVM>"

gateway = "<replace-with-network-gateway-address>"

cdo_user password = "<replace-with-password-for-cdo-user-in-sdc-vm>"

root user password = "<replace-with-password-for-root-user-in-sdc-vm>"

cdo_bootstrap data = cdo_sdc.sdc-in-vsphere.bootstrap data
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A E UM = F H 2] AL S A root AFEAFS} cdoBE AFE A7 &
H YT} cdo bootstrap data Aol cdo sdc Bla27 AAHE
o] gto] A Ag Yt}

5. terraform A& % terraform A-&S AFE3lo] GutA © 2 TerraformS Al & 3111 2 &3t}

A A o A| = CiscoDevNet2] Security Cloud Control A3} #4408 234 A 2.

VMO IP F4AE AF oz 1A
o ¥ bootstrap data 4

SDC7}-£ 1 A e)E f-4] 8 75 97 248 AH-3ko] vSphere VMol €12 8Ha1 cdo AFEAHR 21918 Fo

sdc host status
Fiof wheh FE o R thrg Aaso & lF

sdc host configure

( N\

B =

Security Cloud Control Terraform .52 Apache 2.0 g}o]d 2o w}he} @& A AT E Qo] 2 AAIH YT A
o] A2 379 GitHuboll A ﬁ—zﬂé A=+ AFyh

|\

N\

Terraform AWS VPC Secure Device Connector

o] A x}of| A = Terraform 5.5 S AF8-3lo] AWS VPCo| A B ot t]nfo] 2~ AUEE 531 A ddd A E
ZpA| 3] A g gy o

AWS VPCol| 4] SDCE T-%3}7] A t}g A}XJ 1S AESAIA L

® Security Cloud Controli= ¢ 24 3 Q15 4] &<l ] Z 23} SDCe} S1E Yl 7He] /el = L EA] HALE 2| Y
A UL T EA] A HE AL }E - SDC(Secure Device Connector)$} Security Cloud Control 7+2] E
B 4% H| 2] g} 9h v o}

@ Secure Device ConnectorZ A}-8-3}<] Security Cloud Controlel] 172 & 3+<13lo] A E o o3+ A d 3 Y ES
= oﬂj\ﬂj\e §]—o 61—141;].

® ©| 735 AWS o] 7}-&E, 3}1} o] Aate] A B o] 9l AWS VPC 2 AWS Route53 8 & o] I @ gt}
@ Security Cloud Control > E~E 2 tjo] &, AWSVPC ID ¥ 313 A 2.4 ID7} gl&=%] &<l gk,

® SDCE -3} Zeto]Hl A B Yo NAT Alo] E¢o] 7} A A E o] Q=X &elg ),
(]

ke FhE] HTTP Q1E] s o] =7} A &) 591 L Eof| A NAT Alo] Ego] o] AZA % &2 4 PR o] F3l= Edf
hv2 [eZ]
H

ot
ol

6 o

.

1. Terraform 3o t} S 7= =

o

FAHG T Wl U@ )2 o A aof gk,

module "example-sdc" {
source =
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"git::https://github.com/cisco-lockhart/terraform-aws-cdo-sdc.git?ref=v0.0.1"

env
instance name
instance size
cdo_bootstrap data
vpc_id

subnet id

}

"example-env-ci"
"example-instance-name"
"rb5a.xlarge"
"<replace-with-cdo-bootstrap-data>"
<replace-with-vpc-id>
<replace-with-private-subnet-id>

Qg M4 9l Mw 20 Secure Device Connector Terraform =58 32314 A ..
2. Terraform =0l 4 instance idE &80 2 =3},

output "example sdc_instance id" {
value = module. example-sdc.instance id

}

instance id & AF&-3}o] AWS Systems Manager 4|4 #2] 2HSSM) & & 3+ Al 3l 25 913l SDC 1 ~'l
2o AA T = 5 Ut ALE 715 8 &2 522 Secure Device Connector Terraform 2.5 2] = 2] S 333}

AL

= =R H

5= SDC A 3l 4 2] 7 5-, AWS SSMS- AH-&-31¢ SDC Q1 2~ 2o A | of g}, Ql~'l 2o A A s
o o 3 &}A 3 ]8> AWS Systems Manager 4] A 32| A& 3238141 A] .. SSHE AF-8-31¢] SDC 912
H2o Adets XE= B o] {2 =354 &5Y

( \

[P,
N

Security Cloud Control Terraform 5.5 > Apache 2.0 g}o] A 2 o] w2} © & A AT Ego] 2 Al A g U],
Aol d 83 7 GitHuboll A = A& A= = AsFH

Secure Device Connector Secure Event Connector CentOS 7 Ubuntu

Security Cloud Control ] 3= & 1] 2~ Secure Device Connector(SDC):= # = 7F4] Cent0S 7 7} ™ Alof] A %] =] 9]
&Yt} o] A CentOS 72 W %] %1 2.1 Security Cloud Controlol] 2] & O] o] 4 Al &5 #] o2 2 HESDCS
CentOS 791l 4] Ubuntu 7173 M A1 & & mfo] 2 g o] A 4= Qe 5 o] mpo] 10| d Z e A~ 5 B A5

® SDC= TCP X E 4430 4 g ulof] o3l A A o}-x-u}-g-= MA| 2 | 3HS- 714 of gh T},

® SDCE 1 & 21 Ubuntu 7H ] 412 ASA %! Cisco I0S t]nto] 29} gho] F415k= tiufe] 2o ] e )
o]0 th3F Y E ] A A A~ Alo] glojof gt}

® ©] A SDCVME] IP 524 == FQDN©] tjnlo] 2o 22dt7] 98] A E ZE Y EY A 22 A SDC VML)
IP 2~ = FQDNO. 2 thA] A A &l oF 3t}

® o] 71¢]

’ (Fok ciufol 2= A el ek A S 44 e
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Secure Device Connector 2 Secure Event Connectors 2! & 5}7] 913 VM 5ol Lhe} Q)= A ol whet Al &2
EE 53U

SDC %/ SECE who] o] date A9 o] datE nh= 4 A 2.

1. of7]el A A WM o] P A] & thE 2 =gt}

2. CDO-SDC_VM.zip 3} 9] §F55 Ut v} H] 5281 A] o] 5ol A1 % 371¢] VWM st o] EAF YT}
® CDO-SDC-VM-708cd33-2024-05-30-203 1-disk 1.vmdk
® CDO-SDC-VM-708cd33-2024-05-30-2031.mf
® CDO-SDC-VM-708cd33-2024-05-30-203 1.ovf

3. U R EIWMS FEF YT

4. N VMol ¥ 1A IPF24 = FQDNS 7] =3 F ).
5. SSHE AF-&-3}o Al VMol cdo AFHE-AFZ 2 191§ T},
6. ZEIE o3PS dEdh

sudo sdc host configure

( )

B

o nho]cielo]d =AY ES] AN B EYh 2APEE S BASE ] gon 2 A S A5
v ool weflo] A 2 A28 ehi gt

o tjo]1#o|d A HET E1hd SDC7F Al VMO E mfo] 1 o] A H )&
Yt} SDC+= wlo] e o] A ol = 3 o] 52 U = FA Yo

ol

o

&el= AR ZE A

1. SSHE A}-&3}o] o] A (CentOS) SDCOY| cdo AF-&AF= =191 dk T},

2. §# & AFE-3te] CLIE A A o
curl -0
https://s3.us-west-2.amazonaws . can/download. defenseorchestrator. can/sdc-cli/sdc—cli-package-latest. tgz

&& tar -xvf sdc-cli-package-latest.tgz && chmod +x ./install.sh &&
./install.sh

{1

[H

23
=1

IH

=2 nEuUn

o

3. v 4H

o

23y
sudo sdc migrate now

e}
R

. Security Cloud Control B Y1 E o] 21213t}

]
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2. vlo]1ef o] g SDCE A ¥ 5}l Actions(%}4]) %ol 4] Request Heartbeat(3tEV E 8 %)S ¢

o

( )

B =

SDC7} Active(27d) &8 14 2l gt

L

i

1. SSHE A}-&-3}o] o] A (Cent0S) SDCO cdo AF&-A}= &2 1818 T}
2. W3S Ag3ko] cLE A A gy,

curl -0
https://s3.us-west-2.amazonaws . can/download. defenseorchestrator . can/sde-cli/sde—cli-package-latest . tgz
&& tar -xvf sdc-cli-package-latest.tgz && chmod +x ./install.sh &&
./install.sh

F-Y
[22]
m
(@]
o
=
%

28 )% Elnfe] g TSI o)1 EAEE 3T A BARH o) BAE
BB £ Yool Elulo) <2 S0l L8 8] S B 4 St

o141 SDCE thA] A1 21514 ¢k

who] -1 o] Mol $hiel Folli= Aehe] 74 m Aol o] 7l SDCE ThA] Al ek A kAl A .

A @ ko] el o] 4 ¥ 52 7]

oWl o] 2 vho] s1e o] o] AT S A A7} el 43} Shef o] 7 SDCO.5 ¥ el el W ohel) A & whEY]

=3
1. A VMol 21213} 31 SDC AF&-A} 2 A 3kat o),
2. ThS W& S ALg51e] A VMol Al SDC7T & Al A &) o] ol %] kel s T}

docker ps
3. SDC7} A& 391 A$ WS A gsi .

sdc stop

4. docker psE THA| Ad3te] SDC A o] TA = A=A ATk
5. o] A VMol =108k 1 the el A s},

sdc migrate revert
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°]7%d SDC7F &g “d e ol aL Ulel] A=Wl A} VMO 2 Zolrt i & A3 v

sdc delete <your-tenant-name-here>

7. BelS A2 A8 A% A 1 SDCE 2@ TS, o] A 5 e 7] Abo] Zulo] FAH =R Belgt)
o
o] ¥ 2 e Aol A IP7} 714 EARCH, A e 9l @ W ekw HekeAE A2 2R F o
el g,

8. SEC ol 1efold S HEd il v HE S A

<
o

sdc eventing revert

IP

X}Xﬂ VMol -3 ¥ SDC(Secure Device Connector) S AH-8-31= 4% VM-S t} £ dlo] & AlE & vlo| 1z o] M el =
5 o 2] 7FA] o] = SDCO] IP F4E WA s oF & = AF Ut o] AAFE AF&-sle] SDCol| A} IP =45 S
Sh=

o o] =] g S shelul Tl Ao]of gk,

® SDC:= TCP E.E 443 FE= ] nto] 2= el & 918 743 ZEIA Qe Yl th @ 7 A] opgulg = ol a2
AE 71A oF Gk

B +

SDCO] IP =4 & W7 3 ¢ t]ulo] ~ & Security Cloud Controlol] UhA] 5538 & 8 7} §lEY ).

J

r

1. SDCell th &t SSH A& A A Y 71 Ml o] £&S E 31 CDO A& A= 21913t
2. IPFAE WAsE7] Aol SDCVME] Y EH =1 I #Hlo] 2 74 A B E BeH vh5 W E S AR oh

[cdo@localhost ~]1$ ip addr
3. QlEso] 9] IP £ 48 MASel W vhg W& AHESe] Bk THS A AFU

[cdo@localhost ~]$ sdc host configure network

4. =ExEd WUNEE QY
5. 74 2T UEE o] F Y EN T Aol da) B, A PE EF A A AL AT F AT TS A
e
[SR=] .
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( )

B =

o] Al el A SSH A4 o] Fol F Ut

\§ J

6. SDCOl &gt Al IP T4 & AF8-3Fo] SSH A2 & &3 2113 o
7. SDC= A5 0.2 Al ZFx| ofof s}A|nk, 1¥ 2] ¢F2 7§ & WH o & A3,

[cdo@localhost ~]$ sudo su - sdc

[cdo@localhost ~]$ sdc start

( N\

B =

VMe] E&0 4 o] AAE St A5 gho] LulEA) Belshy A7 AH HAE AT oR AH
A7t AR,

. J

8. Security Cloud Control AF-8-#} Q1] | o] 2~ & &3l SDC2] A2 S &2l st == 5 Ut} o] & A 3} ™ Security
Cloud Control o} Z 2] Al o] S E 1L Admlnlstratlon(JJrE]) > Integration(=3}) > Secure Connectors(X.
o} ﬂLﬂEﬂ J1 o]x =2 o]EULL]\;]_

9. Fo]X & 3 M A|Z IR IPF4AF WA Het AYHE Je 3
10 Actions(%}4]) %<l 4] Request Heartbe t(é}EH] E 8 H)E SEFYLL SIEHIE 8.3 A& w A A7}
FA = a1, mpA| e S EN] Eo] d A @b} Al 7ko] A of of gh T},

Secure Device Connector () ASA

Security Cloud Control Firewall Management= Bl W EQ & o] 4}2] SDC AF-8-2 A Attt o2 AaE AFE3}
o] gk SDCol| A t}& SDC= 2] ASAE o5& 5= 5 U

T}2 SDCE o] 53le] = ASAS M el g},

Device Actions(t]H}o] =~ 2}4]) &0l A Update Credentials(#+2 =1 ¢ d o] E)S F2 st}
Secure Device Connector H &2 28] 3131 t]H}o]| A~ & o] 5 SDCE A &3t}
Security Cloud Control7} tlnto] ~of 21913k d AFE-8h= I A AFE AL ol 5 A E
Update($ tlo] E)E Sttt ©14 5 A 82 4§ d2| = AFEA} o] 534 Ji—t— ASA 1 5 o] A}-&-3t
A Fde 24 S Y o]y } M7 AV Hufol 2o 58 o &= glasyth

O hownN=
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( )

B +

RE ASA7E F AT A2 S8 S AHE-SEE 7f- € SDCOllA] ThE SDCE ASAS tF 2 = o] 58 4= Qlsr
Yttt ASAC thE 24 T o] Q& 79 gk ’Hof| 3fite] SDCol| A thE St E o] FalloF Fu )
| J
1. 91& 7ol 4] Administration(¥2]) > Integration(= &) > Secure Connectors(:.¢F # W E] )= A & gk
=
2. o] 5& v e = SDCE APy Th
3. AlF- AR A SDC o] & Foll & HAY ofol& ¥ & S8 F

4. SDCY| o] &< vk Yt}

Security Devices(:.<F t]n}lo] 22) &2] Secure Device Connector 2 B & 3§13} Security Cloud Control <1 & &

o] 2=o]] SDC o] Zo] Lhebd wjmhc} o] Af o] 2o] e T},

Secure Device Connector

o A1 #A| 32 2 AHEFUTE o] Aol B, SDCE HE AE 0 o] E5 v, 957t A
8h4) er o o ol Ed Wast girku ok

1. SDColl A2 Ut} SSHE AF-&-3to] A A sto]Hnfol Ao A F& WY& AHEE 4= lsUH)
2. B A} AL AH (U WA © & edo)E SDCol| & 113 T},
3. SDC =7 e o|HUE o] Eate] A SDC A& A= 2 #Hg L th:

[cdo@sdc-vm ~]$ sudo su sdc
[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~]1$

4. SDC & 1#ol=

sdc upgrade
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H
d. Reconnect(t}#] 1 4)E F8 3}

3. HHAEY 5o 2 A dZAse 1 A= ?‘ﬂi o I= SDC7} &4 el 2 ol 7HA] g ew, -5 ¢ SDC 7
7} Security Cloud Controlol| ] 24 3} 5] %] ¢2-8- #| o] %] 1402 #| X

SDC  Security Cloud Control

Security Cloud Control7} -5 & F 10 &< SDC7F &4 e S YEI A 2o SDCE 53 u] A A s
Security Cloud Control AF&4 2 ¢35 %A}QLO]'O% SSHE SDC VMol 1A 3o},

1. Security Cloud Controlol| 4] &/ A el 2 F A5 %] &= SDCE- = 8 311 Request Heartbeat(SI EH| E %)
= YL
2. v WH S AR AH oYU A E T A Sl

docker ps
3. SDC 212 Bl HH S AL&ate] & F2 13

sdc show logs
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4. ThE WS ALgeho] AEOIUE A A AT,

sdc restart

SDC IP  Security Cloud Control

SDCO] g Hlol 25 P F 48 Relt, o] o] AT BAE AHgetel HENES 2P F e B9 AT A
2 a3,

Security Cloud Controlol| /] &4 A E| 2 EA| ¥ K] ¢F+= SDCE &2 3} 1L, A}o] =1} o 4] Request Heartbeat(s}
EHE gH )=t

1. docker ps W@ AFE3te] ZAH o] Y7t A& 50 A &gt}
2. sdc show logs B &= AH&3le] SDC =15 Hil @75 gl

3. sdc restart §H S AFESto] HEH oW E thA] A2 T

SDC

o] =& A}-&3}¢] Security Cloud Controlol| ~] SDC(Secure Device Connector)E &3l T]nlo] =2 9] H4-&
EgYt}, gufo] 271 2R of] A sjsl A 211 e Security Cloud Control7} T] vl-o] 2~ A = 9]
Felstel= 45 ol A2 5 HAED F dFHT

w

1. Security Cloud Control = 3| o] 2] of] A W&} 8- S gt}
2. 9% o) Administration(¥}2]) > Integration(= ) > Firewall Management Center= £ 8 5} 1L
Secure Connector(: ¢t A9 E]) & F2] gt}
3. SDCE A&},
4. 2 E2%2°] Troubleshooting(+ 7] 3| Z2) %ol 4] Device Connectivity(t]v}o] =~ A 4)S &3 3y
5. Al AS AN EstAY A4S A Edte tuto] 28] F- a3 IPFA E=FQDN E LE HS & ¢
Go(°] %)= &3 gt} Security Cloud Control:= thS A 5S S=3 gt}
a) DNS 2}l - IP 24 tf 4] FODN-S Al & 5H= 4 9- SDC7F =H|Ql o1 52 ElataL P F4 5 7k 5 9l
A AT
b) 14 HAE - tufo] 2o AAT 4 Ql+=#] A
c) TLS A ¢ - tjuto] =9} SDC7}F B Al det= TLS A H ¢t 3 & EA
o A UH A gF= A& - vnfo] 29} SDC| A B 2] ¥ 8F= TLS W 7 o] §l+= 7 9~ Security Cloud Control
= upol 2o A A Pak=TLS Bl 2 o5 = B 2 E &% 1 SDCE Bl A~ EF1A] k5t

6. Tlufo] o) et B Y w= A A7} AL BA &= 79 Security Cloud Control %] 1ol -] 8F4] A S

SDC

SDC(Secure Device Connector):= #] &7} 4] Cent0S 7 7} ® Alof] A X ¥ 15 Yt} 18 Y Cent0S+= &5 o]
Security Cloud #| o] ¢] W3} o] A 1] o] A} 2] A ] %] ko v 2 Cent0S 72| X SDCE Ubuntu 71 w4l © 2w}
o] 1y ol dsl= Aol FHFYT
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LA §F U] &2 23 7| 1] 2 Secure Device Connector 2! Secure Event ConnectorE Cent0S 7 7Hy ™ 41 <] 4] Ubuntu
7}Ak ) Al o 7 mho] 1 o] AL A2 A S

3] CentOSE AF-8-3h= 73 -7-oll &= 7] 2~ SDC|| 7+ 4] 8- 1t}

HE2 R A ARG EAREE g
. UA df -hE YEslo] AFE 7153 A2 F7bo] gleA Eelste] g A of-F 3 rS gl gy
Dockeroll A T 2= & 3FS &M g A S Q1S = AFH T A4A I 2T AFE=FS 2GB P vHd Al o=

o g Ve,
5. Docker U] 9] U]~ AMS S R H,
sudo du -h /var/lib/docker | sort -hZ 233}

Docker =0 9] t] A3 F7F AL S B 4= gl T),

Docker 1] 9] T == ¥+ Ab&-&o] A 2] 7}5 3+ 73 $- docker -4 v} ol A t}&-8 A o] gl
o Xt A7]: A ydo] A =70 detd =1 3] A4S A g

o A : Ao gt P S ) 27 3 A 21 9 A S AHA Y oh
O3S A A L

1

. sudo vi /etc/docker/daemon.jsons 2 L},

o

2. o the =S5 AT
{
"log-driver": "json-file",
"log-opts": {"max-size": "100m", "max-file": "5" }

}
3. ESC 7] & & t+ :wq! o W AberS 2201 9t & EEU

( )

B +

sudo cat /etc/docker/daemon.jsons 233l o] M7 AL S FR1E = Q)5 T}

Ll

Qe

o

. J

4. sudo systemctl restart dockerE % 33} doker IS ThA] A& T}

WA Alslo] 48 H @ 2 A% AU} sudo du -h /var/lib/docker | sort -hE 233}
o] docker 9] QJHlo| EH T~ AMEFS FU T

5. df -hs A to] AHE 7hs v 2 A7)7 S = S e T
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6. SDC “J B = Unreachable(d 2 =71l A Active(Z4d) = W7 5121 H % Administration(¥2]) >
Integration(E &) > Firewall Management Centercl| 4| Secure Connector(X ¢+ /A YlE) g o 2 o] &
3o Actions(2F4]) 37l 4] Request Reconnect(A 1 2 & %)E = 3l oF gt}

Secure Device Connector : Cisc0-s5a-20190215-runc
Cisco PSIRT(A] 3 H.oF Al a1 ﬂ] )“ Docker®] A2t =7} =2 ‘l,“é o &l A3l Kot A+
cisco-sa-20190215-runc = A A 54Utk F ok ol 1:H§} AA A& A A PSIRT § A2 FZ3H4 A L.
o] # kA & R E Security Cloud Control 327 ol 7] &3 8-S m] 3 U T},
@ Security Cloud Control2] = 2}-$-= -5 SDC(Secure Device Connector)Z- /\}%“6}% 31742 Security Cloud Control
wAHAA Y GAE o] TP PO B R o AP E e et s
® > g uj o 5% SDCE AM-E-3h= 112

& # 21 Docker ¥ & A}-8-8H =5 SDC 5.~ E & ¢ 17 o] =3
[

)

oF FUth. th5 Aol upe} o] S AT = A5
@ Security Cloud Control-3£ <= SDC &~ E ¢ tf|o] E H o] 2] 143
® /1871 %4 SDC &~ E ¢l do] E H|o] %] 144
® 11 74 F|o]%| 144

Security Cloud Control- SDC

® SDC(Secure Device Connector)i:= A =7} 4] Cent0S 7 7} #Alo] A X = A 5Y E‘r 134 CentOSE W&
©] Security Cloud o] ] -8t ol A T o] & x| ¥ #] eF o= = Cent0S 79| &L= SDCE Ubuntu 7Hg ™41
o =2 wpo]aglo] sl A o] FHY T
AFA B Y82 25 Lﬂ 1] 2~ Secure Device Connector 2 Secure Event Connector= CentOS 7 7} 1] Al of] A
Ubuntu 7} M Al o 2 wlo] 1df o] A& F234 Al L.
X

o] Aa}= o] 3] CentOSE AL-&-3F+= 74 $-of] & ch
® Security Cloud Control ©] W] %] & A}-&-3}¢] SDCE -5 A % o] XA S A&y}

1. SSH &= shol ko] 4 =& & AHg3to] SDC 52 Eo] AAFU
2. vhe %3S 4 ho] Docker A¥] 2= 1AL 1ok,

docker version

3. AN VMO HA) F s A8 3 A9 e g o] wAEU

> docker version
Client:
Version: 18.06.1-ce
API version: 1.38
Go version: gol.10.3
Git commit: e68fc7a
Built: Tue Aug 21 17:23:03 2018
OS/Arch: linux/amdo64
Experimental: false

o1 7]el A o] d M & = dsHTh
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4. v ¥ A Asto] Dockers ¢ Hlo] ESFaL M| AE ThA] Al AFSE A 2.

> sudo yum update docker-ce
> sudo service docker restart

( N\

ElG

Docker A H] 27} thA] A] 2 5] = 5 <) Security Cloud Control¢} tju}o] =~ Fhof| & A2 Frto] vkl gy
=

\. J

5. docker version ™8 &S ThA] A &3I4 Al 2. ThS 8 o] A H o of Y.

> docker version
Client:
Version: 18.09.2
API version: 1.39
Go version: gol.10.6
Git commit: 6247962
Built: Sun Feb XX 04:13:27 2019
OS/Arch: linux/amdo64
Experimental: false

6. "I SUTE o)A x| 7} A &5 H A v A o] Docker= ¢ 18| o] =5 & Tk

SDC

SDC(Secure Device Connector):= | =7} 4] Cent0S 7 714 | Alof] A x| 5] 35 14 t}. 124 CentOS+= W& %] of
Security Cloud 7| o] 2] W3} of A ] o] A} 2] A =] %] ¢F 0 v 2 Cent0S 72| B SDCZ Ubuntu 7H w4l © 2 mi}
ol1ylo]d sl Aol E5U T

Z}A| 3 U] -8 =32 2 1] 2= Secure Device Connector % Secure Event ConnectorZ CentOS 7 71 7 41 ¢l A Ubuntu
FhAk WAl 0 2 who] 1eo] AS A A O

o] A= o] 11 5] Cent0SE AF-8-8F= -l A&t}

® #}7| SDC & ~E 5 A3 744 Docker*é 2| W of whg} G elo] E 2] S wpetof gt} Cent0S, yum 2
Docker-ce(#] U E] ol t] A1) & AF&-&F 74 - o] 2 A7} A5 Fu ot

01 = WA S A A PAY 2 H S AFE-351o] DockerS A 2] 8k 7 9- Docker?] 1A
| s} A 2] & LulE B " (Docker H.¢F 9l H|o] E 2 Ay o]

Ciscoi= o] 4= A& q7hetar slom 7 Qurk Al s = g2 A58 dolEd APyt
T o= 3 =W 4 Cisco Hloﬂ*ﬂ AAF WSS F2E 5 ds Y

CSCv033929-CVE-2019-5736: runc container breakout

e

a7t

SDC(Secure Device Connector)i= #| = 7}%] CentOS 7 7} Al o] A X 5] 215Ut 121} CentOS+= T o]
Security Cloud #l| ] 2] H}-3} 8 of| A] 1] o] A} X1 & %] ¢F 0 = & Cent0S 72] XE SDCE Ubuntu 71 W41 o & n}
ol1ylo]d sl Aol E5U T
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A} A 3k IH%% 2 3 7] 1] 2 Secure Device Connector 2! Secure Event Connector= CentOS 7 74} ™ 419l 4] Ubuntu
71 WAl o 2 upo] e o] A& FEFA AL
o] A= o] 11 3] CentOSE AF-8-8F+= -l A&},
® Security Cloud Control®l] 4] = SDC(Secure Device Connector)2}2] A 28 5 /\J w2
E
[e)

= 913l Security Cloud Controli= 20243 29 14 7}%] 7]¥ SDCE A
E1r.

( N\

B +

SDC7} 20244 29 1L 71A] wlo] ¢ o] A = %] &k © 18 Security Cloud Control:= ] ©]/J SDCE &3l t]n}
o]~ 9} FAIE 4 glE Ut

|\ J

® Security Cloud Control®] - ¥ ©] SDC o] 1ej| o] -5 A| =g #| 7k SDC A| 2~ B A]ZFo] AWS A 2~ B A]ZEH
U155 w271} Szo] who] ZLgf o] o] A & 8hA] 5 H -

obeh T AG whe A8 A7 EAE S AFUT o] FAI7L AR A vho] elol M AT = AU T

l

1. WM B 1| g & E3)] == SSH A A4S =3) SDC VMol = 121gh .

2. X EX E A sudo sdc-onboard setups Y& sla AS3FY ).

3 SDCE A A8t 214 1 SDC A7 Aol &H 3l oF FH v NTP A F4E Al ¢ skl o] d ¥}
H] g H

FAa a5 e R G0 2 ol YA
a) SDCE A3l bl A8 Ay Lt njd i &= FE 9 Security Cloud Control AF-8-<} H] A & & ]
A7y

b) ZEZEV} EAIHAyY & et VIEHIE AL AT
c) o]x = o] IP F4/CIDR] ke 9= g th.
d) olx7 Zo] HESL A A 1 lo o] ZHS elE s}
e) ©]% ¥} zFo] DNS AW #he =gt
f) NTP Aol thoh L5 Eﬂ' FAE A A SENTP AW T2 (o: time. aws . com)E A& 3l oF gt
g) Zﬂ:g—éj' = 74&0]——7 %)\- ] =) ]_% %%y% cga%qq

4, TEITE| N IR QH ko] A7 A1l A AT 2= 9l 1 SDCY}F 7] 3hE] =+ ela Tk, UTC B 2
A12¥o] FA1510 SDC Al ghah vl @ 5+ 9131 o
o] 23t GA = 4B P AY 277} @A sh= 7 $-oll = Cisco Technical Assistance Center(TAC)ol| 2] &}4] A]
S, o] BAE 4 F A o= ¢k ahd Security Cloud Control -3 & ol A A 28 541 Wl © 2 o] SDC mfo] 1
gol g = AHFHTh

SDC  202311****

SDC(Secure Device Connector):= *] =7} %] Cent0S 7 7} ® Alol] A X F Q& L] t}. 18 Y Cent0S+= &5 o]
Security Cloud | o] 2] B} 3} ¥ o A 1 o] A} 2] A T %] ¢k o = & CentOS 72] =& SDCE Ubuntu 71 M Al o 2w}
ol 1# o] dsl= o] F5H T

AFA 3F -8 23 ¢ 1] 2~ Secure Device Connector 2 Secure Event Connector=- CentOS 7 714 ™ 219l 4 Ubuntu
A w Al o 7 U]_o] | ]/ﬂ KR 71—2 o]—/‘] }\] %,

o] A} o] A 3] CentOSE AH-&-3hi= 7ol A&
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® Security Cloud Controlo]] 4] == SDC(Secure Device Connector)$}] A &-& EA1 M1 s &l &} a1 §ls5 Lt} o]
£ 913l Security Cloud Controli= 20241 2 14 7}%] 7] SDCE A &4l Wy o 2 ulo] 1 o] A3l of 3t
E1r.

s N

B +

SDC7} 20244 29 1L 71A] wlo] 1¢ o] A = %] &k © 18 Security Cloud Control:= ] ©]/J SDCE &3l t]n}
o]~ 9} FAIE 4 glE Ut

G J

@ Security Cloud Control2] <3 & o] SDC v}o] 1 o] A S A=A 7t H A E 7} 20231 1**** K T} 2 W A S
Aegsar glo] AP EH T

® SDC2] & A W & -2 Security Cloud Control ¥ 2 ] 7+, Administration(32]) > Integration(=3}) > Secure
Connectors(}.2t 7| Y H ol A Wt A IH = 0] 53 }r{{ B3E AYE ¥ o] X ol U d g1t} SDCE 41 ¥ 3t
H 3tH @ E%9] Details(A] - AFE) Zoll A B HE & &1% = 5T

SDC M A& dago] =l ™ ol WA= up =4 A] 2. o] &4 7} 3 2 = ¥ Security Cloud Control 2] of] A v}
o] 717 ]M Z A A2 TA] A a2 gl T

1. SDC VMol = 1813}aL Q153 T
2. TEMXEO sudo su - sdcE YHI AT

3. TEXE crontab -r& YT}

no crontab for sdc (sdcol] ™3 crontab <) WA A7} EAIEH = A9 o] HAI XS FA|5FaL
O A= o] 58 = dF YT
4, HAIA 7} FAIFWH | /toolkit/toolkit.sh upgradeE Y t?j ‘4 ‘:} Security Cloud Control= 4 2] ©]
=7 eshA Feletal S o] =gy F&ol A Bl F7F fl=A Gl
5. SDCO) A W4 S el
a) Security Cloud Controlel] #7913t}
b) Security Cloud Control #| 7 %59l 4] Tools & Services(Z 2 4| H] ) > Secure Connectors(X 2+ 7
UE)E g ste] Bt AYE] Fo] A& o] F 3 th.
c) SDCE A ¥lslar Actions(%H4]) 3ol 4] Request Heartbeat(stEH E & #)E =23t}
d) SDC W # o] 202311**** o] A2l x| &elgtt},
o] 23 A= 4B P AY 277} @A sh= 7 $-oll = Cisco Technical Assistance Center(TAC)oll —r-4 314 Al
Q. o3 A= A 32 o= kg 8 Security Cloud Control 23 &l o] mlo] 18| o] LA AZ thA] 4
g AdHFU T

AWS

Security Cloud Controll] 4] = SDC(Secure Device Connector)2} 2] A =& E41
3} Security Cloud Controli= 20243 2¥ 14 71%] 7] SDCE A Al Wi o=
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Vs

\

B =+

SDC7} 20243 24 14 7}] wjo] 1| o] A =] %] ¢k © ™ Security Cloud Controli= T ©]’3 SDCE % 3f] t]n}o]~
o} FA1% = glsy o

Security Cloud Control2] - €l o] SDC v}o] 1#f|o] A& A =g A7k A A F-A

obe) Aol w2t Ad FAIE S AsH AL, o] A7 s A wH who] e o] A

o 55 Aojo] TR M HUE:
® cognito-identity.ap-southeast-2.amazonaws.com
@ cognito-idp.ap-southeast-2.amazonaws.com
@ sns.ap-southeast-2.amazonaws.com

@ sgs.ap-southeast-2.amazonaws.com

@0l Ao LY M HHE:
@ cognito-identity.ap-south-1.amazonaws.com
@ cognito-idp.ap-south-1.amazonaws.com
® sns.ap-south-1.amazonaws.com

@ sgs.ap-south-1.amazonaws.com

o 1= x| oe] LT U E;
® cognito-identity.us-west-2.amazonaws.com
@ cognito-idp.us-west-2.amazonaws.com
@ sns.us-west-2.amazonaws.com

® s(s.us-west-2.amazonaws.com

@ FU X ¥ T2 YA HHE:
@ cognito-identity.eu-central- 1.amazonaws.com
® cognito-idp.eu-central-1.amazonaws.com
® sns.eu-central-1.amazonaws.com

@ sgs.eu-central-1.amazonaws.com
® APJ A ¥ o] T2 UM HUE:
@ cognito-identity.ap-northeast- 1.amazonaws.com

@ cognito-idp.ap-northeast- 1.amazonaws.com

@ sgs.ap-northeast-1.amazonaws.com
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2. ob2) 97 % BhLkE ALgstel ekl e] 15) 8 w2 Fkslof she WA P A BEE AT 5 A
U,
s N
=
B +
ole) WS jart AAH o] Y= ALEAE A% FHYUT P F27t 9 EZe] BAH
\ J
o u]= A 2je] TREM HIE:
curl -s https://ip-ranges.amazonaws.com/ip-ranges.json | jg -r '.prefixes|[]
| select( (.service == "AMAZON" ) and .region == "us-west-2") | .ip prefix'
® EU X9 e] 2 A HE:
curl -s https://ip-ranges.amazonaws.com/ip-ranges.json | jgq -r '.prefixes|[]
| select( (.service == "AMAZON" ) and .region == "eu-central-1") |
.ip prefix'
® APJ A|H o] X2 YM HHE:
curl -s https://ip-ranges.amazonaws.com/ip-ranges.json | jgq -r '.prefixes|]
| select( (.service == "AMAZON" ) and .region == "ap-northeast-1") |
.ip prefix'
e N
=
ElG
ja7t A o) A ke A%, W g BF AL AR 5 AU,
curl -s https://ip-ranges.amazonaws.com/ip-ranges.json
\ J
o8 gt A A S B PA & F 7 B 8= 7 -9-ol = Cisco Technical Assistance Center(TAC)ol] 2] 5}4] A]
Q.o GAE A o= 55k Security Cloud Control -3 & ol A A} 22 541 Wi © & 9] SDC wlo] 71
ol de a4 Ayt

Security Cloud Control

TJ
RN

i_j_o] /\1J,H oﬂ/(-ﬂ
B

S A, WA BE 2 F 59| Security Cloud Control 4] = & 2

EUN|
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a. Download Fingerprint(33 7| =9 E t} &2 )= Z8 &  ES Y}
b. F7 ZHE| k=81 Accept(+2h)E S H FH T 184 &2 4% Cancel(F )= S8 Tt
7. N BAZHE ZA & sl 2S5 tufe] =] A7 Ae7F ekl o2 A 4 el 7 "5 7] 8= A
RS EE"TE AP 07 BAE S Ad5UT A 5= &l 28 7 B3] Security Cloud Control£} T
Hpo] 2 7ke] H4d afol & AE st ) A T
SSL

(SSL )

1% 717) 9 g o) et 7)1 4S AFEE T SSL I Y V]2

o) A ol L]E}. w}a}/\i 1 o] Firepower Threat Defense U] B}o] 2~ of| A 2 4
k<)

sHEE 9 7)E)
e
o

HASAE T ﬁﬂ ]74201] “JH'EP o] %%%Hﬂr

ojuf 7]+ A1 S-S /\}*‘12}7} Aol E & /\P%ﬁﬂfﬂ% W Aol Ed] AAE 4= gIAvE ] Bg}9-# & AF8-3)

HAZAE 7 k= AYUTH( o= AA o A9t tjulo] 2o A Be}9-A &AM W 14 715). o &

E-0] A}-& 2= Facebook i0S T += Android $ = AF-8-8F 5= 1 %] 1} Safari &=+ Chrome<- https://www.facebook.com

S B XYt TR AAET 9"“44

SSL 3] & 51 3] v A] %] 7} ) 7] (man-in-the-middle) &2 & X} &3 d] AFE- 5 2L =2 o] 213 A4S & A3}

= WHE FUS O 54 Foll A dEEfof Fu o

71 ef Al F-A B

EG Aol EVE Bet-A ol A = g st 5 tnfo] 9] o A= 2HEslA] &= 49 SSL I '

£ A Blof ynh stA R Al S A 0= Sl el A o|HIEE ARE-S Bk l ES’Jr ] &-©] SSL ¥

s g sy

W F A A o2 A AF FellE AT o+ dFHTh

® Facebook 52| 15 1 1> A ¥ ol A] SH, CERT, SHD ™| A] #] & Rki= =-A] SSLALERT | A] %] & H.{ 1 T}, Alert

= X% SSL 39S vEFH = "Unknown CA (48)(¥ = 8l = CA(48)) gAY &9 A A] S = TCP
Reset(TCP 2|4 g)o] A& Ut o]l E Al AL ol = th5 S74ko] A YT

® SSL Flow Flag(SSL =2 Z#)olE ALERT SEENO] ¥8HE o] QlHutt.

1

® SSL Flow Flag(sSSL &2 Z#l1)ol+ APP DATA C2S H+= APP DATA S2C7} X% o

AA FEFUL.

® SSL Flow Message (SSL EE-F WA[A)+ KE CLIENT HELLO, SERVER HELLO,
SERVER CERTIFICATE, SERVER KEY EXCHANGE, SERVER HELLO DONE$UT}.
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® Dropbox 59 715 2 12> &S B A ZHUTh dldl A=Ae] 27t g5 E w7h#] 7] thgl vl TCP
Reset(TCP A2 78)& &1t} o)l
Z=

® SSL Flow Flag(SSL =

7b g dA FEUH.

® SSIL Flow Message (SSL =2-% WAIA) & K& CLIENT HELLO, SERVER HELLO,
SERVER CERTIFICATE, SERVER KEY EXCHANGE, SERVER HELLO DONE,
CLIENT KEY EXCHANGE, CLIENT CHANGE CIPHER SPEC, CLIENT FINISHED,

SERVER CHANGE CIPHER SPEC, SERVER FINISHED$IUU}.

BREAEA OB EE GER

o

3} Security Cloud Control°l] Z1213}4] K&+

Security Cloud Controlol] 2 1Q15}# 31 & wff AL-§-2} o] & B H|WH S 7} SulE d| &= 2 19lo] Aijsts AS
oF31 YA, "H UM EE QS E A 5o AL 715 H] U S E HY3 4= 9l= -5, M Cisco Secure Cloud
Sign-0On o] 7}+-+-E & A3} ™ o] %] %o w}2} A Cisco Secure Cloud Sign-0n o] 7} E o] 553 oF g o}, A}
Cisco Security Cloud Sign On ©] 7} & E & S= 3 of gt}

Cisco Secure Cloud Sign-On tj A B.= & 7121¢] 43 3] %] ¥} Security Cloud ControlE 23 & 4 ¢l

Security Cloud Control B\l E ¢} T} 2 A}-&-%} o] & © & Cisco Secure Cloud Sign-On 9] 71+ E = 750 S 5= <5
U t}. Security Cloud Control 2} Cisco Secure Sign-On 7+2] AL-8-2F A B 2 % 53} 5} 2 W Cisco TAC(Technical
Assistance Center)ol] -] &}4] A] 9.

AE FelaE AFE-e =]l Al

B9 Qo A o] A Hul 35 AL ate] 21018 A% 518 4 91451 ). 50} 2= htps://cdo.onelogin.com

= 74 5 A5

https://security.cisco.comol] 2191
=

® ~ Secure Sign-On 9| 7}-+-E &
Control E}FY & S8 3 th.

® Security Cloud Control APJ

.

3]
H
THE A $- A oA Bl d EVE whE o] X %] 9 of] &) 3} Security Cloud

® Security Cloud Control & 5~
® Security Cloud Control EU
® Security Cloud Control ¢1 %

® Security Cloud Control US

® https://security.cisco.comE 7}2] 7| =5 S A 27| & J o] EZY T},

Security Cloud Controloﬂ Al tiufol 2 A A FE &
AR T, Ry o5, M ATA L5 |

Y 1
i
¥
i)y
T

oL

]

>
Security Cloud Control E]\d Eof] &1 o] ¥ t]ujo]~9] o o] z—sua_g_ thorst ol 2 A
£ o]dlst Hl =2-¢] ¥ YT} Security Devices(:<t =]

Hho] 2 A4 el S EAI Y o,

tjupo] 2 A4 AL 7} &ekol o] t]nfo] A~ o] M ¢lo] 72 9l L Security Cloud Controlol] <172 5 o] 9132 9
“@ﬂﬁ%ﬂﬂ§ﬂ§%%ﬂ§%W%%%ﬁziﬁaﬂﬂqwiqmqﬂﬂfﬂﬂm@ﬂq 2} A S
th o] = ol @ ZA A Hdsh= S Ale Uk A4 A E doT)= ZATEF N ol dE 3
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1.0k t]u}o] 2 o] o] A Tupo]
2 AEei 9 2% 2 A
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T 7271 E ARy T

A RIS Al el 2 #H] 0] #] 152

=1 Q5 A sl 2 #H o] %] 160
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1914 © 2 Cisco Smart Software Manager”} T} v}
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3. Devices(t]vlo] ) ¥1S Z2 g},
4. 2 A3 tynlo]~ {3 ¥1-8 23} Insufficient License(2} 0] 4 2~ 5-5) AL o] t]nfo] A5 A 8l gy

Elr.
5. Device Details(T] v} o] 2~ 4|5 A 1) &) A Insufficient Licenses(& %23k glo] A ~)o] TA|H =
Manage Licenses(2} o] 42 #2])5 =2 gt} Manage Licenses(2}o] A2~ #+2]) o] YEld Ut}
6. s Ao A EES EodaL o]~ 555 Y

g sto] Hube] o] AFH 0% 4§ H W A2 FEl7t kel o2 uhHL Tk

J

HasA g A Zg o ol tnfol A Ad 2L | Ased eS8t
1. 78'01]/\1 E_O]- r/]]j]_o]_/:e %Qé}qq—

2, Dewces(ﬂ Hho] 2) B8 S g},

3. AAg guto] 2~ {3 §18 59313l Invalid Credentials(+&31 <] 282 214 51) A 9] tjnjo] 2~

/\q o N 51U O
4. Device Details(t] v} o] 2~ A5 A 1) ol A Invalid Credentials(2- 5% 212 <=9)ol| Y el +=
Reconnect(#] 1 2)<S &2 st t}. Security Cloud Control7} T] Hlo] 2] 2} A& Al =gy T},
S EZE7FUER Linux AF&AF o] & L HI U S E o H T
Continue(7 %) & 28 3t
tlufo] 27} 2241 AL 7} ¥ a1 AFE-3F =H] 71 ¥ Close(271)E 28 34t
Security Cloud Control7} 2H5- ¥ 2} 74 &1 8- A}-8-5} o] t]nfo] 2o A2 E}E% A %= 3} 7] wj] £ Security Cloud
Control7} Tju}o] 2o A 81 t] AF-&-3lf oF 3= *Pﬁx} o] F W HUW & Z3o] tjufo] oA 24 ¥
S 4= A5 Yt o] Al tivlo] 2~ 71" Online(+ 2} <1)" o] A 7F ?“ } el 71" Conflict Detected (5= &4 )" <!
e ° 5 J%L = 9554 ). Resolve Configuration COHﬂICtS(T’ A EE H A)E A}-&-3}o] Security Cloud Control<}
ﬂ‘ﬂ}oli 7kl 4 #pol & HESIAL s A

@ NS o

Security Cloud Control

Security Cloud Control= t]u}o] 2o AT off JAFA] 9] f-a4d-S &2y}, 53] Security Cloud Controli= T
=5 8T
. Hupo] 2o A 1.0 o] %] TLS M H & AHE-

1 o} )
2. tubo) 2ol A A A G Q154 7} iR E A ehgkow Wt sk BA QU THE, o] Wl f ke UhEel §
a4 o4 o] o).

3. A5 A= SHA-256 Q154 o oF Yt} SHA-1 QIS4 &= 3] 8% A &5t
4. U5 =24 F s Aok
® tjnfo] a7t AA A QISA 5 AHE-SHH, Q15 ARG AL Al E ek H A IS A o F AT T
@ Ujnlo] 2= 12| 8 4= Q)= CA(Certificate Authority)oll 4 A 8 3 9154 2 AF&-3HH, Al 51 2] 3 154
& 4¥ CAdll A k= JI5A A S AlsF

& Security Cloud Control7} H.2}-9-7] o} T2 W2 0 & Q1 ZA & AF&-8h= W YUt
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® A A1 2154 €] 4 -3 Security Cloud Controli= %= <1 ﬂ%@%%ﬂ%gaﬁglﬂﬂﬂﬂﬂi%iﬁ
Ebﬂﬁé%ﬂﬂ%ﬁﬁﬁﬂﬂﬂﬂ&”ﬂzﬁﬂ A5 A 7F 4 s8] DA sh=A gt

@ Security Cloud Controli= ¢} 2] U] CAE #| 931A] &5 U th A A= W4 CAZF A3 AISA & &le 4=
U= ol gl
E]H]— iASAﬂHPOlMﬂ gk 2154 g4l

;

< v 818 4= 2l 1 T}, Security Cloud Controlol] 4] ASA
AE S gl A5 i Huke] 2o BiE AA %H]%‘f*éﬂéfrﬁlﬁ‘%ﬁr.‘:]ﬂ}o]—-
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o 3k o154 &el-S n) &4 3151 Security Cloud Control- TLSE- AF-&-3}
éﬂé}b o AFEE AF 13 AseHA FHEUT =, 5?% Al Tk}
, B4 AbE) o] 5712} 32 2F= Security Cloud Controlol] &34 92 <l
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Security Cloud Control7} tjulo] ~ & &R Y5} 4] &3 4= 9= E 7}A] o] -7} L5t} Ulel| "Security Cloud

Control cannot connect to the device using the certificate presented(#] 3 <154 & AF&-3lo] t]nlo] o] AA S
T )" ek wAA 7E A A IS A Ol A7 = A ]y o UI°ﬂ of WAIA| 7} FAH A ed o A &
xﬂ(q H}OIiOH AAT S 9le) B VB EN T Q7o Bhdo] Q1S 7HeA o] =

F4Hth
Security Cloud Control7} X| 3 &l Q15X & A F3}+= o] 75 &<l SDC & 2E = #d tjvlo| 2o A4
B e E*Eoﬂ’q openssl §H & T2 AHEE F AF U e B S AFE-SFo] Tlnto] 2ol A A

Fohe A3AE el T e A T

openssl s client -showcerts -connect <host>:<port> &> <filename>.txt

o] Y& QIE AT B A S AAFHEE P & Fol F5el W Ctl-cF AHgoF Tk,
ol Al Theh e E ¥ o] E3hel stelo] 44H

GeoTrust Inc., CN = GeoTrust Global CA

depth=2 C = US, O
verify return:1
depth=1 C = US, O = Google Inc, CN = Google Internet Authority G2
verify return:1
depth=0 C = US, ST = California, L = Mountain View, O = Google Inc, CN =
*.google.com
verify return:1 CONNECTED (00000003)
Certificate chain
0 s:/C=US/ST=California/L=Mountain View/0=Google Inc/CN=*.google.com
i:/C=US/0=Google Inc/CN=Google Internet Authority G2
————— BEGIN CERTIFICATE--—--—-
MITHODCCBrigAwIBAgGIIUOMEH+8ftN8wDQYJKoZIhvcNAQELBQAWSTELMAKGALIUE
.lots of baseb4...
tzw9TylimhJIpZcldgihFVTgFM7rMU2VHuUlpJdgA59gdbal/Bf
————— END CERTIFICATE--—---—
1 s:/C=US/0=Google Inc/CN=Google Internet Authority G2
i:/C=U0S/0=GeoTrust Inc./CN=GeoTrust Global CA

MIID8DCCAtigAwIBAgIDAJqSMAOGCSgGSIb3DQEBCWUAMEIXCZzAJBgNVBAYTALVT
.lots of base64...
tzw9TylimhJpZcldgihFVTgFM7rMU2VHulpJdgA59gdbal/Bf
————— END CERTIFICATE--—-—--
2 s:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA
i:/C=US/0O=Equifax/0OU=Equifax Secure Certificate Authority
————— BEGIN CERTIFICATE-----
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MIIDfTCCAuagAwIBAgIDErvmMAOGCSgGSIb3DQEBBQUAME4xCzAJBgNVBAYTALVT
.lots of baseoc4d...

b8ravHN]jkOR/ez4iyz0H7V84dJzjA1BOoa+Y7mHyhD8S

————— END CERTIFICATE--—-—--

Server certificate

subject=/C=US/ST=California/L=Mountain View/0=Google Inc/CN=*.google.com
issuer=/C=US/0=Google Inc/CN=Google Internet Authority G2

No client certificate CA names sent

Peer signing digest: SHAS512

Server Temp Key: ECDH, P-256, 256 bits

SSL handshake has read 4575 bytes and written 434 bytes

New, TLSvl/SSLv3, Cipher is ECDHE-RSA-AES128-GCM-SHA256
Server public key is 2048 bit Secure Renegotiation IS supported
Compression: NONE
Expansion: NONE
No ALPN negotiated
SSL-Session:
Protocol : TLSvl1.Z2
Cipher : ECDHE-RSA-AES128-GCM-SHA256
Session-ID: 48F046F3360225D51BE3362B50CE4FE8DR6D6B80B871C2A6DD5461850C4ACF5AB

Session-ID-ctx:
Master-Key:
9A9CCRAAAFSA25BI5C37EF7C6870F8C5DD3755A9A7TR4CCEA5351 90B793DEFFS53F94203AB0A62FOF70BO099FRFERABIB6

Key-Arg : None

PSK identity: None

PSK identity hint: None

SRP username: None

TLS session ticket lifetime hint: 100800 (seconds)

TLS session ticket:

0000 - 7a eb 54 dd ac 48 7e 76-30 73 b2 97 95 40 5b de z.T..H~v0s...Q[.
0010 - £3 53 bf c¢8 41 36 66 3e-5b 35 a3 03 85 6f 7d Oc .S..A6f>[5...0}.
0020 - 4b a6 90 6f 95 e2 ec 03-31 5b 08 ca 65 6f 8f a6 K..o....1l[..eo..

0030 - 71 3d cl 53 bl 29 41 fc-d3 cb 03 bc a4 a9 33 28 g=.S.)A....... 3¢
0040 - £8 c8 6e Oa dc b3 el 63-0e 8f f2 63 e6 64 0a 36 ..n....c...c.d.6
0050 - 22 cb 00 3a 59 1d 8d b2-5c¢c 21 be 02 52 28 45 9d "..:Y...\!..R(E.
0060 - 72 e3 84 23 b6 f0 e2 7c-8a a3 e8 00 2b fd 42 1d r..#...l....+.B.
0070 - 23 35 o6d £7 7d 85 39 lc-ad cd 49 f1 fd dd 15 de #5m.}. I,
0080 - f6 9c ff 5e 45 9c 7c eb-6b 85 78 b5 49 ea c4 45 .E. | k x.I..E

0090 - 6e 02 24 1b 45 fc 41 a2-87 dd 17 4a 04 36 e6 63 n.$.E.A....J.6.c
00a0 - 72 a4 ad
00ad4 - <SPACES/NULS> Start Time: 1476476711 Timeout : 300 (sec)

Verify return code: 0 (ok)

WA 1S AL e ;= Fel0] FAHE v FTh AFA BATE Qe A
J

2 X509_V_ERR_UNABLE_TO_GET_ISSUER_CERT 21 & & 4= gl &=
3 X509_V_ERR_UNABLE_TO_GET_CRL ¢1%4] 2] CRLS 2+& 4=
4 X509_V_ERR_UNABLE_TO_DECRYPT_CERT_SIGNATURE Q1% X

m

AEe 8% 5 QU ol 84l A gk
of el gkt DX 5HA) B glo] op et Hela 5§18 o v Tk, o] = RSA 7]el ¥k o] v 7k Sl gLtk
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5 X509_V_ERR_UNABLE_TO_DECRYPT_CRL_ SIGNATURE CRL A S 5 = gls Ut o] = A Al A1 gLl o
Ak AR 8HA] = Ao oyt e = §leS o n YT AR A g

6 X509_V_ERR_UNABLE_TO_DECODE_ISSUER_PUBLIC_KEY 21541 SubjectPublicKeyinfo2] F71 7] & 91 S 4= 815
.

7 X509_V_ERR_CERT_SIGNATURE_FAILURE ¢1 4] ¢] A o] § & &}A &5t}
8 X509_V_ERR_CRL_SIGNATURE_FAILURE ¢15A] ¢] A o] &+ ¥5th

9 X509_V_ERR_CERT_NOT_YET_VALID 2154 7} o} 2] & 314 <51 t}. notBefore Y47} & A A 7t o] 391 Y]
oh, 2R g )82 of g o] vkt 1= g1l 9(QI A 7L ob 4] frashA] ) E AL

10 X509_V_ERR_CERT_HAS_ EXPIRED IZA 7 R E U E . =, notAfter G &b= & A Al ZF o] A Y . Z}A
Sk )-8 of g o] whek 51 = Sl 10(R1 S A 7F HhE H A F U oS FESH Al L.

o
11 X509_V_ERR_CRL_NOT_YET_VALID CRL®] o} %] & 3}#] 954t}
12 X509_V_ERR_CRL_HAS_EXPIRED CRL®¢| T+& % 951 t}.

13 X509_V_ERR_ERROR_IN_CERT_NOT_BEFORE_FIELD 1% 4] notBefore & =0l Zt5-% A]7lo] 3% o] Q5]
=

14 X509_V_ERR_ERROR_IN_CERT_NOT_AFTER_FIELD <154 notAfter @ =0l f & 3} %] @& A]7to] E38k] o )
F4Yth.

15 X509_V_ERR_ERROR_IN_CRL_LAST_UPDATE_FIELD CRL lastUpdate 2 =] ZH5- ¥l A|7bo] 3t 5| o] 9l

16 X509_V_ERR_ERROR_IN_CRL_NEXT_UPDATE_FIELD CRL nextUpdate & =0 - & 3} A &2 A 7to] E 8}
st

17 X509_V_ERR_OUT_OF_MEM H| =.2] & & a}+= 5ot o 77 whA g5t} o] 2] 3k A4S A e A 3= ot 3
[Rh=

18 X509_V_ERR_DEPTH_ZERO_SELF_SIGNED_CERT A& Q1A 7} &}A] A 5] ¢l o A1 2] 8k 4= 9l = Q154
ESo|A] 53 AFAE S 4 glH5 U

19 X509_V_ERR_SELF_SIGNED_CERT_IN_CHAIN 21 2] & = gl = QI SA & AF8-31] 154 A S 75 5= 3l
AR FES 2 A 2S5 glHy

20 X509_V_ERR_UNABLE_TO_GET_ISSUER_CERT_LOCALLY ZA 2 %3] % Sl 5A1 o] B3 2 AFA & 2HS 4= ¢l
S h o= AR 0 A F 8 A AFA BEo] gahA ¢

[e23
o
21X509_V_ERR_UNABLE_TO_VERIFY_LEAF_SIGNATURE || ¢1¢]] 3}1}¢]
OLO}OU,E_AMg gkl 4= gls Tl XMIEMJ&C’ oz o] U3l T = B 5 2
T U2 E FZAAA L AAISE 82 ol o] WkSE T = 2121 21(3 WA Q1 F5A S Bl gl ) HBE
S Al S
22 X509_V_ERR_CERT_CHAIN_TOO_LONG 2154 #21 do|7} A& FH | Zlo] K} Futh AFE% A &g,
23 X509_V_ERR_CERT_REVOKED ¢154 7} 3 %] &) ¢l <51 t}.

24 X509_V_ERR_INVALID_CA CA 1547} frashA] &5t CAZF ol A Y S o] Al-g-5 &4 3 o %] 5}
A &Y

25 X509_V_ERR_PATH_LENGTH_EXCEEDED basicConstraints pathlength vl 7} ¥ =7} % 3} 5] 9155 U T
26 X509_V_ERR_INVALID_PURPOSE A &% 1A & A4 ¥ & == A& 5 glsyth

27 X509_V_ERR_CERT_UNTRUSTED F+E CA7} A/ 4@ &= 2 A =&
28 X509_V_ERR_CERT_REJECTED #E CA7} A/ 4 ¥ & =5 733l

29 X509_V_ERR_SUBJECT_ISSUER_MISMATCH 3l g =] o] 5-o] @A} 154 2] WhF2} o] 53} U x| 5} #] kol
A TH dhFz) =7 AREHUS HE‘r -issuer_checks %41 ©

Qi%l

(‘_,

—_

¢

NE IR
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31 X509_V_ERR_AKID_ISSUER_SERIAL_MISMATCH 3 2} o] & % A& H 57} &A4)3}ar A A 21542 7|3 7]
A zLe} Q) x| 61A) ko m 2 ) W} 91 E A 7} AR5 Q5 th. -issuer_checks &4 0] A& F 7 $-of vk

EAE Y

32 X509_V_ERR_KEYUSAGE_NO_CERTSIGN keyUsage 70| 2154 A2 5] &31A] orm =& & A vt} 2l
A7t AF-H A F YT

50 X509_V_ERR_APPLICATION_VERIFICATION ofj Z&] Al o] A ¥ @ F AUt AL 5 %] e

A A Q1S A7F = Hulol A idglo| = }j el = 2 A2 Sof A QIFA7F A B =

Security Cloud Control:= Configuration Status(-4 % H]) 2 Connectivity(<1 24 41) AHE] 2 "New Cemflcate

Detected(/\H A BXE)" fA A= YA E 5= 055U . Security Cloud Controloll A Al <5 #He] 31 o] -4
ETEOR @’01 O}F— sl Al oF Ut 1547 5718 E oL vl ue] 2~ 7F A4k el 7 E W T ufe] ~ & ke

& e,

,
=
B+

5 7§ ©]%<] Wy A] = t]u}o] 2 Z Security Cloud Controlel] & A] ol tl :
Control= t]uko] 220 A A} Q1A 2 A5 0.2 A W eaha A —st oAl 223y

£

o5 AAE AR Al ISAE ST

1. % oAl Bt tlulo] ~ 5 S8 3ttt

2. LB = A}1-83}o] New Certificate Detected(M] ¢1 54 B-x5) A2 = A4 Abe] o] t]ulo] A S F A
aal ek tufo] & M e gy,

3. 2ol 4 Review Cemflcate(‘”%— A 7 E)E 22 gt} Security Cloud Controloll A= A EZ ¢ 3l ¢
THE RS A )ISA & e dsyH

4. Device Sync(t]Hlo] 2 5 7] 8} Aol A Accept(5-E)E = 54 1} Reconnecting to Device(T] HFo] 2~ o] T} A]
A4 =) ol A Continue(H %) 23t}

ecurity Cloud Control= t]Hlo] 25 A z}A] AW lFA 9} A5 o 2 5 7] 3} gy}, tjufo] ~ 7} 5 7] 3¢

s 1% 2
F tiuto] 2% 2159 Ao A & £EOR A% Ao & 4 odgvh

Hksl 57 = 3+2l: 0 (ok) 314 7t Security Cloud Controlol A Q154 @ 7= vkgksh ),

-t

Security Cloud Controlol] 21547} 9l "https://<device_ip>:<port>" o GET & &< 3} URLY 914 & A =3
Yt 2= A7 AR o Security Cloud Controlol] Q15 A @ 77} EA1 D‘r. olZ=AM 7} fast A
-(openssloll 4] 0 ok ¥FgH) AA sl = L EA thE AH| =7 54 di7) ek A 5= sy v ¥
é%}+§lsL}‘ol%q4t+
curl -k -u <username>:<password>
https://<device id>:<device port>/admin/exec/show$20version
ASAS}H FA18EaL Ql=A] 8HQ1SFAL HTTPS A H 7} ASAS] 2nkE EEo A A8 F91#] Iyt
# show asp table socket
Protocol Socket State Local Address Foreign
Address
SSL 00019b98 LISTEN 192.168.1.5:443
0.0.0.0:%*
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SSL 00029e18 LISTEN 192.168.2.5:443
0.0.0.0:%
TCP 00032208 LISTEN 192.168.1.5:22
0,0,0,08%

el <l e Zhuol B SEolAET} o] 5 AT AoR AgshA] d5s 9|
ST ol A% A E SR Qe TS ¢ Jlor], A AT lSM el B AeE AT D o AR
¥ fufo] 2 Ajzke] A1 5= F U T

21541 9] notBefore ‘&35 X3l Qo o] BA|F o of )

depth=0 CN = ASA Temporary Self Signed Certificate
verify error:num=18:self signed certificate

verify return:1

depth=0 CN = ASA Temporary Self Signed Certificate
verify error:num=9:certificate is not yet valid
notBefore=Oct 21 19:43:15 2016 GMT

verify return:1

depth=0 CN = ASA Temporary Self Signed Certificate
notBefore=0Oct 21 19:43:15 2016 GMT

o] 2FE Ba) AFAIF FE AL FAT S UL
A8
§1%:A] | notBefore (A= 31 7] of of Tt o] dl el Q15AE AT 4 LT o] EAl= Fefoldl
E i kg tuo] 2o A Alzke] SulEs) A E A g Aol a3 9Lk
ek 1= 840l 10(1 A 7 R E S U H)
o) ©.FE AT AZA F stk ol ol W H S-S ol vl FuTh. 154 9 notBefore A-E EHsHE 0. F
ol Zo] A ofof Fivh.

error 10 at 0 depth lookup:certificate has expired
WE WAk Q1A i et
A8
NFA/E AR R A9 FA% 04 P e AFAE /2= AP Th AFA 9 wE dast o}
2] w1 g o] %] 7k openssle] W& | AT FGE = AS, AFE Q) A7 GRS BT o 2 Sof 2 ZA]
712020 RhR E =5 AR wo] QAN AFE o] @7 2021 d ol AFHE G JASAE hRE Ao
= A2 g
uhgh 5= #2130 WA AFAE BT 5 919
o] & F oF A A elol] FA 7} 93-S LERN M, openssl Tl HFo] o) A Al FdkE QS S A FE = Qe
2 g g 5 gl th A Aol A5k AL gelstew o) ool A QA AS Aw B Ay
=3

Certificate chain
0 s:/C=US/ST=California/L=Mountain View/0=Google Inc/CN=*.google.com
i:/C=US/0=Google Inc/CN=Google Internet Authority G2

MITHODCCBrigAwIBAgITIUOMfH+8ftN8wDQYJKoZIhvcNAQELBQAWSTELMAkKGALIUE
....lots of baseb64...
tzw9TylimhJIpZcl4dgihFVTgFM7rMU2VHUlpJgA59gdbal/BE

————— END CERTIFICATE-----

Cisco Security Cloud Control | Updated July 12, 2026



| =A 34 | 158

1 s:/C=US/0=Google Inc/CN=Google Internet Authority G2
i:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA

MIID8DCCAtigAwWIBAGIDAJgSMAOGCSIGSIb3DQERCWUAMEIXCZAJBGNVBAYTALVT
....lots of baseb4...
tzw9TylimhJIpZcldgihFVTgFM7rMU2VHUlpJgA59gdbal/BE

————— END CERTIFICATE-----

2 s:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA
i:/C=US/0O=Equifax/0OU=Equifax Secure Certificate Authority

MIIDfTCCAuagAwIBAgIDErvmMAOGCSgGSIb3DQEBBQUAME4xCzAJBgNVBAYTALVT
....lots of baseo64d...
b8ravHN]jkOR/ez4iyz0H7V84dJzjA1BOoa+Y7mHyhD8S

————— END CERTIFICATE--——- ——-

A el Al =g

b
X

-—-— Certificate chain 0
s:/C=US/ST=California/L=Anytown/O=ExampleCo/CN=*.example.com i:/C=US/O=Trusted
Authority/CN=Trusted Authority

————— BEGIN CERTIFICATE-----
MITHODCCBrigAwIBAgITIUOMEH+8ftN8wDQYJKoZIhvcNAQELBQAWSTELMAKGALIUE

....lots of base64d...

tzw9TylimhJIpZcldgihFVTgFM7rMU2VHUlpJgA59gdbal/BE

————— END CERTIFICATE--———= ——-

&) SutE A A E A=A el T}, o] 21F A= openssle] 7] E A3 A1 A G Aol 5T ¢ &
opensslo] tulo] o] A-FH o2 AAF ]

Ty tfF-E 2] A ujo= Al FE 4= & CA A 213 A
o] AW 2] QIS A 7} 3Lt o] k2] S 3t QIS A ol 2] 8l A1

AT gk 154 7} 9155 Y t. OpenSSL- 7 =)
Eube AT ASA ARlo] AT HE Aotk o] & e 5 dF

TR 71e] ASA o M E A= RE S A5 E E3ete] o] S A 5 9l CAd ddshs e
ASAE AgafoF Gt o] AA A& A53hA] F= - openssl®] &2 th&3} g5 Ut

depth=0 OU = Example Unit, CN = example.com
verify error:num=20:unable to get local issuer certificate
verify return:1

depth=0 OU = Example Unit, CN = example.com
verify error:num=27:certificate not trusted
verify return:1

depth=0 OU = Example Unit, CN = example.com
verify error:num=21:unable to verify the first certificate
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verify return:1

CONNECTED (00000003)

Certificate chain

0 s:/OU=Example Unit/CN=example.com
i:/C=US/ST=Massachusetts/L=Cambridge/O=Intermediate
Authority/OU=http://certificates.intermediateauth...N=Intermediate Certification
Authority/sn=675637734

————— BEGIN CERTIFICATE-----

...lots of b64...

Server certificate

subject=/0U=Example Unit/CN=example.com
issuer=/C=US/ST=Massachusetts/L=Cambridge/O=Intermediate
Authority/OU=http://certificates.intermediateauth...N=Intermediate Certification
Authority/sn=675637734

No client certificate CA names sent

SSL handshake has read 1509 bytes and written 573 bytes

New, TLSv1/SSLv3, Cipher is AES256-SHA

Server public key is 2048 bit

Secure Renegotiation IS NOT supported

Compression: NONE

Expansion: NONE

SSL-Session:

Protocol : TLSvl

Cipher : AES256-SHA

Session-ID: 24B45B2D5492A6C5D2D5AC470E42896F9D2DDDD54EF6E3363B7FDA28AB32414B
Session-ID-ctx:

Master-Key:

21BAFOD2E1525A5B935BF107DA3CAF691C1EA99286CBEAIS 7TF64AESFE03RAAF8ECS5999BD21B06B1 1 6FE9968FBTC62EE7C

Key-Arg : None

Krb5 Principal: None

PSK identity: None

PSK identity hint: None

Start Time: 1476711760

Timeout : 300 (sec)

Verify return code: 21 (unable to verify the first certificate)

OE m{NI
)

& AW 7L ehue] Q1A R A F 3
HASS BolgUth 284 5

N 0,

i
Mo M

A= gufo] 2o A AlFstE A5 A 7 ZE A 5 of WA g o}, Security Cloud Control 2= T & X &2
o] tjufo]2of SFH A AZAE = JEF o] LA & A= s HS SukE AS5A ANS Hut
of ZEdlo] AAF = Sefo]AE b A AJS ATt eS ot 2 YUyt

2 B3 5 S 24 4] 2 (CSRo) ASA) A A &) Q=R of 1

71
o]

)

® https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/200339-Configure-ASA-
SSL-Digital-Certificate-1.html#anc 13

® https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/200339-Configure-ASA-
SSL-Digital-Certificate-1.html#anc 15

Cisco Security Cloud Control | Updated July 12, 2026


https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/200339-Configure-ASA-SSL-Digital-Certificate-I.html#anc13
https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/200339-Configure-ASA-SSL-Digital-Certificate-I.html#anc13
https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/200339-Configure-ASA-SSL-Digital-Certificate-I.html#anc15
https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/200339-Configure-ASA-SSL-Digital-Certificate-I.html#anc15

| A 314 | 160

AHA] AT Q1S A 7F = Huto]l 25 o 1| O]E‘SPE Jardlol= ZEZ A2 Fof] A} JIFA 7 A == A
Security CIoud Control:= Configuration Status(74 4 El]) 2 Connectivity(31 2 4d) 4} el 2 "New Certificate

Detected(M] 2154 &1 5)" WA A S A& 4= 2] 55U t}. Security Cloud Controlol A Al <5 #H] 8l ™ o] -4
& TEoRE ﬁo] shaL s A sl oF gt °] Z*VP & 7135 31 tuto] 271 A A el 7 E W tvto] A& e

T 7) o] A9] mf U X = t]u}o] 2~ E Security Cloud Controlol] & A] o] CDO| th& o & thA] A A st= 4%,
Security Cloud Control:= TjH}o] 20| A A} Q15 = 250 2 HE 2 S=8tal a1 Al &) A] thA] dA g}

1. 9% oA ®Hel tulo] ~& S8 3t
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6. Device Sync(t]H}o] 2 5 7]3}) &l 4] Accept(2H)E = 2 31 A 1} Reconnecting to Device(Tt] Hfo] 2~ of] T}A]
A4 =) o) A Continue(7 %)= =&t}
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Security Cloud Control S A}-&-3}4 7} E‘rol H gulo] ~o N TE ©A & &4 §‘r0}74 L H] 2%
= A #o] =] 1140] €43 s} o] 3] a1 Security Cloud Control & = AM8-31A) @Fa1 Tufo] Ao
<, uto] 2~ €] 4 4HE] = Conflict Detected(%% A )= FAIE Y

Conflict Detected(5 = 94 2) HH = s 23t v A= =3 v

L O_|_,

1. Security Cloud Control & 3| o] 2] of] A W&} = 8- S g},
2, B3t tjulo] 25 3Ty

( N\

B =

<3 9] 2 W3kH Management Center2] 74 -%-, Administration(¥2]) > Integration(-53}) > Firewall
Management Center= = 2 5} 12 Not Synced(5 7] 3} 5 #] &-5) AHEfQl FMCS A 83k & 57| HLE]

A< A3,

. J

sto] tiupo]l 28 gy

3. Devices(t]u}o] ~) &S =9
3 ujo] 2~ B1S Z2 3}
5. $ES Huste tnlo] A g
Y,
6. Device Sync(t]v}o] = 571 8}) so] x| o] A 2 FAIH 2ol H-& A Eske] F 4% vl g,
@ "Last Known Device Configuration(=} | B} ©. 2 o}&] 7l t]u}o] 2 1LA4)" 392 Security Cloud Controlol] ]
A tnke] = FA Gt

® "Found on Device(T] H}o] 2ol A B )" 5 d-& ASAc A A8 52 Ao AdE 49Ut

h
r*__YL

B3ta 2 EZ 0 AlY AR Aol A Review Conflict(ZE AE)S F2 3

7. U T olHE Aty =S AU

® Accept Device changes(t]1}o] 2~ ¥ 7 AF&l =2}): 414 2 Security Cloud Controlol] A &% X357 <1
W73 AeE tHuto] 29 A3 T2l ?L/‘JQE Yol
4 N\
_Zr

[y

Security Cloud Control= 8 & 2 <1 €] ¥ o] 2= 9] 3-o]| A Cisco 10S T)u}o] o] W 7 A}a-S 331
= A gonw, 55 8 A CiscolOS Hufel e i gk - gk 41 ¥ 2 Accept Without
Review(? = §lo] ==f)& A= sh= A Yy

. J/

® Reject Device Changes(t]v}o] 2~ ¥ 7] 7 5): t]ufo] 2~of A7 -4 - Security Cloud Control®l] #]
FE T E oy
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Security Cloud Control

Security Cloud Controlol| 4] #2] 27} ©+ ] S219-= 7|4k Q1 5] o] 2ol A X 9] & = t]ufo] 2~ ko] A= o 3
B HQF S A, RUHE, A TEst e s A dote S dolsytt.

Security Cloud Control:= -3¢ U717

1

Security Cloud Control(©] %1 Cisco Defense Orchestrator)= U E ¢ 7 2] A}7} t}k3h H ok tynlo] 2o A dH
HAAYS 53 /A& F JEF ol S25E

8]
s FAEFT o= 2 [l= = Bt = PSR
Security Cloud Control S t]ulo] A5 e ek bl AFEE 4= A H U Th

® Cisco Secure Firewall ASA

NOT

@ Cisco Secure Firewall Threat Defense

® Cisco Umbrella

® Meraki

® Cisco [0S tjn}o] 2~

® o}u}E 1 A H] ~(AWS) &1 A~ El A

® SSH 174.& AH&-ake] ¥ 53 T o]

ol
K
Ho
B
e
¥

Security Cloud Control ¥+2] 2h= ©d QIE] 3| o] 25 3 o] # §F L= tfule] = F P& ZUH A

A

Security Cloud Control FAQ

Secure Firewall ASA, Firewall Threat Defense, < 3Z 2] ] 2 Firewall Management Center, Meraki, SSH 2 10S T} v}o] =
= ¥ 3}3}o] Security Cloud Controlol] 4] %] =] += t]ulo] 2~ f& o) th3k 1o 7 FAQel thaf &olaytt.

Security Cloud Control Secure Firewall ASA FAQ

ASA  ?
ASAE 3 Wlol| shuy 2Rty tF Al o s 2Ry syth a7k o] dRQ ASAE 28
ok -] 71 vupol 2t 2 BBk o] ASA Tl vho] s 21 S ARE R v, Bk e I e 4
F& RGeS G2 ASAS 2P Py APy
ASA ?
5O HEASAE 21 YT}

CSV 3 & ALg-3lo] ASA =523 AA S 4= 21 1, Security Cloud Control= =
o % ASA =K. of] thgh 2] X2 tff F ASA &5 =5

ASA ?

Firewall Management Center Secure Firewall Threat Defense FAQ

Secure Firewall Threat Defense ?

CLI&5 7], A= B A Z2H A B 43 W3S AFE8ho] FID Hlupe] 28 2R e 5= ol YT
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Secure Firewall Threat Defense ?

tufo] 27} 5713} H Administration(3}2]) > Integration(E &) > Firewall Management Center= ©] 5
&}o] Actions(2+%1), Management(32]) B+ Settings(d ) ol A 2] & A slo] 2 8-9-= A -F Firewall
Management Centerl] 4] Threat Defense ] H}O] 290 A& A F Y o}, Al Z2Fe e k- Al Firewall
Management Center of] & 2] #| o] A #| o] X & 234 Al &

Secure Firewall Threat Defense ?

Secure Firewall Threat Defense 2 2. -4 3 42 23441 L.
Firewall Management Center FAQ

o] 7Id & =3 7| v] 2 Firewall Management Center=- Security Cloud Control®l < X o 3}
npo] 2 Fa] WA AL o] 73] = 3 2| u] 2 Firewall Management Center Ulol 4] 2] 4

Firewall Management Center ?

<3 7 1] 2 Firewall Management Center=- Security Cloud Controlol] =X 9 & 4= 9l <5 9| 7] 2~ Firewall
Management Center<-(5) < 1.9 5} = 3 2] 1] 2 Firewall Management Centerol] 55 % _‘?. oAk &HY
Y t}. Security Cloud Control+= -2 > 2| 7] 2~ Firewall Management Center<} 9375_%1 MA E= A £ 220
2= Firewall Management Centerol] 55 % t]nlo] =9 Al oj L} =4 S X Y3HA] 5o} & Z 2 1] 2 Firewall
Management Center Ulol| 4] o] 2] 3} ¥ 73 & =3 &l oF ghu t}, 2FA| 3F W -8-2 -2 5% 2] 1] 2~ Management Center < 1.
DL« ;d—Z O}N /\]

L
o
I rlo

]j_‘,?‘-i

Security Cloud Control Meraki FAQ

Meraki ?

MX t]u}o] 2~ 3= Security Cloud Control©} Meraki ThA] 1. =.ofl A BL5F he] & 4= 9}_314 T} Security Cloud Gontrol=
T4 R ALEFS Meraki A HLEof 5351, 28] H A4 o] E]H o] 2o oF | 2= U ok A ZFahe o
Meraki MX T]H}-0] 22 & H o] & 2234 2] 9

_1_4
ol
-
X

Security Cloud Control SSH FAQ
SSH ?
SSH tjufo] 2o A A5 =2 A S 71 AF-8-R}2] AF-8-2} o] 5 3} 9 & & A}-8-3}o] SDC(Secure Device Connector)
2 Oulo] A5 2R Y e = JdFYTh Al &bk W SSH v nfo] ~ 21 o & 2 A 2

Security Devices(= ¢t t]H}o] ~) H o] X o A T]H}o] A2 AbA] & 4= Q15U T,
Security Cloud Control 10S FAQ

Cisco 10S ?

SDC(Secure Device Connector) = A}-&3}<] Cisco 10S(Internetwork Operating System)=- 2! 8 5}+= 2} o] H_ Cisco T
ol A5 2R Y& 4= dHF Yt A 2Hele ™ Cisco I0S Tl Hfo] 2~ 21 1 & FZ 34 A L.

?

Security Devices(= ¢t t]H}o] ~) # o] X o A t]H}o] A2 AbA) & 4= Q15U T,

Cisco Security Cloud Control | Updated July 12, 2026


https://docs.defenseorchestrator.com/#!c-firewall-management-center-page.html
https://docs.defenseorchestrator.com/#!c-firewall-management-center-page.html
https://docs.manage.security.cisco.com/#!c-troubleshooting_2.html
https://docs.defenseorchestrator.com/#!c-onboard-an-fmc-.html
https://docs.defenseorchestrator.com/#!c-onboard-an-fmc-.html
https://docs.defenseorchestrator.com/#!g-chapterwrapper-for-olh-onboard-meraki-mx-devices.html
https://docs.defenseorchestrator.com/#!t-onboard-an-ssh-device.html
https://docs.defenseorchestrator.com/#!c-onboard-a-cisco-ios-device.html

|FAQ 2 %] ¢) | 166

5713 9 o= AH, 75 52, 75 Al ISR, ASR 2 SMA t]ufo] 2~of o gk %] -8 32 §Fsko] Security Cloud
Control] tjulo] = 8ol th3 FAQ(AFF &+ 2 E)oll sl Lolgutt

ASA(Adaptive Security Appliance)  ?
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BEI 5FE AR AE ATyt ASAY = thF Bot A sHrH W ek 1 A1), S ~H P (v ek
S o el o 2 B3}, 1 (Layer 2) W sE = 21-9-H (Layer 3) W3 H 7Hs, 13 A AL <17, IPsec VPN,
SSLVPN % S2}o] A Eg] 22 SSLVPN A9 5-2] th&Fst 75 0] &= o] 15U th ASAT 7Hd HAl e X9
H = st=gofol AR e 4= s

o
= fo
SQ‘L
LL

ASA ?
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