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~user 7 18 AHS3HA) PRI €.

Docker CE #l| 7] X & A X g1 T}, https://docs.docker.com/install/linux/docker-ce/centos/#install-docker-ce 2] 1]-8-2-

e

Docker A1 H] 2~ & A Zal a1 B8] A] A ZHE] &2 3

3k

[root@sdc-vm ~]# systemctl start docker

[root@sdc-vm ~]# systemctl enable docker

Created symlink from /etc/systemd/system/multiuser.target.wants/docker.service to
/usr/lib/systemd/system/docker.service.

| RERRERE
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https://docs.aws.amazon.com/cli/latest/userguide/awscli-install-linux.html
https://docs.docker.com/install/linux/docker-ce/centos/#install-docker-ce

| clutol

oA 14

&7 15

7] 16

w@A17

o7 18

19

7] 20
oA 21

>
re
i

VMell Secure Device Connector - .

T AHEAHcdo B sac)E AT T FE AL Aol A4 A 251 %I we] 412 F AT cao AHEAE
4%§qqsm4%ﬂtﬂmEﬂﬁﬂﬂﬁ%g@aE%ﬂ@%qq

[root@sdc-vm ~]# useradd cdo
[root@sdc-vm ~]# useradd sdc —-d /usr/local/cdo

sac AHgARS] AN 5 S AR G T

[root@sdc-vm ~]# passwd cdo

Changing password for user cdo.

New password: <type password>

Retype new password: <type password>

passwd: all authentication tokens updated successfully.

sdc AFEALE wheel L0l F7}138Fo] 2] (sudo) ¢ $HS H-of T,

[root@sdc-vm ~]# usermod -aG wheel cdo
[root@sdc-vm ~]#

Docker7} A X & A}&-%2} 15 0] A EH Yt} CentOS/Docker B A of] w}&} "docker" =+ "dockerroot"#} 1 -5
% 121 fetclgroup 991 & 5191 5ko] of @ o] 4 5|91 el S sde AHEAE o] Lol b
ae

[root@sdc-vm ~]# grep docker /etc/group
docker:x:993:

[root@sdc-vm ~]#

[root@sdc-vm ~]# usermod -aG docker sdc
[root@sdc-vm ~]#

/etc/docker/daemon.json 3} o] $1i= 7§~ 314 -& A SHAL of g U85 Y Th A S docker Bl THA]
Al AR o
231

"group" 7] ¥ H 3 15 o]0 o] A A9 Jetc/group LA A 2HE 1F I L X sF=H] gl )

[root@sdc-vm ~]# cat /etc/docker/daemon.json
{
"live-restore": true,
"group": "docker"
}
[root@sdc-vm ~]# systemctl restart docker
[root@sdc-vm ~]#

& 2] vSphere & M| A S AFE 91 A9 SSHE A3}l cao AFEALE 2108 Y T 271913 30 = sdc AHE-
Atz HAGUT 4EE = wAAZE EAEH Y cdo AHEALS] FEE Y E YU

[CDO@sdc-vm ~]$ sudo su sdc
[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~1$

o] = €] 2] & Jusr/local/CDOZ W 7 3t}

bootstrapdataBhi= Al 3} -& AAJ3FaL =32 ]/\ Secure Device Connector -5 TP AFS] 20k A of| A 74 -2 H-
EXE Ho|HE o] o oSt 3AS Save(A )T Ut vi B nanoS AR SEe] 31S AA S
T AFH T

ERREREN |



tupol 2~ A4 |
. VMel Secure Device Connector -

%74] 22 ‘?*_E_._E ] ]E1 = base64 = ?l % L]q O]‘g‘ ‘—43—1% —5—}‘31 extractedbootstrapdatagl"—t:‘ Y"}‘OE]E 14%&"&]1/] \3}

[sdc@sdc-vm ~]S$ base64 -d /usr/local/ CDO/bootstrapdata > /usr/local/CDO/extractedbootstrapdata
[sdc@sdc-vm ~1$

cat 37 S Aastel U=y dol8E S gtk ¥ % o)=Y doje = theat go] EAH UL

[sdc@sdc-vm ~]$ cat /usr/local/ CDO/extractedbootstrapdata
CDO_TOKEN="<token string>"
CDO_DOMAIN="www.defenseorchestrator.com"
CDO_TENANT="<tenant-name>"

CDO_BOOTSTRAP URL="https://www.defenseorchestrator.com/sdc/bootstrap/tenant-name/<tenant-name-SDC>"

G723 v EE S APt HadE FEXZES dolE o AAS 4 MFE R YT

[sdc@sdc-vm ~]$ sed -e 's/“/export /g' extractedbootstrapdata > sdcenv && source sdcenv
[sdc@sdc-vm ~1$

@7 24 Security Cloud Controlol| A F-EX~E ] HES th2 =3t}

[sdc@sdc-vm ~]$ curl -O -H "Authorization: Bearer SCDO_TOKEN" "$CDO_BOOTSTRAP_URL"

100 10314 100 10314 0 0 10656 0 --:--:-= ——:--:—— —--:--:—-- 10654
[sdc@sdc-vm ~]$ 1ls -1 /usr/local/ CDO/*SDC
-rw-rw-r--. 1 sdc sdc 10314 Jul 23 13:48 /usr/local/CDO/tenant-name-SDC

A 25 SDC tarball®] 958 E 31 bootstrap.sh I Y-S A 83} SDC 7 7] A & A =] g},

[sdc@sdc-vm ~]$ tar xzvf /usr/local/CDO/tenant-name-SDC

<snipped — extracted files>

[sdc@sdc-vm ~]$

[sdc@sdc-vm ~]$ /usr/local/ CDO/bootstrap/bootstrap.sh

[2018-07-23 13:54:02] environment properly configured

download: s3://onprem-sdc/toolkit/prod/toolkit.tar to toolkit/toolkit.tar
toolkit.sh

common. sh

[2018-07-23 13:54:04] startup new container

Unable to find image 'ciscodefenseorchestrator/sdc prod:latest' locally
sha256:d98£f17101db10e66db5b5d6afdalc95¢c29ea0004d9e4315508£d30579b275458: Pulling from
ciscodefenseorchestrator/sdc prod

08d48e6flcff: Pull complete

ebbdl0b629bl: Pull complete

dl4d580ef2ed: Pull complete

45421d451ab8: Pull complete

<snipped — downloads>
no crontab for sdc

o] #| SDC7} Security Cloud Control®l| A "Active(Z4d)"= ¥ A]H Yt}
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WA 1 9% Zo A Administration(32]) > Integration(5 &) > Secure Connectors(E.¢F 7 9 E))E 28 gt}
&7 2 Services(A H] 2~) | o] %] o A] Secure Connectors(:.et 7] YY) 515 A Bl 8}aL, + ofo] && =¥ 7k §-, Secure Device
Connector(E.¢F T vfo] = AV E) S A&l g},
A 3 o] 2et A A FEAEF dlo]HE W e FARR Y T
A 4 FE A ARG A A WA O =2 cdo) 9t A B S HEH S E AFE-ste] VMol SSHE A4 ot
A5 s HE S Y8 sac AHEAE A S T
sudo su - sdc
9716 s " ®H = AHE-Ste] A SDCE FEAE R Th
sdc bootstrap <paste-your-bootstrap-data-here>
@A 7 AFESHE = SDCe] WA S A el gy
SDC H Aol &= Al 7HA] A4 o] &t
* SDC 2024 - 9] AFE-A}7} A &5l ar 2} 5= ¥ o}
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FABHA] o vz Al SDC 20242 A &= o] £

oj)

B

918 CLI= RE|o]U] o] vl X & /b 9 SDCE A A FLTh. AL§# Q1] 3l o] 220 A SDC7} B4 84 s) 31 94 253
FUT 5 o, ERENAE 0 BHS A5l FAT F AL,

rr

|

sdc show running
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https://github.com/CiscoDevNet/terraform-vsphere-cdo-sdc
https://github.com/ciscodevnet/terraform-provider-cdo
https://github.com/ciscodevnet/terraform-provider-cdo
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* Terraform 4 1.

L 2AA

Security Cloud Control®l| 4] API 71§ A}-8-2+& A3} APl EZS AU T APL A8 AF8-A& A4 oF= W
o ol—o],y__{;qﬂzl API ;qa /\].Q.;(} xgﬂ% %g\_ }/\1 ;\]9_

Security Cloud Control Terraform A| &2} 2] %] 3 o] u}-2} Terraform % %4~ 4] Security Cloud ControlTerraform A -
A5 T4y o

of A

terraform {
required providers {

cdo = {
source = "CiscoDevNet/cdo"
version = "0.7.0"

}

provider "cdo" {
base url = “<the CDO URL you use to access CDO>"

api_token = “<the API Token generated in step 1>
}

Security Cloud Control Terraform A 3-A}& AF-8-3}19] cdo sdc B] A5 A A SHE Terraform Z =5 2 U o} &1A|
Sl 1]-8-2 Security Cloud Control-sdc 2] 422=0]|] T g} Terraform | A| = E 2] & 2314 Al 2

o A

Resource “cdo_sdc

» oo«

my-sdc” {
« ) »
name = my-sdc-in-vsphere

o] @] A 229 pootstrap data 24 Security Cloud Control F-EAE 3 glo]E] 2] gho 2 A9 A1 t}-2- Aol A
cdo_sdc Terraform X5l #|&-g Yl

Security Cloud Control_sdc Terraform 552 AF-8-3}¢f vSphereol] 1 SDCE A Ad 1= Terraform T =& 244 gyt
of| Al

data "cdo_ tenant" "current" ({}

module "vsphere-cdo-sdc" {

source = "CiscoDevNet/cdo-sdc/vsphere"

version = "1.0.0"

vsphere username = "<replace-with-username-with-admin-privileges>"
vsphere password = "<super-secure-password>"

| RERRERE


https://docs.defenseorchestrator.com/c-secure-device-connector-sdc.html#!t-create-api-only-users.html
https://registry.terraform.io/providers/CiscoDevNet/cdo/latest/docs
https://registry.terraform.io/providers/CiscoDevNet/cdo/latest/docs
https://registry.terraform.io/providers/CiscoDevNet/cdo/latest/docs/resources/sdc
https://registry.terraform.io/modules/CiscoDevNet/cdo-sdc/vsphere/latest
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Terraform =5 S A}-83}o] AWS VPCol| Secure Device Connector 1~ .

vsphere server "<replace-with-address-of-vsphere-server>"

datacenter = "<replace-with-datacenter-name>"

resource_pool = "<replace-with-resource-pool-name>"

cdo_tenant name = data.cdo_tenant.current.human_ readable name

datastore = "<replace-with-name-of-datastore-to-deploy-vm-in>"

network = "<replace-with-name-of-network-to-deploy-vm-in>"

host = "<replace-with-esxi-host-address>"

allow _unverified ssl = <boolean; set to true if your vsphere server does not have a valid SSL
certificate>

ip_address = "<sdc-vm-ip-address; must be in the subnet of the assigned network for the VM>"

gateway = "<replace-with-network-gateway-address>"

cdo_user_password = "<replace-with-password-for-cdo-user-in-sdc-vm>"

root_user password = "<replace-with-password-for-root-user-in-sdc-vm>"

cdo_bootstrap data = cdo_sdc.sdc-in-vsphere.bootstrap_data

}

8748 VMol = 7 " 8] AFEAK root AFE AR} caoth= AFE AN 7E QLo VMO IP FA = A o2 A Y

cdo_bootstrap data /3Ol cdo_sdc B 427 A E ) A E bootstrap data 5732 Fhel A H YT}
A5 terraform A8 L terraform A4S AFE3IY] WA © & TerraformS A & sl A&k o}

A o Al = CiscoDevNet2] Security Cloud Control AH& 3} A A4AE HZH4 A L.

SDC7F 1 S 4 8 A5 U7 242 AHE3ho] vSphere VMO A ABETL cao AHEAR 21
Q1 Fol thg WY S AT

sdc host status

ol mpe} 5 0% vhe-g Aasof & 4 T

sdc host configure
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https://github.com/CiscoDevNet/cdo-automation/tree/LH-70404-add-vsphere-as-an-optional-example/vsphere
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« Security Cloud Control F-E2~E 3 ¢|o|E], AWS VPC ID ¥ 3l A B Yl ID7} A=+ &213HY
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module "example-s
source
env
instance_ name
instance_size

dec" {
= "git::https://github.com/cisco-lockhart/terraform-aws-cdo-sdc.git?ref=v0.0.1"

= "example-env-ci"

= "example-instance-name"

= "rba.xlarge"

cdo_bootstrap data = "<replace-with-cdo-bootstrap-data>"

vpc_id
subnet id

—

o) gg qi ol oAl tg

s
>1

= <replace-with-vpc-id>
= <replace-with-private-subnet-id>

E-Z2 Secure Device Connector Terraform F8 < 2230 A Q..

%74] 2 Terraform _,‘E_Oﬂ /H instance lda E o= I:Eﬁh’]r/]'

output "example sdc_instance id" {

value = module.

}

example-sdc.instance_ id

instance_id & AF&-3}%] AWS Systems Manager Al A #H2] ZHSSM)E & ¢t -4 3l A4S 913l SDC ¢12~' 2of A2
o

2% AUk A

T
£ 7153 =38 B-=2 Secure Device Connector Terraform =5 9] &3S ZZ 354 A
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https://registry.terraform.io/modules/CiscoDevNet/cdo-sdc/aws/latest?tab=inputs
https://registry.terraform.io/modules/CiscoDevNet/cdo-sdc/aws/latest?tab=outputs
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
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.
* CDO-SDC-VM-708cd33-2024-05-30-2031-disk1.vmdk

* CDO-SDC-VM-708cd33-2024-05-30-2031.mf

* CDO-SDC-VM-708cd33-2024-05-30-2031.ovf
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sudo sdc host configure

ERREEN


https://docs.manage.security.cisco.com/c-deploy-vm-used-for-sdc-and-sec.html
https://s3-us-west-2.amazonaws.com/download.defenseorchestrator.com/sdc/CDO-SDC-VM.zip

tufel = |

. £ 3 7| u] 2 Secure Device Connector X Secure Event Connector=- Cent0S 7 714 ™ A1 ol A Ubuntu 7} # Al © 2 wlo] 1ef o] A

%

Fa emoladold 2AYE AN E F UFUT 2AYUEE F EA ] lom 7t uAE A
et vl Leo]d e Al ~E R FTh

. U]’O]j_?” O]A‘i ./_\_5_%57]' Jé‘"]/]—n‘i SDC7]— /\H VM_Q_E U],o]_j_a] o]ﬁg}g}\%% OELE]'E‘ ﬂﬂ/\]]]7]-
FA UL SDCE vlo] g o] A Fo| & 8 o] B8 1= X F T

SDC vlo] 17 o] A
g2}
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curl -0

https://s3.us-west-2.amazonaws . com/download.defenseorchestrator.com/sdc-cli/sdc-cli-package-latest.tgz
&& tar -xvf sdc-cli-package-latest.tgz && chmod +x ./install.sh && ./install.sh

3. e wEe Adden mErEs g,
sudo sdc migrate now
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1. Security Cloud Control H| I Eof] 2113t}
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curl -0

https://s3.us-west-2.amazonaws . com/download.defenseorchestrator.com/sdc-cli/sdc-cli-package-latest.tgz
&& tar -xvf sdc-cli-package-latest.tgz && chmod +x ./install.sh && ./install.sh
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sudo sdc eventing migrate
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sdc stop

4, docker psE E}}‘] /gégé}o:] SDC /\EVS(E O] %X]Q%}CX] 5_']—?‘@—1/]1:]—.

5. o]x vMoll =aRletar vh5 EHS AP FU
sdc migrate revert

6. ©]% SDC7} &4 “FEjol i ulel A=W Al VMO Z Eol7t i H & At
sdc delete <your-tenant-name-here>

7. BEh9AE @S] A2 LA AL SDCE YTt ol S AE 9] [P7F Afo] =] A B =4
sl gt
o] AE APl A IP7} Al TA R THA, A e &S 8 ¥k Hepe- A5 A= 3L
2 5 oAl S g

8. SECmiol o] S HEged tha WS Ayt

sdc eventing revert
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https://docs.manage.security.cisco.com/index.html#!t-use-health-check-to-learn-the-state-of-sec.html
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SDCel t g SSH A4S A AU 71 w19 £&S5 31 CDO AFEAE 213t}

[P F4E HA37] Holl SDC VM Y E L A Qg Ho] 2~ A4 AW E B vhs HH S A8y
[cdo@localhost ~]$ ip addr

AQEjgo] =9 [P =45 WASIHYE thg HH S AFESt &2 E A4S AA A )

[cdo@localhost ~]$ sdc host configure network
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[cdo@localhost ~]$ sudo su - sdc

[cdo@localhost ~]$ sdc start

al

VMe] 2&4 o] Wakg AT A4S ghol LuhEA) BT A ) el 2ES FF o2 AYs 3 e

7h AT

L

Security Cloud Control AF-&2} QIE]#| o] 25 S-&ll SDCO] AZA S &1e = AdFH T o Z A 321 ™ Security
Cloud Control o =] 7| o] A8 & 31 Administration(3+2]) > Integration($) > Secure Connectors(H.¢F # 9 E)
H o] A & o]5FTh

H o] A& gk M A= AP FA4E WA g 1ol al

Actions(2F91) ol A Request Heartbeat(SFEHI E 2 45 S UL SLEHIE Q74 A3 HA A7} FA] 5] 4L,
upA 9t stEH| Eof] A A datef Al gho] A HofoF gt

re

A



re
iih)

| clvtels

Secure Device Connector A 7 .

Secure Device Connector #| 7
A

Warning

PN

o] A =}oll A = SDC(Secure Device Connector) S 21 AU T o] = H = 4 g5 U o] A3 & 5
g3t 3o = A SDCE A X OFj tjulo] 25 tpA] A4 wj71%] 3 SDCol| 1A% tujo] A& 3
2 o gls Ut tuto] =& v A sk e thA] A 28| of 5F= 2t vl uto] 2of] t gk Fhe] 2} 244
28 ohA) Aol # 4 Ak

H W E A SDCE A A3t A tfg A& @t
Procedure

WA AHA S SDCe AR BE kol 28 AAG U the T /b i F sk s H o,
« 3 Tjuho] A8 ThE SDCE o 51711} SDCOI A S48 HojLhAI Al & A Al vl & o}l & a4l A

[©)
.

« 2kA| 8k SDCOY A A H EE t]Hfo] A~ E Security Cloud Controlol| A A A g T}

a. SDC°ﬂ /‘1 AFE-SE B trlo] A5 A el 5 U S SDCE AF-8-319] Security Cloud Controlol] ¢34 5}
T Hnke] & 37 S A L.

b. Security Devices(}.<}F

W_VL

uho] 22) o] Ao A A# 5k W= Ciufo] 28 M el g,
ekl

c. Device Actions(T]H}-©] ) ol A Remove(A A)E &

o},

Al 2 9% ol A Administration(¥2]) > Integration(E3}) > Secure Connectors(X.oF AN ENE =8 3 o}

w7 3 Secure Connectors(:.¢F 71 Y E]) ¥l o] A & Services(A] B] 22) #H o] A o] A wpekA] Ze] ~ B ES 23 5 Secure
Device Connector(}.9F t]ufo] 2~ A E)E A &gt}

A 4 Secure Connector(}H.¢F AW E]) H o] E-o| A A A g SDCE A B gt} o] A t]ulo] 2 G=7} 0o] o] oF gt}

@A 5 A el A @ Remove(A A)E 8 FU T v A a7t sEAE YL
Warning
<sdc_name>S AHA| s L U Th SDC AHA = ¥ 53 gl Ut SDCE AHA| 81 tuto] 25 LB Y st o
Al XY 37| def A SDCE A st &1 sl oF g

o

wEE tuto] 27} 90 2 SDCE A A Stel W A SDCE AT F P lrhol 28 Al ddska 47
thA] Al a0 g,

« oL} -2 Ababo] 9li= Z-$- Cancel(3 )& 228} Security Cloud Control %] 10 2] 3} 4] 4] &

ofy ret

A7) 2
He

|45 521 9 <sde_name>2 4 ¥ ekl 912531 OK(5He) & 22 ik,

)

Hutol = 12
I .Ellﬂll


managing-meraki-with-cisco-defense-orchestrator_chapter5.pdf#nameddest=unique_7

Setel =9z |
B socoeiasacs

o
ins
I
ot
i
0

A 6 221 3} ARl A Al R sl e i A a1 WAl K] of] 19} 9l= SDCE] o] &
GHA 7 OK(EHR)E =8 35te] SDC AlAE &1t

SDC <1<l ASA ©| =

Security Cloud Controli= H|
o 4] t}& SDCE ¥ 3 ASA

% o124 SDC A& AT e, B AR ARsted 2 sDC

lm
mlm ko

L ZAA

S A1 9Z Fo A Hol tnfo] A2 Fal o)

9A2 ASA 1S S YT

@7 3 Th2 SDCE o] 582 = ASAS A}

] 4 Device Actions(t] HFo] 2~ 2}4]) %ol A Update Credentials(A-4 578 @ Hl¢]|E)E =3 ot

YA 5 Secure Device Connector B] &< 28 3} 11 t]nfo] A2 o] 3] = SDCE A el gt o),

A 6 Security Cloud Control 7} T] o] 2~0]] & 71218} o] AL-8-31= #a] 2} AL8-2} o] 23} ¢t5 & ¢

]E)a AUt WA R o AL A A} AFE A} o] 23} AP ASA LR Y

ey} o]g] st WA AFEFS tlufo] 20 &3 A e = g &)

7%~ 3 SDCO| A TF= SDCE ASAES U]k 0.2 o] 53 4= 9) 51T} ASA
Oﬂ %XV%‘ %—“é o] = A5 3k Hoj 3lte] SDCol A tFE s 2 o] &l oF gt}

1St Tlute] 2 AME o] & M7
L ZAA

A1 92 Ao A Administration(22]) > Integration(E$) > Secure Connectors(H.¢F 71 Y E)E A &l gk o},
@A 2 o] F& v = SDCE At

G 3 Al G E o) A SDC o] & Aol = HF o}o]
&7 4 SDC] o] F& HhE Ut

T
il ﬂJ
g

=g
=2

ot

g},

Security Devices(}.F t]v}-o] ) ZF2] Secure Device Connector £ B & 3 &3} Security Cloud Control

Qe o] 20l SDC ©]5-©] HEhe wjupe} o] Af o] F-o] YrEbd 1t

W e a4



re
iih)

| clvtels

Secure Device Connector ¢ t|©] E

Secure Device Connector & tlj o] &

o A48 £ A2 EL ASTUL. DU 22 D0 A5 o2 JulolEn o] A 4
7 ek 5

a1 a7} et RS S gl o] EE Al dalof & % ol o)

Procedure

@711 SDCo AAFY T SSHE AF&-31e] AZASHAY stolHuto] Ao A £& BI]E AFSE 4= 5 Y T)
A 2 B AH (DA O 2 cdo)E SDCol| =1l T},
@A 3 SDC =A ZE o] & Y dlo] E3t# ™ SDC AH&-AF= 2 35 T

[cdo@sdc-vm ~]$ sudo su sdc

[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~1$

o7 4 SDCE Y 1elo] =y
sdc upgrade

Note
SDC 7} w Aol A4 duolE 2 /4] &g

ZA o] WHIT Bt 3 o 4] whe] A Aol whe} Ubuntu 213520 4 A %= SDC VM-S U E " skal Y dlo]
A-8-3ll oF gy tt. SDC VM©] Lﬂ A= 87 el M Bets fAstal H A o2 st s v Bt A&

Moz YEsi 44T AL %

<! Security Cloud Control B E ol 4] of 2] SDC A}-&-

o, |
N

HdEl thel & ©]d<] SDCE 538 45 Ast glo] § B2 tnfo]l 2 B2 5 35U

S SDCAA el & 5 QL tvbol 9] S a i ekl 2ol TAE /1% % P 74 st

710l upet Eebg Y.

HWE] SDCE FAge R dX| e 4= AdFHHh 2 SDC= st M EH A AIHEE e d
UFUTE o] 21§ SDC= 3l F I E Y = Al T E 2] tuto] 25 5 A g Security Cloud Control H|
Ed AAg Y} o8] SDC7F $12W A 2 th 2 Security Cloud Control H|H EE Al-&-3lo] A2 U

5120 Al ol A e ko] 223 sl o g,
A B $45 SDCE ST Ak A MA SDCE T Wek syt

cHWES 27| SDC= HYES o] 5 524 1S B3 YUY 2 F7FSDCE A U= |

" AH Y

ERREEN



tufel = |

offt
e
ot
w
o
[x}
il

A}-8-51+= Security Cloud Control T H}-o] =~

= 3 SDCE A}-&5}+= Security Cloud Control T] B} o] ~

&4 & SDCE AF8-3F<] Security Cloud Controlol] 172 8}= &= Hufo] 25 A st vh5 da-&
T
Procedure
A1 92 Fo A BeF TlHlo] A~
o7 2 Devices(t]H}o] ) B8 &8 3fo] tluto] ~E ZH5UTh
@A 3 e tnfol & §e S TR
oAl 4 FE 7o) ofn] X gH 75 Se curlty Devices(F.<F Tl H}o] ) 0] %] Abekol] 1= clear(#] $-7]) W &L 228} o]
Security Cloud Control 2 #2] &= R tjnto] A~ 2 Mu] 25 A g},

w5 Be wE T g 2Ystel A vl PP
A 6 = E] 2] Secure Device Connector(X.¢F tjnfo] 2 A W E]) A A o A 913} SDCY o] &5 &2l gt} Security

Devices(}.9F tjujo] ) g o] X o] &= H E] o] A A &) g+ SDCE -3l Security Cloud Control®l] 174 3} t]n}o] =4k 31
Al

GA 7 (A9 AR DY Hl el A 7 ZEHE AEste] A8 oS A sy T
A 8 (A e ALE) Alo] SrEH Securlty Devices(.¢t T]Hlo] &) #H o] %] Abthe]] 913= clear(X-$-7]) H| &5 &8 &1

off

Security Cloud Control & #2] 8}+= EL& t]ulo] 2~ 2 AH]| A~ & FA| YT

SDC2| =42 Bl A =vHE] 2ho] 4l

*amqplib *
amgplib copyright (c) 2013, 2014

Michael Bridgen <mikeb@squaremobius.net>

o] @714 *amqplib”= MIT 2}o] A o wpe} 2fo] A 27 F-of Huth A& o] i Ee] 9
LICENSE-MIT 3ol A AU thEoll M e 2=dd 5= 354

http://opensource.org/licenses/MIT

*async *
Copyright (c) 2010-2016 Caolan McMahon

w aXEolet A A g (0]5 TAZE M) AR S S5 EEANEE X AL EO S
ARk ol vh= = gler, ofol] th ik ] &2 kA kst 1L AL E o) o) ALE, EAl, A,
S5 A, T, 8he Bhold s Fo] Bl A E o]l *Hié deE T3 AT gl=
& AT duth B3 RXE oS Al Abghel Al o] ¥ g A ] & Fof el whel v 21
off whehof gt

H

i

r°*' rip
::‘4

ol

o,

i rlr

W e a4


managing-meraki-with-cisco-defense-orchestrator_chapter2.pdf#nameddest=unique_45
http://opensource.org/licenses/MIT

| cutelzaa

919 A2HE FA S o] 7k EAE RE RXEY 0] o] AR E A A o] ZF ] ofof P

.

¥ REEG s YA A Ei FAH Q) ofu] § FRe| WEE A e FE( Qe o)

AFG UL ol = 44, 54 ZA S B R e1o] 9 AN 84S 5o wFo] ¥

oA ol T B AT BT AR L A
33} #al S

2

%Léﬂiﬁfﬂﬂﬂ%ﬂﬂﬁ A& AA FEU

* bluebird *

MIT 2}o] A 2~(MIT)
Copyright (c) 2013-2015 Petka Antonov

B 535 ol o el 4] (015} T E ol )9l AHLS 85T W E AL 2 L
AT gLl e = slon, ool Wl vl g8 RS G ol 2xEA g
B, A, 75, 59 Bhol s ol 9 s mE o] o] AHLS S o Al 51
ﬂeﬂ+ﬂwqmﬂ*dEﬂﬂaﬂ+m°&%ﬂﬂ11&%&%%@@% 2} o9
o whghof gt

919 A= EAI9} o] 87k AL HE ATE o] 9 AR = AP H Q) B2l E3h5]o]of g
o}

B RZE o] s WA EE HA Q) o)W R HFE LA e AE(E AR
ARt oldle 494, 54 20 o 434 L eele) AEE Pt 2 5ol nEol ®
FH Ak oo §A R A= Gt

e 1
fin
-39
4 o
ol mlm

10
#
::‘
ol
o,
R

byl

G Aol AL EE A 0 s
3} ghelstel Aok 5], B A9 wE v)E A9 5o 24
A4 et

* cheerio *

Copyright (c) 2012 Matt Mueller <mattmuelle@gmail.com>

& o mEsojsh e £4) el(e]sh "L EERO )] AR S AEY RE AL L LEE &
A glol hE 5 low, 010 tle vl & PES @i o) £EESl ool b, Bl 4,
FE, A, 5, 519] ol A2 Bl L amEgolo] ALS et Yol T EHE AT G T

Q8 ABIIT, B, 2 g0 S ABUE Aol o] 2] Aol & o] 2ol
of whefol g o,

$19] A2 A9} o] 37} HA = BE AL E o] o] AR i A9l N ito] L eE] o] of P
.

£ aE ol A S R0 ol B R T H T S YACAE a2

61—Qx] =l o] oﬂ zﬂ-ZJQx]‘_‘:‘ W}—
EE AL Eg 0] AHg EE
9, =3l = 71 ek Aol o5

b
T
g

mp i

O
_{
é
_>d
_|>i
24_4

[T_11

1r
2

_L|>i
i
e
"L
ﬁ
M
lkl
> [
j_i)“
o

ERREREN |



B soco

to

Il

B
>
Xﬂ

LG A=

tufel = |
= e efo] 42

* command-line-args *

MIT gto]d2~(MIT)

Copyright (c) 2015 Lloyd Brookes <75pound@gmail.com>
EAZEHolo 24 el(o]3f "L EH o}l RS A5 0
A%k gl 1@2 o, ofof thEhH]§2 FetA] G UL o= AZES O] O AHE, A, 4,
S5 AL T 8] el A s o] B A E S0 o] AHES st dEE X3 AT fle 7'4
o) A F L. 23 E gJo] & A B UL Aol A o] 2] a) el & 3ol ool whek Th3e] 1l
of wpefof gt

el A% TA 9} o] 37} FAIE RE AL E o] o] AR = A G H Q) Fio] E3hu]oof F
o},

B aTEdol WA A B HAH ofm @ FHe) WEE LE A ke Bl 2w
AP ool 34, 54 HAlol o] 134 1

].F/]—O _H%_/\_—J:EOJ(HE

’l

S Ak olol] @A G oW @ F 9ol AR E AL WA B AZE o
E amEgolo] A = e 513} ashel Aok Y91, By A9 w /e A9 Sl 2o
o), &3, = 718k Aol e A2 A4 U T

* Ip *
o] AL E go]= MIT gho] Al 2=of ufeh eho] 4l 2= 7} H-of b,
Copyright Fedor Indutny, 2012.

¥R E g o] s} 3l BA] 512 (0] 3 A X E o] o] AHRS HE HE AP B ATES
AT glo] T 5= 91004, ool h g ] &2 FiHA eruinh ol ALE o9 ALE, B,
E, A, TF, 319 Fol A Hof 0 2mEg oo ALRS el el e T AT g
98 AFTU B, RTEOIE AFWE A A o) @ Wel T ol Gl nek 29
o whefok Fajoh.

Slo) AR EA 9 o] B)7h EA = BE £mESojo] AP Ei AR A R 2o X5 ofof g

o},

AT E o= WA B HA 4 %) ke AE(UYE AR
AUt olell = AU, 54 HA o] A9 B el Ay E et & o HFol ¥
SHE| 2| gk o]0l A 2 &= Tl o u g Aol AZAF i A BAAE B AT E o
Ee ATES OO AME = Ve FH 5 sho] Aok 9, B 9 = Ve 9 5o Fel
o, &3, == 71E AQlel tiaf A ols A

o]
>~z
—'__

-

T

Z£7

r_‘_‘ F” o, mlm

r 0
2
g
ok
ofN
S
lo
fz
o|\
ki
kel
i

* json-buffer *
Copyright (c) 2013 Dominic Tarr

& aLES o ek ¢l M dped(o] g nAaZ E g o)) o] AL S 853 KBS AL
Al glo] tha 4= glow, o] ol th gk u] 8- F-ahA] et ol A ES 0] 9] A}
F AN, TF, 9] ol A s Rl Bl A ES o] o] AR sl e E & &
Bk ﬂlﬂﬂwv} 5 AL E O] E AT E Abgol A o] 2@ A& H-of gl whe} th5-o
o upEteF gt

W e a4



| cutelzaa

919 A2HE FA S o] 7k EAE RE RXEY 0] o] AR E A A o] ZF ] ofof P
.

¥ REEG s YA A Ei FAH Q) ofu] § FRe| WEE A e FE( Qe o)
AFGUILh ol = 44, 54 ZA S AP R ele] 9 AN 8s Fo wFo] ¥
A o] o G5 A= Qg Tholw g 4 F-ol 1 A A} s A4 1A

i R E o] o] A1 = V|ek A el sh Bl ste] Aok, B B FOoZ A AT jW @ 2
29, =3, i 71E Al WA S A gk

* json-stable-stringify *

o] A ESJol= MIT gho]d 2o wha} -5 YT,

& e mEgojs) e £4] Hel(e]s "LEENO ) AR S AET RE AL L LXE o &
AT S SO, olo) 82 e S ol sEdleld AL, A 5,
B, A, 5, 39 ol A2 ol W AXEg oo ARS Btz 1S £ AT G T

SR B, £, SR E Aol AELE Aol A o1 116l £ ol o] chel 0 29 %0
ol k2ol gk,

949 AL EAI 9 o] B7h A BE RZESojo] AR E DAl 2ol L ofof F]
o,

B AT ol PAH Ei HA 0l oW F FFY NFE TP A g Au(redE YR
AFHU ool = 494, 54 BA0) o AFA % el A B AaAsA B 5o nFo ¥

FFE Ak ool S5 A FEUh o W e Aol E A EE AL BEAE B 2T E g of
(= 391019 AL S A1 Ak gheleto] Aok A9, 9] s A1 99 5 2
4] ek,

o1, &30, = 71e Aol e A2

=5}

* json-stringify-safe *
ISC 2}o]d 2~
Copyright (c) Isaac Z. Schlueter and Contributors

9o A2 317 9} o] H7F A 7F RE ARl £FH O Q= o AT EY O] S H] S
wglo] ol HH 02 E AN, HAL A BUEE 5T 4 9l ddko] o

B AZEGoE YA H EE HA S ofm g FRO| W% TFHA e FE (Y TR
AFHUT ool = 494, 54 B0l o] A % el A& Aalsa @& 5o mFo] ¥
G A e olo] AT A T oW F Ao AL B AEE o)) A EE
Pl sto] Aok, Tha i Ve B B2 Qe) WA oW A WA, A, PR, 5, A
A s A3 Sl A HE EE AN 20 22 AL, dlol i olole] 4, A1Y B X

ety ofof =gk #] ek g)ol sl U A A gH

* lodash *
Copyright JS Foundation and other contributors <https://js.foundation/>

Underscore.js, copyright Jeremy Ashkenas 7] 5+

CLOEEE


https://js.foundation/

B soco

to

rld

B
>
Xﬂ

LG A=

ool =

2
i)

=3} E] 2ol 2~

DocumentCloud ¥ FA} 2] ¥ 2 H 3] R}<http://underscorejs.org/>

o] AT E o= B2 WY ApEA Vo 2 FAAE YT A 7o WL thgol A Al E =
https:/github.com/lodash/lodash 7] 7 W] &S 23} Al &

O ghol Al 2= TS5 Al 9l 8haL o] A E 9o} o] BLE Fitol] A 8-yt

ol gfjof] -+ &}

%iEEﬂﬂ%%L%Hﬂ%@RP*EEﬂﬂWAHE% S
A7k ghol vE = 9lom, ofof thgk Hl*"n‘i FEehA syt o=

sz
Lin
N
4 o
ol m[m

&5 AL TS, 89 ol 2 Fo] gl A Ego] 9] A}—‘ig{r w3k feEl s e Als gle A
aEﬂ+ﬂwqwﬂ*dEﬂﬂaﬂ+m°&%ﬂﬂ11&%&%%@@% E e o ¥
of whefof gt}

o] Az A} o] F7F BAIE BE 2T Ed o] AL B A A Q] Biof Eghy] ofof Fhy
t}.

AT E O = HAA B BAIAR ou et TR HFE XA G FH("UE IR R
AFHUTE o]oll= 43, 54 H4d 9] A4 R eI A& st &5 T BFo] &
S| A ukolof] B H A= hHUth o 3 B ol = A2 A s AL B B AT E 0
O AbE H= s ) st Aok, B 9] T o= Qs WA gk o gk A g A, 1 A, A
54, 984 s A S (A AdE s A H 2] e ARE HlolH B o] 9] o] &4 ALY
TS ety ol = ehE A eFg)ol tisl] A A S XA FHUTh

MZ o that A2 2 e A= CcCoS 8 £/])H U MZ o= B AHE Yo &

A RE 22 A= Jolgyd

CCO: http://creativecommons.org/publicdomain/zero/1.0/

node_modules % ¢ Al T e Eelo] gtz kel e 2] ehol 27k QL= o] A E glofel 4] ALS
shi= 9] ol 4] fx) ¥l 5 ol nel el ALtk §oi7k 9] ojst e 4 Qomw By §ol2
9ol = Ao E5UTh

* logdjs *
Copyright 2015 Gareth Jones (V}2 @2 Al E2] 7]o] ¥}

Apache 20141 2= 171 2.0("2}o] 1 "ol w2} 2ho] 427} o]
3l o] WS AF&3F = Q) thSo A glo] Al AR S o
http://www.apache.org/licenses/LICENSE-2.0

NG WA LT NH O FolahA i & e Aol mhet FEHE 2ZEg o] YA

o] BA o) E of w3 F70] mFolut 27 glo] "9l Atk 2" FEHH I rhebol 2] whe
A9 L A A B3 54 doft dhol A8 BRI L

mlo ok
il
M
¥
ol
B
&2
rlr

o}, 2ol 412
gk,

U
Z[:

ﬂl

O



http://underscorejs.org/
https://github.com/lodash/lodash
http://creativecommons.org/publicdomain/zero/1.0/
http://www.apache.org/licenses/LICENSE-2.0

| cutelzaa

SDCO] 9 Z 2~ W =] glo] .

* mkdirp *
Copyright 2010 James Halliday(mail@substack.net)
o] ZRAE = MIT/X1L el ol whe} 55 = 78 22 Egof iy,

W EdO) o B A FA (O] "AZES O AFE S S5 REAE L AT EOE

Ak 31 ]E}E T glom, ol ek B] &2 FeatA] dF U o= L E o) o] AL, B, 7,

S, AN, 5, 59 kol A Rl B AT E o] o] ARG Wulshis AelF T AT e T

7= xﬂuﬂqn} FGH 2T EAE AT ALl A o] g B & Yol Pl whEt ok o] 21

ol whekok .

9o A A FAI9F o] 37F A= RE LT E o] o AR = A A9l Kol E5}Eofof Fh

ct.

w AZEolE YAIA e HA A oW d T B XA 2 FH (e adET) =

AEPUTE oldl= 9, 54 Al 43 %

e ARt ol ol A A= FF U T o = AR EE ALA B E 2 AT E ]
Cl A

JoF 39, B9 9 i vEr 9] 5o Fa

* node-forge *
A 22 BSD 2Hol A 2= (37) 23
Copyright (c) 2010, Digital Bazar, Inc.
All rights reserved.

o 23S TF= A5 o Fell dAIgle] s H wtely Y] g o w AThS g Aol 5§
Hu,
* s AT o] A FEE 9o AE FA, 0] 27 E= 9 okl WA 23+ §-x] & of g},
*uboly ] P o AFFHE 750k 3 AlTE AA SRS 71 Abmedl §19] A2 214, o]
27 %% 9 ohg W 232 BAs ok gy
* Digital Bazaar, Inc.9] o] §o]u} 7] 4k9] o] 52 54 Abxl A1 87 glo] o] &L Eg o] A 5t
AE AES BEs AL TR g AF&E S gl

o] L E o)z Az ARel 7o Abe] o &l "l AR Al e E Y,

Uﬂ}\]ﬁ C =
[e} T
AR S AU S XD 0L 0T AYA L A1 D Y59 % DIGITAL BAZAAR

1
5 A

EAl A o2 A=

Coju g AR A, A, B, 5, AN e A SR 4E EE A 2] 2 A
&, ol Ei= ojole] &4, Al FES T aH o)o] FHeuIA) k2ol el BYL A A B

o). ol el & & a7k Aok, QA @ A<, B 93w 71ek E3hel dhe o w @ A o £ o
Aste] wAsh A o] ok 4ahglel, 81T ol o) A Aol A& AbHlel AW, o] A

ZEg o)) Ao Qlel A= o w7k A o] A A A ehs Y

* request *
Apache License

B A 2.0,2004d 19

ERREREN |



B soco

to

rld

B
>
Xﬂ

L=

tufel = |
= e efo] 42

http://www.apache.org/licenses/

g, BA D T E T Rk

1. 749,

ehol H 2z o] o] A M 1014 9714 Aol F ALG, HA] © T Thek 2L o v P}
vehol A Al FAE ehol Al Folsts AL 2 fA E AR AT SAT PAL
m g o,

A A A9 AASH Y AAE BARAL BARAL FE EAS] Qi hE BE A4
23 o) gict o] Folo] BAg EAE () A EE /I B0 Y el
© phel 2 fushs A7 A9 T i (i) 509 L U B walFA, i (i) 919 Y

(<3

H
e
o X
_0|L
=

") Aok i v el A o 2 W 2o Al 2ol o] 8] ol E AL S AFaHE )
QB Q1L QU EA (i) TE 5 500 o] 48 2 F T el A, i (i) 12 @ W ele]
_]

P AR A 2ol R A A A2 A (el obel] ol Al )l A E T 2 2ol
Aol whef AR 7hE 3 s Ham WA G A o) A S o v gy,

MR A E xw%g 710 2 ShE(EE A AR A A E) dE EE A P2 BE A
2A2S ouay A AR, 54 st = 7 el A o] AAH i xﬂx}ﬂ HAE A4=
WUt 2 o] 2ol A wgg—e Az 5 T s g ) el A EE A s AU /TE A o] 2o

it ‘%EL(BEE ol F o AA)H = AFtE 2 E36HA %SHE}.

B AL AGB] TS e AL LfA EE ALH RFAES Aol A
L= ) B o] ol sl bol A S 0.2 AEE A i Gl

LE EFDALEE AUGUL 0] YA AT Al A
o ehol - 74 e 1 el elol Al A s R E Feo) A4, P e A
A% 2 o0 r+@ﬂﬂbﬂﬂﬂ~¢ahkﬂﬂﬂﬂ£ﬂ°iﬂﬂﬂAavvwr~amaﬂ
of #elahis A WY B, 42 mE Ao] AlsE, BAl FH A 29 Fo AR ol de] £
=] olo] Fe A BEITh B, AL 2FA7E I TR ] obgn e WA 0 EAISHAY AW
oz QT AFIAN AL sl H T,

"7lel A el A2 Al A L ehel A2 Al AT A Bhe] 7] 0] B8 el A) Tl BT BE
Q) el o] g,

2. 424 2ol 4122 B0l o] eho] 9] 271 nher 2} 7)o A= o) =4 7]l A A o] 31 A A
A1l W58 A0 5 01o] S o AL A G A ekl A g, A
459 029 G4 AR 22 EE A Fe2 Aol dadn FE U
3. 53] gho] 112 o], B ehol A 2] ofpho] npeh 7} 7)o} iz kel Al A LB AA, A, B
Ak, o, 74 2.7, 71 ek WAl o] o] A% 918 A 7A, A, nERA, 2 F D 2dY T, A9
THS R A Mol A H 79 A|9]) 55 eho] A F Fo] FLich, ol 3t ol 2tz 7ol A7}

~
_I

m{u:

| RSP


http://www.apache.org/licenses/

| cutelzaa

SDCo] 2 &4 A = 5}E] 2Fo] A

ol & ¢ 9l SRt A &5, o= V& TR Es o E o] AlFE AFEde] 292
2 918 Ao 5 AU ASE ANE EE AL B Jlol7h 44w 7)ol H 5
Al g ARk Fgshs ol | Rl tial 53 AF(Fol A wAF AT Ei vk 23S Al
718 739, 2 ghol d 2] mrel 7| sol A ol fl WE 53] eho] iz ) e e @ ol A7)
9 dao] 22U}

4. A5 Fote U 20S F56E 49 1Y o Lol BAQle] BE A9 2 EE A F
Now ARE i A ARES ARS AL D T+ dEUY

Ashz A2 i vp A Ao e SR B eho] o] AHg A F s ok i), e
Ashs S48 ol 787} A e BN el ol B £AE AReoF ik 27w

S AR E 0] Qo BAH A e BAE AL S ARE O] hzs P oA T BE A2,
53, 48 2 A% 1A E A THSE b AR a2 PA 07 f A8 oF Gk el n

Aol 7% 9] QR NOTICE" BAE el & Lash 45 Ask7t FHeh RE op4 4%
o= 719 9 NOTICE 3ol £3¢l 41 % 14 9] 9% 5 Q= Aol 3] ofof Gtk v 9)
A % Aol shbol gl 230 A AE: 27 A AR e] YV 5= NOTICE B~ E 5 ol 4
ShA) A BT G A B a2 A A oA EE o A2 o8 441 o
e o] oA 9 9 A3 37 QA ©.5 A9 4 NOTICE el o] g 3 A%
A BHL2Y 4B o) 4 Hol 2l WA GG AR NOTICE 9224 &
A 0 R E o PEHeE SR U 44 1
F7HHQ) S4 1A F F7HE 5 AF U A e

L ol 94 4] AL A T 5 S 016 5 A A 1 2
o) 2AL AT 5 AU 12 oW ALFE ¥ ol Aol YAH 2D F5F

o},

5.7191& A= 7Ast7t 22l WA eHA &= &, Fsh7F A ztael 23] el eholid 2 & 7kt Al
JrHo R AET HE 7l°4€L F7F o Qlo] & 2hol A 9] ofte] upelol gt 9 o] gl
L= EekaL o 7] o) o m gk W8 12 3k 7)ol oF e sko] 7l skrt 2hol s Al Akel A A E e
of ol d A Ak 20& EHX%]oWUr A ehA sy

=<
6. °FF. & ol d s A=l 4 E skl NOTICE 3t o] W88 Al g4tksh= o fHaafar
el AR ARl otk B 95 AlelstaL eol 2 Al g Abe] kg, Ak, AR whA B Al
olFE& AT 3

7059 ARG AP P B ) 8THE AU AEOR ol H ASE A 95, eho] 44
= Al E (R 2} 7)o A Ao 7o 2 mel At Al Fehe, WA Aol AL HA A 0% o
W3 EHe) wFo 2AE HF oA vtk o) A, wHY, $EY B 54 BH
A e o ul S wFol ) 2AL EFFIH A AGE ALG EE ATH AFHS
FErE 249 F9l0) glow] B 2fo]dl 2o whi Aiake] Wk BALo} el wE B
.

8. A 0] A oW g 9ol =, A (] F ko] HA LI A9, Al = 7)E} o) 2ol o, 3G
ol o)l 878 = A9 sl Aol i Sl @ v A Au o gheld A5 A9, of
H 7] o] A oz Q1@ el tha) WA o2 AeA A ehruTh o) 2] B Abg &
%*]——%—%15 o729 °H ul-/zgo} 0111] ZE’o ;de;H 7]-]:4';@ Ez,:zq O Hl A 1 ‘—75J,].x4 oﬂ(oq]

) ,TE—IJ—T_‘
Moo 4, 2] o, AFE 1w o), 1 9 WE YA Eoh E2S Tl A=

ERREREN |



B soco o

rld

f>

>
Xﬂ

LG A=

tufel = |

= 3} E] glo] 2~
A SAA FFUTh Ao s d 7]l &bl Al ZLefjh Ea o] 7he g o] e A ek vhirbA|
Atk
9. BT Wiz F7} A ek A%E H A AR S AT FHeE A4S Aokt A, v, A Ee
%ﬂﬂﬁéﬂ%ﬂﬂ%1aﬂMAummbwa4¢Q%m%}ﬂ&%%@%@?%%qw
ey ol gl o -5 S wol= ThE 7o) AHE Al ske] s shA] edal e = A] Al o] o=,
Al e] Al stol vt A E el of 5l sl W oluh F7EA Sl S et B sk oju gl
A Q) tha A = 2 7] o] A2 A A7) 5L Hrof st KBS 8] ﬁoﬁ B35 Aleste Ag-olwt 18
A s sy
o]4 orte] &
* rimraf *

ISC gtolid =~
Copyright (c) Isaac Z. Schlueter and Contributors
9o AR 149} o] &7} A7} BE AHRO] £F 0] Q= 3 B 2T EY 0] S 6] & o Ro]

o] o] 7]l F-of gt}

#glo] of Wl BH 0B E ALG, BAL £ WEE PEHT A A
=

TR ES o= YA A e BAH] oW 7 FHo] B Qe agEE
AU olell= A, 54 A el ] ﬁ%“é B ERIY] AR S HdshA 5 5o BTol X

= A gk o] o] gk ¥ 2| = eFF U o oW gk A §-of = A 2 2f = %_/}_EE%](HO S = A=)
Bl slol Aok, 31 EE 718 B A9 Q1) WA ol 404, 1A, P, 5E,
ag%éﬂ@€ﬂGW1*%ELHM*AZ“*HLm11£%ﬂﬂ°éﬁiﬁﬁ%%%g
S}3}x] o]ol] = 3kE A] k5ol tiaf HYPS A A FHU

*yuid *
Copyright (c) 2010-2012 Robert Kieffer

MIT 2}o] A1 - http://opensource.org/licenses/mit-license.php

* validator *
Copyright (c) 2016 Chris O'Hara <cohara87@gmail.com>

£ A= glo)s) #hel £4 FA() AL E Aol )e] AL ASE R E AL R LLEGO)S
A gl ]E‘ra e, ofol thEhH]§-2 FEetA] G UL o= AZES O] O A, A, 4,
B3} AA, T, 519 ol A Bo] D AT E o] AELS FAujstE Py E £33 A3 ¢l :q
7= xﬂuﬂqn} g AZE O] 5 A TS ALl Al o] 2] gk HEE F-of el whEt thgo] 21
of) 2o} g,

919 A EAI 9 o] B]7h EA = BHE LZEojo] AL i A HQl F¥ol L3u]ofof T

o},

W aEEgol WA A Ei BA Al o] md FHO WEE LH A e Au(At
1]

A
AT ool 4, 53 $Ho 9 434 L eele] Ael T WashA 2L 5o nFo] ¥
T A ol A& BTk oW AN AR EE AGH BHAE B 2TE)

| RERRERE


http://opensource.org/licenses/mit-license.php

| cutelzaa

sneel o =42 Amste) holi 2 [}

QF 22 oJYME|H OS] - MIT 2ol A 2~
http://www.opensource.org/licenses/mit-license.php
Copyright (c) 2011 Brian Cavalier

wazEdo]of e A v (o] " ES o) AR S 53 HEANE E AT EE
A glo] v 4= gl o] ol th gk v 82 F-ehA] FF Ut o= AL E g o] o] AR, A, =4
T AL T, B9 ghol s o] Bl AT E o] o] ALRE wlsls P B X AT (e A
2 & AT Th £, LZEd o5 Alg k2 Akl Al o] e @ Al & ol el| wheh vhgo] 23
off whetof gt

919] A A T} o] F7F BA= BE AT E o] o] AR Hm A A itel] E g of of ]

o},

BpTEg o] A4 i BAH9] o] §

e
ofN
S
= 1o,
a?
o|\
ki
Fel
ot
1
Y
&2
rlo
oy
55
rlr
u
=
tl
i

AT olol = 44, 54 BAol o 4§ R eple) Bl E AsheA 9y Hol mFol ¥

FEI Ak o] o F4H A = g Th oW @ Aol AR EE AN BEAE B 2ZE o

o AHG I 5t Brishel Aok, B A9 SO Q) WA ojw e N A, by A, F5A,

58, 9 i A9hE (A AE B A0 29 29, ALS, o E] Ei 0]9)9] £, ALY
W E s oo T A ekl el YL A4 e

ERREEN


http://www.opensource.org/licenses/mit-license.php

W ool

re

] H}o]

[»

re



3
=N

ar
El

M

i



3
=N

ar
El

M

i



	디바이스 연결
	Secure Device Connector
	매니지드 디바이스에 Security Cloud Control 연결
	Secure Device Connector 및 Secure Event Connector 실행을 위한 VM 구축
	VM에 Secure Device Connector 구축
	구축된 호스트에서 보안 디바이스 커넥터 부트스트랩
	Terraform을 사용하여 vSphere에 Secure Device Connector 구축
	Terraform 모듈을 사용하여 AWS VPC에 Secure Device Connector 구축
	온프레미스 Secure Device Connector 및 Secure Event Connector를 CentOS 7 가상 머신에서 Ubuntu 가상 머신으로 마이그레이션
	보안 디바이스 커넥터의 IP 주소 변경
	Secure Device Connector 제거
	SDC 간에 ASA 이동
	보안 디바이스 커넥터 이름 변경
	Secure Device Connector 업데이트
	단일 Security Cloud Control 테넌트에서 여러 SDC 사용
	동일한 SDC를 사용하는 Security Cloud Control 디바이스
	SDC의 오픈소스 및 서드파티 라이선스



