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Logging Settings

Auto onboard On-Prem FMCs from Cisco Security © Ensure that your On-Prem FMCs are
Cloud integrated with Cisco Security Cloud.
Q Only the integrated On-Prem FMCs are
onboarded. See Integrate On-Prem FMC
to Cisco Security Cloud.
Disabling this option prevents auto onboarding of new On-Prem FMCs from your Cisco

Security Cloud to this SCC tenant.
4 © Read more about how Cisco protects

our data here.
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Secure Connectors
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25 AAE ] A U ek JE Yo A2 HEY A *6H ‘jr‘:“‘ tjuto] 2o 7] AlE
Services Exchange # ¥ E] 7} Security Services Exchange = &-$-=0 9} 4| 2~3}o] FDM #2] t] =}o]
T AFHT

2220 A TS 2R YE7] Y&l =X dn A~ SDCYF 2 5tk WA A o2 Ay,
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o A7 Fv L nyg WS ALEE o] Fe- =04 A 48 S gl FDM 2] Hlufo]
® Cisco [0S tjn}o] 2~
® SSH M| ~7} 7} 3l tjujo] ~
T}2 BE tjujo] 2~} A H] 1= Security Cloud Control Firewall Management©| 2 &}-9-= A Y E] & Al-8-31o] A2
o2 ey n A SDCrF 2 28R 5yt
SDC  Docker
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12 B8 % Y E¥ 3 docker0l] 172.17.0.0/16

172.17.0.0/16%* Docker”} & St AF I VI EVESNAIP 33 F A= A5, 753
7] ol Docker IE Y =1 7] 2-2kS W7 3k v} SDCS(E) 75Utk A MEY IS A&t
Jetc/docker/daemon.json T3S H F g o}
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sudo vi /etc/docker/daemon.json

{
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"log-driver": "json-file",

"log-opts": {

"max-size": "100m",
"max-file": "5"

by
"bip": "10.198.0.1/24",

"default-address-pools": [

{
"base": "10.198.128.0/17",

"size": 24
}
(save and exit)
sudo reboot (required)
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7. DNS(Domain Name Server) A ¥ & -4 g1t}

8. NTP(Network Time Protocol) 4] ¥ & A g1 o},

9. SDC9] CLISHS| &1 &5 285 913l CentOSoll SSH A B & A A g},

10. Yum ¢J tj°o] E= 2 331 3 open-vm-tools, nettools 2 bind-utils 3 7] A = A %] gt}

o

2e 74

st

U

[root@sdc-vm ~]# yum update -y
[root@sdc-vm ~]# yum install -y open-vm-tools net-tools
bind-utils

1. AWS CLI 3 7] ] & A %] & t}. https://docs.aws.amazon.com/cli/latest/userguide/awscli-install-linux.html £] 1}
&5 Fxsl Al L.

( )

B +

--user = 15 ARESHA] v Al Q..

|\ J

12 Docker CE 3| 7] x| & “d X] &1 t}. https://docs.docker.com/install/linux/docker-ce/centos/#install-docker-ce 2] 1Y
1A 2.

o = =)
&S FxsH
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( )

B

"AFaE RSt AAT E S AR T

N

\§ J

13 Docker A1 1] 2+ 4| 2t8}an -6 A] A b8 2.5 2H4 515 o).

[root@sdc-vm ~]# systemctl start docker
[root@sdc-vm ~]# systemctl enable docker
Created symlink from /etc/systemd/system/multiuser.target.wants/docker.service
to
/usr/lib/systemd/system/docker.service.

1 % AH8AHcdo W sdc) A BUITh FE AHG Ao 23] oA 28X 9 ghe] 291 S5l E cdo
A8 AE AU sde A8 A SDC £ ABo]d & Aaeles 245y,

[root@sdc-vm ~]# useradd cdo
[root@sdc-vm ~]# useradd sdec —d /usr/local/cdo

15 sdc AH&-AFe] HEH 5 5 A jH T,

[root@sdc-vm ~]# passwd cdo

Changing password for user cdo.

New password: <type password>

Retype new password: <type password>

passwd: all authentication tokens updated successfully.

16 sdc AH8-AHE wheel ZL3oll F715e] ¥ (sudo) A g -] it

[root@sdc-vm ~]# usermod -aG wheel cdo
[root@sdc-vm ~]#

17. Docker7} 2 2] = E A=} 1—%0] *ﬁ A3 =Y}, CentOS/Docker B Aol whE} "docker” =+ "dockerroot" 2} 11
F-E 5 5 YT fetc/group 3+ S EFQ15ke] o 170 A FH A=A G ok Sdc AVEALE o] 1
o F7Fg .

[root@sdc-vm ~]# grep docker /etc/group
docker:x:993:

[root@sdc-vm ~]#

[root@sdc-vm ~]# usermod -aG docker sdc
[root@sdc-vm ~]#

18 /etc/docker/daemon.json T} o] §l= 749 LS A ekar o &S = vt A =™ docker H]
S TA] A2 T
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Vs

.
==
B *

"group” 719 128 15 ol o] o] 1 B9 fete/group HLo A 3 1 A hi=A] Sl g o,

[root@sdc-vm ~]# cat /etc/docker/daemon.json

{
"live-restore": true,
"group": "docker"

}

[root@sdc-vm ~]# systemctl restart docker
[root@sdc-vm ~]#

19 3 A vSphere £ A4S }% Q1 74 9- SSHZ 233l cdo AFEAFRE 203y}, 21218
sdc AFEALZ BAFUT A4S E 5 WAIAZF BAIH W cdo AFEAY] S5 & =Y
[CDOR@sdc-vm ~]$ sudo su sdc

[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~]18$

20. t] P E 2] = Jusrf/local/CDO = H 7 g T},
2. bootstrapdatadte A LS WA 3L

3| n) s Bek tufo) 2 A ME 5 npAe] 26 ol 4 7
AL REAEY OB 2 o] ghald] Eoj syt 39S Save(H F) 1 Th vi EE nano s AL-§-3te]
e AT 5 YU

2 FE~E g o]E = basebd = A FH AT o] E t]IH

d3}al extractedbootstrapdatadts FA =
RIRER A=

[sdc@sdc-vm ~]$ base64 -d /usr/local/ CDO/bootstrapdata >
/usr/local/CDO/extractedbootstrapdata

[sdc@sdc-vm ~]1$
cat B & Adelel e ol E BT Hel % O agH vole e v v} go] wAHU.

[sdc@sdc-vm ~]S$ cat /usr/local/ CDO/extractedbootstrapdata
CDO_TOKEN="<token string>"

CDO DOMAIN="www.defenseorchestrator.com"
CDO_TENANT="<tenant-name>"

CDO_BCOTSTRAP URL="https://www.defenseorchestrator. com/sdc/bootstrap/tenant-name/<tenant-name-SDC>"
B Us EES Adstd vadd FEAEF diojE o AAE 27 W2 R YT

[sdc@sdc-vm ~]$ sed -e 's/“/export /g' extractedbootstrapdata > sdcenv &&
source sdcenv

[sdc@sdc-vm ~]1$

24 Security Cloud Controlol| A FE~E | HEE the 2 =3t

[sdc@sdc-vm ~]$ curl -O -H "Authorization: Bearer S$SCDO_TOKEN"
"$CDO BOOTSTRAP URL"

100 10314 100 10314 0 0 10656 0 —=t==:== —=t==3== —=3=—3--
10654
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[sdc@sdc-vm ~]$ 1ls -1 /usr/local/ CDO/*SDC
—-rw—-rw-r—-—-. 1 sdc sdc 10314 Jul 23 13:48
/usr/local/CDO/tenant-name-SDC

2. SDC tarball®] 3455 &3 bootstrap.sh FYS A asle] SDC 714 & A X &t

[sdc@sdc-vm ~]$ tar xzvf /usr/local/CDO/tenant-name-SDC

<snipped — extracted files>
[sdc@sdc-vm ~]$
[sdc@sdc-vm ~]$ /usr/local/ CDO/bootstrap/bootstrap.sh
[2018-07-23 13:54:02] environment properly configured
download: s3://onprem-sdc/toolkit/prod/toolkit.tar to
toolkit/toolkit.tar
toolkit.sh
common . sh
[2018-07-23 13:54:04] startup new container
Unable to find image 'ciscodefenseorchestrator/sdc prod:latest'
locally

sha256:d98f17101db10e66db5b5d6afdalc95c29ea0004d9e4315508£d30579b275458:
Pulling from

ciscodefenseorchestrator/sdc_prod

08d48e6flcff: Pull complete

ebbdl10b629%1: Pull complete

d14d580ef2ed: Pull complete

45421d451ab8: Pull complete

<snipped — downloads>
no crontab for sdc

o] #l] SDC~} Security Cloud Controlll 4] "Active(Z4)" = %A Yt}

1. § Zhol 4 Administration(}2]) > Integration(= %) > Secure Connectors(:.¢F 7 9 H)= 2 g

2. Services(*1]2~) 7| o] %] ] | Secure Connectors(:.F 7 U E]) 818 A €l&}lar, + ofo] Z&
Secure Device Connector( ¢t T nfo] 2~ AV E]) S A&l gt}

3. Zo] 2d Ao A FEAES vlo|H & v el HAR T

. B A AR AL A 0 7 cdo)ot A B F B U H T S AL-gEke] VMol SSHE A A g o}

5. U2 W35S A5 sde AHEAR HA@g )

iy
)
e
o

»

»H

sudo su - sdc

6. the W& AL gske] ] SDCE FEAE G,

sdc bootstrap <paste-your-bootstrap-data-here>

7. AH&312 = SDCe| S A sy
SDC W x o= Al 7FA] 54d o] A5 U T
® SDC 2024 - t)F-E o] A} 827} A &5t 312} 5= A U},
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® FIPS”7} €4 5151 SDC 2024 - FedRamp 7 Z&fo] A ~7F A &5 = 4§ o] HH S A8 st}

® SDC ZI A A - o] HAL ] o] 75 JHo]|EE 41814 ko m 2 4l SDC 20245 2 8 &l+= A 9]
54Ut

8. CLIT 21E]o]1 o)) 7149} SDC & A 25 o, AF§2 S1E) 0] 220 4] SO/} 24 1 2 44 5
A A 4 g om, BREAAE the W& Adste] el 5 dFn,

sdc show running

HY Eof o3l SDC7} A Ut}

Terraform  vSphere Secure Device Connector

o] A x}ol] A = vSphere-& Security Cloud Control SDC Terraform .5 -8 Security Cloud Control Terraform ]| LA}Q}
37 AF-8-3to] SDCE vSphereoll -5 31 W S Z}A 8] A, o] 24 AAbE e 3t7] ol ohg AR
ST AMS HESMAIL

® vSphere t| o] B Al E W 7 o]/ B A3kl 5tk
o toEAlE o] |2} A7 ETF Qo b A4S s 5 o= Aol dF
e VM A Al

o =T A4
o ZEl= ghojB ] A4

o sulx ol nee]d) ol e

® Terraform 7 K.

1. Security Cloud Controlol| 4] APl -8 AF-&-2}& A Ad 5t 3L APl E2-& HAM Y o} APl -8 AF8-AE A A 8=

WS Gobr e APL H 8 AR A A & A L

2. Security Cloud Control Terraform #l|-&-2}-2] %] 3 o] w}2} Terraform #] % 2~ol| 4 Security Cloud ControlTerraform
Al 2bE g

Example

terraform {
required providers {

cdo = {
source = "CiscoDevNet/cdo"
version = "0.7.0"

}
}
}

provider "cdo" {
base url = “<the CDO URL you use to access CDO>"

api token = “<the API Token generated in step 1>"
}
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3. Security Cloud Control Terraform #| &2+ AF&-31] cdo_sdc 8]l &22& A4 3= Terraform I =5 2 34
o}, ZHA & W-&-& Security Cloud Control-sdc 2] 4= 2~<l| o) g} Terraform @] A =~ E 2] 2 24 A 2.

Example

Resource ‘cdo_sdc” “my-sdc” {
name = ‘my-sdc-in-vsphere”

}

o] 2]4229 bootstrap data %4J- Security Cloud Control - E~E 3 Hlo]H o] gto = A A T
A A cdo sdc Terraform X5l Al &F Yt}

4. Security Cloud Control_sdc Terraform .5 A}-8-3} ] vSphereol] 4] SDCE A /J 5h+= Terraform =& 2Hd &
Yt
Example
data "cdo tenant" "current" {}

module "vsphere-cdo-sdc" {

source = "CiscoDevNet/cdo-sdc/vsphere"

version = "1.0.0"

vsphere username = "<replace-with-username-with-admin-privileges>"

vsphere password = "<super-secure-password>"

vsphere server = "<replace-with-address-of-vsphere-server>"

datacenter = "<replace-with-datacenter-name>"

resource_pool = "<replace-with-resource-pool-name>"

cdo_tenant name = data.cdo_tenant.current.human readable name

datastore = "<replace-with-name-of-datastore-to-deploy-vm-in>"

network = "<replace-with-name-of-network-to-deploy-vm-in>"

host = "<replace-with-esxi-host-address>"

allow unverified ssl = <boolean; set to true if your vsphere server does
not have a valid SSL certificate>

ip address = "<sdc-vm-ip-address; must be in the subnet of the
assigned network for the vVM>"

gateway = "<replace-with-network-gateway-address>"

cdo_user password = "<replace-with-password-for-cdo-user-in-sdc-vm>"

root user password = "<replace-with-password-for-root-user-in-sdc-vm>"

cdo_bootstrap data = cdo_sdc.sdc-in-vsphere.bootstrap data

}

A7 UMl = 7 " o] AFEAH root AF8AMSE cdoghs AFEANTE QLo VMO IP A= A A o -
H YT} cdo bootstrap data £+ cdo sdc d a7 A E o A H bootstrap data £4
o] grel A AH T}

5. terraform A8 % terraform #-&5 AHE-3te] UREA S & TerraformS Al & sl a1 483U T},

A A of| A] &= CiscoDevNet2] Security Cloud Control A5 3} 4 & 45 2384 A L.

SDC7} & 1.9 el & #4187

o BEe g,

o
o
b
i
fp

S AH8-3ko] vSphere VMell 174 8kaL cdo AH&AFE 2 I1R13E -0

sdc host status
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ol wEh e o gas Aol & ¢ lF U

sdc host configure

4 \

B =

Security Cloud Control Terraform X5 - Apache 2.0 2}o]d 2~of mhe} Q& A AT E Qo] 2 AlA YT A
Lol a3t A2 GitHuboll A EAE A& 5= A5t

.

\

Terraform AWS VPC Secure Device Connector

o] A x}of| A = Terraform =5 S AF-&-31o] AWS VPColl 4] B¢t t]nlol A~ AVE & &5t Ay ddE aA =
ZpA| 8] AT g o

MﬁW%ﬂHSM%?éﬂﬂ%@M?%&ﬁﬁﬁ%ﬁiﬂﬁﬂﬁ

@ Security Cloud Controli= 42 3l Q154 & ] I ¢ 5l SDCEF QY 7] S/Eel = L E A AALE XY
SR FEHFUTH ZEA] A E ALE }E - SDC(Secure Device Connector)2} Security Cloud Control 7] E

o2 AhE W B s g o,

® Secure Device Connector= A8} Security Cloud Controlel] 172 -S g¢lale] AUE o T g+ 2] A5+ Y E £
A AA 25 BT

® °] 9- AWS o] 7} E, &} o] Ak2] A H o] 9= AWS VPC 2 AWS Route53 & ~8 & o] I @ g},
® Security Cloud Control -E=E 3 d|o]E|, AWSVPCID & 3|& A Bl ID7} Y=
® SDCE %3t ZetolHl A B ullof NAT Aol Eglo] 7k AAH o] =4 gl

@ 13} FHa] HTTP Sl # o] 27} Al &) 91 L Eo| 4] NAT Alo| Ego]d] A% el A PR o] 58} E g
& durh

FF
J&"ﬂ
o
n
T
o

1. Terraform 3}l & L= E& F7FUth Mol tad dE& e oz o gt

module "example-sdc" {
source
"git::https://github. com/Clsco lockhart/terraform-aws-cdo-sdc.git?ref=v0.0.1"

"example-env-ci"
"example-instance-name"
"rS5a.xlarge"
"<replace-with-cdo-bootstrap-data>"
<replace-with-vpc-id>
<replace-with-private-subnet-id>

env
instance name
instance_ size
cdo_bootstrap data
vpc_id

subnet id

—

e W4 A B2 2 Secure Device Connector Terraform 253 22314 A 2.

X
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=

2. Terraform =0 A] instance idE& E9 o=

ol

=gy,

output "example sdc_instance id" {
value = module. example-sdc.instance id

}

—_

Eays|

R

instance id & A}-&-3}o] AWS Systems Manager Al 4 22| xHSSM)E 53 &4 &l 28 91 3] SDC ¢
2ol AAs = dHF U ALE 71E 3 &3 552 Secure Device Connector Terraform 5.5 9] =2 &
AL

oh2 2

ILE SDC A el 2 o] 7 $-, AWS SSMS- A}-&-3}o] SDC €1 ~8l ~
R o] o) 3k 2}A| 31 W82 AWS Systems Manager A A 32| A= &
2ol dAsts LEE BP9 o] 2 =& 54 @54

( N\

ElG

Security Cloud Control Terraform =52 Apache 2.0 2}o] A 2o whg} 0 & A AT E o] 2 AAF YT
Al o] F a3 79 GitHuboll A &A1& AET -+ AFH

Y T

25

bt

FU T 9128 2ol A s
5H41 4] 2. SSHE AH-3}e] SDC 912

=2
N2
11 [y,
:Oé
[o]

Secure Device Connector Secure Event Connector CentOS 7 Ubuntu

Security Cloud Control2] > 2] 7] 2~ Secure Device Connector(SDC)+= #| = 7}#] CentOS 7 71 w Al of] A 2] = 3}
&Yt} o] A CentOS 72 W %] %1 2.1 Security Cloud Controlol] 2] 3 O] o] 4 Al 85 #] o2 2 BESDCS
CentOS 7 4] Ubuntu 7} M2l o & wlo] 1o A e 4= Qs o] wfo] 1o 22 A ~5 AP PH5 U

® SDC+= TCP X E 44394 2lef o) tf 3k A A o}-2-u}l= MA| 2~ AskS 7F#] oF g},

® SDCE 2 3 F<1 Ubuntu 71 ™ 412 ASA X Cisco I0S T] o] 2= 9} Fo] F2138}+= tjulo] 2~ 9] 3] Q1 E ¥
o] 2o Y3 Y E L T MA| A~ Hdlo] 9lojof St

® ©] %1 SDCVM$] P 52> B=5= FQDNo] Hulo] 2o dshr] 93] A4 ¥ B Ul =917 ot 3 2 A} SDC VM)
IP 52 ®= FQDNO. 2 UhA] A 8 oF ot

o vo] 2] o Aol 1= 10~ 1580] 4 2 F T, o] A7k E<b o] st A% A wek 49 A ga T e
93 B9 S B2 e AW SDCE Fal BT 5 flgivh

Secure Device Connector 2 Secure Event Connector= 2 &3} 7] €3t VM 5o Yo} Q&= *| Hof et A &2

Eg PHUL

SDC /L= SECEZ wjo] 1g| o] A a}i= 7 o] A2 up= A A 9.

1. 7]l A A WM o m A4 & th 2= o)

2. CDO-SDC_VM.zip 721 ©] 43S F Ut} th-&-3} H| 5281 A o] Eo] x| A H 3709 VM 32l o] Z AT},
® CDO-SDC-VM-708cd33-2024-05-30-203 1-disk 1.vmdk
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| lubo] 2 &

® CDO-SDC-VM-708cd33-2024-05-30-2031.mf
® CDO-SDC-VM-708cd33-2024-05-30-2031.ovf

Wi RS WME FET .

A VMol el 31 IP 54~ =+ FQDNS 7] 53l w4 o
SSHE AF-&-3to] Al VMOl cdo AH&AFE 2 1913 o

P’S"‘P!*‘

._LE.,_LEO]] ]q_o U:]Eé].% olg]

A g,

sudo sdc host configure

9o 9e

0ot A N 75 2 2 |52

Vs
=z
T

B

@ tlo| o] d 2 HES A& F HFYH, &
HA o] 1 o] d T2 A 25 QT

o vlo] 1ol A~ Y E T} F1bd SDCYF A VML= nfo] 1| o] A & 9]
Yt} SDC= mlo] 1@ o] A Fof| = s o] F& Lo & FrA F T

Et 2 2AgEo] gom 74 uAE 49

0] o o
o=

QL

&

=

H A X 7} FE A

SDC
Z ;2]_:
1. SSHE AF-8-3Fo o] 7 (Cent0S) SDCOl cdo AF&-AF= 2 113 T,
2. §ES Agake] CLUIE A X 3T}
curl -0

https://s3.us-west-2.amazonaws . can/download. defenseorchestrator. can/sdc—cli/sdc—cli-package-latest. tgz

&& tar -xvf sdc-cli-package-latest.tgz && chmod +x
./install.sh

=
4 ez

[H

=3
0

ot

. the g

o

Y3t =

W g
sudo sdc migrate now

o] -

1.

. Security Cloud Control B Eof] 21213t}

2. vjo]z1g o] A3 SDCE Al g

o}
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( )

B

SDC7} Active(27d) &8 14 2l gt

1. SSHZ A}-&-3}9] o] % (CentOS) SDCOl| cdo AHEAF= 211§ o).
2. 4 E & ARE-5te] CLIE A At
curl -0
https://s3.us-west-2 .amazonaws . can/download. defenseorchestrator . can/sde-cli/sde—cli-package-latest. tgz

&& tar -xvf sdc-cli-package-latest.tgz && chmod +x ./install.sh &&
./install.sh

3. the S AYsty TRIES i,

sudo sdc eventing migrate

4. SECS| A] P 425 Jhel )% Tluho] A8 571} ol 9 BAEE $R3h A EA o4 BAE
o} 5ATIP T4 FFse] o] 2% o] = Wast YES & 5 A5UTh
3l:

SEC e of] o 3F 2} Al 3k W82 4} ef] 2213 A}-8-3}¢ Secure Event Connector®] 4Bl 853 ZZ34 A 2.

°]’d SDCE tHA] A4
nfol ol el ghud ¥
Ao gk o] 2ol B &
| ]

o o] 2= vfo] 1z
o}

1. A VMol 21213131 SDC AF&-# 2 A 3kat o),
2. ThS W& S ALg5le] A Mol Al SDC7H & Al A 8 o] o}yl %] kel s ).

Pk ek
15

ol
2]7]
Aol Asfst At A7t ol g3t et o] 1 SDCe. 2 ¥ &2 e of g A S whE ]

]

o

gl o] 7} Aol A o] 1 SDCE ThA] Al #3814 mhA Al 2.

docker ps
3. SDC7} 2 &) 91 A$ WeS A ga .

sdc stop

4. docker psE THA] A d3le] SDC 2 o] 4] ¥ 9 ==] ghel gt o},
5. o] A VMol =108k a the el Assh ),

sdc migrate revert
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o] 7 SDC7H &4 el o] 31 Ulell A5 A) WMo 2 S o}k 3 A e ghuch,
sdc delete <your-tenant-name-here>

7. Heb9AE 8] A2 AL SDCE F G vhe, o A SaE] P Aol Erbe] EA] =4 1 EHY)

o

o

F o1

ol @AE FAH Pl = A IP7} AL FA AT, A G &9S 2 st Bk A E A= 2L

sdc eventing revert

IP

X}Xﬂ VMol 7% % SDC(Secure Device Connector)S Al-&3l+= 74 9- VM- U2 d|o]E] AlE| & mlo] 18 o] A
T o 7HA] o] = SDCO] IP F4E WA sl oF & 7 AF YT o] A& AFE-3Fo] SDCl A IP 45 &
‘4"/}.

B
it

o o] 1418 431 W ¥l Aofof Fhr}

® SDCE= TCP .E 443 Hi= t]vho] 2= 212 & )8] 74 5 Lo 4] QI8 ol v & A A obube= o4 2
AL 7hA oF Gk,

SDCY] IP =4 E W s 3 t]rlo] ~ & Security Cloud Controlol] tHA] 55 & & 2 7} ¢l& Yt

1. SDCoI| tf st SSH A4S A stAY 71 M4l £45& 931 CDO AFEALE =113 T,
2. IPFAE WA37] Aol SDCYME] Y E L T ClEHo] 2 74 AHE Hew oS WS A3y

[cdo@localhost ~]$ ip addr
3. Y H o]~ IPFAE WA SIHWA s WH S AFESt] S 2E A8 A A AR o

[cdo@localhost ~]$ sdc host configure network

4. mEEEd vUHEE g
5. 4 AAPEE o] F Y ES A Ao el BaL, A PR I A T AL AT F T FAS A
g3
o H .
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( )

B =

o] Al el A SSH A4 o] Fol F Ut
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[cdo@localhost ~]$ sudo su - sdc

[cdo@localhost ~]$ sdc start
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Secure Device Connector
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[cdo@sdc-vm ~]$ sudo su sdc
[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~]1$

4. SDC & 1#ol=

sdc upgrade
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* amgplib *

amgqplib copyright (c) 2013, 2014

Michael Bridgen <mikeb@squaremobius.net>
"amgplib" MIT . LICENSE-MIT

http://opensource.org/licenses/MIT

*async *
Copyright (c) 2010-2016 Caolan McMahon
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* bluebird *
MIT (MIT)
Copyright (c) 2013-2015 Petka Antonov
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* cheerio *

Copyright (c) 2012 Matt Mueller <mattmuelle@gmail.com>
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* command-line-args *

MIT (MIT)
Copyright (c) 2015 Lloyd Brookes <75pound@gmail.com>
( " Il) ) . 1 1 ) 1 1 ) . 1
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MIT
Copyright Fedor Indutny, 2012.
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* json-buffer *

Copyright (c) 2013 Dominic Tarr

( II) 1 1 1 ' 1 1 ' ’

C 1§ 730 T A A A

A BEAE B LEYo] w22 EYo]e] ALG = 7]E Ao} Bedshe] Aok, B 9 Fo 2l
WA ol g Felel, 9, i /e Aol sl = A2 41X e

* json-stable-stringify *
MIT
( " II) ’ . 1 ) ' 1 ) ' . L

G D : A2 B AT
Efo] s AXE oo ALE = Ve FH T3 ko] Aok 9], B 9 = Ve 9] T2 289,
=38l == 71E Al dial Al A4 FFU
* json-stringify-safe *

ISC
Copyright (c) Isaac Z. Schlueter and Contributors
1 y y /

G . P AZE o] ALg &
= A BEsto] Aok, I = 71E} W 9= Qe BT ojw g A A, I A, A, 5E,
BT 2] o) (o) 4] A E ET Ao 2 AL, dlolB i o]o] o] w4, %) kg EetalH o
| = 3hE 2] &)l thall A ols A1 A F5H T

* lodash *

Copyright JS Foundation and other contributors <https://js.foundation/>
Underscore.js, copyright Jeremy Ashkenas

DocumentCloud <http://underscorejs.org/>

https://github.com/lodash/lodash 7} 4 W] &-& FZ 384 Al L.
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CCo

CCO: http://creativecommons.org/publicdomain/zero/ 1.0/

node_modules

* log4js *

Copyright 2015 Gareth Jones ( )
Apache 20" )
http://www.apache.org/licenses/LICENSE-2.0

* mkdirp *
Copyright 2010 James Halliday(mail@substack.net)
MIT/X11
( " I') ’ . 1 ) ’ 1 ) L . L
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* node-forge *
BSD (3 )
Copyright (c) 2010, Digital Bazar, Inc.

All rights reserved.

*

* /
* Digital Bazaar, Inc.

oo . DIGITAL BAZAAR o3t 25 & 7H 4, =4,
EW AHA = A0 E(OA] A e AR I2E, AL dlo]E o] &4 ALY TEE
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* request *
Apache License
2.0,2004 1

http://www.apache.org/licenses/

1. .
19 ,
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*rimraf *
ISC
Copyright (c) Isaac Z. Schlueter and Contributors
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*uuid *
Copyright (c) 2010-2012 Robert Kieffer

MIT - http://opensource.org/licenses/mit-license.php

* validator *

Copyright (c) 2016 Chris O'Hara <cohara87@gmail.com>
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sdc restart
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5. Docker 0] 9] U]~ AFE &S B,
sudo du -h /var/lib/docker | sort -hZ 233}

Docker 9] 1] 23 g7k ALR & 2 5 935U 0.

3% docker 74 712ol 4] TS Aol g
1 8)71.& A F
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1 998 AbA e,

Docker U ¢] T] 23 &7 Ab&-&Fo] A9 715 ZF A
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oS T Al Q.
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. sudo vi /etc/docker/daemon.jsons 2 LT},

Nt

2. o thE =S AT
{
"log-driver": "json-file",
"log-opts": {"max-size": "100m", "max-file": "5" }

}
3. ESC 7] & & t+ :wq! ok WA AberS 2201 9t & EEU
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B +

sudo cat /etc/docker/daemon.jsons A 3sto] 3] M AMES ghQ1et = QlHF U T
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4. sudo systemctl restart dockerE 4 33} doker IS thA] A& T}

WA Alslo]l 48 H @ 2 A% AY YT} sudo du -h /var/lib/docker | sort -hE 233}
o] docker =] 2] HJHlo] EH U] =T AEFS U T
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Secure Device Connector : Cisc0-s5a-20190215-runc
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cisco-sa-20190215-runc = A A 54Utk F ok ol 1:H§} AA A& A A PSIRT § A2 FZ3H4 A L.
o] # kA & R E Security Cloud Control 327 ol 7] &3 8-S m] 3 U T},
@ Security Cloud Control2] = 2}-$-= -5 SDC(Secure Device Connector)Z- /\}%“6}% 31742 Security Cloud Control
wAHAA Y GAE o] TP PO B R o AP E e et s
® > g uj o 5% SDCE AM-E-3h= 112

& # 21 Docker ¥ & A}-8-8H =5 SDC 5.~ E & ¢ 17 o] =3
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Security Cloud Control- SDC

® SDC(Secure Device Connector)i:= A =7} 4] Cent0S 7 7} #Alo] A X = A 5Y E‘r 134 CentOSE W&
©] Security Cloud o] ] -8t ol A T o] & x| ¥ #] eF o= = Cent0S 79| &L= SDCE Ubuntu 7Hg ™41
o =2 wpo]aglo] sl A o] FHY T
AFA B Y82 25 Lﬂ 1] 2~ Secure Device Connector 2 Secure Event Connector= CentOS 7 7} 1] Al of] A
Ubuntu 7} M Al o 2 wlo] 1df o] A& F234 Al L.
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o] Aa}= o] 3] CentOSE AL-&-3F+= 74 $-of] & ch
® Security Cloud Control ©] W] %] & A}-&-3}¢] SDCE -5 A % o] XA S A&y}

1. SSH &= shol ko] 4 =& & AHg3to] SDC 52 Eo] AAFU
2. vhe %3S 4 ho] Docker A¥] 2= 1AL 1ok,

docker version

3. AN VMO HA) F s A8 3 A9 e g o] wAEU

> docker version
Client:
Version: 18.06.1-ce
API version: 1.38
Go version: gol.10.3
Git commit: e68fc7a
Built: Tue Aug 21 17:23:03 2018
OS/Arch: linux/amdo64
Experimental: false

o1 7]el A o] d M & = dsHTh
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4. v ¥ A Asto] Dockers ¢ Hlo] ESFaL M| AE ThA] Al AFSE A 2.

> sudo yum update docker-ce
> sudo service docker restart
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5. docker version ™8 &S ThA] A &3I4 Al 2. ThS 8 o] A H o of Y.

> docker version
Client:
Version: 18.09.2
API version: 1.39
Go version: gol.10.6
Git commit: 6247962
Built: Sun Feb XX 04:13:27 2019
OS/Arch: linux/amdo64
Experimental: false
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o 55 Aojo] TR M HUE:
® cognito-identity.ap-southeast-2.amazonaws.com
@ cognito-idp.ap-southeast-2.amazonaws.com
@ sns.ap-southeast-2.amazonaws.com

@ sgs.ap-southeast-2.amazonaws.com

@0l Ao LY M HHE:
@ cognito-identity.ap-south-1.amazonaws.com
@ cognito-idp.ap-south-1.amazonaws.com
® sns.ap-south-1.amazonaws.com

@ sgs.ap-south-1.amazonaws.com

o 1= x| oe] LT U E;
® cognito-identity.us-west-2.amazonaws.com
@ cognito-idp.us-west-2.amazonaws.com
@ sns.us-west-2.amazonaws.com

® s(s.us-west-2.amazonaws.com

@ FU X ¥ T2 YA HHE:
@ cognito-identity.eu-central- 1.amazonaws.com
® cognito-idp.eu-central-1.amazonaws.com
® sns.eu-central-1.amazonaws.com

@ sgs.eu-central-1.amazonaws.com
® APJ A ¥ o] T2 UM HUE:
@ cognito-identity.ap-northeast- 1.amazonaws.com

@ cognito-idp.ap-northeast- 1.amazonaws.com

@ sgs.ap-northeast-1.amazonaws.com
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® sns.ap-northeast- 1.amazonaws.com

2. obe) W T b ALg o] WakB o] "5l § BEro] Fohalok shz AA P Fh BEL HAT 5 A%
ek,
e a
B +
obel BH L jq7t Aol Y= AR 1T FAYU T P Fo7 B BFo) TAHUT
&

o v Aoje] e HdE:

curl -s https://ip-ranges.amazonaws.com/ip-ranges.json | jg -r '.prefixes|[]
| select( (.service == "AMAZON" ) and .region == "us-west-2") | .ip prefix'

O EU XY T2 HHE:

curl -s https://ip-ranges.amazonaws.com/ip-ranges.json | jgq -r '.prefixes|[]
| select( (.service == "AMAZON" ) and .region == "eu-central-1") |
.ip prefix'

® APJ Aol 2 YA HVE:

curl -s https://ip-ranges.amazonaws.com/ip-ranges.json | jgq -r '.prefixes|]
| select( (.service == "AMAZON" ) and .region == "ap-northeast-1") |
.ip prefix'
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Security Cloud Control7} tjvlo] ~ & 2R Y8} #] 53 4= 9l = E 7}A] o] {7} L5t} Ulel| "Security Cloud
Control cannot connect to the device using the certificate presented(#l] & ¥ ¢15A] = A}-8-&}o] t]nlo] 2o ¢ A3}
T AS) g WAA 7 A EHE ASA O A ZF = ALY TR Ulel] o] WA X 7} EAHA] o AF &
Al(upo] 2ol AZAT 4 §l) = 7IEFUIES A 27 #do] S 7HsAd o] =54

Security Cloud Control7} A 4 ¥ Q15A & AR5l o] -5 &<lstel™ SDC £~ E

g A TE SAEC A openssl HE = T2 AMEE T AF U TS HEH S ARE-slo] Tnbo] 2o A A
ot JASAE BT Y-S A F T

—

r_{

=

openssl s client -showcerts -connect <host>:<port> &> <filename>.txt

o] ¥R UAHAE B A S A Fst e B 2 5ol F 58w Crl-c& AR&-3l oF $H .

=
o Al Th &3 e Zelo] L3HE o] AAH T,

depth=2 C = US, O = GeoTrust Inc., CN = GeoTrust Global CA
verify return:1
depth=1 C = US, O
verify return:1
depth=0 C = US, ST = California, L = Mountain View, O = Google Inc, CN =
*.google.com

verify return:1 CONNECTED (00000003)

Google Inc, CN Google Internet Authority G2

Certificate chain

0 s:/C=US/ST=California/L=Mountain View/0O=Google Inc/CN=*.google.com
i:/C=US/0=Google Inc/CN=Google Internet Authority G2

————— BEGIN CERTIFICATE--—-—-

MITHODCCBrigAwIBAgITIUOMfH+8ftN8wDQYJK0oZIhvcNAQELBQAWSTELMAkKGALIUE

....lots of base64d...

tzw9TylimhJIpZcl4dgihFVTgFM7rMU2VHuUlpJdgA59gdbal/Bf

————— END CERTIFICATE---—--

1 s:/C=US/0=Google Inc/CN=Google Internet Authority G2
i:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA

MIID8DCCAtigAwIBAGIDA]gSMAOGCSIGSIb3DQERCWUAMEIXCZAJBGNVBAYTALVT

....lots of base64d...

tzw9TylimhJpZcl4dgihFVTgFM7rMU2VHUlpJdgA59gdbaO/Bf

————— END CERTIFICATE-—-—---

2 s:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA
i:/C=US/0O=Equifax/0OU=Equifax Secure Certificate Authority

————— BEGIN CERTIFICATE----—-

MIIDfTCCAuagAwIBAgIDErvmMAOGCSgGSIb3DOEBBQUAME4xCZzAJBgNVBAYTALIVT

....lots of base64d...

b8ravHN]jkOR/ez4iyz0H7V84dJzjAl1BOoa+Y7mHyhD8S

————— END CERTIFICATE-—-—---

Server certificate

subject=/C=US/ST=California/L=Mountain View/0=Google Inc/CN=*.google.com
issuer=/C=US/0=Google Inc/CN=Google Internet Authority G2

No client certificate CA names sent

Peer signing digest: SHA512

Server Temp Key: ECDH, P-256, 256 bits

SSL handshake has read 4575 bytes and written 434 bytes

New, TLSv1/SSLv3, Cipher is ECDHE-RSA-AES128-GCM-SHA256

Server public key is 2048 bit Secure Renegotiation IS supported
Compression: NONE

Expansion: NONE
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No ALPN negotiated
SSL-Session:
Protocol : TLSv1.2
Cipher : ECDHE-RSA-AES128-GCM-SHA256
Session-ID: 48F046F3360225D51BE3362B50CE4FE8DB6D6B80B871C2A6DD5461850C4CEF5ARB

Session-ID-ctx:
Master-Key:
9A9CCRAAAFSA25BI5C37EEF7C6870F8C5DD3755A9ATR4CCEA5351 90B793DEFFS3F94203AB0A62FOF70BO099FREERABI B6

Key-Arg : None

PSK identity: None

PSK identity hint: None

SRP username: None

TLS session ticket lifetime hint: 100800 (seconds)

TLS session ticket:

0000 - 7a eb 54 dd ac 48 7e 76-30 73 b2 97 95 40 5b de z.T..H~vO0s...Q[.
0010 - £3 53 bf c8 41 36 66 3e-5b 35 a3 03 85 6f 7d Oc .S..A6f>[5...0}.
0020 - 4b a6 90 6f 95 e2 ec 03-31 5b 08 ca 65 6f 8f a6 K..o....1l[..eo..

0030 - 71 3d cl 53 bl 29 41 fc-d3 cb 03 bc a4 a9 33 28 g=.S.)A....... 3¢
0040 - £f8 c8 6e Oa dc b3 el 63-0e 8f f2 63 e6 64 0a 36 ..n....c...c.d.6
0050 - 22 cb 00 3a 59 1d 8d b2-5c 21 be 02 52 28 45 9d "..:Y...\!..R(E.
0060 - 72 e3 84 23 b6 fO e2 7c-8a a3 e8 00 2b fd 42 1d r..#...|....+.B.

0070 - 23 35 6d £f7 7d 85 39 lc-ad cd 49 f1 fd dd 15 de #5m.}.9...I.....
0080 - f6 9c ff 5e 45 9c 7c eb-6b 85 78 b5 49 ea c4 45 ...”E.|.k.x.I..E
0090 - 6e 02 24 1b 45 fc 41 a2-87 dd 17 4a 04 36 e6 63 n.S.E.A....J.6.C
00a0 - 72 a4 ad
00ad4 - <SPACES/NULS> Start Time: 1476476711 Timeout : 300 (sec)

Verify return code: 0 (ok)
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2 X509_V_ERR_UNABLE_TO_GET_ISSUER_CERT 21 &] & = ¢l &= 21 %
3 X509_V_ERR_UNABLE_TO_GET_CRL ¢1=4] ¢] CRLS 2HS- <= gl&5 U th.

=2 N
4 X509_V_ERR_UNABLE_TO_DECRYPT_CERT_SIGNATURE ¢1 =] A& s =& = gl5Uth o] &= AA A9 7k
o] a4 gty L A|5HA] &= Aol ol g} gkl sk 4= §l 55 o u gy ). o] = RSA 7] ol 1k o] v 7} QL5 U T}
& = Ytk o)== A A A glo] o

5 X509_V_ERR_UNABLE_TO_DECRYPT_CRL_SIGNATURE CRL *{
%ﬁﬂ%ﬂaﬂ%Eﬂﬂ4Hﬂ§ﬂ§¢u%%ﬂﬂﬁ

Uk
7 X509_V_ERR_CERT_SIGNATURE_FAILURE 215 4] 2] AW o] &7 3}A] 5T}
8 X509_V_ERR_CRL_SIGNATURE_FAILURE ¢1% 4] ¢] A o] & & &% &1t}

9 X509_V_ERR_CERT_NOT_YET_VALID 9154 7} o} 2] & 31#] &<t} notBefore G417} & 2 A 7F o] 391 Y]
o ZpA S Y &2 ofefl o] ksl = Bkl 9(S1 S A7) o} 4] Fra kA a)E FEIIAAA L

10 X509_V_ERR_CERT_HAS_EXPIRED <! Z/ﬂ 7} PR A5 YT S, notAfter E-= @A Al ZE o] A U T ARA|
B U8 & oele) vl 2 29 101547} vz E gl U T E FEsHAL

11 X509_V_ERR_CRL_NOT_YET_VALID CRL®] o} %] & 3}#] 954t}
12 X509_V_ERR_CRL_HAS_EXPIRED CRL©¢] T+& % 951 t}.
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13 X509_V_ERR_ERROR_IN_CERT_NOT_BEFORE_FIELD <154 notBefore =l ZH5-% A]7lo] E&hx o] Q5]
=

14 X509_V_ERR_ERROR_IN_CERT_NOT_AFTER_FIELD <154 notAfter B =0l f- &3} %] & A]7ko] E38ky] o )
F4Yth.

15 X509_V_ERR_ERROR_IN_CRL_LAST_UPDATE_FIELD CRL lastUpdate 2 =] ZH5- ¥l A|7bo] 3t 5| o] Ql&

16 X509_V_ERR_ERROR_IN_CRL_NEXT_UPDATE_FIELD CRL nextUpdate & =0 - & 3} A &2 A 7Fo] E 8}
U,

17 X509_V_ERR_OUT_OF_MEM v| 2. 8] & std3} = 5ot S 77 S A g5 Ut} o] 2] 3k 3 A2 w3 A = o
e},

18 X509_V_ERR_DEPTH_ZERO_SELF_SIGNED_CERT A &% 215 A 7} ApA] A 5] ] o A28 4= Q1= Q154
EEZA U3 ATAE 23S 5 gl Tk

19 X509_V_ERR_SELF_SIGNED_CERT_IN_CHAIN A1 2] & 4= gl = Q1 5A & AF-8-31o] 54 AL 153 5= 9l
A FEZ 27 A 2 4= Q15

20 X509_V_ERR_UNABLE_TO_GET_ISSUER_CERT_LOCALLY = 2 %3] 1A o] W2} AFA & 23 5 ¢l
FUTh o= kA o 2 A 5 gl IS H5o] e shH] aE o r iy T
=

o o
21X509_V_ERR_UNABLE_TO_VERIFY_LEAF_SIGNATURE ] 219l 3}1}2] ©1ZA] vk 32 3

SSLo B & € Shel e 4 Gl th AA T UL E-L olele] ke T= el 21(3 WAl AF A E 221
F8)E BEANAL AN NEE obhe] We 1= 1 21(3 WA AFA S AT QS)S BE

S A S
22 X509_V_ERR_CERT_CHAIN_TOO_LONG 2154 A21 Ao 7} Al | Zo] K} Futh AFE% A &,
23 X509_V_ERR_CERT_REVOKED ¢154 7} 3 #] &) 151 v}

24 X509_V_ERR_INVALID_CA CA Q15 A 7} & 3kA] &5uth CAZ} ol AL & o] A5 Z-4 3 U X
2] &Y

25 X509_V_ERR_PATH_LENGTH_EXCEEDED basicConstraints pathlength v} 7} ¥ =7} Z 3} %] 1 <5 L U},
26 X509_V_ERR_INVALID_PURPOSE A &-%l 1A & A 4 ¥ & == A8 5= gl

27 X509_V_ERR_CERT_UNTRUSTED F+E CA7} A A € € E &2 2123 4 o= 2 o2 HAH A &dFYTh.
28 X509_V_ERR_CERT_REJECTED FE CA7} A A H =& A3l ==

29 X509_V_ERR_SUBJECT_ISSUER_MISMATCH 3| & & xﬂ ol5 o] A AFA 2] A} o] F3 UX|s}A] go}
A TR T} EA T ARE Q5 T -issuer_checks &4 0] A4 ¥ A 9-of vk A F Ut}

=

}‘

off

)=
30 X509_V_ERR_AKID_SKID_MISMATCH & A 1. 252} Q154 7 AF-H A5 U sl d 4] 7] 2 H 217} 9l
A5 713 7] APEATF A A Q1S A oF U X 8FA] 7] Wl Y T}, -issuer_checks &A1 ] A H A g-oll vk %

Ay},

31 X509_V_ERR_AKID_ISSUER_SERIAL_MISMATCH 3 2} o] & 2 A& H 57} &A4)3}ar & A 1542 7|3
A 2o} A 2| BFA] Fom & A WF A} QFA 7F AR E A5G HE} -issuer_checks 41 ¢] A2 ¥ 7 -
FAF

32 X509_V_ERR_KEYUSAGE_NO_CERTSIGN keyUsage 70| 2154 Mm-S 5] 831A] Form & &7 whg#} 2l
A7t AR A HF YT

50 X509_V_ERR_APPLICATION_VERIFICATION ol Z ] Al o] A #& @ F AU th AFE 5 A &g,

AHA| AW Q15417 9l o] ~ 5 o 1Y 015’3}5—’ Jaglo]l= ZE A2 ol A JAFA 7 A= DS
Security Cloud Controli= Configuration Status(7-4 “J €l]) 2 Connectivity(1 2 4d) 3 €l 2 "New Certificate
Detected(A] 154 ©AH)" #lA A& A& 5= 2551 T} Security Cloud Controlol] A Al < 2] 32 H o] A4
£ T o= grleta s dsor Futh. A4 7t 713k AL vnpo] 27} Gt A E} 7L E W T nto]l A E e
% 4t
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Vs

B =+

5 7)) o] Ak2] Wy %] = t]n}o] 2= Security Cloud Controlol] 5 Aol tf & © &2 2] o1 2 &)= 7 %-, Security Cloud
Control:= t]H}o] 2o A Aj ?lz/ﬂ E Ao E HE Q st AL v dA Y

.ﬂ

N

. ¥ = A&-3}¢] New Certificate Detected(M] 154 ©49) A4 = 14 AE 9] t]nlo] A5 HA|

ahal 9k tiufo] a2 e g o),

w
N
2

o
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2

1

s

(1)

g

2]

(1]

=

=
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Q

-+

2

-0,

ol
i)
i)
frt
)

£ &9 3t} Security Cloud Controlol] A= AEE 93]
SHAE e RES LA IS E 758 F S TH

4. Device Sync(t]vlo] 2 5 7] 3}) Aol A Accept(5=2)=E = 54 1} Reconnecting to Device(T] v o] 2o T}A]
A4 F) Zol A Continue(A£)E 2 gt}

Security Cloud Control:= T]H}o] 22 A x}A4] A ™ QlEA 9} 2H5 0 2 5 7] 3}t tlufo] ~7} 57]3k4
F tuto] ~E gl st ¢ EﬂO]Z] ETEOR AR IHF T G AFYT

a9

Jk3l 51 = 5191: 0 (ok) 314 W+ Security Cloud Controlol A 154 ¢ 72 whshsty ),

Security Cloud Control®] 915417} 91 o "https://<device_ip>:<port>" o GET &% < 3}o] URLY 912
Ut 28 % ¥4 7} el 24 = %] ¢ 1 Security Cloud Controlol] 21 A1 o7 7} A .
7-(openssloll 4] 0 ok §F$H) A A8t = L EA & AR 27 =4 d7] sk 2A1Y 5 A5t v 8
S A dEU T

curl -k -u <username>:<password>
https://<device id>:<device port>/admin/exec/show$20version

ASAS} Sl ataL Qli=A] 8HQ1SkaL HTTPS A 1] 7F ASAS] 202 S EA A8 T4 g .

# show asp table socket

Protocol Socket State Local Address Foreign
Address
SSL 00019b98 LISTEN 192.168.1.5:443
0.0,0.08%
SIS 00029e18 LISTEN 192.168.2.5:443
0,0,0,08*
TCP 00032208 LISTEN 192.168.1.5:22
0,0,0,08%
Hhe 3= 8l 9(ATA 7 oF A FE A S
o SFE ATH AFA S Wit A} vl ol n® Sefel AL} o8 fa Ao AeSA AEE o
Funh o= 23 T E ATAH = ‘ﬂ“ﬁ‘%#% ), ZAA AT S 2 Fg-ASHAE LS o 3
)

0154 9] notBefore Y #=S ¥ 33l Q Foll Zo| EA| oo gt}

depth=0 CN = ASA Temporary Self Signed Certificate
verify error:num=18:self signed certificate
verify return:1

depth=0 CN = ASA Temporary Self Signed Certificate
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verify error:num=9:certificate is not yet wvalid
notBefore=Oct 21 19:43:15 2016 GMT

verify return:1

depth=0 CN = ASA Temporary Self Signed Certificate
notBefore=0Oct 21 19:43:15 2016 GMT

o] LFE Ea ATATF FET S AL S AL
b
%1541 2] notBefore '@ #4+= I of oF §Hith. o] o] IS AM S AT F AF U o] A= Stoldd
E H= b ojnjo] 2ol 4] Al7ke] k2] A A g Aol w e 5 Q.
ek 1= g1 10(1 54 7F R EH A5 H )
o] 7 = Al E ASA T st o] ol HREASS nFYTh Q154 9l notBefore IS L 3o Q7
o Zo] FA ofof v}

error 10 at 0 depth lookup:certificate has expired
R g 9154 B g o)
]
ANFM7F AAZ WY AS FUT 1Y PH S 2 AFAE 7P 9= AYUTh AFA 9 Bz @) o}
2] w2 o] A| 7t opensslo] REZ ¥ AThaL T8k A5, HFEI 2] ARH @S ERIF YL ol S 50 /1S54
7} 2020% 0l RFEH =5 A H o] I RE A RE o FArE 20210l A E = ST IS E EE Al
2 A U
ek e 8kl 21(3 MA JISAE el = 31%)
o] 7= Q1A Aol FAIZF A -2S YERUH, openssl T ulo] 20| A Al F3k= A FA 5 A1 F T S 9l
A sela 5= gl ek 54 AQle] 2 s WA S selstew 919 ol A A5 A1 A u A
=

Certificate chain
0 s:/C=US/ST=California/L=Mountain View/0O=Google Inc/CN=*.google.com
i:/C=US/0=Google Inc/CN=Google Internet Authority G2

MITHODCCBrigAwIBAgIIUOMEH+8ftN8wDQYJKoZIhvcNAQELBQAWSTELMAkKGALIUE
....lots of base64d...
tzw9TylimhJpZcldgihFVTgFM7rMU2VHulpJgA59gdbal/Bf

————— END CERTIFICATE-—-—---—

1 s:/C=US/0=Google Inc/CN=Google Internet Authority G2
i:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA

MIID8DCCAtigAwIBAGIDAJGSMAOGCSqGSIb3DQEBCWUAMEIXCZAJBgNVBAYTALVT
....lots of base64...
tzw9TylimhJIpZcldgihFVTgFM7rMU2VHUlpJgA59gdbal/BE

————— END CERTIFICATE-----

2 s:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA
i:/C=US/0O=Equifax/0OU=Equifax Secure Certificate Authority

MIIDfTCCAuagAwIBAgIDErvmMAOGCSgGSIb3DQEBBQUAME4xCzAJBgNVBAYTALIVT
....lots of base64...
b8ravHN]jkOR/ez4iyz0H7V84dJzjA1BOoa+Y7mHyhD8S

————— END CERTIFICATE-——-—- —-—-=
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ASA AN Al A Al zal= QleA H5 02, A8 <] X}Xﬂ SAFE A A AA H =&Y T
1 RJASAE E3ate] A ASAE AT 7] H 39 < Z’ﬂ% AAFH ZF ASA ol = ad A
(& A et =) 2 (i E A febE 2)7F gy

FA= JSAE AEEE dEEH YUY o 7)ol = 232 o] Fo] &= 9o upgl A5A 7F 5% SE
Bl o] & o] Fo] LT}

Wb Q1 F= A S 3k Al E] Bl YUt} o] 7] o)l = Organization(%4) D =% E 3%, 7 -9-o u}2} Common
Name(% Rt o] F) %= E-g Y th

i
o

Aol A= e 4= = 1 T dell A AR g g JISA7E = A /IS A Aljlel BE QISAE X
3l 7 =

a7 lsUnh 33 2 ?‘i%/ﬂg A 23 o}

—-—— Certificate chain 0
s:/C=US/ST=California/L=Anytown/O=ExampleCo/CN=*.example.com i:/C=US/O=Trusted
Authority/CN=Trusted Authority
————— BEGIN CERTIFICATE-----—
MITHODCCBrigAwIBAgITIUOMEH+8ftN8wDQYJKoZIhvcNAQELBQAWSTELMAKGALIUE

.lots of base64...
tzw9TylimhJIpZcldgihFVTgFM7rMU2VHUlpJgA59gdbal/BE
————— END CERTIFICATE-—-——= —-—-

o] ¢1%5 47} 2| &5 ¥ openssl- *.example.comell T & ExampleCo $154 7} A1 8] & 5= ¢l &= 7] 3% 154 o <]
& 22 A A E A=A ol ), o] 254 openssl2] 7] A& A1 F] A& 4o A5 &
openss|o] Tju}o] 2of AJFA 0 = 03_@%143}.

T tfF-E 2] Aol = A FE 4= L= CAollA] 214 Al g sk Odzﬂw ﬁ%ﬂu} qw &4 Hdaﬂ of| of| A 2}
WHM AF A7} 3k o] 2] S35 = =

X 5 Lom} Mgwﬂr OpenSSLS- 7] H-2 o & O]Eif&%Z_PCA%/‘J lo}?ﬂ 0‘2134,&3!4 g = 9li= CAR
Eihi= b A5 A o] AlFE] = Agolvt o] & #1E = HY]

F3E71Fo] el o] e = BE =

A E AFEoF FU ). o] AA A QS A FsHA] X

r'O

N

o

depth=0 OU = Example Unit, CN = example.com
verify error:num=20:unable to get local issuer certificate
verify return:1

depth=0 OU = Example Unit, CN = example.com

verify error:num=27:certificate not trusted

verify return:1

depth=0 OU = Example Unit, CN = example.com

verify error:num=21:unable to verify the first certificate
verify return:1

CONNECTED (00000003)

Certificate chain
0 s:/OU=Example Unit/CN=example.com
i:/C=US/ST=Massachusetts/L=Cambridge/O=Intermediate
Authority/OU=http://certificates.intermediateauth...N=Intermediate Certification
Authority/sn=675637734
————— BEGIN CERTIFICATE---—--

.lots of b64...

Server certificate

subject=/0U=Example Unit/CN=example.com
issuer=/C=US/ST=Massachusetts/L=Cambridge/O=Intermediate
Authority/OU=http://certificates.intermediateauth...N=Intermediate Certification
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Authority/sn=675637734

No client certificate CA names sent

SSL handshake has read 1509 bytes and written 573 bytes

New, TLSv1/SSLv3, Cipher is AES256-SHA

Server public key is 2048 bit

Secure Renegotiation IS NOT supported

Compression: NONE

Expansion: NONE

SSL-Session:

Protocol : TLSvl

Cipher : AES256-SHA

Session-ID: 24B45B2D5492A6C5D2D5AC470E42896F9D2DDDD54EF6E3363B7FDA28AB324148B
Session-ID-ctx:

Master-Key:

21BAFOD2E1525A5B935BF107DA3CAF691C1EA99286CBEAIS TF64AESFE03RAF8ECS5999BD21B06B11 6FE9968FBTC62EE7C

Key-Arg : None

Krb5 Principal: None

PSK identity: None

PSK identity hint: None

Start Time: 1476711760

Timeout : 300 (sec)

Verify return code: 21 (unable to verify the first certificate)

o] =9 %*ﬂlﬂﬂ shupel JASA T Al F- gl om AlFE AFA 721 Z e 5 = FETF obd F3F 7] e 9] 3

MRS BAFYUL 90 54 82 27 %= AEYTh

A

o] - Al &= vl uko] 2o A Al gk AT A 7F 2 -4 = o] A3 3 T}, Security Cloud Control B2+ T2 X~ 2
o] tjuto] o) QbHEHA AA T U EF o] LA oﬂf‘o} Frd et e ke 1A A QLS Tt
o] 2o 23] AAst= SFEtolAE] ghd g 1A AQlE l%’—é}E% sk AP YT

EY2E X E F7FCAE £3ateH ol § A 5 shbE wh= 4] A 2(CSRo| ASAC] A A A =] A= #] o -

of u}e}).

® https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/200339-Configure-ASA-
SSL-Digital-Certificate-1.html#anc 13

® https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/200339-Configure-ASA-
SSL-Digital-Certificate-1.html#anc 15

ZpA| Mg 1A 7} e Yufe] 2 & ¢ o] Estal g g o] B ZE A 2 Sof] A QIS A 7F A B = -
Security CIoud Control:= Configuration Status(7-7J “J ) 2 Connectivity(<1Z 43) /3-8l = "New Certificate
Detected(*ﬂ Z4 Bx )" WA X = YAk 4= 915U t}. Security Cloud Controloll A 7|4 ] 3} W o] #-A]
s FEoR @(01 shar s A sl oF sk th Q1S5 7}F 5713815 a1 tufo] A7F A A el 7 H W T lo] A E e
gk JdFYT.
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ZE] & A}-8-3}o] New Certificate Detected(* 2154 B 2) d 4 £ 74 AE] ] tulo] A5 F A
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5. 24 %<l ] Review Certificate(<! 54 71 &)= =2 1 t}. Security Cloud Controloll A= =& 9] 3l <l

ZAE L2 eI A Q1A 2 48kl 4= 9l T

6. Device Sync(t] 1] 2= 571 5}) Foll A Accept(5=1)E = 2 51711} Reconnecting to Device(t] Hlo] 2ol t}A]
14 %) Aol A Continue(A £)E 2 gyt
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Security Cloud Controli= Tl H}o] 25 A A A1 Q15A 9} A5 2 &2 57| 8k t), vnlo]| ~7) 5 7] 3k &
tuto) 25 st ¥ Foj X & 5 o2 A2 I of & 5= QlF ),
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1. 1% Zo] A Wk tlujol 28 el
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3. Security Cloud Controloll A t]ulo] 2 A AB A E A A S T)ulo] 2~ 2 WY S ThA] Al IZ3FA] Al L.

Security Cloud Control = AF-8-31 7} E‘ro] H tuto] 2o F& BAE & 3tet AL v & sk 4= U T
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A& AP gy o
- J
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4. TE< Balshs Hulol &g A Estal & &0 Al A 1 ol 4] Review Conflict(T= HE)E S5
Yt}
5. Device Sync(t]u}o] 2~ %7]8}) #o]| A o] A] 72 A H o] S AES ] T AL v w ),

® "Last Known Device Configuration(7} %] 2} ©.
7 Hukeo] 2~ A3 iy Tk

o 7 tulo] 2~ GtA)" 9l @2 Security Cloud Controlol] #]

® "Found on Device(t] H}o] 2ol A A )" 3 @& ASA A A8 Fo1 Aol AE FAJu ).
6. Tt T stuE A Eete] FES A3
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Security Cloud Control

Security Cloud Control 2] 2} 7} @+ S2}$-= 7] 4k Q1] 7| o] o] A 2| QP &) &= t]ufo] 2~ Aule] A Adoe 1w
A S A, EUE Y, 4 Bl stes A dehs S dobayth

Security Cloud Control:= -3¢ U717

Security Cloud Control(©] %1 Cisco Defense Orchestrator)= U E ¢ 7 2] A}7} t}k3h H ok tynlo] 2o A dH
HAdAYE W5 {48 F JEF ot Feb5-5 7|0 o5 vnfo] 2~ # A Yg Y T,

Security Cloud Control S t]ulo] A5 e ek bl AFEE 4= A H U Th
® Cisco Secure Firewall ASA
@ Cisco Secure Firewall Threat Defense
® Cisco Umbrella
® Meraki
® Cisco [0S tjn}o] 2~
® o}mHE g A H] 2 (AWS) 91 2 El 2
® SSH 174.& AH&-ake] ¥ 53 T o]

ol
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Security Cloud Control #2] A= @A JAE H o] 25 F3) o] 3 ZE tulo] 2 {3 S ZUHY
AFHT

Security Cloud Control FAQ

Secure Firewall ASA, Firewall Threat Defense, < 3Z 2] ] 2 Firewall Management Center, Meraki, SSH 2 10S T} v}o] =
= ¥ 3}3}o] Security Cloud Controlol] 4] %] =] += t]ulo] 2~ f& o) th3k 1o 7 FAQel thaf &olaytt.

Security Cloud Control Secure Firewall ASA FAQ

ASA ?
ASAE ot Wl st 2H YAV & 2P o2 RS ¢ Gyt 27184 23] ARl ASAE 21
o= A 5-4e] 712 gufo] At 2B Sk o] ASA t]ufo] 4~ 20 W S AR YT Bt s e e A
S 2H Y= e U2 ASAS 2 Y st W gy
ASA ?
CSV 3 & AFE-3lo] ASA 552 A Sk 4= 91 © ™, Security Cloud Control= &52] = E ASAS &1 gt}

% ASA 1. ol o gk %] 32 of &F ASA & 1. =

ASA ?

A 23} ] W Security Cloud Control 7 ASA 2] 2 2314 Al Q..

Firewall Management Center Secure Firewall Threat Defense FAQ

Secure Firewall Threat Defense ?
CLI &5 7], A= B A Z2H A B A W3S ARESho] FID Hwke] 25 2193 4= 9l YT
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Secure Firewall Threat Defense ?
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Secure Firewall Threat Defense ?

Secure Firewall Threat Defense = 1.5 4] o 28 ZZ3 A 2.

Firewall Management Center FAQ

o] 7Id & =3 7| v] 2 Firewall Management Center=- Security Cloud Control®l < X o 3}
npo] 2~ #ha] W7 AFgFS of 1 3] &3 7 1] 2 Firewall Management Center Ul A 2] 7

Firewall Management Center ?
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Security Cloud Control SSH FAQ
SSH ?
SSH tjufo] 2o A A5 =2 A S 71 AF-8-R}2] AF-8-2} o] 5 3} 9 & & A}-8-3}o] SDC(Secure Device Connector)
2 Oulo] A5 2R Y e = JdFYTh Al &bk W SSH v nfo] ~ 21 o & 2 A 2

Security Devices(= ¢t t]H}o] ~) H o] X o A T]H}o] A2 AbA] & 4= Q15U T,
Security Cloud Control 10S FAQ

Cisco 10S ?
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