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verify return:1
depth=1 C = US, O =
verify return:1
depth=0 C = US, ST = California, L =
verify return:1 CONNECTED(00000003)

GeoTrust Inc., GeoTrust Global CA

Google Inc, CN = Google Internet Authority G2

Mountain View, O = Google Inc, CN = *.google.com

Certificate chain
0 s:/C=US/ST=California/L=Mountain View/O=Google Inc/CN=*.google.com
i:/C=US/0=Google Inc/CN=Google Internet Authority G2

MITHODCCBrigAwIBAgITIUOMfH+8ftN8wDQYJKoZIhvcNAQELBQAWSTELMAKGALUE
.lots of base64...
tzw9TylimhJpZcldgihFVTgFM7rMU2VHUlpdgAS59gdba0/BE

1 s:/C=US/0=Google Inc/CN=Google Internet Authority G2
i:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA

MIID8DCCAtigAwWIBAGIDA)gSMAOGCSGGSIb3DQEBCWUAMEIxXCZAJBgGNVBAYTALVT
.lots of base64...
tzw9TylimhJpZcldgihFVTgFM7rMU2VHUlpdgA59gdba0/BE

2 s:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA
i:/C=US/0O=Equifax/OU=Equifax Secure Certificate Authority

MIIDfTCCAuagAwIBAgIDErvmMAOGCSgGSIb3DQEBBQUAME4xCzAJBgNVBAYTALVT
.lots of base64...
b8ravHNjkOR/ez41yz0H7V84dJzjA1BOoa+Y7mHyhD8S

Server certificate

subject=/C=US/ST=California/L=Mountain View/O=Google Inc/CN=*.google.com
issuer=/C=US/0=Google Inc/CN=Google Internet Authority G2

No client certificate CA names sent

Peer signing digest: SHA512

Server Temp Key: ECDH, P-256, 256 bits
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SSL handshake has read 4575 bytes and written 434 bytes
New, TLSv1/SSLv3, Cipher is ECDHE-RSA-AES128-GCM-SHA256
Server public key is 2048 bit Secure Renegotiation IS supported
Compression: NONE
Expansion: NONE
No ALPN negotiated
SSL-Session:
Protocol : TLSvl1.2
Cipher : ECDHE-RSA-AES128-GCM-SHA256
Session-ID: 48F046F3360225D51BE3362B50CE4FE8DB6D6B80B871C2A6DD5461850C4CF5AB
Session-ID-ctx:
Master-Key:
9A9CCBAA4AF5A25BI5C37EF7C6870F8C5DD3755A9A7B4CCE4A535190B793DEFF53F94203AB0A62F9F70B9099FBFEBABLIBG

Key-Arg : None

PSK identity: None

PSK identity hint: None

SRP username: None

TLS session ticket lifetime hint: 100800 (seconds)

TLS session ticket:

0000 - 7a eb 54 dd ac 48 7e 76-30 73 b2 97 95 40 5b de z.T..H~v0s...Q[
0010 - £3 53 bf c8 41 36 66 3e-5b 35 a3 03 85 6f 7d Oc .S..AGf>[5...0}.
0020 - 4b a6 90 6f 95 e2 ec 03-31 5b 08 ca 65 6f 8f a6 K..o....1l[..eo..

0030 - 71 3d cl 53 bl 29 41 fc-d3 cb 03 bc a4 a9 33 28 g=.S.)A....... 3(
0040 - £8 c8 6e Oa dc b3 el 63-0e 8f £2 63 e6 64 0a 36 ..n....c...c.d.6
0050 - 22 cb 00 3a 59 1d 8d b2-5c 21 be 02 52 28 45 9d "..:Y...\!..R(E.
0060 - 72 e3 84 23 b6 f0 e2 7c-8a a3 e8 00 2b fd 42 1d r..#...|....+.B.

0070 - 23 35 6d £7 7d 85 39 1lc-ad cd 49 fl1 fd dd 15 de #5m.}.9...I.....
0080 - £6 9c ff 5e 45 9c 7c eb-6b 85 78 b5 49 ea c4 45 ..."E.|.k.x.I..E
0090 - 6e 02 24 1b 45 fc 41 a2-87 dd 17 4a 04 36 e6 63 n.$.E.A....J.6.cC
00a0 - 72 a4 ad
00ad4 - <SPACES/NULS> Start Time: 1476476711 Timeout : 300 (sec)

Verify return code: 0 (ok)

o] Zeol A 71 WA BT AFEE wHal = Bhelo] TAHE viAw ST A5A EA7
Sl 7% ek e 00] ofUr] o Fol tgk Aro] mA P

0X509 V_OK 2ol 335yt
2X509  V_ERR_UNABLE TO GET ISSUER _CERT A1 # & 4= Q1= 54 o] w3 # Q15 = 3HS
SRl TeaRA=o
3 X509 V_ERR_UNABLE TO GET CRL ¢154 9] CRLS &5 = 15Ut
&)

I

o flsHoh

4 X509 V_ERR UNABLE TO DECRYPT CERT SIGNATURE Q154 AW S 3 2=
Yt} o]&= RSA

1 O
oli= A Al A ghol e’ gtk A A|3HA 2= Alo] ef et E1E 4§l oY)
7]l 9k o] 7} 9l F T
5X509 V_ERR UNABLE TO DECRYPT CRL _SIGNATURE CRL A< 8] %38 5= 915Ut} o] =
AA AT grol o4tk A sHA] = Aol ofy e} FlE 5= gles oYtk AR H 4]
6 X509 V_ERR_UNABLE_TO DECODE_ISSUER PUBLIC_KEY ©15 4] SubjectPublicKeyInfo2]
N5 9 5 slsyth

7 X509 V_ERR_CERT SIGNATURE FAILURE ¢15-4 o] A1 o] fashA] ZHUTh

E?i‘
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A a2 |

8 X509 V_ERR_CRL _SIGNATURE FAILURE 154 9] A Ho] faahA] ZyTh

9 X509 V_ERR CERT NOT YET VALID Q154 7} o}4] 8.3} A] &5 Ut} notBefore &% 71 & A
Azt ol - J Ut ZpA gk U] -8 of 2 o] WkSE s = 821 9(R1 54 7} o} 2] fra st A] )& A
Al Q.

r{l_
11 X509 V_ERR_CRL NOT YET VALID CRL®] o} &3} &5t}

12 X509 V_ERR_CRL_HAS EXPIRED CRL®] ®r5 ¥ 5t

13 X509 V_ERR_ERROR_IN_CERT NOT BEFORE_FIELD ¢354 notBefore & =0l 231 A| 7o)
Z3tE o] AdFyTh

14 X509 V_ERR_ERROR_IN CERT NOT AFTER FIELD %154 notAfter B =9l & 84| &2 A
Zro] LgHE o QhFH

15X509 V_ERR_ERROR_IN CRL LAST UPDATE FIELD CRL lastUpdate & =0l 239 A|7lo]
e of lFUTh

16 X509 V_ERR_ERROR_IN_CRL NEXT UPDATE FIELD CRL nextUpdate & =ol - &3} %] ¢F-&
AlZko] E3tE o] s

17X509 V_ERR_OUT _OF MEM "|2&] & &3l 5ot o 77l el dlG Ut o] 3 A2 by
A= < HYTh

18 X509 V_ERR _DEPTH ZERO SELF SIGNED CERT A2 Q15 7} 24| AW 5} o Al st
T U= AFA EFAA L ATAHE ZFS F FUTh

—

19 X509 V_ERR_SELF SIGNED CERT IN CHAIN 212 & = §l= A SA & AFE-3lo] 54 A<
SHEE F AT FES 2HNA 2S5 glEUTh

20 X509 V_ERR_UNABLE TO GET ISSUER CERT LOCALLY ZZ & Z3|% ¢1ZA] 9] w3 x

=]
ZNE 3 5 AUt ol Ak o2 NH 8 5 Qi AFA B2o] ShatH Feg oy
o,

21 X509 V_ERR UNABLE TO VERIFY LEAF SIGNATURE |1l alu}e] Q1A gt Z & x| o
om A M A ooz S 8918 5 gl Ut A g obelle] ke A= g
213 A AFX S 318 5 L9 S FEEHAIA L. ZFAE WS- ol o] whEl == 91 2]
AA ATAE FAT 5= 212 S FERFAIA L

o =~
e

o
A

2

,\
=

N

22 X509 V_ERR_CERT CHAIN TOO LONG 2154 )¢l Ao]7} Al g o Zo]wt} Fytt AL
|57 &

23 X509 V_ERR CERT REVOKED 154 7} ) %] 5] ¢l <51 o).

24 X509_V_ERR_INVALID_CA CA 1A 7} fr&stA| 54 th CA7}F of Y ALt 21 o] |24
A3 dA 84 sy

25 X509 V_ERR PATH LENGTH EXCEEDED basicConstraints pathlength vl 7]l ' <=7} % 3}5] 9} &5
t}.

26 X509 V_ERR_INVALID PURPOSE Al &4 QF5HE XA H =& A3 4=

£

#u,
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27 X509 V_ERR _CERT UNTRUSTED FE CA7} A/ A E =2 A& 3= 9= Ao 2 FAHA &
FEY T
AN B8 .

28 X509 V ERR CERT REJECTED FE CA7} A A H 52 A X35

e
=
>

5
29 X509 V_ERR_SUBJECT ISSUER MISMATCH &3 54| o] o] & A 154 o] ¥F =} o] 53} &
A FA] ol A A 1 W32} Q1F A7} AF-H 5 T} -issuer _checks &A1 0] A7 9ol vk 3%
AlE Yt

30 X509 V_ERR_AKID SKID MISMATCH & A &1 532} 91247} AX-5 5t &2 54

7] A7) QoL 15 7] 9 7] 2l H &7 FA A QlEA 9 A A E4A] 7] wj E Y ) -issuer checks &
Aol A7 gl gk A E YT

31 X509 V_ERR_AKID ISSUER SERIAL MISMATCH 2%} o] & 2 A& HF 7} &3} 34
A48 713 7] Ao AR ekA] eFom 2 F A g2} )15 A1 7F A H-5 A5 U T -issuer_checks
Aol A e Aol vt ZAIH Y

32 X509 V_ERR KEYUSAGE NO CERTSIGN keyUsage 3+d-0] Q154 AW & 38317 dor=
QA LG A} ASA 7 AR AFH T

50 X509 V_ERR_APPLICATION VERIFICATION o Z&] Alo] A &l Q.

g

FAU A HA B
A 1FA A

LA AT RISA 7 A= Hutol 2 & fadol =akal o] = TR A S0l A QISA 7 A
&+ 745~ CDO+= Configuration Status(7-/d 73 Ell) 2 Connectivity($1 2 7d) 4 el & "New Certificate
Detected(M] Q154 B4 )" WA A& A S 4= AFH T CDOON A Al #ejsteH o] £A1& 5
o ® gelatal e A of P QISA 7F 57| 3hE AL vlupo] 27} AL A E)7E HE Hute]l A&
g dFY

\)

Note 2 7 o] o] wju] 4| = T o] 2

2 CDOol HAol oz Agad
A RJASAHE As o2 HE B F53tal A&l A oA A4 Yok

3l 79, CDO= t]Hfo] 2-of A

e AAE ALg el A AFAE FA T
L Inventory(4) it %) 0] 4 & o] ] o).

2. ZHE A8-31o] New Certificate Detected(M] 154 X 8) A4 = 74 JH] 9] tufo] =~ &
EAIBFAL Yok tnpo] 25 A8ty o

3. Z¢) Ao A Review Certificate(Q1 24 AE)E &
TRESILA JAFTAE FEE F AdFYTh

gtk CDOMA = HES Al ASA &t

4. Device Sync(H HFo] 2 5 7] 3}) ol A Accept(-2h) &
220l thAl AA F) Aol A Continue(A145)E 2= &4 D}.

CDOE Tlnfol 28 Al AA) A Q%A 9} 245 0% 57] 85T o] 27} 571308 F
nlo] 22 Selalel® o] A2 5o A2 Ak & 4 g

2] 3} 71 1} Reconnecting to Device(t] 1]
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= =
UM &7 A=

sl 1= 8¢1: 0 (ok) 34 W CDO A Q15 A] & FE whskghy o},

CDOC 2154 7] 1 2. "https://<device ip>:<port>"9l] GET &&= &}] URLY| A 4& A =3t}
T A 7 A H A o CDOol *1FA] -LTI’7]'_J‘:;L_ AUt 15471 F a8 4 $-(openssl®ll
A 0ok WFSH) st = LEA T & Au| 27 4l di7]ete EAY sy e B E S

L83 5 g e,

curl -k -u <username>:<password> https://<device id>:<device port>/admin/exec/show%20version
ASAS} FA13}aL Q1A 82133l HTTPS AW 7} ASAQ] S1LE EE oA 2] Folx] gelghc)

# show asp table socket

Protocol Socket State Local Address Foreign Address
SSL 00019b98 LISTEN 192.168.1.5:443 0.0.0.0:%*

SSL 00029e18 LISTEN 192.168.2.5:443 0.0.0.0

TCP 00032208 LISTEN 192.168.1.5:22 0.0.0.0

W 1 59l oA FA 7 ok fraskA %9

o] 9 fE AT IFA L WF WAL vjeol w2 Zeto]ET o] & faT AT A etA 2
B8 VI T e o 1 A3k T QISH 5 S WY Qo8] A A 154 55 015
ME AT W Z5E Hupol 2 A Zhe] AU 4 YT

Q1541 9] notBefore A& X 35l= Foll Fo] EAEofof gt}

depth=0 CN = ASA Temporary Self Signed Certificate
verify error:num=18:self signed certificate

verify return:1

depth=0 CN = ASA Temporary Self Signed Certificate
verify error:num=9:certificate is not yet wvalid
notBefore=Oct 21 19:43:15 2016 GMT

verify return:1

depth=0 CN = ASA Temporary Self Signed Certificate
notBefore=Oct 21 19:43:15 2016 GMT

o] &5 Tl ASA FRAT AHE FAE A5 U

28

2154 9] notBefore ‘E4+= Ik of oF Lt} o] d @Ae] QIS E AT = AF YT o wAl=
Zebo] I E iz uhF T vho] 2o A Alzke] SnbE A A A e ol = AT 5 Qi)
Hhgk = 82l 1015 A1 7F RER S A5 U

o] & F= AT H 1FA F Btk ol ol WEH NS o vl U Th 2154 ¢ notBefore F A& E 3
= Qe Fo] A FHofoF Ft

error 10 at 0 depth lookup:certificate has expired

R G AEA BEe Ay

28

AFA/LAAR HEE F¢ FAT 0 P BB AFHE P 0 E AQUh AFA 9 R
A7) ob 2] w2 o] A 5k opensslo] WHEF RIThaL F -8R 7 5, AHE 9 A @S gy
o} ol S 21547} 2020100l R H =S Ao} YA AFE 2] W7} 2021 o)A 7 F e

TP deAE TR gow A
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W LS el 20(3 WAl S1FAE HAE 5 919
o] 254z A1FA] ASlol HAI7E 91 LhEI =, openssl & Tl ko] 20 4] A B}z 9154 2 419
25 QA FAD 5 YUTh AFA Aol AEHE P4 F5el A 99 dlo A AZA

Certificate chain
0 s:/C=US/ST=California/L=Mountain View/O=Google Inc/CN=*.google.com
i:/C=US/0=Google Inc/CN=Google Internet Authority G2

MITHODCCBrigAwIBAgIIUOMEH+8ftN8wDQYJKoZIhvcNAQELBQAWSTELMAKGALUE
.lots of base64...
tzw9TylimhJpZcl4gihFVTgFM7rMU2VHUlpJgA59gdbaO/BEf

1 s:/C=US/0=Google Inc/CN=Google Internet Authority G2
i:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA

MIID8DCCAtigAwIBAgIDAJgSMAOGCSgGSIb3DQEBCWUAMEIXCZAJBgNVBAYTALIVT
.lots of base64...
tzw9TylimhJpZcl4gihFVTgFM7rMU2VHUlpJgA59gdbaO/BEf

2 s:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA
i:/C=US/0O=Equifax/OU=Equifax Secure Certificate Authority

MIIDfTCCAuagAwIBAgIDErvmMAOGCSgGSIb3DOEBBQUAME4xCZzAJBgNVBAYTALIVT
.lots of base64...
b8ravHNjkOR/ez41iyz0H7V84dJzjA1BOoa+Y 7/mHyhD8S

ZA AQE AWM A TS AFAH B2 oz el A4 AFARE Agstel 4 o =
ol £ 1A 8 R sl uls] A5AE A5 100 A9 ATASG AATI S 4 A%
G FA (R A AT )mamﬂwiaﬂ Z)yh g,

olN rlo

= AeME A E = dEE AU o7l = ojFo] eH ™ 5ol whet IS A 7F T
= <l E] o] Z& o] 20| X3t 1|t}

a2 ASAE U 'ﬂoﬂﬂﬂmqﬁl— o} 7] o] = Organization(ZF %)) € == ¥ 3%, 7 9-of w2}

)

i

Aol A8 Qi 91 71kl A A B E AFA T A A AFA A T AFA
EIF Bart Yk e 22 AFNE AU

-—-- Certificate chain 0 s:/C=US/ST=California/L=Anytown/O=ExampleCo/CN=*.example.com
i:/C=US/0O=Trusted Authority/CN=Trusted Authority

MITHODCCBrigAwIBAgIIUOMEH+8ftN8wDQYJKoZIhvcNAQELBQAWSTELMAKGALUE
.lots of base64...
tzw9TylimhJpZcl4gihFVTgFM7rMU2VHUlpJdgAS59gdbaO/BE

=

30 12

o] 2157} All-& =)™ openssl *.example.comell th g+ ExampleCo 91541 7} A1 2] 8 4= Q)= 7] 3
Aol o3l Sut2 A A E A=A EJAFUTE o] 154 = openssl9] 7|3 Al F Al 2] A G A
FUth &2l % openssl©] tjufo] 2o AFA o2 AAFH )
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et th S Aol = A1 E S od= CACdlA AR AT g JISA7E gl U T oAl A A o

o A &} o] X ] QIFA 7} Bl o] Ao T3F AT Aol o3l A = A, H 49 S S A ol = Al
gk 4= 9= CAZF M 3 9154 7F 215U Th OpenSSLS- 7|32 0 2 o] 23k F7F CAS A1}~

%Ettl, AF S = CAR B s AFA Al o] Alg == A F-ollwt o] & 1% 5 AUF

[Sh=

Tk 7)ol S Aol A AW = BE F7HASAE E3hetd] o] & 2123 4= &= CAol A4

e BE JISAE AT ok . o] AA A Q1S A F3HA] % 79 openssl9] &322 o5}

U

depth=0 OU = Example Unit, CN = example.com
verify error:num=20:unable to get local issuer certificate
verify return:1

depth=0 OU = Example Unit, CN = example.com
verify error:num=27:certificate not trusted
verify return:1

depth=0 OU = Example Unit, CN = example.com
verify error:num=21:unable to verify the first certificate
verify return:1

CONNECTED (00000003)

Certificate chain

0 s:/OU=Example Unit/CN=example.com
i:/C=US/ST=Massachusetts/L=Cambridge/O=Intermediate
Authority/OU=http://certificates.intermediateauth...N=Intermediate Certification
Authority/sn=675637734

Server certificate

subject=/0U=Example Unit/CN=example.com
issuer=/C=US/ST=Massachusetts/L=Cambridge/O=Intermediate
Authority/OU=http://certificates.intermediateauth...N=Intermediate Certification
Authority/sn=675637734

No client certificate CA names sent

SSL handshake has read 1509 bytes and written 573 bytes

New, TLSv1/SSLv3, Cipher is AES256-SHA

Server public key is 2048 bit

Secure Renegotiation IS NOT supported

Compression: NONE

Expansion: NONE

SSL-Session:

Protocol : TLSvl

Cipher : AES256-SHA

Session-ID: 24B45B2D5492A6C5D2D5AC470E42896F9D2DDDD54EF6E3363B7FDA28AB32414B
Session-ID-ctx:

Master-Key:
21BAF9D2E1525A5B935BF107DA3CAF691C1E499286CBEA987F64AESF603AAF8E65999BD21B06B116FE9968FR7C62EF7C

Key-Arg : None

Krb5 Principal: None
PSK identity: None

PSK identity hint: None
Start Time: 1476711760
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Timeout : 300 (sec)
Verify return code: 21 (unable to verify the first certificate)

o AW 7}t s ANk Al Fdl o
| o)) N SS HolFL ) Sejo]

A&

o] A &= Tue] 2ol A A B Q154 7F AR A H o] WA Th CDO E ThE =
tute] o] QHAsA DAL 5 AEF o] AT SAeh F AT WP L2 A5 A
hol ol EEole] A4S Bokolel el B9 SI5A DS AFHEE h AT

Ee2E ¥QEG F3HCAS EF3}el W ofd) Y F shbE np2 44| o (CSRe] ASAIA A4
ol=A] of ol ufe),

* https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/
200339-Configure-ASA-SSL-Digital-Certificate-1.html#anc13

EZE@:O]

* https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/
200339-Configure-ASA-SSL-Digital-Certificate-1.html#anc15

AA A Q1SA7F A= Hutol 25 g adle]l =akal o] = TR A2 o] A QISA 7 A
&&= 7§ CDO+= Configuration Status(7-%d 4 Hl) 2 Connectivity($1 2 4]) *J €l & "New Certlﬁcate
Detected(A] Q154 &A1 )" WA A& A E = A5 H T CDON A Al #elsteH o] EA1&
O & gelatal s A ) oF Futh. 1S5A 7t 7] 8k AL vluto] 27} Ak A7) H A ﬂ‘ﬂ}o]i%
g = dFy

Fa TN o] miy A = tjute] 25 CDOoYl Aol CDOo|| o & thA] $1 4 k= % ¢, CDOTE T
npo] 2ol A A QISA & A5 02 B Ul Fetatal Al &a A vhA] A4 3 E}.

ohg RS ALgse] Al QEAE Sl

L 2AIA
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3G tjnfol 2~ §E S YT

B E AF8-519] New Certificate Detected(M] Q1541 ©-4] ) A2 == 24 e ] tulo] ~ 2 FA|6la Aot
tulo] ~ 5 A8t
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] 6 Device Sync(H] HFo] 2 7] 8}) Aol A Accept(5-2h)E & 2 514 1} Reconnecting to Device(E] HF0] 220 ThA] 14 F)
%ol A Continue(7Al %) & S 4t

CDO%E Hutol =8 A A A 9154 sk 2445 0.2 §7] 815 th. tlute] 27} 7] 54l 5 Hvtol
s Seleteld Hol A% S FOR AR DA} T 5 Y5yt

Procedure

A1 Inventory(A oL &) 7] o] %] ol A Devices(43] ) $1S E 3
@A 2 Adsh QHPOV\ 3 HS FYstal o] /7R
o] FAIF UL Aol dAFw a3t 225 FHIA AL
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Bl = Conflict Detected(F & B4 2)2 EAF Y}
"FE B U E A Y g AE Y

Procedure

A1 WH Aol A Bl A Inventory(A i 23)E Z2] g o)
Note
23 g v] 2 ¥ 8} Management Center2] 73 -9-, Tools & Services(:=7- 2 A]H] %) > Firewall Management Center =
o]53}o] Not Synced(-s 71 8= A &) % EHOJ CE Aestar sehA F-E A& g o

@7 2 Devices(tl o] ) & &8 8fo] tlulo] A& Zh5 T

@A 3 ' tlnbo] & §S S Th

A4 FTES B tnlo] A5 A EEtal Q E59] A5 A K o A Review Conflict(FT & A E)E 29
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* "Last Known Device Configuration(PFA] @} . & <Fe % t]npo] 2~ G4y ol 92 CDOoY| A% t]njo] 2~ -4 <]
Yt

* "Found on Device(t] v} o] 2ol A -7 =y s @& ASAC A A3 Fol Al Ad -4 4yt

96 the % shtE dEskel 35S sag
« Accept Device changes(t] tlo] 2~ ¥ 7 AF8} 422}): £4 2 cDOol| A4 H HF 391 WA ALEHS tjufo] 2~ 9]
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