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oA 7
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CDOS| UM o] v] <] & A}-g-5}o] gt jutol 2~ A vie] % [}

Services(# H] 2~) | o] #] o] ] Secure Connectors(X.¢F # Y E]) 81-S A &
Secure Device Connector(X.¢F T H}o] 2= AV E]) S A& gt}

1Al 4 Download the SDC VM image(SDC VM ©] 1] %] T} &2 =)& &

-

Download the SDC VM Image)a

Deploy an On-Premises Secure Device Connector

Step 1

Step 2

When deploying the VM into vSphere, you will be prompted for 'CDO Bootstrap Data'. Copy the
data below and paste it into the CDO Bootstrap Data input field in vSphere.

CDO Bootstrap Data

QBRPXI1RPSBVOPSJleUpoYkdjal9pSINVekkxTmlJcOluljViQek2SWtwWFZDSjkuZX1Kc2FXNXJav1
JVWleclaGJuUnpJanBiWFN3aWRtVnlJam9pTUNJcB1uT JFZbk5qY215d2RHbHZ 1bk1pT2xzaVNWUKVM
VUpoYzJVaUxDSm91Vep5YVARAE1 pNHdJaXdpYm1kbWRSSmRMQBoxY z WeVgyNWhiV1VpT21KamIyWm
x)bkpsY2tCamFYTmpieTVqY jIwaUxDSmhiWELlpT21KellXMXNJaXdpY285c1pYTWLPbHNpVINSSTVIW
OUJSRTFKVG1KZExDSnBIM@1pT21KcGRHUNIMOQBpqYKkhiWemRHVN1TVIFpT21JeElpd21jSEpwY 1dGeW
VWUmx1bUZ1ZENJNmJuVnNiQ3dpYzNWaWF tVmpkR1I1Y08dVaU9pSjFjM1Z55W13aWMzQkpaQBk2SWto
RVRSSXNJbUYxZEdodmNtbDBhV1Z6SWpwYk1sS1BURVZmV1ZOR1VpSmRMQBp3WVhKbGJuUkpaQek2sw
prMuUSHWXpZamd3TFdKaV16a3RORGMBTnkxaVpgTXdMV1poWW10bFptRXpPREUWNMLIcB1tTANRV1Z1
ZEYScFpDSTZJbUZ3YVMxamJHbGx1b1FpTENKelkyOXdaUek2V31KMGNuVnpk(81zSWSKbF1XUN1MOE
k1TLIRSbUBYSTRNQZFpWIW1NNUxUUTNPRGNEWW1 Zek 1DMW1ZVBpgWldaaE16aGhOR1 LpTENKM2ZNthDBa
UBpkTENKcFpDSTZ JamN3T1dRMYpHSXpMVFpoTmpZdESEVTBZUZABTIRCHUxXUXhNelJr TURZeESEWT
FPUBLzSWIwWMGFTSTZJakZpT1RjdO1tVmpMYGhoT1dZdESHTmx0e TATTVRBNExXSmxOak 5pWk RRME 5H
TTJa0QBoSL1INSZEYNzhoNUNSZDNPRUUSHUDXT2VRd j04aHpkSIhtR3BhUmtSYWSIZ0J1dmRFQ2g1TH
hoZk840Q19PNFBmVJNSTHpNRUSmcBF oSTVDNHBQVNFSLWo2RDJ1Qz1FRy81 TzNZcGpNdGeaNT1FnY2hi
ek 5XNBdKajRyTTlyVzM3IRXdRdFOzeWh5azVkTOVITVIrMlcwR1 JRcXhLompoU1JLUT pKNXQBeGxuN1
NFWUAKZ32Jd¥QzUE1Da2piNVN4a29qum1 hRmdDWERqGC1J JUERWTY 1WUFShTnprX2RZTVd fNDZabHF j
dGRic1p4WFZoSkVGa2152k53Y JZCd@FARUP2VDK2bmRMYVYaYzNjWGdJVBET YU zeFJPB1VRR2ZREbN
BKcHM5a24 tNGBwZWtxcB1BTXoSUVZOMXZ1S) ZWNmSNdBgyV3JicDRZMTY 1MC1yeDBpblhWNFdzQSIK
QGRPXGRPTUFJT]BlﬂSdRLmRIZmVuc2chmNoZKNchFBh3IuY29lIngREQfVEVOQUEUPSJJaXN]hy

nd follow the documentation to deploy the SDC VM on vSphere.
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* CDO-SDC-VM-ddd50fa.mf

* CDO-SDC-VM-ddd50fa-disk1.vmdk

Zka
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ﬂnwHHHWF@%aﬂHE%qmqaﬂﬂa7mw¢@%%%§uw
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[cdo@localhost ~]$ sudo sdc-onboard setup

HEHEE 50 admizsS JH T

A Aol et root AHEARS] A HEH S & A FUTH FE AMEALS] MBS

A Aol whel CDO AHE-AFS] A ¥ 5 E A Y T AFEAF BRI S E 7]

Please choose the CDO domain you connect to($1 2 gt =] 91-8- A Bl 3} 4] A] 9) v A
ARE gyt
H A A 7} A5 SDC VM| the =9l HHE 91
a) IP 52/CIDR
b) Al Ee]
¢) DNS A1
d) NTP A¥ X+ FQDN
e) Docker B 2] A]

¥ += docker B8] A 7} A8E A] &= 79 Enter 7| & 754 ¢}

st

Y.

Are these values valid(®] #to] =454 7F?) (y/n) A A 7F e y 5 AR&SEo] 43S gl gy
Y-S A

"Would you like to setup the SDC now?(X] & SDCZ A 4 &} A| 25U 74?) (yin) ™A A 7} YEFL
t}.

VM Z&0l| A AH5 0 & & 10} Ut}

SDCell & SSH 148 A gtk CDORE 21218k v &5 9 o).

EE%%EEEEOH sudo sdc-onboard bootstrapé% ?§E§§§L4t}.

)
=]

mlo
T
L
v

[cdo@localhost ~]$ sudo sdc-onboard bootstrap

[sudo] B H S5 & WA 7} A=A T 1400 A A S uEHS S =)

Please copy the bootstrap data form the Secure Connector Page of CDO(X.¢}F 7] Y E] # o] x| o] A L E A~ E 34 ¢ o]

HE HALSH A Q) WA A 7} 3EA = v HAHE S Tk

1. CDOe°l 21918t}

2. Actions(2+4]) 7ol A Deploy an On-Premises Secure Device Connector (=32 & 1] 2= 1. QF tjnfo] 2~ AW E
F)E =gy

3. O3} AbAFe] 2k Aol A Copy the bootstrap data(F-E = E 3 "o E HA)S Z2 3L SSH ol By &
=3
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Deploy an On-Premises Secure Device Connector

Step 2

When deploying the VM into vSphere, you will be prompted for 'CDO Bootstrap Data'. Copy the
data below and paste it into the CDO Bootstrap Data input field in vSphere.

CDQ Bootstrap Data

QBRPX1RPS@VOPSJleUpoYkdjaU9pSINVekkxTmlJc@lulUjVjQak2SWiwWFZDSjkuZX1Kc2FXNXJaV1
JVWlc1aGJuUnpJanBiWFN3aWRtVnlJam9pTUNJcB1luTjFZbk5qY21sd2RHbHZ ibk1pT2xzaVNWUkVMH
VUpoYzJValxDSm91VBp5YVdRAE1pNHdJaXdpYm1kbWR5SmRMQBoxYzJWeVgyNWhiV1VpT21KamIyWm
xjbkpsY2tCamFYTmpieTVqYjIwaUxDSmhiWELlpT21KellXMXNJaXdpY285c1pYTWIPbHNpVWsSTVJW
OUJSRTFKVG1KZExDSnBjMB1pT21KcGRHUWIMQBpqYkhWemRHVN1TV1FpT21JeElpd21jSEpwY1dGeW
VWUmx1ibUZ1ZENJNmJuVNNiQ3dpYzNWaWFtVmpkR1I1YBdVaU9pSjFjM1Z5SW13awWMzQkpaQak2SWto
RVR5SXNJbUYxZEdodmNtbDBhYV1Z6SWpwYk1sS1BURVZmY1ZOR1VpSmRMQBp3WVhKbGJuUkpaQok2SW
prMUSHWXpZamd3TFdKaV16a3RORGMBTnkxaVpgTXdMV1poWW10bFptRXpPREUWWMLJcB1tTnNRY1Z1
ZEY5cFpDSTZJbUZ3YVMxamJHbGxib1FpTENKelkyOXdaUBk2V31KMGNUVNpkQ@1zSWSKbF1XUW1MQB
k1T1RSbUBVSTRNOZFDWW1NNUxUUTNPRGNGWW1 Zek 1DMW1ZVBnaWldaaE16aGhOR1 1o TENKM2NtbDBa
QBRPXBRPTUFJT j81d3d3LmR1ZmVuc2VvcemNoZXNBecmFBb3TuY29t IgpDREIFVEVOQUSUPSJjaXNiby
ThbWFsbG1lvIgpDREIfQk 9PVFNUUKFQX1VSTDBiaHRBcHMELY93d3cuZGVmZW5zZWIyY2hlc3Ry YXRv
ci5jb2@vc2RjL2Jvb3RzdHIhcCIjaXNjby1hbWFsbGlvL2Npc2ZNvLWF tYWxsaW8tUBRDIgo=

#1 Copy bootstrap data

4] 25 Do you want to update these setting(©] 2 4 -S ¢ v o] E&}A] 251 712) (y/n) #l1 A1 A 7F YEbgHE 1S
@7 26 Secure Device Connector(H.QF Tl ufo] 2~ A 9 E]) # o] A 2 Eo} 7t} A SDC2] AHE] 7} Active(Z4)) =
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FMC(Firepower Management Center) T U} 0] 2~ = B tjujo] 2 2} F1 S AL-8-5 o] CDO°ﬂ =14
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%

H
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e
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* VMware ESXi &~ E ¢ &= CPU 2717} Z 8.3t T},

£

* VMware ESXi & 2~ Ed &= 4 2GB2 W& &7} Z a3y

* VMware ESXioll = Z 2 H| A3 Jd &lof] e} 7Hd A2 2] dst7] 913l 64GBS] ] ~2 &
rol ottt o] gt B Qo whet o s v~ 33hS 4% 7 s gy &
7 LVM(=8 4 &5 &) S AFE-shohar 7hg gy o

VM®] CPU% vl 2 2] & o] Egt F VM| 25 A Il Secure Connector(E.QF 7 ¥ H]) 7] o] X]
ol SDC7} "Active(ZH4d)" A B 2 FA 5|4 2l S,

o] AAtE A 3HE AHE A= Linux B4 ol A 2l skal ok AR S 9lal vi A1 AA A7 E AL
&8k bl o sl of FTh
CentOS 7} #4le]l 22 v] 2~ SDCE A A8k 49 4714 22 Yum B9 93] & A6}

.
=

Zlo] FFYTE Yum 70 whe} Yam QU] ES 7FA e 2W 2 E 80 R 44304 oLk =
M A5 Fojok & 4= oGt} T3 A H o] EE of 2F51e] ™ yum-cron B+ crontab=- -4 &)
oF Fhich ek £ §3h 8 Yum A Hlo| E5 W) 918 WA ok s wek A Ao] g
gty

S

4 Aal] Aol Aake) WS BAbste] En) Y ol el ¥ A W vl gl

al
="t A7 23 E T, e 7] 2 Bl g ] TR A 20l A o] 3 i E
gol e = AFH
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| Cisco Defense Orchestrator®] 7] 2 A3}
VMol H.et tjuto] 2~ AVE -5 .

L ZAA

@Al SDCE A4 CDO HIFdEd 21203t
A2 9Z ol A Tools & Services(= 7 2 A H] ) > Secure Connectors(}.QF A9 H)E =23t

A3 Services(A H] 22) 3| o] X ol A Secure Connectors(2.0F AWE]) B8 Aelsla gak A G337 HES 283 &
Secure Device Connector(=.QF tjvle] 2 AU E])E &l g o,

WA F 2 Al A FEAEY dlo] 6 2 v Aol BA gL T
W5 2 SpCol B T RAM B €] F1hE ARE5H] CentOS 7 714 W A1 A A g o,
* 8GB RAM

* 10GB U] ~3 %t

GA6  AXAT7FAEEESDCE IP T4, A B Y wpa 9 Aol EQ o] & A A sk 59 7R WEAS AT
@A 7 DNS(Domain Name Server) A1 H & -4 &4 T}

o718 NTP(Network Time Protocol) A1 ¥ S -4 $Hu t}.

A9 SDCO] CLISHS] £41% 4% 28-S 94l CentOSOl| SSH A B S A X gt}

GAI10 Yum Hlo] EE 2 83k & open-vm-tools, nettools 2 bind-utils ¥ 7] %] & A X g1 T}

[root@sdc-vm ~]# yum update -y
[root@sdc-vm ~]# yum install -y open-vm-tools net-tools bind-utils

A 11 AWS CLI 9} 7] A & A X] &Yt} https://docs.aws.amazon.com/cli/latest/userguide/awscli-install-linux.htm]2] W] -85
s A 2
=k 37

=1

—-user &Y 15 AHE-EHA] PR AL S

@112 Docker CE 3| 7] | & “d X] 3+ t}. https://docs.docker.com/install/linux/docker-ce/centos/#install-docker-ce 2] W82
2 Z A A 2.
= H

A 13 Docker A H| 25 A 2}SaL F-8] A] Al 2F 5| 2= 24 B} gt o}

[root@sdc-vm ~]# systemctl start docker

[root@sdc-vm ~]# systemctl enable docker

Created symlink from /etc/systemd/system/multiuser.target.wants/docker.service to
/usr/lib/systemd/system/docker.service.

YA AFSAHCDO" B "sde")E A FUTE CDO AHE A ¥l 7152 A 5] A3 1ol shE ALg ARl V(T
EAMSAE A% AHEE D7k §19), sde AHEAHE SDC Docker 1B o] U & A @3k AL AG o,

[root@sdc-vm ~]# useradd cdo
[root@sdc-vm ~]# useradd sdc -d /usr/local/cdo
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| RIEEREE SRR

] 15

&7 16

oA 17

o718

A 19

7] 20
A2

o7 22

CDO AF§Aho] W] 5.8 44 gt

[root@sdc-vm ~]# passwd cdo

Changing password for user cdo.

New password: <type password>

Retype new password: <type password>

passwd: all authentication tokens updated successfully.

CDO AH4-AHE "wheel" “18-o 371310 7] (sudo) ¥ &S F-o P},

[root@sdc-vm ~]# usermod -aG wheel cdo
[root@sdc-vm ~]#

Docker”} A4 X] 5] AF-8-A} 15-0] A4 E Yt} CentOS/Docker B A of] w2} "docker”" B=+= "dockerroot"2} 1L H-=
T AF YT fete/group IF LS EFR1sto] of W 17 o] A =A] Q1% tFF sde AFEAE o] ol F7HEE

S=)

[root@sdc-vm ~]# grep docker /etc/group
docker:x:993:

[root@sdc-vm ~]#

[root@sdc-vm ~]# usermod -aG docker sdc
[root@sdc-vm ~]#

/etc/docker/daemon.json I} o] §l= 7 §- IL S A kAL of g W8 Y =HE Y A4 = docker WS TFA]
A2 o
E A

"group" 7] ol Y=g 15 o] Fo] o] H A ] Jete/group U oA Z-E T1F I DA F=A] FIFH T

[root@sdc-vm ~]# cat /etc/docker/daemon.json
{
"live-restore": true,
"group": "docker"

}

[root@sdc-vm ~]# systemctl restart docker

[root@sdc-vm ~]#
& A} vSphere 2= A4S A& 591 74-9- SSHE A 843131 "CDO" AF-&AH 2 21213 T} 2121 3F $of &= "sdc"
AFEAE AT G EE B v 447} EAS CDO" AFEAHe] 95 S e g
[CDO@sdc-vm ~]$ sudo su sdc

[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~1$

t] @ el 2] & Jusr/local/CDO = ¥ 7 & T},

bootstrapdatathi= Al FHU & Aot &2 ul 2~ Bk tuto] 2 AME] -5 whg ALe] 21k A of| A 744 & 35
2~EF Ho|H & o] 3ol EolEFHth 7S Save(A ) FHUTH vi B nanoE A& 9L S A e
AHFH T

E—EZLE% Eﬂ O] E1 T base64= Q17 H 91:1 14 ‘jr O] = 1’4 S 6‘]‘3 extractedbootstrapdataa}% Iq'?—:t]_ = LHE‘TE H E]’

[sdc@sdc-vm ~]$ base64 -d /usr/local/ CDO/bootstrapdata > /usr/local/CDO/extractedbootstrapdata
[sdc@sdc-vm ~1$

cat 37 S Aastel V=Yg Yole e Sl gtk B % o)=Y H dol8 theat go] EAH L
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oA 23

o7 24

7] 25

Ubuntu 7} ™ 21 ol A] BQF tlufo] 2~ A M E] 2l Wk o] E

[sdc@sdc-vm ~]$ cat /usr/local/ CDO/extractedbootstrapdata
CDO_TOKEN="<token string>"
CDO_DOMAIN="www.defenseorchestrator.com"
CDO_TENANT="<tenant-name>"

Ade % [

CDO_BOOTSTRAP_URL="https://www.defenseorchestrator.com/sdc/bootstrap/tenant-name/<tenant-name-SDC>"

U BES At tadd FEAE volE o] AAS g Mg R R YT

[sdc@sdc-vm ~]$ sed -e 's/“/export /g' extractedbootstrapdata > sdcenv && source sdcenv
[sdc@sdc-vm ~]1$

CDOOﬂ/H _,_E/\E Tjroicgh/]gr
[sdc@sdc-vm ~]$ curl -O -H "Authorization: Bearer S$SCDO_TOKEN" "$CDO_BOOTSTRAP_URL"

100 10314 100 10314 0 0 10656 0 --:==:=-= —=—:i-=—:-—- ——:—-—:—— 10654

[sdc@sdc-vm ~]$ 1ls -1 /usr/local/ CDO/*SDC

-rw-rw-r--. 1 sdc sdc 10314 Jul 23 13:48 /usr/local/CDO/tenant-name-SDC
SDC tarball«] O]‘Z':‘— 3l bootstrap.sh J]'m 2 EE 0]'04 SDC -’Hﬂ ] = 21 61']41—4'

[sdc@sdc-vm ~]$ tar xzvf /usr/local/CDO/tenant-name-SDC
<snipped — extracted files>
[sdc@sdc-vm ~]$
[sdc@sdc-vm ~]S$ /usr/local/ CDO/bootstrap/bootstrap.sh
[2018-07-23 13:54:02] environment properly configured
download: s3://onprem-sdc/toolkit/prod/toolkit.tar to toolkit/toolkit.tar
toolkit.sh
common. sh
[2018-07-23 13:54:04] startup new container
Unable to find image 'ciscodefenseorchestrator/sdc prod:latest' locally

sha256:d98f17101db10e66db5b5d6afdalc95¢c29ea0004d9e4315508£d305790275458: Pulling from

ciscodefenseorchestrator/sdc prod
08d48e6flcff: Pull complete
ebbdl0b629bl: Pull complete
dl4d580ef2ed: Pull complete
45421d451ab8: Pull complete

<snipped — downloads>
no crontab for sdc

o] Al SDC7} CDOCIIA] "Active(Z73)" = A Yt}

Ubuntu 714 o Al o A 8.0F tluto] 2~ AYE & Hok o] E AYH +%

Huto] 2= A4 & AFE-8ke] CDOE HHke] =]
E(SDC)E th- == oﬁ ?*0}04 CDOS} t]u}o] 2~

AR 7 W= o] Bk Tlrho] 2 AY)
91 B AR Aol A S

EEERS

Wk o ® o] g tulo]l e AAE 7|WO R 5HA| o & IP FATF IAY &5 Qg # o] &
off i gt 7/l & L E 7} 5 U Tth ASA(Adaptive Security Apphance) FDM #2] t]u}o] 2~ FMC(Firepower
Management Center) U] W} 0] 2= BL5 t]n}o| 2 242 S8 8 AF8-3lo] CDOOI| 1.9 3 4= 915Ut}
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Cisco Defense Orchestrator2] 7] - A} 3} |
Ubuntu 7} W Ao A] B.ot tlnfo] 2 AWE 2 Hol oWl E AWE 13

SDC+ v Y A| = tlufo] 2o A 4 gl of 3= T8 & ¥} vl Y x| = t]ufo] ~ = 7 Falf oF 3= H A] A o]
s CDOE EYE ® 3tk SDCE CDOE WAlste] W& Adsta, vy A = tuto] 2~ & il
slod CDOON WA A& A F3har, iy A = tfnfo] 2o A CDOE = HE R ey L

SEC(Secure Event Connector)i= ASA % FTDO| 4] Cisco Cloud= ol EE A &3l 2 gfo] Aol u}
2} Event Logging(¢| 1 E 2 7) Ho] x| o A 3| o] I EE K 31 Secure Cloud Analytics & Z=AFS = 3l
suth

SDCE 753§ SEC A H 0|1 & F7}8}h= 3
10S 2 FDM #&] t]n}o] 2ol A A| 28l 271 v A
AAH AFUT o] & &2l CDO Analytics 3 Cisco XD
AMAE GA A%, 7 FEE 2T S AF U

>.\1
rlo

A

Z7Feksk 2 o] F Ul SEC A H] 2+ ASA, Cisco
4=A13} AL Cisco Cloudl] HA3HAl A48l =5
R +

A& TS
7} 28 oW E Mu| A2 ALl e] 21

CiscoDevNet AFo] Eof| A A T %= 2T HEE A 315} Linux Ubuntu A 2280l A SDC 2 SECE A
A% Qe
Al &Fs)7] el

* CDO= AR AATA] 8Helo] a8t SDCoF I YL (o] /2Rl = ZEA|E A P8kA] F5

Yt}
+ SDCE TCP EE 4430 A SlEj o] t)3F A 4| of2-np3-= M2 AZES 7Fx] of gkt

c EZ A2 vy A = tnfe] 20 CDO 92 & HESFHA 2.

* vCenter §] S 2}o|AE E+=ESXi ¢ Egto|AEQ} &7 A A% VMware ESXi £~ E

%

#3 vSphere H| 221 Febol AE & AL F A= A 954 kUt

« ESXi 5.1 &}o] ¥ n}lo] A,
» Ubuntu &< A4 #171 20.04 o] ’de] 7h m2lo] A X =]e] 95Tt
SDC:
* CPU: 2 59]
* RAM: # 4 2GB
SDC % SEC:
* CPU: 4 519
« RAM: # 4~ 8GB

« SDCE 213 %<l Ubuntu HA1S ASA 2 Cisco I0S TlHFo] 4~ 9] ] elE H o] Ao T3t Y EL
A HA| 2 Agko] Qlojof T}
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I Cisco Defense Orchestrator2] 7] & A}3+
Ubuntu 7} W Aol A Het tjuto] 2~ AV E] E Bl o] E AVE -5 .

L ZAA

%A1 SDCE AT CDO HUE & 118t}
A2 =g AN 2> Bek AV S e g

A3 Services(A H] 2=) ¥ o] 4] ol A] Secure Connectors(:.<H A Y E]) ¥-& A € 5kaL % =23k F Secure Device
Connector(E.¢F tjvfo] 2~ AW E)E el gt}

GA 4 Fo 2ukAo A REAE glo]HE o 2ol EALg )

@A SDCE 75 CiscoDevNets § Y T}

@76 Code(Z=)E 253 HTTPS ¥ ¢ URLS EALg o),

SA 7T Ubuntu Al 2 ®oll A Crl+AIHTE E2] BluY 42 w2 A o,

9A 8 Endd git S = el o] Wol| EA}eF HTTPS URLS Eo W51t

[sdc@vm] :~$ git https://github.com/CiscoDevNet/cdo-deploy-sdc.git
Resolving deltas: 100% (22/22). done.

A9 "cdo-deploy-sdc" T EE 2] & o] 53t}
[sdc@vm] :~$ cd cdo-deploy-sdc.
GA10 Is-las AdAto] A D A2AHES FAFY TR
« delete_sdc.sh: A] 2~ &l o] o] Hof] A X% SDCE 2HA| §H v
« deploy_sdc.sh: A| 2= Ele] SDCZ 53t}

« install_docker.sh: A] 2~®lo|| 7%= Docker M A& 33 )

GAN 2T HEE 2 3P35to] Dockers A X gt}
[sdc@vm] : ~/cdo-deploy-sdc$ ./install_docker.sh

Remove docker docker.io docker-compose docker-compose-v2 docker-doc podmand-docker {y/n] n
Active: active (running) since date time UTC; 32s ago

Adding the current user to the docker permmissions group

Done!

9A12 ~IAHEE A3t SDCE FFF U
Jdeploy_sdc.sh& §1 = 3l3L CDO Ul A A REA~ES] folH & o Y5t

[sdc@vm] : ~/cdo-deploy-sdc$ ./deploy_sdc.sh <bootstap data>.

If the docker container is up and running, the status of the SDC should go to 'Active' in the CDO Event
Connectors panel.

o A H.qF tjufo] 2 A E} 7} CDOCIA "Active(Z7d)" = FAIH T
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Cisco Defense Orchestrator2] 7] - A} 3} |
. TerraformS- A}-8-31-¢] vSphereoll X9t Tjnlo] 2~ AWE 135

TerraformS A}-8-3} o] vSphereol] H.9F Tjulo] 2~ AWE L=

A 2Fst7] el

o] Az}l A= vSphere-&- CDO SDC Terraform =52 CDO Terraform A & 2}9} §H7| A-8-3}¢] SDCE
vSphere®l 58l WH S A A 5] A3t o] 2 AALE S8s)r] Ao v AA o AFgE
S HESMA L.

* vSphere H| o] E] AlE] B 7 o] %ol & g 3t}

o] A5 dloly AEo] thg vh2S AT 5 = Aol A= HE A AR o] Do F
* VM A4
- 0 A4
« ZEl= gho] B elE] YA

« ZHlx gtolB el Bd dr=

* Terraform 4 H.
IR AIA

701 CDOCI A APL A8 AH A2 AL BhIL APL S-S SAL gL Th APL A A8 A2 A SHE 8 olnel
APLAE ALEA A& FEFHIA 2.

A 2 CDO Terraform A -8 A 2] X % of] w}2} Terraform #7449 A CDOTerraform A& A5 -4 g4 t}.

of A:
terraform {
required providers {
cdo = {
source = "CiscoDevNet/cdo"
version = "0.7.0"

}
}
}

provider "cdo" {
base url = “<the CDO URL you use to access CDO>"

api_token = “<the API Token generated in step 1>
}

7 3 CDO Terraform A 3 A& AF-831] cao sde 8] 2225 A 84 Terraform =2 243 g o, &A4A] 8 ] 82 CDO-sdce
] 2220l 8k Terraform Pl A ~E 8] & 23 A L.
of A:

» »
Resource ‘cdo_sdc” “my-sdc” {
« . »

name = my-sdc-in-vsphere

}
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Terraform &.5-< 21231 o] AWS VPGl m.gt tupo] = A v 75 [

O] \j/] iig bootstrap data é]:}‘é % CDO ‘?*_E_.}_\_E ]O] E} 4 %l' o= XH H X] D:] ‘3}% %74] Oﬂ }\'1 cdo_sdc Terraform
g AlFgyrh

@Al 4 CDO sdc Terraform 552 AF-&3}9] vSphereoll A SDCE- A A 8} = Terraform Z =8 24 U o},
o All:

data "cdo tenant" "current" {}
module "vsphere-cdo-sdc" {

"CiscoDevNet/cdo-sdc/vsphere"
"1.0.0"

source

version
vsphere username "<replace-with-username-with-admin-privileges>"
vsphere password "<super-secure-password>"

vsphere server = "<replace-with-address-of-vsphere-server>"
datacenter "<replace-with-datacenter-name>"

resource pool "<replace-with-resource-pool-name>"

cdo_tenant name data.cdo_tenant.current.human readable name

datastore = "<replace-with-name-of-datastore-to-deploy-vm-in>"

network = "<replace-with-name-of-network-to-deploy-vm-in>"

host = "<replace-with-esxi-host-address>"

allow unverified ssl = <boolean; set to true if your vsphere server does not have a valid SSL
certificate>

ip_address = "<sdc-vm-ip-address; must be in the subnet of the assigned network for the VM>"

gateway = "<replace-with-network-gateway-address>"

cdo_user password "<replace-with-password-for-cdo-user-in-sdc-vm>"
root user password "<replace-with-password-for-root-user-in-sdc-vm>"
cdo_bootstrap data = cdo_sdc.sdc-in-vsphere.bootstrap data

}

A VMl = 5 o] AR K root AHEAFS} cdothE AREAF)7E 1o VMO TP T4 A A o7 A YT
cdo_bootstrap data Z—‘T‘*é oﬂ.\‘_; cdo_sdc aﬁ\_-}lﬂ‘ }}E}‘(}] E,:i HH /‘g }‘é %]_ bootstrap_data ——‘.‘/‘é /] %}(O] 7(] Xé% 14 D}

A5 terraform AE u] terraform 2&& /\]'%‘8]'0:] 031131—791 © 2 Terraform< 73”5—:]8]',1—.’. E,%%LL] E]’

A A o Al &= CiscoDevNete] CDO A4F53F A A A2 ZF3HAA] 2

SDC7F &Ry AEE 4x3 49 92 Z& S A5t vSphere VMol ¢ A8} 31 CDO AFEAL 2 =
TLRIRE ol Th W H = AW Y-

sudo su
/opt/cdo/configure.sh startup

4

o

i CDOTerraformE%—o—ApacheZOE}O]’di | wel 0 A2 AT EY O E AAFYUL x| Yo] &

Terraform =55 AF-8-3Fo] AWS VPCol| K ¢t tnlo] =~ AV G5

A 2FaE7] Al
AWS VPCo| Al SDCE 1+%3}7] dofl o3 AL 84S AESAHA Q.

Cisco Defense Orchestrator®] 732 213 ]


https://registry.terraform.io/modules/CiscoDevNet/cdo-sdc/vsphere/latest
https://github.com/CiscoDevNet/cdo-automation/tree/LH-70404-add-vsphere-as-an-optional-example/vsphere

Cisco Defense Orchestrator2] 7] & A}3+ |

B reraform =52 418510 AWS VPCO] 1.0} tluto] 2 AW 75
£ CDOE= 917§ Q154] elo] Wastn SDCSH Qe Yl ko] QW/EH= T2 A [ALE A YakA
LItk S A A AH-eh 79 SDO(S Hrte] 2 7] uE) S} DO o] Eehe 714t
= wgg skt
« iU A = Hupo] 2o CDO AZ2& A Esto] AT U E]A NALE SAF T
- o] 79 AWS A4, 3t} o)) Al B Yle] 91 AWS VPC 3 AWS Route53 S228 o] I8
)}
*CDO F-E~E & Ho]E, AWS VPC ID ¥ &l A B ID7} L =4] &A1}
* SDCE 53z Zebo] gl A B Hlo] NAT 7lol E o] 7 AA o] QLA sl
< WS $he] HTTP S1E] o o] 27} 28] %91 EE 0] A NAT Aol Edlo]o] A7 B2l P2 o]
b Ee2 e g,
EZAA
WA Terraform 7ol ThE 5= £& FFE T WG] Ue S S50 s o} Fun),
module "example-sdc"
source "git::https://github.com/cisco-lockhart/terraform-aws-cdo-sdc.git?ref=v0.0.1"
env "example-env-ci"

"example-instance-name"
"rS5a.xlarge"
"<replace-with-cdo-bootstrap-data>"
<replace-with-vpc-id>
<replace-with-private-subnet-id>

instance name
instance_size
cdo_bootstrap data
vpc_id

subnet id

[ | | A | R [P

—

hins

g Al 2 A E52 Secure Device Connector Terraform X5 & 3314 Al Q.

>(

]1:]_'74] 2 Terraform i—‘:—oﬂ /\‘] instance lde E‘Eﬂ ° =2 Ci"ﬂ"/]‘:}

output "example sdc_instance id" {
value = module. example-sdc.instance id

}

instance_id & AF&-3}%] AWS Systems Manager Al A 2] ZHSSM)E & gt -4 3l A4S 913l SDC S12~' 2of A4
st = JHFY T ALE 7153 =8 E5-8 Secure Device Connector Terraform & Q

i
Lo
o
L)
o
By
BN
5&
o>
>

ohgoll e g 2]
TE SDC A4 s) A2 A9, AWS SSM% Ab&8te] SDC Q1R 2ol A of Tt Q1w 29
AA = W o 3k 2} A 5& U]-8-& AWS Systems Manager Al A #2] AHS %3844 A Q.. SSHE A}
&3Fo] SDC 1 2~® 2o AZdele LE« Bode o|f 2 &5 A FsUth

“

i

al CDO Terraform X 5-2 Apache 2.0 2fo] A 2~of w2} @& 4~n A E o] 2 AAF U x| o] &
L8k A5 GitHubol| A £AIE AET 5 54T
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== RER,

X EZ A& AL-8-3} == Secure Device Connector 143 .

d@
ol
—I_l

= Secure Device Connector -

E2A AN E S of ke s BN S BE YR T GBS FORA NS ot
S Qg WS tute] 27k TE o] A4 wE e AL PAstn BA9 98L& FY Tk
3252 U] Z SDC(HLSF Hute] 22 A W) 9} B 3ke] SDCo) A CDOZ Y] E o} $he-= FA1S
Fae 5 Qlgrueh o] AAHE £AE Linux 08 A4 0] ohd SDCs el w7 Aoy 4S5
Ahe ) F4& FUok

S

Fd

i wA /\P‘%}% SDCe] #7% 74511°]L1°ﬂ“ &S syt 24 9] Linux A B ol thet
o~

= Axpol uhet

ARG HEL
- Linux 3 8 & 1E] 5| o] 2x(CLDell ] % 8o T T,

7

Aol Eguet,

rr
o

« config.json LS HAAY 37| Aol MelS vt

ZE2AA

A1

A 2
A3

<A 4

A5

SSHE AF&-3ko] SDCell Al 28} al th5 8 & ARE-8lo] SDC A& AF= A ghet ),

$ sudo su - sdc

usr/local/cdo/data/<your sdc name>/data/config.jsonoﬂ}ﬂ %l}é E}?%fé O]%%é}L4E+
JSON 7]-%k #&-S- config.json 3} o] 4+¢1 gy T}

SEAE %A W9 [P F 4 E FQDNO.E, EES 2 A Ao 54 LE = il o
"awsProxy":“https://proxy:port”

W7 AFgHS A3kl SDC A B o] U ThAl AAE T o] 2] e =7 Arel U E A4 tha] Al 4et ALt SDCE
Fagehs 7P M Ae AR st Sad 5 g,
a) ©A Aeo]U 2 thAl A AW WA b W E S AHgshe] SDC Aol W IDE A E e

[sdc@localhost cdo] $ docker ps

b) ©] WH & ALEste] AH oY E thA] A2 T
[sdc@localhost cdo] $ docker restart <container id>

o] 7] A <container_id> = SDC Z ] o] <] IDY Y T}

o] §H & Ab&ate] FHlE &lstal SDC A El el |7t A 5 A o= thA] Al & E o] Zs F91A] Sl

[sdc@localhost cdo] $ docker ps | grep sdc

o] W& AFE-31] logs/larlog TFA ol Al ZEA] A o] ZulEA] g9 o}
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| EESEE R RN ENEE

[sdc@localhost cdo] $ less /usr/local/cdo/data/<your sdc name>/logs/lar.log

SDC7} 2 A AW S AFgte] BASHES Y34 0w TARAF

Hek tjujol 2~ AV E o] IP 52 W

R3] ol
- o] 2412 A shel W wel <ol of Ty

* SDC= TCP L E 443 4= t]ufo] 2 w2 & 98] +
o) 2 { S 7hA o Fieh.

0_1.,
o
ku

B0 QB ol i 1A op g

Jfu
et
i)
fo
N
%0
)Y
L
v

L EZAA

A1 SDCo ek SSH A4S B sk 7Hd MAale] 2455 431 CDO AHE AR 2291 gt
@Al2 IPFAE WAGS7] Aol SDC VMO U E A QI Hlo] 2~ 8 AR E B ifconfig 88 o AHEFU T

[cdo@localhost ~]1$ ifconfig

“;]_'74] 3 (?JH Eﬂ o]_/_\‘_o/] 1P ?i% tﬂﬁ O}‘E:]Dq sudo sdc-onboard setup %‘% ?_]j"iﬂ'

[cdo@localhost ~]$ sudo sdc-onboard setup

.

I

HA4 EZFZEHEHIE JH T
[sudo] password for CDO:
975 FEYUCDO YT E APGstets TFITE oS T
Would you like to reset the root and cdo passwords? (y/n):
GA6 UESA AT ZFZE yE JE T
Would you like to re-configure the network? (y/n):
GAT HAA 7 A EE SDCOl &Sk = A IP 52429 SDC VM| THE =)l AR S 1 H gyt
a) IP Address(IP =4~)
b) AlolE 4]
c) DNSAH
d) NTP A]H %3 FQDN
L= NTP A ¥ H= FQDN©| 285 %] ¢F+= 79 Enter 71 & ‘F5 Yt
e) Docker P.2]A]

= docker B2 A 7} A& 5 A &= 79 Enter 71 & T Y.

o
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oA 8

o7 9
7 10

AN

7 12
%13

werutel = Ay AA

wel A= 2= vAAZE ZAHE v 2 F5

Are these values correct? (y/n):

o
tot
e
%
A
o

E
o] S A&ty o] A IP F4of thgk SSH 1A o] HBAABE, v& 4= st Holl gho] A ghghA] gl

=
fin=

el
A 3)sle] SDC7F A8 Q14| @

[cdo@localhost ~]$ sudo sdc-onboard status

SDCOl &3k A] IP F4AE A}8-51o] SSH A2
Ad Je] Hl~E gH S A

EE I AHS FA0R [ ox (&) 10Tl BAH o oF F )

E

VM| Z&oA o] AAFE Faeh= - ghol SntEA Flehd A2 ) HlAETF Abs o= A= a1 g H
7F EAEY

CDO AH&-2} QIE] H| o] ~ & F-3l SDCO] AZA S g1E + % AFUTE o] F A 3] W CDO e &g Aol de diL
Tools & Services(*=7- % 4 H] ) > Secure Connectors(&.¢F 7] ¥l &) = o] x| & o] 5 gt}

H oA & g M A Z AAILIP F2E WA Bl AEE Ae sy

Actions(%+$) el A Request Heartbeat(StE R E 2 3)S Z2 gt}

SHERIE 8% 4 v A7k EAE S, whA U S n] 2o @A) s} A|7ko] SEA]H of of G o,

rE ol
oy fo
rot

rr

IP F4E GMT &4 3A] o] 3o 4k SDCO] Al - A K. Zo) vred gt}

3

VMel| SDCE i E3h= ol th & AFA & W82 VMol Bk tluto] 2~ AYE -5, 17 3| o] A & FF235HA] 8.

B Qb tyufo] = A E Al A

A

Waming o] 7ol 43= SOCLEL Elhol 2 AMENE HpATH L. o] = 158 5 gl o] el 4l
@ o= 4] SDCE 4171513 elvfo] 2% vl A4 w74 39 SDCel A Fluto) 2 )
& 5 Q1ErIth. o vhol 2 ThA] 215 el T ehal sl of shiz 74 clubol el Ul 2ol 4 47
20g opAl QIRalol @ - et

Hd EA SDCE Al A s v AAE a8

Procedure

A1 2HA1E SpCell AE | BE tnfo] 25 A 7 th
A

*a. SDCOA AEal= B Hute] 25 A5t 5 A 3 SDCE AHE-8l= CDO Hlo] =5 FEsH4 A Q.
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B socoeiasacs

b. Inventory(A il ¥-5) #| o] X o A 21 gk B = tjufo] ~ 5 A gt

c. Device Actions(t]HFo] 2 #+4]) ol A Remove(H A1) S 28 813l OK(Ee)E 830 21y S gelghy

.

WAl 2 912 Zoll A Tools & Services(%= 7 2 A]H] ) > Secure Connectors(}.¢F 7AW E]) S &2 g o).
WA 3 Secure Connectors(E.QF A 9 E]) B o] A B & Services(A] H] =) H o] X ol A 3}k T 61 7] M E
Device Connector(}.¢F t]vfo] 2~ A ) S A &gt}
7 4 Secure Connector(2.9F A9 E]) B o] £l A A1 A& SDCE A& F T} o] A t]ufo] 2 47} go] of of ).
A5 2] Aol A @ Remove(A A)E 2 Uttt H 7t FAE YL
Warning
<sdc_name>S AFA| 8k AL HUTE SDC 2HA| = = =€ 7 §l5U T SDCE 2HAI8HH tufe] 25 2R YA Y T
Al 21 317] ol A SDCE A ehal &R 9 3) ofF Tt

o

323l & Secure

A7) LR PHE tulo] A7t 9o 2 SDCE A A S A SDCE A A 3 3 tlufo] A2 thA] AZsta A4
1S tA] AlFsfoF gt

L Aol L} 3-8 Abao] Q= 7

e A48 <sde name>2 ¢ & #hol 32 OK(E)E =8}

o
@)
Y
S
8
W
P
tlo
il
1
ol
=
@
w)
o
N
10
=2
g
o
ol
>,
>

gA6 &2l g3} %X}oﬂﬁi Al 2 8sted 7 a1 fiA] A of] 1o} 1= SDCY] o] &5 ¢ #H Y}
A7 OK(EHSN)E E8 351 SDC Al AE g13 Y

SDC <ol ASA ©| =

CDO+= © CDO H|H Eo) A o] 2] SDC AF-& t}2 A& AL-8-3)¢] 3 SDCol| A t}& SDCE #&] &
ASAE o] 5T = 5T

2 A A
A1 B4 BZo A Inventory(A] il H5)E SE YT
WAl 2 ASA 1S S8

@A 3 T2 SDCE o] Z35t8 & ASAE A gy},

th7| 4 Device Actions(t] H}o] 2 2+¢]) %ol 4| Update Credentials(#}2 21 ¢l dlo]| E)E S g},

WA 5 ek rjufol s A UE] Bl E-S Felahal tinfe] 25 ol §5e] = SDCE M o,

76 CDO7} Tjute] o] 2I1918h W] AL§8h= whel 4 AL} o) B 5 915k Update(§ Hlol E)E 2%
Uth WA A o A #a] 2} A}8-2} o] 23 0L = ASA 2 H Yol A}83F A7) A3k 24 =i ey} o] g
g7 AFRS Hufol el w2 d e = gl Ut

=0 pAHE

N

al

[l Cisco Defense Orchestrator2] 7] A}



I Cisco Defense Orchestrator2] 7] & A}3+
RSP EREREN |

B ASATEE LS A S-S A8 49 ¢ SDCOI A THE SDCE ASAE W F o2 o] 58 4= dHHTh ASA
1 thE A4 S el 9= A - @ el skl SDeell A o st o] Sl oF F T

1St luto] 2 A UE o] & M7

ZRAA

A1 912 Aol A Tools & Services(=7 2 A H]22) > > Secure Connectors(H.¢F A E])E A &l gk},
A2 o] 55 vH = SDCE A E gt

A 3 M- A1 A A SDC o] & Aol = HA ofo] 2 ¥ 5 S

@7 4 SDC| o] &S vl Yt}

Inventory(#) 31 %) o] 19k tjujo] 2 7 WE] e S ¥ §51e] CDO U 0] 226 SDC o] Fo]
Jere wei of A o] Bo] vhEhLt,

1ok tnko] 2 A E ¢Hlo] =

o] 4AE FA A7 B2 AT Th ANA 0 2 SDCE AE 0.2 Y U|o| EX 2 2 o] AAF ARE
& @ ek glguith el vMel AR o] 2 79 SDCE A Elel EE A18h7] 918 AWS
of AT 5 Y5 U o] Ak SDCY GO 22 A AEHH Az B S BAlR S 2.7 92
.

Procedure

€171 SDColl A7 G o). SSHE A8k o] A28 7L} VMware 3tol 3ol 4ol 4 24 1] % AFE 4 Agieh)
@A) 2 cdo A& AFE SDCO 21913 T}
©7) 3 SDC EA A oY= oldo] Edl e SDC A} 442 A shgh] o).

[cdo@sdc-vm ~]$ sudo su sdc
[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~]$

@Al 4 SDC 7S el ol =3y o)

[cdo@sdc-vm ~]$ /usr/local/cdo/toolkit/toolkit.sh upgradeToolkit
[sdc@sdc-vm ~1$

A5 SDCE g o) =3},

[cdo@sdc-vm ~]$ /usr/local/cdo/toolkit/toolkit.sh upgradeSDC
[sdc@sdc-vm ~]$
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B = coo = o2 sne Akg

Note
SDC 7} mAle] A% o] E 2 %] g

22 9] W IT 5ok 3 w1 %] 2] A 2o w2} Ubuntu 235 2o 4 435 SDC VME B E P 3ka Qo] =8
A g3l oF Guith. SDC VMol UIESIZ §7 ol A mere A8t AH 0w 4EHES el nek A1 4]
How AEstn 488 A& AT NgFUh

< CDO H| Y E ol A] o] 2] SDC A&

=] sl & o 4] SDCE TEFH 45 A3 glol o e tlubol 28 el & 5 A5
¥ SDCAA el & 5 QL= tnto] 29 S a1 cluho] 2ol AT /% 2 @ 4 el A
7)ol whe} ghehHl o,

HYEe SDCE FAglo 2 A 4= Jd5Uth 2 SDCE 3o HMEYI AIHEESE g 4
AHFHT o] g SDC+= T U ES A Al T E 9] tuto] 25 5 U CDO HIY Eo| AA3
o8] SDC7} gl oW A 2 T CDO HI Y EE AF&3te] Al EY A AT Ed A tufo] ~&
sl oF gt

F A s 34 SDCE -5t AalE 3 A SDCE 758 wj9F S Uy th CDO2] VM ©] 1
A S AFE3Ee] oot o] A E FEFFA Y VMol H.et tlnto] A~ AWE 5T 4= lH U T

HAES 7] SDC= HAES] o] 53 52 1S T3 72 F7F SDCe oA =2 HE 7| v A

Ayt

Procedure
A1 A 280 A Inventory(A] 1L E2)2 223
7 2 Devices(H vkl *) BS Zelalo] tnfo] A2 5}

@73 S gnlel~ S F2 gy

Al 4 ZE 7)o o] X] J¥ 7 Inventory(A L 5-5) Bl o] & A ekell 9= clear(A]§-7]) HES S8l 8ol CDO=
25l B Hufo] A Bl AH| A S A YT

w5 FE WME | g 2Ysie 2 vt S P

A6 ZE 2] Secure Device Connectors(H.SF T Hlo] 22 AW E]) A M o) 4] 913}+= SDC2] o] &5 &<213 1t} Inventory( A
L E=2) glo]| B = DE oA AEd SDCE 53] CDO° ¢ A3k tlufo] A1t AUt}

AT (' AR 2 el M =7 2 HE AdEske] A S H s A S T
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A8 (Ae

/R]-SL)

S e e |

rie

o] &5 % Inventory(A 2L 55 Bl| o] & Arthol] Q1= clear(#]$-7]) &8 28 3}lo] CDOE ¥

Shi= B Hubo] & R AN A E FAI G T

SDC<]

Q2

2 Ao 2ol

* amgplib *
amqplib copyright (c) 2013, 2014
Michael Bridgen <mikeb@squaremaobius.net>

o] 3|71 A "amqplib™= MIT 2}o] M o] wpe} 2}o]

7F F-ol Utk AL o] T Ee 9
LICENSE-MIT St o] A} 2tA1} 0} &0 A th ez = 2

.

lj
‘}\
GETM

http://opensource.org/licenses/MIT

*async *
Copyright (c) 2010-2016 Caolan McMahon

HEATE °ll°19‘rt¥€i A gk (o] 5t "*iEﬂlOﬁ"H A} =9 e &

A g glol thE = 9lo.H, o] ol ﬂ%?ﬂﬂlﬁs ek sy Ol%iEEﬂMQ H&-, &A1, 54,
S5 AL HE, 81 Bho] A 2 o] B JE"HOHAFEQ%

2 & ATtk 5 AT E oS AT Abghol Al o] 2 gt
of whehof gyt

9ol Az A8} o] B7F BAIE BE AT E O] o] AR = A A Qo I3ty ofof g
t}.

w AT E o= WA B HA
AsHUth olell= A4, 54 549 A4 2 E‘r‘ﬂgl :ﬂﬂ = é‘oﬂo}ﬂ & %—91 HZo| ¥

&5 2| gk o] o] B4 E x| = ek t) o & Ao = A=A} = A BEGAE AT E o] Ik
= AT E oo ALE I 7| FH 23 o] Aok 9], By B9 = 7]EL 9] 5o 29
toﬂ, = 71EF Aol el Y-S AA FEyTh

A
r o
2
g
rot
ofN
u
1o,
HI
o\
b
ke
o
_‘rﬂ
ﬁ

2

O
ox
=

2

rlr
Li
=
H‘.J
fru

* bluebird *
The MIT License (MIT)
Copyright (c) 2013-2015 Petka Antonov

B aZEgolo #al A ()T AT EY ] AR S FEH BEAFE B AEE o2
AT glo] thE 5 9lom, ool T g H] & Fes gtk ol AZES oo ALg, Bal, 54,
3, A, WL, Bh9) ehol A2 el Bl A e gloje] ARG wulsts A S X AT G
215 AT Eoh, AT EN O] S Al B0 Abholl A o e] & Al & H-of gholl e} v} 8o 2

of) el ).
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B soco o

rld

f>

>
Xﬂ

LG A=

Cisco Defense Orchestrator2] 7] - A} 3} |

= 5] g}l

F_A_,
>

999 A AT FAIsH o] 7} FAE BE RTES o] o] AR B A o] Lgs|ojoF g

o},

¥ REEG s YA A Ei FAH Q) ofu] g FRe| IR EFHA e FE( Qe o)
AFG Ik ol = 4y, 54 =
A o] o B 5 A= ek oW et 7
& REE Q]S AL i V)8 H 53 B
&, wi= 71e Aol el AL A4 g,

)
=2
1o,
X
e
oX,
)
[40
lo
i
Ak
il

* cheerio *

Copyright (c) 2012 Matt Mueller <mattmuelle@gmail.com>

B AT Eg ol B B 5H(0] 3l " Z E g o)) o] AHLS HE G RE A}
AgE Lol thE = low, oo theh v &S FEshA] G5t o= AT EY
B3, AN, W, 39 ghol A2 el B AT Ego]o) AHRS B shs HelE TP AT 8l
2 & AT T8 A EQ o & Al g2 Algho] A o] 3k Al & Fof gl whe) vk
of whehof gyt

9o A2 A9} o] 8)7h FA = WE 2 E g o] o] AN HE A A Q) il 3§ of of g

e

(m

L

2

o2 qy

N

Y

51 oo 514 Stk ol
= amEgole] A4 i 7|E 353} 9l
3, m Z1Ek Aol el S A4 e

<
g

FH

* command-line-args *
MIT 2to] 4 2~(MIT)
Copyright (c) 2015 Lloyd Brookes <75pound@gmail.com>

2 E A0l 5} R B4 FY(] 3} L LEAO] ")) S ASE RE AL P L
AF glol ThE 5 glon, olol g 1] §-& Fua guith ol AZEojo] ALE, Bl 5%
FG, A, W, 59 2o A2 o @ A E go] o] AL wulehi W) % X
I8 ATGUH ES, 2TEE AR Aol ol H @ A S Fol g

of) w2l ),

F1o] A FA 9} o] 87F A= BE AL ES o] o) ARt Ham A A Q] Ft ol ZFF o] of 3]
o}

T RZES o= BAA B HA
Al ofell = Fdd, 54 HA el o AP R el A E AHslshA B& 5o KT ol &
AR ool FA = A = oF i
= AXEgof o) ALE B Ve A E )
L8, Bz 71E A<l dia) A9l XA Bsuh

W
r O
2
k=
rot
o\
u
Lo
i
olN
k1
el
i
I
XN
52
rlo
o
=
%
rlr
I
=
i
T

E1>
i
£
2
=
ol
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soce] @& a2 et oz [

* Ip *

o] 2T Eg o) = MIT gho] 4l 2=of upe} 2ho] Al 227} Hef g,

Copyright Fedor Indutny, 2012.

B arEd oo} el 4] (o]} "AT =g o)) A RS AEH RE AT B AT E oS
A7k gle] v = e, ofoll th ek W] 8- ek A FF Ut o= X Eg o] o] AL, B A, A,
S A, E, BE9] Eho] s o] Bl A Ego] o] AbES sl de S XS AR gl 4
21 & AT FUch T3 2ZE o5 A TS Alghol A o] e g Al & Fof ghel whe} thg o] 27
o whehok gt

slo] A4 EA 9} o] B7h HA = BE LLEgole] A m= A A § %o L3hH o] of g

’l

B amEL ol A A Ei HA A0l oW e F7) MEE £ A g (el E Ty
AT ool 441, 59 52010 A5y 2 eele] Pl AaekA 2 5o wgel &
BAAL oI 2R gL ANE ATA ASA E=AIDLRAT 222
EazEY o] Abg EE Ve AT
N DEEEE DRt

)

* json-buffer *
Copyright (c) 2013 Dominic Tarr
B azEg o) ok A B4 5 (o] 3 "L E S o] )] AR

= st P N
Al o] g 5 o, o]o] g v &2 F-dahA] gFHUTh o] = AT E O]9 ALE, HAl,
35t A Bl E, 319 glo] A s Fo] W AT E Qo] o] MRS dufsls Hel S e 2
ﬂeﬂ*ﬂW4“d}dEﬂﬂeﬂ+m°4%ﬂﬂ11}ﬂa%¥ﬂ§ﬂ 2} g9
of ufefok g,

Flel A= A9} o] 5]7F A= BE A ES o] o AR B A AR el £ H ofof gy

o},

B ATE ol B i BASC oW FF nFE £FHA g (e T
AFHUT ool 41, 53 B0l o] A3 % el Bl E WahA 2 S

e A5t o]0 B A = kg tholwl @ 7
= ArEgolo) Abg i 7]eh A e s el

o, =8, 1= 71 e Aol M = A E A1A FEH

I
I
g
B

m

A e o

e

* json-stable-stringify *

o] X EgJo]= MIT gholid 2of mhe} v =g Yo},

Rz E oo} ¥ ¥ Fe(o]el "AaXES 0" AHLS B 5F RE AR B &
A# glo] T = glow, ofol )¢ u] g ] QT ol X E g o] o] ALg, A,
B, A, E, 59l ol dl s o] W AL Egojo] AHLE wujali WS £ 2
gE ATyt 3 AZEY O] E Al gk Al Al o] 23 A& F-of gl whet v
of whehof gyt

(&l
(m
g
2
o2 qy

N e <

)

Cisco Defense Orchestrator®] 732 213 ]



B soco

to
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B
>
Xﬂ

LG A=
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= 5] g}l

F_A_,
>

999 A AT FAIsH o] 7} FAE BE RTES o] o] AR B A o] Lgs|ojoF g

o},

¥ REEG s YA A Ei FAH Q) ofu] g FRe| IR EFHA e FE( Qe o)
AU N FUY, 59 R A0 A L S B AohA 8 ) 8 Tol 2
e Ak olo] FgE A= U h oful 8 7
& REE ]S AL i V|8 H 53 el
Eal, wi= 71e Aol el AL A4 g

* json-stringify-safe *

ISC 2fo]d =

Copyright (c) Isaac Z. Schlueter and Contributors
9ol Az aA 8} o] 3] 7F A 7F BE Aol E3FE o] QL= 7 B AT E oS MR of ol A
wglo] of| HA 0 R E AR, HAL g BYEE i e = 9l d ko] o 7)o Foi gyt

R amEgols A Bt FAAQ ol i@ F7e) BEE XFEA e (ol 1R
AR ol e 494, 54 BHd o A3 L ERlel A E Aot B T BFol &
FE AR o] FAH A= FFUTE oW g Aol = A &A= B AT E o] o] A

A& slo] Aok A = e B YR s S oju sk A WA 1A, BeA B AW
H e A SR PF A0 2] 22 AL, dlolE] i o]o) o] =4, AbY] FRE ¥
gt ofoll =&k = A k)l el A S A A LU

* lodash *

Copyright JS Foundation and other contributors <https://js.foundation/>
Underscore.js, copyright Jeremy Ashkenas 7] 5+
DocumentCloud % ZA} 2] 28 2 H ] A<http://underscorejs.org/>

o] AZE o] = B /NN ApA Vo = FAH YT A EHE o] Y2 ol A AlE s =
https://github.com/lodash/lodash 7] 7 W] & & #2314 Al &

b Bol Al TS A 9] 5haL o] X E gof o] BE Hio] 2§ u),
e EEREE

& o mEgojs) e B4 sfel(ele "REEN o) AR L 5D wE A
Ag glo] thE 5= glom, ool ot 1] §-2 BekahA) g th ol AXE
FH, A, E, 39 kol A2 ol R AT ESo)o] RS s

25 AT Ei 2T 0l F A5 Aol A ol el A

of whefol Fioh.

F1o] A2 Ao} o] H7F A= BE A2
o

[
o,
2
lo
>~
=
e
b
rlr
i1t
i)
a2
r o
-z
S
=2
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%
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o
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SDCO] 2 F 42~ B A= TtE] o] 2

¥ REEGol A EE BAHQ) o0l 8 FHY WEE LFEA e FH(Crels T
AFGUIh o= 4G, 59 BAN S AP % Ehele el AAsHA g 5o nFo
)7 7k ool §9 ¥ A etk olw el 9ol & AR s A WAAs B AZEY )
o AHG = 453} rRishe] Aok, B A9 SO Q) WA oW e N H A, bE A, FA,
<k = ) 0] =W AL, do]E] i o] o] 9] £, A}

ke

BE A= gg A4 2 B fEs CCoS S8 271U S = w40 Ak el
AEE RE 22 FE2 Aot}

node_modules ¥ &5 A A Eg] o) 3= A2 A gfol A7) QL o] AZE g o] A A&
o} SR A -2 #E == 2ol B YUt 807t 9] ool b E e g g S
glol B = Flo] EHY L

* logdjs *

Copyright 2015 Gareth Jones (2 22 AlgHE2
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hittp/fschemas xmiscapuong s/ 200505 identity/claims/name user.userprincipalname

hittp/fschemas xmisocap.ong s/ 200505 identity/claims/surname UsSELSUMamea e
[ SamlaDUserGrouplds | USELQroups 2l
| samiscurceidpissuer | “hitps://sts windows net/ 1e431488-.. ***

« SamlSourceldplssuer - ©] 542 Active Directory 1 2~8
Azure©| 4] + Add a group claim(+ L& 22 F7hHE A€

o] Azure Active Directory 2] ™ A} & 2b5 U T}

RS ARG o8 5
SRR R LIPS

O

[¢]
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. A2} B2 & $) S Active Directory 15 57}

1% 4: Azure Active Directory =)' 2} 27|

= Microsoft faure £ Zagrrh rescurces, sendces, and does (G4

Home * Crop-CRO-Dev  Enterprise apalikations » securex-siage

securex-stage | SAML-based Sign-on

Enterprise Applcation

T Uplosd metadata file ' Chenge single sign-on mode  §5 Test this spgiication B Gl Fumciack?

B Oherview IR L LM
Fialey Siate Cpatiana’
m Deployment Flan Lagout Ld Dparana’
Mlanage
1l Propermies a aftributes & Claims £ Edit
& Cemess pivennams uBer givenname
L. Roles and administrators [Frevien] Surnima bt bl ]
amailaddnzss Tl
& Uk and grongs rang LT LR s N
2 3 SarmiGourcel dpdsr TFripsstiwindowsnet/ Ted2 1 488 6252411 -a021- 03 300
3 tingle ign-on faacTafe”
B Prowisianing SamiaDLEerEraupids AIVET GrOups
Unigiie Lisar ldantilie: TR S
Bl Application proy
= Sall-service g
SAML Signing Certdficate & it
lbbicts Stabuz At
Thum pntg ATECETR AT I3RS 06EER TR TAFTIGDIEET 16R0
Security Expiraticn 11/9/2028, 1151 PM
% Conditional Acoess Nmn'r:r.n-rfzmal
App Federation Matadata Un | e Ao neicrosoltaning camy 1ed3 14886258 [y |
i Permissicng Certificate (asnfd) Dcramilcadd
O Token ancryplion Certificate (Raw) Dorwmioad
Fenderation Mstadala KL Dcramicund
Acthity
2 Sgreinlegs n Zet up secunex-stage
S Usage B insigits
eu'l need Y fonfigue e applcatos ta ink with Axune AD
B sudit logs > o
Laxginn URL | ttped eginmicrosofanine camy et 1466- 6254, '.".]
i Prosicioning logs [ ttpecyrses windowm.nesy Teaa1aB8- 625a-aff 2021 [ |
5 ACOESE revaws Lawgpaut LIAL |?ﬂq:n'.-'ﬂuginrriu'nsuhoninemrn.rmd'ﬂuﬁ-ﬁ-ﬂh.. =.'~.|

e b p-by-step instrustions

ALg-A} 2] 2 9] 3 Active Directory L5 57}
Active Dircctory L 5-& 57k, 4] 5= 4} k2] W SuperAdmin(77- 51 e 4h) A8 & go] glof o
o,

L 2AIA

@711 CDO°l 2103 T}
WA 2 Y2 Aol A, Settings(A ) > User Management(AH-&-#} #H2])E A el gy},
A 3 Active Directory 15 13 S8 gt}
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ALg-2} BE] E ¢ 31 Active Directory 15 H 3 .

@7 4 Active Directory “L55 —%‘7}() HE.
A5 T JHE AT
« T3 o) 5 AL g o) B Y @Y th o] o] 52 Active Directory®] L& o] & ¥ Y2814 eFol = i th CDO
o A= o] A=of gt 55 LAHE A YA FHUTH
* 715 ID: Active Directory®ll /] 155 IDE 5 22 48 3F YL 15 IDQ] a2 AFEA XA U Hele 1
& ID9} Fd &l oF gt} 152 A 1Dl & %a—% TLE Zk(oll: my-favorite-group, 12345 5)°] 2 4 AH

a T e\
‘:}.
« AD 5} Active Directory©l| 4] Active Directory 352} gh-& 75 22 = 3.
e 8k ALg A} o &S A el gyt Active Directory 150l 8 = AFRA1e] o &S AT 2FAEF U

§-2 CDOS| ALgA AT F2FAA 2.

~

48] A&k %kl o] Active Directory L5l 48 7}t a1 E F7F5HY o

o

97 6 OK(22))E AEgh),

AFE-A} 2] E 9] 3 Active Directory 75 A J

N 257 Aol

CDO®I| 4] Active Directory 15 2] AF-8-4} #2] & A s1A CDO7]— Active Directory L3552 Al 3F&}+=
=

WAk A H & 5= ) HF Y th CDOOY A Active Directory L5 AFA = A & 4= §l5 U T} Active Directory
T3 W9 AR 555 dJ 38k ™ Active Directory S AF-8-3ll oF U T}

L 2AIA

A1 CDO°l 211§t}
A 2 9Z Aol A, Settings(A ) > User Management(AH-&2} #-2])= A gl gk,
w7 3 Active Directory 1% ¥ &2 3t}
WA 4 HF] 8} & Active Directory 152 23t HH ofo] £S E8FYh
WA 5 oS gk A d U

* Group Name(“L& ©]F) - L3 o] 55 Y EFUTE CDOONA = o] H=of thgt 554 £AHE A HshA] &

g},

* Group ldentifier(ZZ55 ID): Active Directory®| A 1 IDE 5 2.2 4 H Ytk 15 1D 3k AFEA} A A
U] 4ol 17 DS} s oF U th 152 af DO 8 F k= & dk(ell: my-favorite-group, 12345 )
o] & &= JlFHTh

* AD Issuer(AD ™5 A}): Active Directory©l| 4] Active Directory &3 A} 3= 75 22 g},

H 1

1_4

Cisco Defense Orchestrator®] 732 213 ]



Cisco Defense Orchestrator®] 7] 213 |

. A}82); $E] Z 9] 3 Active Directory ~L5 A} A]

f

A

ofo

-

o) o g AR FUT AT WG ALEA I BE

td

: ©] Active Directory Lol X ¥
A L.

o 18
> o

L]
)

3l: o] Active Directory “L35-°l 48 7}t a1 & F71gY T}

N

@A 6 OK(EH2))

il
il

gy,

AL-8-2) 2] 2 9] 3} Active Directory L& 21 A]
EERP

@711 CDO°l 2103 T}

A 2 9Z Aol A, Settings( ) > User Management(AH-8-2} #-2])= A gl gk,
WA 3 A ol A e > AR HelE S F TR

o7 4 Active Directory “13 $1-2 8 gt}

SA 5 2HA| 3} = Active Directory L5 2] 3t}

A6 AHAl ool FE FHAYT

A 7 OK(EHR1)E =8l 8te] Active Directory L 24| & Q1§ T

A} CDO AF-8-A} A A
o] T 7FA] 22 Al CDO AFEAHE Wt= = o] B o3yt oA U2 38 d e &= gl
o Al AF8-2}E- 93] Cisco Secure Cloud Sign On A7 A} A

* CDO AR8-AF o] F 0.2 A4 # 51 A

o] 3k 2t o] & a M AFE-R}= Al AF8-X}7} Cisco Secure Sign-On T A] .=l 4] CDO € 7]

A} AF-8-2F= 913 Cisco Secure Cloud Sign On 7] 73 A3 A

A AR S HW E 9 o] 58 &= A=A Cisco Security Cloud Sign On A4 & *HE 4=

PEiRles
CDO°| =191 A1

2

CDO<= Cisco Secure Sign-On=- ID A 3- A} 2 A}-8-3}H, MFA (multi-factor authentication)ll = DuoE A}
43t} cDOool =113k ™ A Cisco Security Cloud Sign Onol| 4] A & 4] 8}a1 DuoE A

&3ko] MFAS 74 8 oF 3Tt
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EERERRN

CDOoN = AH&-2FIDE K E3517] 93] F7) Kot gl o] o] & A|F3l= MFA7} 2 2.3t MFA 38
2l o] F Q15 ol A= CDOC| =118k AR&Ae] IDE &Rlat7] f18l 7 7FA] 7+ 84 B 847}
Aot A AA AT AFSAF o] B v S oo, 7 WA 8. 4F 8 Al AAdE = 43
H U H 5 (OTP)Y Y th.

| &

Important 2019\ 10€ 14% ©] %l ¢l CDO EHIW E7} £ A g thd o] 4] tj4l Cisco Secure Cloud Sign On ID Al
A& mpo] 21 o] A, on page 55 AH&38Fe] Z181 A H S AR

2137 A

DUO Security A %]

o A stoll Duo Security -5 A %] 8} 2l o] £5 Ut Duo 2 X ol t & A Duo ©] % <15 7o
DT Thol =& Farshy "]-OL.

[t o
ol

Nzt 5738t

2uted tjulo] A S ALgsle] 438 HEH IS A GUTH OTPE A 7HS 7| Wk o & 6B 2 tulo)
A ANAE AN 7 Fr)5 e Zo] FRFUTH gulol A A AV AHE R B 5o R 21}
ENre 7 AAFAE=A Felgyrt

A} Cisco Secure Cloud Sign On 7| A A & Duo TheHA| 1= ?‘*é
z27] 23N YA Z2 ¢ 497 ZEA YUt 48HAE B gs | of

Procedure

w71 1 A} Cisco Security Cloud Sign On 71385 5= gt}
a. https:/sign-on.security.cisco.coms Yt}

b. =19l 3} dcko] A Sign up now(A & )& F& gt
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https://guide.duo.com/enrollment
https://guide.duo.com/enrollment
https://sign-on.security.cisco.com/

Cisco Defense Orchestrator2] 7] & A}3+ |
. A} Cisco Secure Cloud Sign On 714 A4 2L Duo thHA| Q15 4]

Security Cloud Sign On

Formerly known as SecureX Sign On

Email

Don’t have an account? Sign up now

Or

Other login options

c. 7IFAAS UHEHE S AHABE

b

e}
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All Cisco Secure Cloud Sign On 77 A 2 Duo ThetA| 15 -4 .

Account Sign Up

Provide following information to create enterprise account.

Back to login page

Email *

First name *

Last name *

Country *
Please select * v

Password *

Confirm Password *

[] 1 agree to the End User License Agreement and Privacy Statement.

Cancel
o2 2 7k YU Th
« Email(e] Wl ¥): CDOoI| 2191351 ] AFE-3 o]wld =45 53T}

* Password(¢%): 2483 455 A4 Al L.

aQ
g
rlr
ofrt
S
rot
N
[
fr
ot
ro
s
=
me
tlo
e
e
i
£
o
=)
e,
o
ng
k1
>
Q
=2
2
D
8
3]
C
=1
=
o
i)
ox
&
Ll
il
)
e
i
T

a. Set up multi-factor authentication(thet7] 215 A A) 3}1 o] A Configure factor(2.91 +4)E 8 3t}
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B coorenogos heaaas gy

sha g E e njet mutel nte] 28 A eaha )P kel o uho] 2} of 7}

Z}A) 3F )-8 Duo Guide to Two Factor Authentication: Enrollment GuideS #2238} A] 2. t] v}o] 2~ o] 1] Duo
Hol A= A5 o] o7 Ee] g @A 3t =5 WA HU T Duos shhe] Huto] 2o A of 2 A& A
sk
c. WFHARZE £ Continue to Login(Al % 2 190)5 & o).
d. °ol% 2155 AF-8-3}4 Cisco Security Cloud Sign On®l] 21213t}
WA 3 (A A Google OTPE 7)1 5 A& A A
a. Google Authenticator®} ¥ o] & & wuld tinlo] ~E A B &}al Next(th2)E 2 gtk
b. AA vhiAbe] 52 E ] whe} Google Y 571E A AU
7] 4 Cisco Security Cloud Sign Onell th&+ A1 4 =
a. SMSE AREste] AAS A st 5 A S A9

b. X<t olm A& A&yt

-4
o
r
-
ox

c. Create My Account(W] #A1 A A=

i
o
%
T
o

CDO A&7} o] F o2 A4 el s = A A

73] el Aol SIE CDO AE AT CDOALE A S YT & g 7 el

$1 2] Create Your CDO Username(AH-&-#}F o] & A A) 2Hd ol A A 43k A3} 5 A3k o] T4 = A}
|2 I EE oo Y th
gk AFER} A 3o] 9l AR Hl A EE AW the AAkE Ay

Procedure

A1 cDOoll 21913 t)
A2 1% ol A, Settings( %) > User Management(AH-8-2F #2)) & A € gy o).
B3 BdEd A AexE 2o e Be 29y,
WA 4 AFEAE oMY Fas dH g,
Note

AL-&2}2] o)WY =4~ % Cisco Secure Log-On Al 73 2] o] vl =49} A A 3] oF gt}

YA 5 Role(% &) = H Tk 224 AL§49] CDOS| AHE4 9 2 el gt
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A} A}-&-2}7} Cisco Secure Sign-0On T A] B =0 4] ¢DO & 7] .

WA 6 OK(EHe) = gt}

Al AF-8-217} Cisco Secure Sign-On t A] .= A4 CDO <& 7|

Procedure

T

A1 Eﬂ HE 7<] o 9] Cisco Secure Slgn on A/ K. =0l A A 43l CDO B} & &8 3t}
ERFAAG A ASA RLE ZH 0}01] Duo Security 5= Google Authenticator

A2

i
[‘__u
i)
it
v
o

« 7| "G Eo] AHE A Bl =7 o1 Q= A5 sl Hd Bl =Rl

ol oje] Leo] ALgA P RES Gl A DAY LY S A 5 G5,
EH
-1

il
~

<ol el B =] i AHEA d 57} ol v Qi A AT CDO HYE
$71E WA E] B AL A A0} obH §1E 45 CDOR ths) A4S b AL Hohw U ES 298
F g,

I B = ol HdEdM S¢d AR E Akl AT T AA G E2 HE HEE 2 e & et
HAL.

HEE 7ol = ARgAE Al =7t ol o8 HIdEZF 22 Yo

i
CISCO

Cisco Defense Orchestrator

Choose an account

Portals Tenants
US East Coast Boston Office
US West Coast New York Office

Los Angeles Office

Sign Out
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B cooe) adow

CDOO:= 917 A, A A&, 7% A8, BalA, 775 #al A 5 vhsh A2} 9 &o] YU
AREAF &2 7 Hl A E o] 7} AR} g3

5 A A9 A SR IDE FYSA T HIERT 9 do] e 5 JHUTH AERE S HIE
o e A= 97) Ag 4 FL, P HdEAE 575 B2 o8-S 744 5 QU Qe 7o)

22 HE A A oA ¢]7] Xd%e‘* A8}, Admin AF-8-A}F 5= Super Admin *}J;Z:%)z‘iu%‘é}% 3554
i Eell thgk AbgAFe] A S oyt
SIS
e17] A8 o] ddE ARG AR B E Fo|A oA o] Id vy E = 5 FUTh
o7l A AT AHE A= S TS F Ay
* CDO®] W& o)A = AL YTt
« BEdo]A o ZRl=E et dH P I
s Tjufo] 2 & Hlalehal W7 205 Bl VPN v S el
c BEHo|X o RE MY L A B RE HE HUt
« A APLEZ S A, 2 3 5 A2 ¢ 7] A8 AR A AR O EE S A sk o
A B AFU T
s AHHA oA E Fol Aol Zefstu Mg a5 R 5 3lsuy
&7l A& AHeAbE ders 8T = flE U
« B o] Aol A F-glol = A, FHlelE, 7 i A Al
c Hufe]2E 2R Y
A = A A2 FES HEs v dad A4S dAME R YA AL =/l
Ytk
* CDO AH&-AF =5 A gyt
c AREA S WA YT
« A2 g H S Ao A A Eel T
A A8 o
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S A, A, T AE, QB ] 2, VPN 5 ZFH5] ol ol 5514 3 Tupe] 2 742 A
Hsha Ak

+ Read Configuration(-4] €171) 241 & %3 o] Fo] 2l 74 WS 3 & dch

«WA 9 #e) B S 83

o

tufo] 2 B of 2] Hlupo] o) WA AVRES vl ey ot

« Al A M7 == 00BE Fall A" WA S #H 7 o
* AnyConnect ¥ 71 2| & 2=t A L o] 23 A& AT Y
s Tupo] 2ol gl o] m %] g o] =8 o i e o=
&

- tjupo] 28 AbA g
¢ CDO AM&-A} H ZEE AA YT}

ALEA e WA g

HIE QG gl g ALSAE B S & gy,
s Tuo] 22 iz o] o] Tulo] 2o WA Y W AFS vl Z Gk

* ASA t]uto] 2ol tf gk 4 WA Al HE
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W
A
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e tufo] 2o tigk ofm A e o] =E o efet A s o= A A T
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#E| A A%

* CDO AH&-A} Hl =8 A o

Mg B AP T

o WA A RS Ao AAsAY g

11
o

YAl AEe 25U el A S SaE S

- QU 6

fu)
o
e,
oL
o
[e]
i

e A= CDoS B E S

JFH
* CDOCIA 7HA] B= A A& A7, 971, ol B 8l afAlstal A4 & 3k
* CDO®| K= Hlo]A] = A4S HyH
« BE Fo] A o] ZEl=E A skal BE YT
s tntol 2 A& et WA 2o N
c BEHo]x) o) BE HA i Ao B3I EE JuE Fu
e

L APA) APLES S A4, A2 317 2
et W o v - A

2 Pl A

79 Pel A= CDOS) B SHo] Ul g AT A2 YRS 2EUT 7 el A Bee £
PRI RN}

HaL A A= CDO AR A Pl =5 A UAAI AR A HA Eoll =1l vl a3 &
AR H A== ob Y Th ’\}9“7(}3 H ¥ E o A ’\}9“0} ID A& 2] Al &= E 8 g o QlE
3 glo] Zof x}A]] SSO(Single Sign-On) ID A 3217} §l = 7 -$- ID A F-A}+= Cisco Secure Cloud Sign-on
Yt} AF-&AF= Cisco Secure Cloud Sign-On Al g o] A7} 553 4= 5 U th A 8 U] -8-2 A CDO

Hd Eof tfdt 7] 2121, on page 45 HF3AIA L

* CDOCIAM 7HA] = A5 A, 171, fdHlol E R AkAlshar A& 4ot
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e Oufo] 25 LR YT},

« CDO2] XE Ho] x| = A4S HUt,

« BE oo FRl=E HAeta P
o TjHlo| A~ FAL Bl nldt WA 218 B3 VPN

« BEFo]xe] RE HAA wE JfA o] B RE HuE H
« 27 API EZS A4, Al Bl

c AFH o] =5 Tl A gl welsha M S UEE 5 5y
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AR} B A JUTh A ES A E AHEAE w g e
2 7k ALgAte] o2 Sl a5 glLiTh A 4“%8%%&@&%4ﬂi5ﬂ%€%HW
AHgARe] e AbgAF el el ol Bl A s o g R AR Th A F )82 CDOO A A7}
S A2 A L.

_‘4
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>
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2
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]
o
N
5,
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o

g B =S WS
o £915H14 2.

¥ el atefof gt Hd Eoll 73 de] 247} gli= 7 5- CDO A ¢)

3

CDOoI| AF-8&-2F Al %‘* 7}

A}§7 ol =L

Procedure

CDO AF&-A= 9152 WHal CDO H W Eof] A28 4= =5 CDO P 2= 9 & 1dP A4 o] B &
gy}, o] A2} Cisco Secure Cloud Sign-On2] A2} A 4 o] o} 2} /\}’9“2}4 CDO A4} #lZ =
= At} AF8-A}7) Cisco Security Cloud Sign Onoll Al A o] ¢l 7%,

https://sign-on.security.cisco.com & 2 ©] &3}l 2121 3} 3}eholl A Sign up(5 )< 28 ste] A7}

2% 5 Yk,

Note o] 2-¢]-3 =& kel CDORI A 73] 2] 4} = Fo] glofof Fieh.

A1 CDOl 21913 T}
@A 2 CDO Wi B] Al o] A ufof| A Settings(”d 4) > User Management(AH-8-2 ¥2]) = &2 gt}
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IVEERMESREN
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@A 3 HEE A AMEALS

674 AbEAke] o] T2

oy

F1ahe sheral el
g

H

ok

AFE-2L9] o] =4~ Cisco Secure Log-On Al A 2] o] W =49}

e/

A3} ok g v,
WAl5 EE TS ool A AL} CDOS) A& A o 8 el gt

gA6 vE ST

Hi # A= CDO AHE A H A =5 AT 5 AA T A2 H P Eof] 21918k v B 8d & AFEA}
FE= obdYTh AR AL H W Eof| A AF&-3F= ID Al 3 2] Al = I Q 3 o}, qlE| = efo] =6 }A] SSO(Single
Sign-On) ID A 327} §1+= 74-$- ID A &A= Cisco Secure Sign-on$] Y T, AF-8-Z}= Cisco Secure Sign-On A % o] =}
7t 58 F AFUT A S W8-S A CDO HIY Eel thgh 7] 27121, on page 45 28 A Q.

AP 7§ A1-8-2 A4
ZREAA
A1 CDOoll 2118 ).

©@Al 2 CDO W B] Al o] A ol A Settings(X %) > User Management(AH-8-# #2]) = &8 gt}

€703 Bl s A AL RS el veka Ze s @ e 2gyy.

7] 4 API Only User(AP1 71§ AF-8-2}) &2l g-s A8 gt

A 5 Username(AH-&-2} o] &) Z =0 AR-&2} o] 55 1= 8ta OK(E)E S8 Yt
%9
AFE-A} o] F& o] v F 40 ALt '@yourtenant’ H F| A7} ALEAL o] ol AHg 0.2 FUtE B R @ FAE E5HE
T AHFUT

G 6 =5 ThE Hlarell A AFEA CDO O] AFE A} o 3hs A B ek ot

@A 7 OK(ERN)E 9 FH T

7] 8 User Management(A-8-2t #+2]) ®1-5 &2t

A9 A AP Z -8 AFE-2Fe] EF H ol 4] Generate API Token(API E2 AA)S S35t AP ESS 54T
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gt o ol e AHg A F B WY

5] ke 7} o go] glofof it 473 $el 27} 2191% CDO A A e]
WA G AE A A5 0 A Ao A ok Yt ALg AL o
1:!1—

Note o] 4] 5= kel CDOO A1 77 el 4 & @ol Qlofof Fuieh.

A

Caution 2187} g =9 & ghg WA abd AbEA dl =9k AZE APL E20] 9= A5 3l F B o] 214

AUtk AHEA} 9 go] MW AL A A APLE S-S A4 s of e,

Z]

g A T AR

=

N

&)

Note  CDO A}-§417k 2191w/ 0f L3 73] 2 A7k o e WA sk A5, WA AHEE 2 g3l v ALg
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