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> docker version
Client:
Version: 18.06.1-ce
API version: 1.38
Go version: gol.10.3
Git commit: e68fc7a
Built: Tue Aug 21 17:23:03 2018
0S/Arch: linux/amd64
Experimental: false
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> sudo service docker restart
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> docker version
Client:
Version: 18.09.2
API version: 1.39
Go version: gol.10.6
Git commit: 6247962
Built: Sun Feb XX 04:13:27 2019
0S/Arch: linux/amd64
Experimental: false
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[sdc@localhost ~]$ /usr/local/cdo/toolkit/sec.sh setup
Please input the bootstrap data from Setup Secure Event Connector page of CDO:
[2020-06-10 04:37:26] ERROR cannot bootstrap Secure Event Connector, bootstrap data not
provided, exiting.
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[sdc@Rlocalhost ~]$ /usr/local/cdo/toolkit/sec.sh setup

base64: invalid input

[2020-06-10 04:37:26] ERROR cannot bootstrap Secure Event Connector for tenant: tenant XYZ,
failed to decode SEC bootstrap data, exiting.
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[sdc@localhost ~]$ /usr/local/cdo/toolkit/sec.sh setup
[2020-06-10 04:37:26] ERROR cannot bootstrap Secure Event Connector for tenant: Hob Au]x
o]~ A 91A] FQDN not set, exiting.

[sdc@Rlocalhost ~]$ /usr/local/cdo/toolkit/sec.sh setup
[2020-06-10 04:37:26] ERROR cannot bootstrap Secure Event Connector for tenant: HOF AH]ZX
o] ~A91A] FODN not set, exiting.
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[sdc@Rlocalhost ~]$ /usr/local/cdo/toolkit/sec.sh setup
[2020-06-10 04:37:26] ERROR SEC toolkit already running.
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[sdc@Rlocalhost ~]$ /usr/local/cdo/toolkit/sec.sh setup
[2020-06-10 04:37:26] ERROR unable to setup Secure Event Connector, minimum 4 cpus and 8
GB ram required, exiting.
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[sdc@localhost ~]$ /usr/local/cdo/toolkit/sec.sh setup
[2020-06-10 04:37:26] ERROR Secure Event Connector already running, execute 'cleanup' before
onboarding a new Secure Event Connector, exiting.
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[sdc@Rlocalhost ~]$ /usr/local/cdo/toolkit/sec.sh setup
curl: (7) Failed connect to api-sse.cisco.com:443; Connection refused

[2020-06-10 04:37:26] ERROR unable to setup Secure Event Connector, domain api-sse.cisco.com
unreachable, exiting.
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o] 12 F st ot o HEE ET] A% 3 A A o] 713 2d iy}
UserName - ] U Alef o] E] IP =429} 1A AFEAF YU T o] Y Aol o] B] IP F4 = A 2x 1
A9 Sd P

mlm

=
N

12 2 o] AA~E ek} - FirewallRule ¥ FirewallPolicy € =& 8FQ15}o] MM ~E 2}t
A

&t@ﬁAﬁdé%%@H%

WS glom t}s Ax}E A}8-5Fo] NSEL o] Ml E 7} AF8-2F ASA Y Al Cisco Cloud® £ 5 31 Cisco
Cloud”} ©]& F218k=A] gl
ASA7} NSEL ©|Hl EE SEC(H.¢F o]l E AWE])Z Bl t}S Cisco Cloud 2 B =5 4 5 o

= Hlo]E|7} 4] 524 034Utk NETOA] 4% 51 NSEL 2l £ ej2j0] kst st 3
A NSEL 51 700] ASAS] E2bali o] 2 & A= A9 & ey




A a2 |
| B EEEEETRRIEET

\)

Note o]

= 2 9- "flow-export counters" T ¥ 2 "capture" ™ ¥ S A}F-83}0] NSEL U] o] ¥ =29 1A
HE BHomyt) o] g gt ¥ & AL o gk A §F U] -8-2CLI Book 1: Cisco ASA A]
% CLI 74 7ho] =] s 7] 743" 2 Cisco ASA NetFlow & 7}o] =.¢] "NSEL %1 ]

o5 Al 7HA] 28 3y ok
* NetFlow ¥ % o] SEC®Z A% 11 =% &2l

* Cisco Cloud®l| A NetFlow 3] %1 S =413} a1 ¢) =4] 3ol

{

O

A 84 2o 9 ol E 27
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1. A &E 23 HE 28,22 Fo] A,

2. sec_troubleshoot.tar.gz I+ S5 3l 4], 23 #| o] #].

A A 2AHE A3

SEC(}.9F o] ¥l E A9 E]) Troubleshooting.sh= =& oW E ~E | 215 4335} single.tar.gz 3}
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A1 VM slo] 5] rlo] A S & a1 SDC(Secure Device Connector)©l] o 3F &4 A4S Al &gk o},
A 2 27108 thgroot AFEAFE A FHFH T

[cdo@localhost ~]S$sudo su root
Note sde AFEALE A 33 S gl AR FE A 3hS Sl [P Hi o3 F R A HUTE IP Hlo] & J 1 = s}
ol tiuto] 2~ g B E whsh AR oA Ad FUS Holmuth st o] Bt o E ﬂﬂ”ﬂ TCP &=
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R =l o}L ol =Fo] Yt
W73 ZETE A £Al 92 ~2AYEE AP HUE o5& AT h 02 ¥ FEIYh

[root@localhost ~]$ /usr/local/cdo/toolkit/troubleshoot.sh --app sec --tenant CDO [tenant name]
oE =¥ a3 25Ut

[root@localhost ~]$ /usr/local/cdo/toolkit/troubleshoot.sh --app sec --tenant CDO example tenant
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[root@localhost troubleshoot]# scp sec troubleshoot-timestamp.tar.gz
root@server-ip:/scp/sec_troubleshoot-timestamp.tar.gz
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What to do next

sec_troubleshoot.tar.gz I} ¢+ 3 A, on page 235 2 3 o}

sec_troubleshoot.tar.gz 3} = 3 Al
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[cdo@localhost ~]$sudo su root
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[root@localhost ~]$ tar xvf sec troubleshoot-timestamp.tar.gz
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b— CDO_sec-blr
L— event_streamer
I— data
— dataexchange
L— CZqrieUKcxHHEGLHNm2EBn7X_WTmtRP61D-1cQSy9hk=
L @00@01. log
— CURRENT
— GOQUE
— LOCK
— LOG
L— MANIFEST-000000

— v1.0
L— default

— APIProxy_Client_State

— locator

— Reg_Client_Cert

— Reg_Client_Key

— Reg_Client_State

L— Service_Discovery_State

— es_config

— events

— logs

connector,. log

connector. log.1.9z
cronx.out. Log
events-plugin. log
events-plugin. log.l.9z
messages

plugin.pos

startup. log

startup. log.l.g9z
supervisord. log
supervisord.log.1l.gz

— sse_info

— systems-info-2019-87-25-13_43_18_090. log
L iptables-2019-87-25-13_48_33_066.log
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 Heartbest failed(5 1] E A1 7)): SEC SFEH EZ @ gol 1 et 7 UE Ho] A2 A= 14 4
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« Connector registration failed(A 98 5= A 3l)): B¢
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SEC7} "2} <I"o] X 2t CDO o] W E & 7] ¥ o] x| of o] ¥l E 7} Q5 th

symptom(w) CDO 1.9k 7 W) E] o] <o) Ko} o W= AU E 7} "2 gr 0 7 FAH A5 CDO o]
HE Fojol = oM E7} FAH A et

Solution or workaround(l 2 #H):

Procedure
GA1 X v 2 SDC] VMO 'sde' A AR 21913 Tl ZE X E oA sudosu - sdeE Y H gt
@A 2 oS 1S AP
 SEC A Y & 1( /usr/local/cdo/data/<tenantDir>/event_streamer/logs/connector.log )& &+913}aL
SEC 5Z2o] A== dolgtr} 78] & AL "Holo|HE AWE 52 A 4 3

A AT BRI 2.

« SEC | Wl E = 71( /usr/local/cdo/data/<tenantDir>/event_streamer/logs/events-plugin.log )5 <13}
oW EZF A e ¥ AL QA FRIg k. 13 A -8 4 9- CDO A el 0] 3H4 Al 2
« SEC =A el o] ol Z1213}aL "supervisorctl -¢ /opt/cssp/data/conf/supervisord conf" ™ ¥
FopaL F = o] ofefoF il K= 2 A A 7F RUNNING 7 e 91 4] el ghu ot 12l #] o2
CDO A ol #2344 2
estreamer-connector RUNNING pid 36, 1 EF) 5:25:17
estreamer-cron RUNNING pid 39, 4 EF) 5:25:17
estreamer-plugin RUNNING pid 37, §J E}S] 5:25:17
estreamer-rsyslog RUNNING pid 38, 1 EF) 5:25:17

o 232 1] 2= SPCY| WY i o] Bk AW E F| o] x|l A SECe]| t]3l 3L A]E UDP Y TCP X
EE2tdshA] =] el ojH X E S dojof 3F=%] &<1&}#H Cisco Security Analytics
2 Logging®ll AF-8-% = %] 2] TCP, UDP % NSEL 2 E 27| & 3234 A L.
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SEC Cleanup
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(e 6c24d6bb-e307-4a05-9dd7-

4f6f6c084d6b
I Type Deployment Status Last Heartbeat
Details v
CDO_solution_es1- Secure Device . s S e
SDC Connector # On-From Active 5/31/2018, 3:00:21 PM Version  83849e199bddESb7cdibBAd0507 2850055298014
» 192.168.0.191
Address
Gc24d6bb-e307 - TCP 10125
4a05-9dd7- Secure Event Connector  # On-Prem Active 5/31/2019, 3:00:23 PM Port
4f6féc0B4dEb upp 10025
Port
le) =) = = A = O =] =
. X}xﬂ CentOS 7 VM A}-4-310] SDCE 502 AAsta B0l o+ 23S sl == i3l
A S A =i S E oo 3 3) 2= o]l
S AE AL e gy e Eﬁo}quDP TCP X E 9] A}eh& A& = dF U

firewall-cmd --zone=public --add-port=<udp_port>/udp --per manent
firewall-cmd --zone=public --add-port=<tcp_port>/tcp --permanent
firewall-cmd --reload
A Linux V| E 9151 278 A Sfo] o] EEo A S700] 41513 D3z ST e
WA 9= 4 FID =21 742 U] gy

Ao ] T o= A FHE sk o, CDO Al A4 Bl 7S Al & s Al 2.
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SEC(X.¢t o] ¥l E A 9 E]) cleanup ™8 & = SDC(X.9F t]nto] =~ A Y ) VMol A SEC A H o] 2 el
[e)
o

51912 AA G h 1ok o M E AV 55 415} 24| 812, on page 20 Ei= L1 F ] 3T 7
o] B e AYT & gtk

Before you begin

o] 29 43t W HAE S o] §& ghotof Ptk HUE o] £ 302l W DO AHg A v
TTE EI Settingg(2 ) E FLFYTE H oA & ol = iﬂ%o}(ﬂ HUE o] 55 g5 Ut
Procedure

'sdc' /\]——Q—X}i SDCO]] 2109l 51‘1/]\“4— IEIE ]’\1 sudo su - sdc® ?JE'—%@HD}
2 /usr/local/cdo/toolkit Tl B E 2ol A g}
sec.sh removetenantﬁnamet—; *Elfiﬂ 8]’.1—.’_ ECE Zﬂ 74 {5—_} 9/]5;—% Q’?lt-ﬂ'q E]'

o

[sdc@localhost~]$ /usr/local/cdo/toolkit/sec.sh remove tenant XYZ
Are you sure you want to remove Secure Event Connector for tenant tenant XYZ? (y/n): y
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A1 VM sto] #ulo] A1 & & a1 SDC(H.QF tfnfo] 2~ AW E])el| o gt Z& Al A

SEC Cleanup ™ & 2 3 .

What to do next

o] i & o] SECE Al A A %3+ 79 SEC Cleanup 8 & A 3, on page 275 A& 34 Al 2.

= A

SEC Cleanup ™ &, on page 267} A 9| 3+ 74 9- o] A=} & A&}

A A SECE & = lsH T TEd Y

<4 Cleanup SEC ™ & ©] 7]<& SECE A ] sl#] ®3th

[sdc@localhost ~]$ /usr/local/cdo/toolkit/sec.sh remove tenant XYZ Are you sure you want

to remove Secure Event Connector for tenant tenant XYZ? (y/n): y [2020-06-10 04:50:42] SEC
not found, exiting.

B A Wio] Aud u ot oWl E AYE S =5 o2 ey
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Procedure

A1 'sde' AHEAFE SDCO 212Ut ZEZE A sudo su - sdeD QT

2 docker ps ™ &< 2 8)5lo] SEC ZAH 0] 9] o] &S 21U Th SEC 0] 2L "es name" 3 2] ¢ U T}
3 docker stop "8 %S A sto] SEC Z1E o] HE FA] T

A4 rm &S A 8Yste] SEC AE oW E A AFY ).

& ¥ v gE U

$ docker stop <SEC_docker container name>
$ docker rm <SEC docker container name>

A5l 110k o] M= 71 el o] 4] ot
SEC(2.2F oI = A e} Ahe) 3ol 22 PE= SECS] ool v e 12 A

e 3912 Aastel W g AAE HEAA S
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o
>
L
o
i
o

A 2 "edo” AHE-AFE SDCOI 2 117 .
A3 Usde" AHEARE A DS Tk

[cdo@tenant] $sudo su sdc

A 4 3 E I E o A healthcheck.sh 2T HEE 233} HUE o] &5 A AT}

[sdc@host ~]$ /usr/local/cdo/toolkit/healthcheck.sh --app sec --tenant CDO_[tenant name]
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[sdc@host ~]$ /usr/local/cdo/toolkit/healthcheck.sh --app sec --tenant CDO_example tenant

~aYEY FHe the ge TR AR AT,

SEC Events Plugin is
SEC UDP sysleg serve I
SEC TCP sysleg server is:

ccC
B2 A

» SEC A E: SEC AV E 7} Sul2 A &1 ¥ a1 A2k 7 - "Running(2 3 F)" 0.2 FAIE U]
o}

» SECUDP A] 2~ &l & =1 4] ¥ UDP Syslog A1 ¥ 7} UDP o] ¥l E & %8t 28] 7} ¥ 7J-%- "Running(%
& Fyow FAE UL

* SECTCP A 8] 271 4 1]: TCP Syslog A ¥ 7} TCP o] Ml E = A <%& 1] 7} ¥ 7 -9- "Running(2
3 Tyo 2 TAPYL

« SEC AYE] 4 H): SEC7} 2 & Fo]aL DOl 2129 7§ Active(Z4) 2 A g Yt}

« SEC Send sample event(SEC ¥ Z o] ¥l E %) AHel gglo] 255 uf R E Ae) g2lo] "
ARl B9 Fol ME oMEE AEF U (Z2A 2 T et "Down" A E o] H H 2~ E o]
HE AE5S Adgyth) A& o|HIEE o9l E & 719] "sec-health-check"2H= 4 3 0 & FA|H
Sh=

3l 4 Cisco Defense Orchestrator

H CDO Aol 21180 7] wjZol] 212l A ujjgh

>S
3k CDO A & of] 219181 =%] 821U T} https://sign-on.security.cisco.com®] & 115} M A~
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Secure Cloud Sign-On 74 & A}-8-3}2] ™ Al Cisco Secure Cloud Sign On A4 2§ ‘:” Duo tHeHA] <1
= T3 9] A el mh2} Al Cisco Secure Cloud Sign-On A A ol 553l oF gt}

Cisco Secure Cloud Sign-On tA] .= & 71219 43§ %7 CDOE A3t 4= §1&

a2 "y CDO HJ E 9} th 2 AF8-A} o] 5 S & Cisco Secure Cloud Sign-On Al S HEUNS 5 A5
Yt} CDOS} Cisco Secure Sign-On 7Fe] AF-8-2F A BE % 31312 Cisco TAC(Technical Assistance
Center)®l| &2 3}4] Al &

AE ok E ARS R 2]l A

a2y Bekg-A ol AFek ol d HutaE ARt RS A RS F AFUH Hrtas
https://cdo.onelogin.com= 7+ 4 5 JFH T}

& 2 " https:/sign-on.security.cisco.com®l] =113t}
« 82 Wy o}4] Cisco Secure Sign-On A8 & B4 &8 45 A S A2

e 32 W Al Al S A 9 gl A =0l A Cisco Defense Orchestrator(US), Cisco Defense
Orchestrator(EU) = Cisco Defense Orchestrator(APJC)®l 3 %3} CDO B} & &8 3t}

32 W https:/sign-on.security.cisco.come 7} 7| =5 Hul & o] EF T,

NA = B ASA A s 2

A A A e g

Procedure
A1 W] Al o] A Hloll A Devices& Services(t]vFo] 2 & A n] 2) =S 8l gt}
@7l 2 Devices(tlvto] ) ¥18 &2 3 oh
@A 3 S Hubol = BlS S
A 4 A AE A e el A tlute] ~F A ElRiu o)
A5 A AT A ol A HEE SHFUTH
GA 6 AwS HESAL FEbsteh e w A X 7F A H

a. Download Fingerprint(A]& th-+25)& S8 3ta A EFY T}

b. A&l wF=53H Accept(572h S F8 Ut 128X &S 49 Cancd(F £2) = F gy
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T}, Security Analytics and Logging(}.QF 4] Bl 27])& o} & tjufol A~ 3o A 274 1 E F 3t
A eFFH T
Procedure
A1 G A A > oM E 27 & A9 siytt
GA 2 7S RS S YUY
GA 3 AT HEAE Vo2 oM E B H S Al &Yt} 7] 24 © 2 Historical(7] F) §oll = o]l E 9] n}
Aok Al Zo] A YT SuFE AR Q) A A G AIES End(TE) AP R JE
o ZHFE AZEH 7 obd A B EA Y ARES gk A A E F R AIRES g T
%ﬂ4$wxmwMHmﬂtﬂ4%}ﬂﬂwi%ﬂﬂatﬁo ANQ”mﬂWJE$i%%§%
Ytk sl o] 5 7)) o] 4l A9 A Aol A £ %k S AFESlo] o WIEE HE P YT 7 &
ES WEIQRELE @H%LL]E}. d: SensorID:192.168.10.2 OR SensorID:192.168.20.2.
A 5 Events(o]HlE) LB A1 E9] Source|P(&2 IP) 0| Abg41o] [P FA42 JE ).
A 6 AFEAF7E E] Aol A8 5= @l E 7 - Destination IP(HHA IP) B=of] 8] ] A0 [P T4

oA 7

Yl mAAL
Ao A o) HE S &35t A R E AT o3> E 71HA Al AR Y T
« AC_RuleAction - 7+ & o] Eg| AL uf] =3 2+ (3] &, A5, 2heh),
* FirewallPolicy - o] IE& E2] 7 & 112 o] A58t At}
* FirewallRule- | EE E& A 112 9] o] F YUt} #ko] Default Action(7] 2+¢})Q1 7 ¢ A
A o] 92 F shurt oly el o IEE E] A S 312 A F 9] 7] 2] it}
« UserName - o] YAl el o] §] TP T4} A4 ¥ AFE AU T} o] Aol o] Y [P 4= 2 P
29 FL Y
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SSL o5 8l &5 A o 4
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A &5 s 5 o] Hakg-A ol A= 2HE ek A gk ol A = 255 A] = ) Aol E A 2](SSL = 9
= 713 94)

2P EE 87 8 Tlupo] A8 A 2 SSL(HEE Q1S 7] ¥ g o gk 7] & AFS- T SSL ¥
97l g AW JASA Y SAIE S ZA ol 23Ut whebA] g4 o] Firepower Threat Defense
tuto] ol A A EE JISAE WO F|A] 5ol Aufjsta Ado] Tugyrt

ol ) 714 Q) 4

2 AR} AP E 9 AHE AL 9 Aol Eol AR QAT 9 ek
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ASA A A

CDO7} gulo]| 2 &8 2H YA &£& 4= A= 2 71A] o] 77} AF Yt} Ul "CDO cannot connect to
the device using the certificate presented(CDO7} Al 3-% Q154 & AF-&-3}of tinto] 2of AAE 4= §l
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qazs A edgery

CDOZ} A1l A1ZH & 71351 o] SHR1STef W SDC BALE Bl 9l £fufo] o] A &
A= thE TAE A openssl '§EE B AHEE 7 A5 U v 88 & ARS-SEe] HlHEo] 2o A
A sk ASHE BolFe d& A dH

openssl s client -showcerts -connect <host>:<port> &> <filename>.txt

ol BHe JHAE B ARG ARt e P 2 o] Fusle W CrleE AHE 8ok Tk
o)Al Th&r 3t 2 £ o] X3 FYo] AAPUTh

depth=2 C = US, O = GeoTrust Inc., CN = GeoTrust Global CA

verify return:1

depth=1 C = US, O = Google Inc, CN = Google Internet Authority G2

verify return:1

depth=0 C = US, ST = California, L = Mountain View, O = Google Inc, CN = *.google.com
verify return:1 CONNECTED(00000003)

Certificate chain
0 s:/C=US/ST=California/L=Mountain View/O=Google Inc/CN=*.google.com
i:/C=US/0=Google Inc/CN=Google Internet Authority G2

MITHODCCBrigAwIBAgITIUOMfH+8ftN8wDQYJKoZIhvcNAQELBQAWSTELMAKGALUE
.lots of base64...
tzw9TylimhJpZcldgihFVTgFM7rMU2VHUlpJgA59gdba0/BE

1 s:/C=US/0=Google Inc/CN=Google Internet Authority G2
i:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA

MIID8DCCAtigAwIBAGIDAjgSMAOGCSqGSIb3DQEBCWUAMEIXCZAJBGNVBAYTALVT
.lots of base64...
tzw9TylimhJpZcldgihFVTgFM7 rMU2VHuUlpJgA59gdba0/BE

2 s:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA
i:/C=US/0O=Equifax/0OU=Equifax Secure Certificate Authority

MIIDfTCCAuagAwIBAgIDErvmMAOGCSgGSIb3DQEBBQUAME4xCzAJBgNVBAYTALVT
.lots of base64...
b8ravHNIkOR/ez41yz0H7V84dJzjA1BOoa+Y7mHyhD8S

Server certificate
subject=/C=US/ST=California/L=Mountain View/0=Google Inc/CN=*.google.com
issuer=/C=US/0=Google Inc/CN=Google Internet Authority G2

No client certificate CA names sent
Peer signing digest: SHAS512
Server Temp Key: ECDH, P-256, 256 bits

SSL handshake has read 4575 bytes and written 434 bytes
New, TLSv1/SSLv3, Cipher is ECDHE-RSA-AES128-GCM-SHA256
Server public key is 2048 bit Secure Renegotiation IS supported
Compression: NONE
Expansion: NONE
No ALPN negotiated
SSL-Session:
Protocol : TLSvl.2
Cipher : ECDHE-RSA-AES128-GCM-SHA256
Session-ID: 48F046F3360225D51BE3362B50CE4FESDB6D6B80B871C2A6DD5461850C4CFEF5AB
Session-ID-ctx:
Master-Key:
9A9CCBAA4F5A25B95C37EFT7C6870F8C5DD3755A9A7B4CCE4535190B793DEFF53F94203ABOA62FIF70BO9099FBFEBABLBG
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Key-Arg : None

PSK identity: None

PSK identity hint: None

SRP username: None

TLS session ticket lifetime hint: 100800 (seconds)

TLS session ticket:

0000 - 7a eb 54 dd ac 48 7e 76-30 73 b2 97 95 40 5b de z.T..H~v0s...Q[.
0010 - £3 53 bf c8 41 36 66 3e-5b 35 a3 03 85 6f 7d Oc .S..A6f>[5...0}.
0020 - 4b a6 90 6f 95 e2 ec 03-31 5b 08 ca 65 6f 8f a6 K..o....1l[..eo..

0030 - 71 3d cl 53 bl 29 41 fc-d3 cb 03 bc a4 a9 33 28 g=.S.)A....... 3(
0040 - £8 c8 6e Oa dc b3 el 63-0e 8f £2 63 e6 64 0a 36 ..n....c...c.d.6
0050 - 22 cb 00 3a 59 1d 8d b2-5c 21 be 02 52 28 45 9d "..:Y...\!..R(E.
0060 - 72 e3 84 23 b6 f0 e2 7c-8a a3 e8 00 2b fd 42 1d r..#...|....+.B.
0070 - 23 35 6d £7 7d 85 39 1lc-ad cd 49 fl1 fd dd 15 de #5m.}.9...I.....
0080 - £6 9c ff 5e 45 9c 7c eb-6b 85 78 b5 49 ea c4 45 ..."E.|.k.x.I..E

0090 - 6e 02 24 1b 45 fc 41 a2-87 dd 17 4a 04 36 e6 63 n.$.E.A....J.6.cC
00a0 - 72 a4 ad
00ad4 - <SPACES/NULS> Start Time: 1476476711 Timeout : 300 (sec)

Verify return code: 0 (ok)

o] 2ol A 7} WA BAE AL W = FHelo] BAHE nhXu Z AU A5A £A7}
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3 X509 V_ERR_UNABLE TO GET CRL ¢154 9] CRLS 25 = Q15U

o
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d o flsHoh

~
4X509 V_ERR_UNABLE_TO DECRYPT CERT SIGNATURE 9154 A& 8 T
YT}, o] = RSA

oli= A Al A ghol e’ gtk A A|8HA = Alo] ofu et E1E 4§l o]
7]l 9k o] 7} 9l F T

5X509 V_ERR UNABLE TO DECRYPT CRL _SIGNATURE CRL A< 8] %38 5= 915Ut} o] =
AA A ghol el ghat A sHA e Alo] ofu et ER1E 4 glaS oWtk AFEH A e
6 X509 V ERR_UNABLE_TO_DECODE_ISSUER_PUBLIC_KEY ¢13A] SubjectPublicKeyInfo2] -
N5 9 5 syt

7 X509 V_ERR_CERT SIGNATURE FAILURE ¢15-4 9] A Ho] fashA ZHUTh

N

m;

8 X509 V_ERR_CRL_SIGNATURE_FAILURE ¢15-A4 9] A Ho] fa kA ZyTh

9 X509 V_ERR CERT NOT YET VALID Q154 7} o}%] 8.3} 4] &5 Ut} notBefore &% 71 & A
AlZE ol E YT}, AFA S 82 o) gl 9] vkel I = k91 9(A S A 7} oF 4] frashA] & 5)E A
Al Q.

10 X509 V_ERR_CERT HAS EXPIRED ¢!5-A 7} TEE % 915U TE =, notAfter S5 & A AJZT 9]
AUk 24 f-&-2 ofgf o] wkel = 3Fel: 10(¢lEA 7 R H IS UTHS X34 A 2

11 X509 V_ERR_CRL NOT YET VALID CRLo| o}#] & 38}#] g5t}
12 X509 V_ERR_CRL_HAS EXPIRED CRL| #F& % 15Ut}
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13 X509 V_ERR ERROR IN CERT NOT BEFORE FIELD 91%4] notBefore & =of 255 A]71o]
EEE o] QlF YTk

14 X509 V_ERR_ERROR_IN CERT NOT AFTER FIELD %154 notAfter B =9l & 34| &2 A]
Zro] LgHE o QhFUH

15X509 V_ERR_ERROR_IN CRL LAST UPDATE FIELD CRL lastUpdate & =0l 235 A|7lo]
e of lFUTh

16 X509 V_ERR ERROR71N7CRL7NEXTﬁUPDATEiFIELD CRL nextUpdate I =0 &3} #] &
AlZko] E3tE o] s

17X509 V_ERR_OUT OF MEM W 5.2 & &&= 5t o 77 A gl o] g g Ao uhA
A= o HYTh

18 X509 V_ERR _DEPTH ZERO SELF SIGNED CERT A2 Q15 7} 24| AW 5} o Al st
T A= AFA EFAA L ATAHE ZFS F FUTh

—~

19 X509 V_ERR _SELF SIGNED CERT IN CHAIN 213 & 4= ¢li= AASA1 & AFE-3F] A5A] 2191
s ET AN FES 24 A S glsU
tﬂ—:’—]].

20 X509 V_ERR_UNABLE TO GET ISSUER_CERT LOCALLY A =2 Z3]|% 13549 g

2l
FAE RS FUFUT ol AurA o AT F Qi AT H5o] AAFHA g o n Fy]
o,

21 X509 V_ERR _UNABLE TO VERIFY LEAF SIGNATURE #|<le] 3}1}2] Q154 vk 3 F]

o A0 A1 RSt 43S AT D AT AT U obal g s el
213 AA JISM 5 I = gle)"s FEsHA . AR &2 of g o] wkgh s = 2l 21(3
WA © 21\1 =2 98 5 gl 8)S FAxsA L

o

22 X509 V_ERR_CERT CHAIN TOO LONG 2154 )¢l Ao]7} Al g o Zo]wu} Fytt AL
|57 &

23 X509 V_ERR_CERT REVOKED ¢1% A 7} &l 4] & 9155 U Tt}

24 X509_V_ERR_INVALID_CA CA 1A 7} fr&stA] 54 th CA7}F of Y ALt 2 o] |34
A3 d A 8hA] gH

25 X509 V_ERR PATH LENGTH EXCEEDED basicConstraints pathlength vl 7] ' 4=7} % 3}5] 91 &5
t}.

26 X509 V_ERR_INVALID PURPOSE Al &% AZA & A H €52 A 5 gl5U

27 X509 V_ERR_CERT UNTRUSTED FE CA7} A A€ & 52 2128 4 Q)&= A0 Z FA|HA] &

plepsisg

28 X509 V_ERR CERT REJECTED FE CA7} A A H &5 ARSIES A HU5Y

29 X509 V_ERR_SUBJECT_ISSUER_MISMATCH 33 5=#] o] &o] & A 1549 w3} o] 53 ¢

A 3hA] gFol AA| 1 G2 154 7 AR E A F U T -issuer_checks A1 0] A H 7 9ol vk 3%

Al Yt

30 X509 V_ERR_AKID SKID MISMATCH & ZH FH UFAAF 17P AFEAFHH SF A
7] A2} § MJ— AZF 713 7] AR AA AFA <F DA 8HA] 7] Wi 4 U T -issuer_checks &

Aol AAH 5ot EA YT

LA
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31 X509 V_ERR AKID ISSUER SERIAL MISMATCH 257} o] 2 2 A& H 57} &= 4)3kaL 37
1S A ] 713 7] A Ape} A x| 5l K] o vz & A wF 2} A F A 7} AF-E 9 HF Y T -issuer_checks
FAo] AAgw A S-olnt FAHY

32 X509 V_ERR_KEYUSAGE NO CERTSIGN keyUsage &3o] 154 A& 5] &34 Fom =
A LG A} ASA 7 AR AF YT

50 X509_V_ERR_APPLICATION_VERIFICATION °f 2] 7| o] A #&d @ F U th AFE-= A e
A JAFSA A E

AHA] AT RIS A 7F A= Hutol 2 & fadlo| =akal o] = TR A2 o)l A QISA 7F A
¥+ 7% CDO+= Configuration Status(-74 A El) 2 Connectivity(1 2 4)) A B 2 "New Certlﬁcate
Detected(A] Q154 BA )" WA A& A S = AFH T CDOON A Al #elsteH o] £A1&
o gelatal s Asof FU T QISA 7F 57| 3hE AL vlupo] 27} Ak A e 7 H "/]H}O]i—%
g = dFY

N

Note = 7| o]A}o] #g] tnlo] ~

= 5 A9 cDOC thA] thaFo 2 thA] A A= 7-$- CDO= tlHlo] 2~
A A RISAE As o2 HE 9 Featal A& A vhr] Ad g

T AxE ARE-sto] A QISA & Sl
1. Device& Services(t]u}o] 2 @ xu] ) 5| o] %] & o] 3T},

N

e 2 AH§-3ho] New Certificate Detected (A 21%4] ©49) A2 = -4 o) o] tluto] 22
EAS L ek o] 2 F AT

3. Action(%+3]) ol A Review Certificate(Q1 54 AE)E S FUTE CDOYA = HEES H3) <l
THE R Est Al IS E 2 4 ds YT

4. Device Sync(t]H}o] s & 7] 8} ol A Accept(5-Eh)E 28
2o thr] A4 F) ol A Continue(A4) S &8 gyt
CDO= tnto] =5 Al AHA] A ™ Q1FA & Abs 0. & 57| k3t ). tlulo] 27} 5 7] 31 W o] v}
o] ~& glsle ™ Devices& Services(HlHpo] 2~ Bl A M| ) o] A & 5 02 A 2 aL Ao &
T AFUT

3} 7 1} Reconnecting to Device(t] Hf-©]

ASA &7 A=

Hsl 5= 24¢1: 0 (ok) 3HA WF CDON A Q154 & FZ wkskgh o),

CDOC 15417} 1 W "https://<device_ip>:<port>"°] GET & &2 &}¢] URLo| A2 S A =3t}
2= EA 7 A H A e o CDOoCl )15 A Q7 F EAE YT IS A 7 R E S 4 -F-(openssi©l]

A0 ok W) RSkl & EEAA ThE A 27k 24 1Sk BAY £ dgUth 0 93
A48 5 Agh

curl -k -u <username>:<password> https://<device id>:<device port>/admin/exec/show%20version

ASASHEAIEIL Q1A BHeleh L HTTPS AW 7} ASAS] ke e A 8 F17) el
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# show asp table socket

Protocol Socket State Local Address Foreign Address
SSL 00019098 LISTEN 192.168.1.5:443 0.0.0.0:~*

SSL 00029e18 LISTEN 192.168.2.5:443 0.0.0.0:~*

TCP 00032208 LISTEN 192.168.1.5:22 0.0.0.0:~*

Ng I QL 91 E A L ob A fE A 22

o] LFE AT AFA ) W AL vlejol m 2 Feto] A EL o] & f A Ao A ehA o
%%ﬂﬂ%ﬁ@lt@%?ﬂLﬂzHiiﬂ%§%$ﬂ°%ﬂﬂﬂ%ﬂ%ﬂﬂ@%ﬂ%
ME AT o 2R ko] 2 Alzbe] P99 S gl

?15-4 €] notBefore &8 gaHE 2 5ol Fol A 5 o] oF Ttk

depth=0 CN = ASA Temporary Self Signed Certificate
verify error:num=18:self signed certificate

verify return:1

depth=0 CN = ASA Temporary Self Signed Certificate
verify error:num=9:certificate is not yet wvalid
notBefore=0Oct 21 19:43:15 2016 GMT

verify return:1

depth=0 CN = ASA Temporary Self Signed Certificate
notBefore=0Oct 21 19:43:15 2016 GMT

o] SHE FA AZA FRT AHL FAT = A5

A &

21541 2] notBefore E k= I o] of Gt} o] EAo] /IS E ALFE 5 dFHT o] wAl=
Zglo] o E = ubF t]nlo] 2ol A Al 7ko] LulE A A A E ] 9o A S-of = ukAI Sl 4= 9l L= T}
W3k 5= 391 1015 7 Rt H A F Y o

o] &= AleE A T st ol el EREAES v U 1A 9] notBefore EHHE E
sk @ 7ol =o] A E ol oF eyt

error 10 at 0 depth lookup:certificate has expired

RhE A 9154 Bl YUt

= g

AFM7 A= R A4S Fde
I} o} 2] n) g o] A 7t openssl©] 7 °©
o} ol 2 So] 9147} 20201 of] WHE E == A A o] 9|yt
E8F AsE HEY Ao R HelF

71 BYE B AFNE ALk A
i=
ar

25 AFA A2lel FA7E &S PERR, openssl & Tuke] 20l 4 A Bz 9154 F 419
T QA FAD 5 YFUTh AFA Aol EsHE P& HAstel A 99 oA AZA

Certificate chain
0 s:/C=US/ST=California/L=Mountain View/O=Google Inc/CN=*.google.com
i:/C=US/0=Google Inc/CN=Google Internet Authority G2

MITHODCCBrigAwIBAgITIUOMfH+8ftN8wDQYJKoZIhvcNAQELBQAWSTELMAKGALUE
..lots of base64...
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tzw9TylimhJpZcl4gihFVTgFM7rMU2VHUlpJgA59gdbaO/BEf

1 s:/C=US/0=Google Inc/CN=Google Internet Authority G2
i:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA

MIID8DCCAtigAwIBAgIDAJgSMAOGCSgGSIb3DQEBCWUAMEIXCZAJBgNVBAYTALIVT
..lots of base64...
tzw9TylimhJpZcl4gihFVTgFM7rMU2VHUlpJgA59gdbaO/BEf

2 s:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA
i:/C=US/0O=Equifax/OU=Equifax Secure Certificate Authority

MIIDfTCCAuagAwIBAgIDErvmMAOGCSgGSIb3DQEBBQUAME4xCZzAJBgNVBAYTALIVT
..lots of base64...
b8ravHNjkOR/ez41iyz0H7V84dJzjA1BOoa+Y 7mHyhD8S

ASA AL Al A AlFahe ATA B o7 Ao A ATAFE Al gate] A4 o =&
?%ATﬂﬂiﬁgiﬂﬂﬂHﬂ4ﬂzﬁiﬂ§ quﬂﬂﬂzﬁﬂﬂéﬁﬂﬂ. Fels
Aol g FA(E AR F) R EEAIR A REE $)7hdEE o

FA = AT & A HE = EE YU o 7)ol = 24 o] Fo] £3HE W A 5ol wref A=A 7}
v AEE | F& o] Fo] 23T

W52 ASAE 23 A E E Yt o 7] ol = Organization(Z4]) I == F 35w, 7 -¢-of upe}
Common Name(Q HF o] 5) = X Y}

Aol A2 e g e Q1T 7]l A A3 el JASA 7 e A5 1S A] Al o2 1A
g dartlsyth b3 22 A5 E Al gyt

-—-- Certificate chain 0 s:/C=US/ST=California/L=Anytown/O=ExampleCo/CN=*.example.com
i:/C=US/0O=Trusted Authority/CN=Trusted Authority

s

MITHODCCBrigAwIBAgIIUOMEH+8ftN8wDQYJKoZIhvcNAQELBQAWSTELMAKGALUE
..lots of base64...
tzw9TylimhJpZcl4gihFVTgFM7rMU2VHUlpJgA59gdbaO/BEf

o] Q15 A7} Al &= A openssl-> *.example.comel] ol 3k ExampleCo $15-A] 7} A1 & T‘g T A= 7
SA ol el SutEA AP E A=A FAF U o] Q154 = openssl®] 7]+ A
FHth &1 % opensslo] THfo] 2ol A F A 0 &2 AAF YT

ey 2 o] Aol A 4= 3= CAClA A3 AR E IS 7E lsd o tiAl 3L A A o

o A e} o] A o] 15 7} sl o] 48] T3F QIS Aol o sl AT AL, H A T3 s A= A
T 5 91 CAZF A H @ 9154 7F 9157 oh OpenSSLE 7124 0 2 o] 2] ¢ F7F CAS 2237

Rrom, A2 % g CAR Th: SAF AFA Ao AFH = Aol o] HAT 5 A%

.

T 7)ol JIFA o A = BE T3 ASAHE X A A

ate e ASAE Aol Fuh o] A ANE AT A B 45 openssl®] F9 2 vkt

ZEY

depth=0 OU = Example Unit, CN = example.com

verify error:num=20:unable to get local issuer certificate
verify return:1
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depth=0 OU = Example Unit, CN = example.com
verify error:num=27:certificate not trusted
verify return:1

depth=0 OU = Example Unit, CN = example.com
verify error:num=21:unable to verify the first certificate
verify return:1

CONNECTED (00000003)

Certificate chain

0 s:/OU=Example Unit/CN=example.com
i:/C=US/ST=Massachusetts/L=Cambridge/O=Intermediate
Authority/OU=http://certificates.intermediateauth...N=Intermediate Certification
Authority/sn=675637734

Server certificate

subject=/0U=Example Unit/CN=example.com
issuer=/C=US/ST=Massachusetts/L=Cambridge/O=Intermediate
Authority/OU=http://certificates.intermediateauth...N=Intermediate Certification
Authority/sn=675637734

No client certificate CA names sent

SSL handshake has read 1509 bytes and written 573 bytes

New, TLSv1/SSLv3, Cipher is AES256-SHA

Server public key is 2048 bit

Secure Renegotiation IS NOT supported

Compression: NONE

Expansion: NONE

SSL-Session:

Protocol : TLSvl

Cipher : AES256-SHA

Session-ID: 24B45B2D5492A6C5D2D5AC470E42896F9D2DDDD54EF6E3363B7FDA28AB32414B
Session-ID-ctx:

Master-Key:
21BAF9D2E1525A5B935BF107DA3CAF691C1E499286CBEA987F64AESF603AAF8E65999BD21RB06B116FE9968FR7C62EF7C

Key-Arg : None

Krb5 Principal: None

PSK identity: None

PSK identity hint: None

Start Time: 1476711760

Timeout : 300 (sec)

Verify return code: 21 (unable to verify the first certificate)

o] FE MMt shtel AFATATHON ATH AT NAT 5
7ol = 4

| ol A E A S-S BolFyth E2o|

o] F-A| = t]upo] 2ol A A F-&}
tluto] 2ol bHEA AA T 4
Hho] o] 2 Edte] sk &
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| IEEERERE

EYAE AQJEC T3 CAS 2t ot H = 5 shhE W= A 2 (CSRO] ASA A A7 &
A=A of F-of] whe).
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