Cisco Defense Orchestrator= A}-8-3+ FDM-3

2] tuo] 2 ¥

* Cisco Defense OrchestratorS A}-8-3F FDM-32] t]vlo] 2= 3], i o] A

Cisco Defense Orchestrator= A8 FDM-3- 2] tjnjo] ~
]

o
Fo

Secure Firewall device manager(FDM) A1 % 7|52 2.3 Aol vk A g5 Y T}, E]d E ol A Firewall
Device Manager A S o}2] &/ 8}381 %] ¢ 79 tlvlo] & #2] 3} AL} FDM ¥ t]uo] 2of -
3 7 FUnh o] ZHES A stsiE W A "Hell 84S Byt

T =

Cisco Defense Orchestrator= 7FA3FH #2] Q1 E ] 0] 2~ 9} Secure Firewall device manager T H}©] 2~ 9]]

Oh3 Feks-= 425 4§ g vk DM The] 9l Ak tivke] 2= SlEj s o] 225k CDO 1l o] -
2ol B FA S HA T 5 ATk B A ) TH5E & AR S §457] 913 CDOF T

FIF4
CDOE Al&-3te] &4 L= 714 FDM 72 tujo] 9] g S-S ] gy},

« FDM "YU X = t]ulo] A~ &1 Y

« tuto] 2 e

* Hufo] & gl =

* ASA-91 o] who] el o]

« Q1E] T o] 2~ ¥

« o5

< 7H873

SR E

Cisco Defense OrchestratorS A}-8-31 FOM-¥12] tulo] = w2] [}


managing-ftd-with-cisco-defense-orchestrator_chapter8.pdf#nameddest=unique_4
managing-ftd-with-cisco-defense-orchestrator_chapter2.pdf#nameddest=unique_5

Cisco Defense Orchestrator = A}-8-3t FOM- 2] t]ujo] = #e] |

. Cisco Defense Orchestrator= A}-8-$+ FDM-3+2] T ujo] 2 g

g

EEEE SRS

ol»

7

bt

« A}O] E 7 VPN
« 974 A4~ VPN
cUEY I ZYHEY

* Cisco Security Analytics and Logging

AEES ] @ S0 A9

CDOE vkt tnfo] A~ = 714 Halof] A28t 4= Q1= WA 6.4 o] -2 A o) AAe &
2 FDM-#H2] A1 Y Al 5 AL S 2] Al S

ook eho] 42 3]

Cisco Smart LicenseE AF-8-3}o] FDM 38| t]ulo] 25 CDOoY| 2 H Y3} 59 e tufo] 28 &
Bt o gho] A E = HFUth AntE go] A2 YA &2 %o HE] kA =] glom
CDO QlEjH|o] 2ol A Al AAM| 28 4= Q5T ARA| g Y-8 A~ntE 2ho]d 2 A8 Hi= ¢ b o]

EZ A Q.

%

L
R

BY3te] = tuto] 27 A E o] A 6.4 B 6.55 A FolaL, o|n| ~ulE gho] X 7} gl
7

torlr e

Eo A Al Y.

SR F8hE = Hute] 27F AT E o] M 6.6 o] d-S A3 Fo]aL, Cisco Cloud®l o] V] 555 o]
= A%, 55 715 AH&-38ke] CDOOll 1.9 817] Aol Cisco Cloud Servicesel A Hluto] =& 55
axglof g,

$-, 3l Tl u}o] 2~ 3= Cisco Smart Software Managerol] 55 %] & 7154 o] =5 U 55 7]
= A}-8-3}o] CDOCl & 1.1 3}7] # ol Cisco Smart Software Manager ol 4] t]Hlo] 25 5= | A& of
Ut 5E A trfo] 2o AAH 2ol d A H A e Ths gk BE o] A A7) 7 o 7k

CDO AF-§-#F Q1 E] | o] 2~

CDO GUI & CLI 21 E] o] ~

CDOE 183 AFE-} o1 E | o] ~(GUN 9 ¥ = Q1B | o] ~(CL)E 55 Al-&3te 9 7] 4k 3] A
Fo = fulo]aE gk Hof st Tl st AL of ¥ gufo] 25 F Aol Tl 4= dH Y

CLI ¢l o] 25 A3l CDOCl A 2% FDM #&] tnto]l A~ 2 WS A5 4= Q51 CLI

| A2 5 ALESle] dutbA o2 A8 = W H S Aol APk A4S e HEE 9 E

Ho]2 A 2 CDO W H = Qe Ho] o] &S FZ3HAA Q.

API A

CDO<= 7] 7] 2] REST APIE AF-8-3Fo] FDM #2] tujo] 2o 313 2 & F8e 4= 9= APl =
SlEjH o] A5 AT gt} T3k o] AEFH o] A= v 752 A+

%
T
ks

[l Cisco Defense Orchestrator= AH-&- - FDM-312] tjulo] 2 2]


managing-ftd-with-cisco-defense-orchestrator_chapter1.pdf#nameddest=unique_6
managing-ftd-with-cisco-defense-orchestrator_chapter2.pdf#nameddest=unique_7
managing-ftd-with-cisco-defense-orchestrator_chapter2.pdf#nameddest=unique_7
managing-ftd-with-cisco-defense-orchestrator_chapter1.pdf#nameddest=unique_8
managing-ftd-with-cisco-defense-orchestrator_chapter1.pdf#nameddest=unique_8
managing-ftd-with-cisco-defense-orchestrator_chapter1.pdf#nameddest=unique_9

I Cisco Defense Orchestrator= A}-8-3 FDM-3}2] U] vj-o] &~ 3]
Cisco Defense Orchestrator= A}-8-3 FDM-3+2] T ujo] = 3] .

« AALE T 5 AT A" GO APL W AR E A FFTh

colv] AT P | Fe} ol W zol A e AP 225 AEaRo] ALEA o
APLTI 28 A S AU

ot
* r1r
g
fl
>

APL &0l o) &k 2pA| & U] -8 APL & AF&-9] U85 3234 Al 2.

FOM-12] tjufo] 2 21r

FDM U] = tufe] 25 2 g sr] o] Qi tute] 2~ 27 A3 3 20Y A 84S HEG
Y.

52 223 Ahgshe] FDM %) o] 28 £ g ks Aol /13 25Ut AA T N EL 52 7]
2 A geho] 2EE o] B4 6.6 0142 485 FDM zhe] tufe] = &

chea} e F7h e Abgehel FDM 4] Tule] 2% DO 229 % = gt
CAFg A} o, WM S W P T2 E AHE o] FDM-7he] tute] 2 215

s Tubo] 0] U@ M5 E AFE5he] T8 FDM vl LA = Tube] 2 21w

f
ol
tlo
ZJ'I‘
BN
ol
il
>
fo

il

P 290 T2 4 AHShel FDM-#He] tuto] 28 2u g e/] A1 AABZS % A
X

CDOE Ab§3he] 2T Eg|o) S ¢ o1ello] =8}, 27H 4 743, FDM £ tluho] 2ol ¥l @
tubel s A4 R Y=Y ) aaE PG
+ A122%) A7 FDM #] t]upo] o] 2ho] 1 222 ¥-0] 331 210 E § Fol = CDOI 4] FDM 7]
cue] 2 A4S b 8] #2185 gtk whe] A2 ERE R, 27 A%, DHCP 2 DNS
Aol 35 214, tute] 0] F2E ol F, tuke] 227k ALG-3k= A Aul, URL WE Y 7] % A
e TS 5 AHU
- ok lolEulo] 2 glElo] £, W a g % Tlulo] 18 Selahal g Hlo| Bt v A4S B
3 tuto] 25 A JEl = A8k H Al Bt dle]Huo] 2~ o EE F4 YT

« 517H84. FDM-#1¢] 317484 ol 4 o) A HA 74 2 21} & vl g ek

TR U Stk ALS o] FDM e Tue] 2] U@ 9 reol =8 SA 5L ol k]
o

« 9% FDM #2] tinfo] 2 g g o] =,
« o] 2 FDM #g] tjulo] 2 ¢ o] =,

« FDM 3#2] HA % ¢ 180l =

Cisco Defense OrchestratorS A}-8-31 FOM-¥12] tulo] = w2] [}


managing-ftd-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_10
managing-ftd-with-cisco-defense-orchestrator_chapter2.pdf#nameddest=unique_5
managing-ftd-with-cisco-defense-orchestrator_chapter2.pdf#nameddest=unique_11
managing-ftd-with-cisco-defense-orchestrator_chapter2.pdf#nameddest=unique_11
managing-ftd-with-cisco-defense-orchestrator_chapter2.pdf#nameddest=unique_12
managing-ftd-with-cisco-defense-orchestrator_chapter2.pdf#nameddest=unique_13
managing-ftd-with-cisco-defense-orchestrator_chapter2.pdf#nameddest=unique_13
managing-ftd-with-cisco-defense-orchestrator_chapter2.pdf#nameddest=unique_13
managing-ftd-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_14
managing-ftd-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_14
managing-ftd-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_15
managing-ftd-with-cisco-defense-orchestrator_chapter2.pdf#nameddest=unique_16
managing-ftd-with-cisco-defense-orchestrator_chapter2.pdf#nameddest=unique_17
managing-ftd-with-cisco-defense-orchestrator_chapter2.pdf#nameddest=unique_18
managing-ftd-with-cisco-defense-orchestrator_chapter2.pdf#nameddest=unique_16

Cisco Defense Orchestrator S A}-8-3F FDM-3t2] t]nj-o] 2 #¢] |
. Cisco Defense Orchestrator= A}-8-$+ FDM-3+2] T ujo] 2 g

ASA-31g o] wlo] 1y o] A

CDO+= ASA(Adaptive Security Appliance)ES FDM ¥2] t]ulo] A~ & vlo] g o] d sl = d =w-o] Y
U} CDO ASAQ A A8 F21 G-/ 2] o] 2§+ 2 4~ E Firewall Device Manager 51 &8 0 2 wlo] 1|
o] 3l vl =g o] Hi= v AE ATt

o] mpo] 1 g o] A2 Thg 4ol sl gyt
o AA| 2 A o] 5F 2 (ACL)
« IE H o] 2~
* NATHE Y A 52 W3 313
HENI JHA L UEY T 15 A
=2
« AH] 2 QA B AR 2 T JRA]

« AFO] E 7F VPN
Z}A) 8 8-S FDM Bl Z 8l 0 & ASA 74 vlo] 1g o] S 23144 %

Q1E o] 2= 7]

CDOE A}-&-3to] FDM #a] t]ufo] 2o A do]E] Qg F|o] 2~ = Fa]/2 ek Sl H o] A2 14 5}
AR S dHFYT

-5
282 oA i A7EA Y E g A0l AR AR ol g T 2" ol = 278X 712491 24
o] =, # 4 o) ehe-d AR E AAsE A ESAE T A2 AE QYT CDOE AHE-
ste B8 9 v SWE gy
« A AR 9 7B AR T4 CDOS AF&-3e] FDM #a] tiubo] 2ol e 718 A =2 2 7] e} 1
A AEE AT dsUT

s He)A) g A B TFS S ol el AEsol s E aksks 7hd AR o) gy
o QB o] 28 LB F 2 o) Fiz 291K Qe ol TS ] A AL,
CDOE AHg3Fo] Tlutol 2ol A Hela) 158 T s A E = Yzt

* NAT (Network Address Translation). NAT 71 22 U F-(2Zegfo] ) Y E Q] Fo| A QJIE Y o2 E
S gF-E ek dl Ewo] HUTh B3 NAT 71 & 2 HIEY A & F-ol A W5 IP F48 57
B3 9 EE Ut CDOE AHE-3Fo] tnto] 2o Tk NAT 1F 25 A st AH S 5 AUF
o A RS U ER A 4 W SE st L

fo
I

Hek A A

Het A MER A EdFo] o gt o) del Ldet =S s got v A sk HF B3RS AL
3l o] HES A Ej & AR TE CDOE ARE-3ho] tlubo] 2 Bk A o] BE 4 48 3]
o

H .

[l Cisco Defense Orchestrator= AH-&- - FDM-312] tjulo] 2 2]


managing-ftd-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_19
managing-ftd-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_20
managing-ftd-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_20
managing-ftd-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_21
managing-ftd-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_21
managing-ftd-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_22
managing-ftd-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_23

| Cisco Defense Orchestrator S A}-8-3F FDM-3t2] t]njo] 2 #¢]

Cisco Defense OrchestratorS A}-8-3F FDM-2] t]njo] 2= e .

g Bapatel el @itk A2 Dol 342 Halste] el o] o2 Aol A 4 T4
34 Qlgruieh A S 8-S FTM oAl 2= Alo] 7] BA1E a4l A 2

SSL ¢35 35 A A HTTPS S} -2 A4 3 2 & &2 SSL(Secure Sockets Layer) =& ~1 %4
7191 TLS(Transport Layer Security)S AF-83}o] QA ¢t A %S 98] ET| & OLgﬂdqlﬂr Al
2go A= destE AAS HAAE F flornE A9 Hololo Evjy 5A4& agste] A
2 AL AR S Hels A= A S A &5k SSL 5 el = A& Aot deE a =
afjoF gt ZHAI g -8 FDM-#2] t]nfo] 2~ SSL ¢t % aff &5 A A& xsti Al Q.

ID A, AZdeA AHEAHID AHE T 3t7] 91l ID 4 A& AU th 19 vy A =
A AEAIDE 7| o2 AFEH S B AME A EE AFE A AFS VT2 AA S Ao E
T4 T S5

B Qlele) A2 g . et Qe A2 A AL 22/t IP F 4 T thA URLS 7]
FOR 94 2T B v AAT 5 Aok A 2B oA 2 Ao P S ALgete] 2
S S5l F7hE Eo) 9 B} Qo) A s, ool whek ALl A28 B] 2200 oFo] ol
Yt

M| 2 Ao} A, AA| 2 Ao} A H L2 NA| 2 Ao gfH o 3] V[ E A Edf TS ¥ 7ate] v
EQ T g]Azo) e AM S Ao g Secure Firewall Device Manager= 2 Al 2~ #| o] 7 )
o et AR dA 2 X1]°1 Ao 7Es U EY A ERE I Bl Gtk A 11101
T2 & EE 27 o] U X351 Secure Firewall Dev1ce Manager T2l Folw 2
3t CDOE AF-&-3to] A2~ o] 4o B = 7S T dFY S

TLS 1.3 A% ID 7 4. ¥ 7 6.701 4] E%’Jfﬂ o] 7]'5& AH&-3HHA TLS 1.3 0.2 ¢t 5 3le E3 o
Al URL B % o Z2] A o] A T T+ dFU T A Y-8 Firepower Threat

Defense®] TLS A1 ID 74 2& =% }*‘ /\1

2 Cisco Talos

r
X

%13 A 3. Cisco= Firepower System©l| 4] o] 2] 2 ¢1 A 2 & A T3t} o] 2] 3 A 3 2
Security Intelligence and Research Group®l| A A Al F U TE o 7] A = a1 A A 7 9] 2 Hd A g
71 T AEHE AR YT Y BA S A= Ao o] S ?314 AR B
FDM oAl 2= Al o] g2 o] Q) A HA S sty A Q.

o

%

e
Rl

Snort 3 W 2 6.7 0] S A &5} = FDM 2] t]ujo] 2o A AFEE 4= g)
21t} Snort 29} Snort 3 7Fol] AEE = Qx| uk LA o] E3E R PG
% 914Ut} Snort 3, A Y 5= tinpo] 2~ @ AT E9o] A gk ALl o g
AFA| & U] 42 Snort 3.00. 2 1 o] = o] Y& A 2E4] AL

AMOME. A SMEE Ciso Taosel A 431 5 34 UAT A A 90 3
A5 Easlo] g w AT e el 49 1ps S 243 Bast et Aed
75 CDORN A1 U] #2191 & W sho] o] W > ¥ 24) 25 5 gl oo
S 6426619 EE HAANAIPS 712 2AHS ALY
6.6 ¥4 = 6.7 WA 1PS 74 242 AN e

NAT (Network Address Trangation). NAT 71 2> Y F-(Z2fo]Bl) Y ES] T A QI o2 E
IS g9 ols o =wo] FUth B3 NAT 7132 U EY A Q) F-ol A WHF-IP 425 4

Cisco Defense OrchestratorS A}-8-31 FOM-¥12] tulo] = w2] [}


managing-ftd-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_24
managing-ftd-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_25
managing-ftd-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_26
managing-ftd-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_27
managing-ftd-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_28
managing-ftd-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_29
managing-ftd-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_29
managing-ftd-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_30
managing-ftd-with-cisco-defense-orchestrator_chapter2.pdf#nameddest=unique_31
managing-ftd-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_32
managing-ftd-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_33

Cisco Defense Orchestrator = A}-8-3t FOM- 2] t]ujo] = #e] |
. Cisco Defense Orchestrator = A}-8-¢F FDM-3+2] tulo] 2 2]

Hot 98-8 Yt} CDOE A}-8-3}9] Firepower Threat Defensel|] ] 3F NAT 12 2 A A sl H
e & dsyth
AL T dA 54
7N A e
AR B ol el ek Ao A8 4 Q1= o] Aol I TL A A S 58 E 31 )
AL A OE wE QA6 GE A nL AAE G 4 QPS4 AT 5 9

= o H)
fu b [}
SUTH AL flow BUe Mol Bed vE A4S AuA oz sas ok gt
2 A J

* Active Directory % <
* AnyConnect = 2}0| A E >~ 2 3}¢]
ol 2] Alo] A ZH
< A
* DNS &
A 2] 914
* Identity Source(ID 4x2~)
« IKEvl 4 %)
¢ IKEv1 IPsec A <F
- IKEv2 %
* IKEv2 IPsec A <F
U EH A
«RA VPN 18 43
-« Bk g
o A H] X
e 2 2
+ Syslog A1

- URL
WA =4 a4

CDOI A &= of 2] t]ufo] 2ol A ALE-5] &= 7| A & "& 1 7l A "2k 3L F-2 31 Objects(7] A]) ] o] A ol A
o] vjA| W= APHZ ) W 2 FF AA = dF EAE LA 7AYot o] A =T

[l Cisco Defense Orchestrator= AH-&- - FDM-312] tjulo] 2 2]


managing-ftd-with-cisco-defense-orchestrator_chapter1.pdf#nameddest=unique_34
managing-ftd-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_35
managing-ftd-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_36
managing-ftd-with-cisco-defense-orchestrator_chapter1.pdf#nameddest=unique_37
managing-ftd-with-cisco-defense-orchestrator_chapter1.pdf#nameddest=unique_38
managing-ftd-with-cisco-defense-orchestrator_chapter1.pdf#nameddest=unique_39
managing-ftd-with-cisco-defense-orchestrator_chapter1.pdf#nameddest=unique_40
managing-ftd-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_41
managing-ftd-with-cisco-defense-orchestrator_chapter1.pdf#nameddest=unique_42
managing-ftd-with-cisco-defense-orchestrator_chapter1.pdf#nameddest=unique_43
managing-ftd-with-cisco-defense-orchestrator_chapter1.pdf#nameddest=unique_44
managing-ftd-with-cisco-defense-orchestrator_chapter1.pdf#nameddest=unique_45
managing-ftd-with-cisco-defense-orchestrator_chapter1.pdf#nameddest=unique_46
managing-ftd-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_47
managing-ftd-with-cisco-defense-orchestrator_chapter1.pdf#nameddest=unique_48
managing-ftd-with-cisco-defense-orchestrator_chapter1.pdf#nameddest=unique_49
managing-ftd-with-cisco-defense-orchestrator_chapter1.pdf#nameddest=unique_50/unique_50_Connect_42_sgt
managing-ftd-with-cisco-defense-orchestrator_chapter1.pdf#nameddest=unique_51
managing-ftd-with-cisco-defense-orchestrator_chapter1.pdf#nameddest=unique_52

| Cisco Defense Orchestrator = A}-8-$F FDM-3}2] t]ulo] 2~ #42]
Cisco Defense Orchestrator= A}-&-3F FDM-¥4+2] T] vfo] 2~ g .

Hpo] 2ol A ] 8HA| T A BF U T CDOE T35 7HA| A sl 2, AR ZHA| A1) s 2 B
WA fl= WA A 2 S A she] Hutol Aok A AR AE Bl 7 % T AFHTh

R

Secure Firewall Device Manager 512 52 -2 X 9 ¥ FDM #2] t]ulo] 2 414 o] A Al HAFL QI T},
A v g S5 S A5k Bl sk thE FDM #E] gulo] 2 & FA sk dl AFSE
Ut} Secure Firewall Device Manager B 3= 312 tjulo] 2 ko] g2 A A& 33} ApA g U
§2FDM H1Z381 & FAE2sA L

=2 A2

a7hg4

CDOE A}-8-3HH FDM vl Y #| = tlnfo] ~ 9] 11784 &S g A FA sk #eld 5= 5yt 7]+
HA & 21954 CDOY A HA S AT 4= 2l HF Ut HA 1A S AFEshd ool = 7]
HEE A7) R @2 tuto] 2 Fef e o] tufo] 25 ALE-S = gl Al Lo A Bl HES A
E A F AFYY. Aol X = A ~Elufo] t]ulo] A= oju] ANE|H AE| 7} H =5 A &
o] JdFYth 5, HA tnlo]l 2 F 3 E AL &= §lis A ol = o2 tulo]| 27 E & A4 A
23yt

CDO°I A FDM #2] HA %S J ad o] =& 5= 5 Y Th A & W82 FDM-3#2] 217184 4 4

ol =E FESHA AL

7S Zepol Yl Y EQ A 74

AFo] E 7FVPN

VPN(7H AP )& Hets] A gF-2 UIE A& &3l 7HQl HolH & Hi A3l A F3ke] v ES
AE U ES Ao 05758}% olg] 97 vo]Z FAF YT CDOE HY S A&t Ip 7|W Y EL =
£ 5 AgS e dukip o3 lﬂoﬂﬁ dlo] ¥ w7l & 74 3}s)a, ngé‘r—% Agske] ZQl AR E
BTkl 9SS 53 101 H 2448 mAgyTh 2ApA g Y82 Alo] E 7F VPN S FHE3MIAI L
7P A Y E 9] Ao

=2 Z% 3

4 Fhol =

o gk X}/‘ﬂ St U]-8-2 Firepower Device Manager-& Cisco Firepower Threat Defense
2]
H

917 9142 VPN

RA(Remote Access) VPN 5-3f 7018 X5 = wEE g 235 U 2ol tulo] A5 AL-8-31o]
HEY I gk Bt A4S 44T 4 55U CDO= FDM #Hg] tjujo] 2o 4 RA VPN A A
8} 2= g zuzqg A&7} 1 E 7 0] 22 A &g t}. AnyConnecti= FDM ¥-] t]ulo] 20| o §F RA
VPN 945 93 =1 E tluto] 2o A A= Y3 Setol AEY Y

CDO< FDM #2] tjuje] 20 4 RA VPN 7] 59 th5 S-S A A3

e XElo|HA], 95 E Hlo|H FZ2 S $] 38 TLS(Transport Layer Security) 5=+ DTLS(Datagram
Transport Layer Securlty)

- SSL SOl A E 70k 1A oA
* [Pv4 and IPv6 addressing

« o] 2] FDM &g tjH}o] 2o A] & RA VPN 14

Cisco Defense OrchestratorS A}-8-31 FOM-¥12] tulo] = w2] [}


managing-ftd-with-cisco-defense-orchestrator_chapter7.pdf#nameddest=unique_53
managing-ftd-with-cisco-defense-orchestrator_chapter7.pdf#nameddest=unique_54
managing-ftd-with-cisco-defense-orchestrator_chapter7.pdf#nameddest=unique_55
managing-ftd-with-cisco-defense-orchestrator_chapter7.pdf#nameddest=unique_55
managing-ftd-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_56
managing-ftd-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_57
managing-ftd-with-cisco-defense-orchestrator_chapter2.pdf#nameddest=unique_16
managing-ftd-with-cisco-defense-orchestrator_chapter2.pdf#nameddest=unique_16
managing-ftd-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_58
https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html

Cisco Defense Orchestrator = A}-8-3t FOM- 2] t]ujo] = #e] |
. Cisco Defense Orchestrator = A}-8-¢F FDM-3+2] tulo] 2 2]

ZFA 8 U] -8 RA VPNS 32314 Al Q. 71 AR U E 9] =90 ) $F 2FA §F U] -8 Firepower Device
Manager-&- Cisco Firepower Threat Defense - 7}o] =& 3234 Al 2.

YES A XUHY

CDO<= B A A o] ot e g Bt Aol ofaff Exj7d 2 o|HES =S ek Wil
ME AT CDOE gk Hubo] ol thh WA AS 7] 58faL o] 9 & A Abadell el &&
A sk WS Al et B2 CDO A Fash= A& A Bl = Ve 2 3 A2

AF Y

T2 2°F BalA

e B gaste B, abdd 93, 949 §) vhelae 5o 29 A B FARY
th M ES 2L Ed=io] FDM #e] tiufo] 2ol A a2 g 2 B G S B A S uf BalA o] blo]
‘37} AU Hute] 27 WAl whd H = oWl ES AT = YEF o = Bl gho]ad s

s
£ 2 stetar A A g F o the 9 275 24 skelhs Ao FHU T

KA Agdts W& o] & AbEste] M EQ A Ql=Zets /) sk g ol o gk 24§ &
< FDM-#He] Hupol 2 7h e B E FasiAl e, M S Agdshal wrefste]w BaM vhel &

Cisco Security Analytics and Logging

Cisco SaaS(Security Analytics and Logging) & AF-&3}H &5 FDM #2] tufo] 2olA A4, <], 3
o, @eo] B Bk IE e A2 oWl EE A 8kaL, CDO9 g kol A & 5 s U

o]l E &= Cisco Cloud®l] A7%] ™ CDO<] Event Logging(¢| 1 E 2 7]) #| o] x| of| A &- = I HF YT} o
7] A ol NEE HE Fatal A Este] YE A A o H Bl 12 o] E&JAE AL =4 §&3a}A
o] &}l &k 4= 915Ut} Logging and Troubleshooting(7] & 2 4] 3] 2) 9|71 %] = o] 2] 8 7] &S A1 &
.

Hhald 2A 1 m U 9 7] %] & B35 A| AE {’r MJJrE] tju}o] 2 o] Hl E o Secure Cloud Analytics
T4 e E nd¥ S 483tar, g5 2y 43 A1-8-5}9] Secure Cloud Analytics Y2 2 &4 S
*3/‘46; —’F 9151t} Total Network AnaJyt|csand Monitoring(ﬁiﬂ HES T 74 9 ZUEHY) Jﬂﬂ
A& A gk A5, A2~ 812 FDM ] tuto] 2 oI E QL Y E 9] = E g8 BFof 54 <lEjg 22l
X xq gatar, ¥ 9 F =S YA g ol Cisco SSO(Single Sign-On, @ €15)E AF-&-3}o] CDOO|
A} ARG Aol Al 322 8] A1 ¥ Secure Cloud Analytics ZH = w2} A3 4= ST AFA & W&
Cisco Security Analytics and Logging(Cisco H.QF 4] 9l 7] 5)S HZ3 4 A L.

il

oX‘i

J

EEE]
W7 271 CDOAN A £ E T4 WA AE ASH 02 AA U o] Bl wlelE A0
= R E Tupel 2 R An| 2ol e W Abge] £ T WA 28] % 715
.

« tubo] 2= Aol Thgk WA AbgS vheks] W g o
FRE W 2G5 B Ak o] del Bt

e tule]o] 2 Bl A AE 7] ST

[l Cisco Defense Orchestrator= AH-&- - FDM-312] tjulo] 2 2]


managing-ftd-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_59
https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html
managing-ftd-with-cisco-defense-orchestrator_chapter4.pdf#nameddest=unique_60
managing-ftd-with-cisco-defense-orchestrator_chapter4.pdf#nameddest=unique_61
managing-ftd-with-cisco-defense-orchestrator_chapter5.pdf#nameddest=unique_62
managing-ftd-with-cisco-defense-orchestrator_chapter4.pdf#nameddest=unique_63

be] ool 2= %)

AF-&-3 FDM-#

I Cisco Defense Orchestrator

SEEEET |

-

AF-&-3F FDM

Cisco Defense Orchestrator

R

I

=3

T
)

=

</

X

)

O

X

ﬁo
5

T o %

gl

-] tufo) = 9]

Cisco Defense Orchestrator= A1-& 3 FDM



managing-ftd-with-cisco-defense-orchestrator_chapter4.pdf#nameddest=unique_64

Cisco Defense Orchestrator S A}-8-3F FDM-3t2] t]nj-o] 2 #¢] |
. Cisco Defense Orchestrator= A}-8-$+ FDM-3+2] T ujo] 2 g

[l Cisco Defense Orchestrator= AH-&- - FDM-312] tjulo] 2 2]



|W__

3
El

ar
Tl

— =
E
=

Mo



