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Deploy an On-Premises Secure Device Connector p ¢

Step 1 |
Download the SDC VM Imagedand follow the documentation to deploy the SDC VM on vSphere.

Step 2

When deploying the VM into vSphere, you will be prompted for 'CDO Bootstrap Data'. Copy the
data below and paste it into the CDO Bootstrap Data input field in vSphere. s

CDO Bootstrap Data

QBRPXIRPSBVOPSJ1eUpoYkdjalU9pS1INVekkxTmlJcOluljVjQBk2SNtwWFZDSjkuZX1Kc2FXNXJaV1
JVWleclaGJuUnpJanBiWFN3aWRtVnlJam9pTUNJcB1uT JFZbk5qY215d2RHbHZ 1bk1pT2xzaVNWUKVM

YUpoYzJVaUxDSm91VepSYVdRAE1pNHdJaXdpYm1kbWR5SmRMQBox Yz WeVgyNWhiV1VpT21KamIyWm
%x1bkpsY2tCamFYTmpieTVqYjIwaUxDSmhiWElpT21Kel1XMXNJaXdpY285c1pY TWIPDHNpVWSSTVIW
OUJSRTFKVG1KZExDSnBIM@1pT21KcGRHUNIMOQBpqYKkhiWemRHVN1TVIFpT21JeElpd21jSEpwY 1dGeW
VWUmx1bUZ1ZENJNmJuVnNiQ3dpYzNWaWF tVmpkR1I1Y08dVaU9pSjFjM1Z55W13aWMzQkpaQBk2SWto
RVRSSXNJbUYxZEdodmNtbDBhV1Z6SWpwYk1sS1BURVZmV1ZOR1VpSmRMQBp3WVhKbGJuUkpaQek2sw
prMuUSHWXpZamd3TFdKaV16a3RORGMBTnkxaVpgTXdMV1poWW10bFptRXpPREUWNMLIcB1tTANRV1Z1
ZEYScFpDSTZJbUZ3YVMxamJHbGx1b1FpTENKelkyOXdaUek2V31KMGNuVnpk(81zSWSKbF1XUN1MOE
k1T1IRSbUBYSTRNQZFpWIW1NNUXUUTNPRGNEWWT Zek 1DMW1ZVBpgWldaaE16aGhOR1 LpTENKM2ZNthDBa
UBpkTENKcFpDSTZ JamN3T1dRMYpHSXpMVFpoTmpZdESEVTBZUZABTIRCHUxXUXhNelJr TURZeESEWT
FPUBLzSWIwWMGFTSTZJakZpT1RjdO1tVmpMYGhoT1dZdESHTmx0e TATTVRBNExXSmxOak 5pWk RRME 5H
TTJa0QBoSL1INSZEYNzhoNUNSZDNPRUUSHUDXT2VRd j04aHpkSIhtR3BhUmtSYWSIZ0J1dmRFQ2g1TH
hoZk840Q19PNFBmVJNSTHpNRUSmcBF oSTVDNHBQVNFSLWo2RDJ1Qz1FRy81 TzNZcGpNdGeaNT1FnY2hi
ek5XNBdKajRyTT1lyVzM3IRXdRdF9zeWh5azVkTOVITVIrMlcwR1 JRcXhLompolU1JLUTpKNXQBeGxuN1 ¢
NFWUAKZ32Jd¥QzUE1Da2piNVN4a29qum1 hRmdDWERqGC1J JUERWTY 1WUFShTnprX2RZTVd fNDZabHF j

dGRic1p4WFZoSkVGa2152k53Y JZCd@FARUP2VDK2bmRMYVYaYzNjWGdJVBET YU zeFJPB1VRR2ZREbN

BKcHM5a24 tNGBwZWtxcB1BTXoSUVZOMXZ1S) ZWNmSNdBgyV3JicDRZMTY 1MC1yeDBpblhWNFdzQSIK

QGRPXQRPTUFJTjainSdRLmRIZmVuEZchmNGZKNchFBh3IuY29llngRE9fVEVDQUSUPSJJaXNJhy

SA5  zip o] RE HAL FEFY T} go] EAF UL
* CDO-SDC-VM-ddd50fa.ovf
* CDO-SDC-VM-ddd50fa.mf

* CDO-SDC-VM-ddd50fa-disk1.vmdk

A6 vSphere 9 E&lo] A EE AL-8-51o] VMware A B o] &= 2191 gt}
Far ESXi ¢ Elo]AEZ AF&-31A] nlA A Q.

GA7 A A whel OVF &5 ol A E°P tulo] 2~ AUE 71 wAals 5T
dA8 Aol dRHW SDC VM A4S At}

9449 A SDC VMO &5 4 HD}.

A0 A8} o] F cdoE 2113 Th 7] b S = adm1239) Y T
AN EZEZE| sudo sdc-onboard setup= Y =Y T

[cdo@localhost ~]$ sudo sdc-onboard setup

GA12 HEHSE EOW admi23 s E’Z‘?FLL]E}
A 13 A Aol W} roor AFEAR] A MW EE AT FE ALG A MU EE
A 18 A Aol w2} cdo AH-E-AF] A °LE§ *ﬂ*“%bl‘?‘r cdo AHE-AFe] MM 2 & ¥

ok
T
o

]Iggﬂlm
T o
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CDOS| UM o] v] <] & A}-g-5}o] gt jutol 2~ A vie] % [}

@A 15 Please choose the CDO domain you connect to($1 2 & CDO = 1S A B a}4] A Q) WA A 7} 32 A = ¥ Cisco
Defense Orchestrator =<1 1.5 = gt}
7116 WA A7} A EE SDC VM) thg =9l AR E
a) IP 54~/CIDR
b) Ale]E 4] 0]
c) DNSAH
d) NTP A¥ H+= FQDN
e) Docker B 2] A

= docker BE] X 7} 485 A &= - Enter 71 & T Y

J5
gt
°
2

A1 17 Are these values valid(©] gko] <151 712) (y/n) WA A 7F e y2 AFR-8Fo] 91 =S o1 g ),

9A18 S Sl

w719 "Would you like to setup the SDC now?(A| & SDCE A A4 3FA1 25U 7H?) (yin) WA A 7F YEFE 02 9 = Y
t}.

@GA20 VM ZEA As O &2 2okt

@Al 21 SDCol| Wl $k SSH A A& A F YT cdo® Z1sta v S5 =3y},

WA 22 EE X E | sudo sde-onboard bootstrape 9 &S T}

[cdo@localhost ~]$ sudo sdc-onboard bootstrap

@123 [sudo] FIEWHEE B wA A 7F HAIEH A 14904 A3 edo MU E S )
7] 24 Please copy the bootstrap data form the Secure Connector Page of CDO(CDO2] H ¢t AW E H| o] x| of| A F-E A~
Ed] HolB & FASA A Q) WA A 7F A H W oS A AHE FE Y T

1. CDO°l Z11%Y}.
2. CDO ™57l 4 Admin(32]) > Secure Connector(}.¢t 71 U E)E A el ghyt},

3. Actions(%F%]) %ol A Deploy an On-Premises Secure Device Connector(<-3X g v] 2~ H ¢F tjujo] 2~ AV E
)& S99k

4. )3} 2=}l 2v+A ol A Copy the bootstrap data(F-E~E 3 o] g HADE Z3}aL SSH Foll ol d 5y
t}.
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Deploy an On-Premises Secure Device Connector X

Step 2

When deploying the VM into vSphere, you will be prompted for 'CDO Bootstrap Data'. Copy the
data below and paste it into the CDO Bootstrap Data input field in vSphere.

CDQ Bootstrap Data

QBRPX1RPS@VOPSJleUpoYkdjaU9pSINVekkxTmlJc@lulUjVjQak2SWiwWFZDSjkuZX1Kc2FXNXJaV1
JVWlc1aGJuUnpJanBiWFN3aWRtVnlJam9pTUNJcB1luTjFZbk5qY21sd2RHbHZ ibk1pT2xzaVNWUkVMH
VUpoYzJValxDSm91VBp5YVdRAE1pNHdJaXdpYm1kbWR5SmRMQBoxYzJWeVgyNWhiV1VpT21KamIyWm
xjbkpsY2tCamFYTmpieTVqYjIwaUxDSmhiWELlpT21KellXMXNJaXdpY285c1pYTWIPbHNpVWsSTVJW
OUJSRTFKVG1KZExDSnBjMB1pT21KcGRHUWIMQBpqYkhWemRHVN1TV1FpT21JeElpd21jSEpwY1dGeW
VWUmx1ibUZ1ZENJNmJuVNNiQ3dpYzNWaWFtVmpkR1I1YBdVaU9pSjFjM1Z5SW13awWMzQkpaQak2SWto
RVR5SXNJbUYxZEdodmNtbDBhYV1Z6SWpwYk1sS1BURVZmY1ZOR1VpSmRMQBp3WVhKbGJuUkpaQok2SW
prMUSHWXpZamd3TFdKaV16a3RORGMBTnkxaVpgTXdMV1poWW10bFptRXpPREUWWMLJcB1tTnNRY1Z1
ZEY5cFpDSTZJbUZ3YVMxamJHbGxib1FpTENKelkyOXdaUBk2V31KMGNUVNpkQ@1zSWSKbF1XUW1MQB
k1T1RSbUBVSTRNOZFDWW1NNUxUUTNPRGNGWW1 Zek 1DMW1ZVBnaWldaaE16aGhOR1 1o TENKM2NtbDBa
QBRPXBRPTUFJT j81d3d3LmR1ZmVuc2VvcemNoZXNBecmFBb3TuY29t IgpDREIFVEVOQUSUPSJjaXNiby
ThbWFsbG1lvIgpDREIfQk 9PVFNUUKFQX1VSTDBiaHRBcHMELY93d3cuZGVmZW5zZWIyY2hlc3Ry YXRv
ci5jb2@vc2RjL2Jvb3RzdHIhcCIjaXNjby1hbWFsbGlvL2Npc2ZNvLWF tYWxsaW8tUBRDIgo=

#1 Copy bootstrap data

7] 25 Do you want to update these setting(©] 28-S Qo] E5HA 215U 7H?) (y/n) WA A 7F YERFE 1S

A 26 Secure Device Connector(}H.SF tjulo] 2~ AW E]) 7| o] 2| 2 FolU ), A SDCY] 7 El 7T Active(Z4) =
7HA] sH S Af = L] Y T

23] UMO] 59k T vfo] 2 A W E] 5

tjulo] A 22 F S A}-8-51o] CDO £ t]vfo] 2o A A= 49, Ul E 9 Ao A SDC(Secure Device
Connector)E TF- =2 =38}l :[Lt;o}cﬂ CDO$} tjnlo] 2 7Fe] Al S 37 8} Al o] i Ald ¢l Ut
Qi o 2 o] e 3 Tlrho] 2t A7 7o 2 514 ke s g 1P 27} gLt ol UEl s o
2o sk 7iwk3E E E 7| 5 Yt ASA(Adaptive Security Appliance), FDM t U %] = %]
FMC(Firepower Management Center) 2! Secure Firewall Cloud Native T H} 0] =& E5F T] v} o] 2 x}A4
TS A8 CDO°l 2R Y 4 dFH T

SDC= WU A = tjuto] 2ol A A g sl of 5= W & ¥} v U A = T npo] ~ 2 Fa of sh+= w] A A] o]
tal CDOE U H & &t} SDC= CDOE wiAlste] W i& A dstaL, My A= tjuto] 25 w4l
sto] CDO®ll WA A& d&ataL, Wy A = tjuto] 2o A CDOE 335 WHeh g th
@ SDCell A H & = Q= "/]H}Ol*fﬂ T G Huto] 2o 73 75 2 OHG? d el A
Z1e wheh Depdy ok ey 758 Al 8 d w= 171 9] SDC7F oF 50071 o Hnfol 25 AL
2 o ek A W82 vl CDO Bl Eo] A o] SDC AHE, 22 Hl o] X & FZ3H4] A L.

o] Ax}ol| A= AHA| 71HAF M Al o] m] x| & AL-g-3)o] Y E Q] 9] SDCE A A el S Aw gkt

%

e
f

SDC—E‘ AA s 7P A AlE D 4 9= WS CDO2) SDC OVA ° WA & the 2 Edo] X6}
= AJUY AF AZ S CDOS| VM ©]| 1A & AFg-aho] K.k tjuleo] 2 A ¥ E] 45, 8 5 o] %] 9]
HE& st
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213 VMO B.oF t]nfo] 2~ AW L3 .

A 2Fst7] el
* CDO= AAT A5 &le] Fastr sSDCoF JIF Yl He] /'l = I EAE X ehA] &5
Y.
* SDC= TCP 3£ E 44304 Qe Hlel] thgh A of-2ube-= A= Ad-S 714 oF gt
« Y E ] A 32 vfy A = tjnto] 2o Cisco Defense Orchestrator 9174 = 7 E3H4 Al &

s vCenter §] FEFo]AE == ESXi ¢ Ffo)| A E Q) & A 2] ¥ VMware ESXi 34~ E

%

A3 ySphere U 22 E FeOIQES AHGE A= AN A Tk

* ESXi 5.1 alo] ¥ ufo] A,
* Cent OS 7 Al =E G A Al
* SDCYF %)= VM2 A| =8l § - A1)
* VMware ESXi &2~ E o= CPU 27117} 2 & 3},
* VMware ESXi &~ E o &= 4 2GB9] W =27} 2 a3t}

« VMware ESXioll & Z 21| A A elo) wpe} 7} w218 2 Dst7] 93] 64GBY) t] A~ 3
Zrol A astc) o] e Qo el BR3 v F7HS 84 = == uE] A3 3
7 LVM(=8 4 5 #2)S AFgsta 7HA sy ok

« VM2 CPUS} M| 28] & g Hlo] Edt 3 vMe] A Y-S 7 1 Secure Connector(H.QF 71 Y E]) H o] %]
o] SDC7} "Active(ZA4)" A el &= T A 5 =X Q‘ﬂﬂ\% =3
« o] AAE 8 ob= AFE-AF= Linux 873 ol A A obar 3k A ]S 918f vi A1 244 A7) E AL

gapi o) ol el o g,

CentOS 7} ™ Alol 23Z v = SDCE “7‘43}1“ A5 A71H o2 Yum HeF H X & A X 6=
Aol 25Ut Yum A0 Wl Yum GHIO|ES 714 Q8 L E 80 @ 4430 A o} g-upL =
WA AZ Fojof st = 9JHF Ut T3l Ay ]E§ o] 2F3} 2 ™ yum-cron &= crontab= -4 3|
of gt Bt 4 i 3 Yum HHl o] EE W7] 93] WA sl of af= Bk A H o] A &=A

g
Y
B0 A gels] Aol AR §e BAbste] v Y Fol oy wan thal s A 6. A el
A1} o, Aehul ] 5 ol 7] A e A o] ] 8 T A A 8510
wo] A5 & & g,

91 SDCE A4 E CDO HIFEo] 2123t}
@712 CDO 7ol A Tools & Services(E 2 A H] 2~) > Secure Connectors(}.¢F # 9 E]) S A&l gt}
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@A 3 Secure Connectors(}.QF 7 9 E) 7| o] 2| o] 4| I}gk A t] 817] &S 523}l Secure Device Connector(=2.¢F T v}
o]z AVE)E St

e < tenant name _

user name

c &3

Secure Device Connector@
Secure Event Connector
1171872020, 4:41:08 PM

11/18/2020, 4:41:08 PM

SAl4 Gl 2etA oA FEAEFY Ho]H & v A FEAFg Y O
@5 2 SDCo| & e RAM 2 T2 H F7HS AFE-3e] CentOS 7 71 M Al A X g o
« 8GB RAM

* 10GB t] == &3¢

A6 AA7FAEEW SDCO IP T4, A B Y wpa 9 Aol Ef o] & A A sk 59 7| E WEAD S AU
@A 7 DNS(Domain Name Server) A = 4 gt}

718 NTP(Network Time Protocol) A ¥ & -3 3+ T},

@A19  SDCO] CLI®H] &4 A% 285 913) CentOSol| SSH AW & A %] gt}

GA10 Yum U0l EE 2 &3+ & open-vm-tools, nettools 2 bind-utils 3 7] %] & A %] g1 o},

[root@sdc-vm ~]# yum update -y
[root@sdc-vm ~]# yum install -y open-vm-tools net-tools bind-utils

SGA11 AWS CLI 3| 7] A & A %] Y U}, https://docs.aws.amazon.com/cli/latest/userguide/awscli-install-linux.htm] 2] W8-S
EEEVES

o

B user Ol E ALEEHA 1AL,

WA 12 Docker CE 3 7] X & A %] 3+ t}. https://docs.docker.com/install/linux/docker-ce/centos/#install-docker-ce 2] &<
2 Z A A 2.
= H

S

B ARARE ARl A S AT,
SA13 Docker 481228 A Aaka 28 4] A 25w % 29 5HE o

[root@sdc-vm ~]# systemctl start docker

[root@sdc-vm ~]# systemctl enable docker

Created symlink from /etc/systemd/system/multiuser.target.wants/docker.service to
/usr/lib/systemd/system/docker.service.

S 14 F A A("edo" 2 "sdc")g A AU T cdo AHE A= #E] VoS A9 } 1 el 2l ARE A H(FE
AHEALE A AFE- S Q7 §l), sde AFEARE SDC A 2 H o] & A sk AR Akl Y o)

[l Cisco Defense Orchestrator2] 7] A}
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https://docs.docker.com/install/linux/docker-ce/centos/#install-docker-ce

I Cisco Defense Orchestrator2] 7] & A}3+

oA 15

7] 16

oA 17

7] 18

oA 19

oA 20
oA 21

o7 22

A4 umel) 1<t o wpo) 2= A 75 [

[root@sdc-vm ~]# useradd cdo
[root@sdc-vm ~]# useradd sdec -d /usr/local/cdo

cdo AH&AF] Bl 5 5 A4 T

[root@sdc-vm ~]# passwd cdo

Changing password for user cdo.

New password: <type password>

Retype new password: <type password>

passwd: all authentication tokens updated successfully.

cdo AHEAHE "Wheel" L350l F=7F8to] #H2](sudo) H gH& -

b

e,

[root@sdc-vm ~]# usermod -aG wheel cdo
[root@sdc-vm ~]#

Docker”} A4 X] =] AF8A} Z15-o] A4 E YT} CentOS/Docker B A ol w2} "docker” =+ "dockerroot"2} 1L H-=
%= 91U T Jete/group TS BHQl5te] oW 18 o] A A=A BolE TFS sde ALEALE o] TLEo 71

S8

[root@sdc-vm ~]# grep docker /etc/group
docker:x:993:

[root@sdc-vm ~]#

[root@sdc-vm ~]# usermod -aG docker sdc
[root@sdc-vm ~]#

/etc/docker/daemon.json It o] §l= 745 L& AL of e &S F vk A4 =¥ docker Bl &S THA
A2 o,
B group” 710l AHE 1 F ol Fel o4 B9 feto/group ol A Fe 1 F3} AR 5H=A] G
=3
[root@sdc-vm ~]# cat /etc/docker/daemon.json
{
"live-restore": true,
"group": "docker"

}

[root@sdc-vm ~]# systemctl restart docker

[root@sdc-vm ~]#
A vSphere =& Al/d & AHE F¢) - SSHE A #H8FaL "edo" AFE AR 220tk 2918 F-ofl = "sde”
AR W T e E B WAAF EA D edo” AHEAe] 9B A T

[cdo@sdc-vm ~]$ sudo su sdc
[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~]1$

t] @ E] 2] = Jusr/local/cdo = A 7 gt}

bootstrapdatathi= Al TS A8l 32| n] 2~ Wl tynfo] 2~ AYE -5 v ALe] 26k Al o A 7HA 2 R E
ZE HolH & o] 3ol 2o FUT 3 S Save(A ) AUt vi B nanoE AHESEY] A& AT
AFH T

—?—EiE% E” O] E1J]:___‘_ base64 = ?_151%‘%1413} O]% E]_:i%] ":5]'5-7_ extractedbootstrapdataa}% -‘—ﬂ‘?—:]i LHE%‘%E]'

[sdc@sdc-vm ~]$ base64 -d /usr/local/cdo/bootstrapdata > /usr/local/cdo/extractedbootstrapdata
[sdc@sdc-vm ~1$
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B reraform =52 418510 AWS VPCO] 1.0} tluto] 2 AW 75

A 23

o7 24

7] 25

Terraform =5 2 A}-&3}o] AWS VPCol| H.QF T]ufo] ~

cat B AAste] t =Y E Ho B E AP th W 9 oY Hole i thgat o] mAEY

[sdc@sdc-vm ~]S$ cat /usr/local/cdo/extractedbootstrapdata
CDO_TOKEN="<token string>"
CDO_DOMAIN="www.defenseorchestrator.com"
CDO_TENANT="<tenant-name>"

CDO_BOOTSTRAP URL="https://www.defenseorchestrator.com/sdc/bootstrap/tenant-name/<tenant

U B8 S ddste] ad e FEAEF golH o] A& 874 MR iy

[sdc@sdc-vm ~]$ sed -e 's/“/export /g' extractedbootstrapdata > sdcenv && source sdcenv
[sdc@sdc-vm ~]$

CDOOHH =] E/\Eau ._._ \;]__ricaqu.

[sdc@sdc-vm ~]$ curl -O -H "Authorization: Bearer $CDO_TOKEN" "$CDO_BOOTSTRAP_URL"
100 10314 100 10314 0 0 10656 0 --:=--:-=- ——:-—-:—— —--:-—:—-- 10654
[sdc@sdc-vm ~]$ 1ls -1 /usr/local/cdo/*SDC
-rw-rw-r--. 1 sdc sdc 10314 Jul 23 13:48 /usr/local/cdo/tenant-name-SDC

SDC tarball®] &3S &1 pootstrap.sh LS A3 5Lo] SDC 3 7] A = A X gt}

[sdc@sdc-vm ~]$ tar xzvf /usr/local/cdo/tenant-name-SDC
<snipped — extracted files>
[sdc@sdc-vm ~]$
[sdc@sdc-vm ~]$ /usr/local/cdo/bootstrap/bootstrap.sh
[2018-07-23 13:54:02] environment properly configured
download: s3://onprem-sdc/toolkit/prod/toolkit.tar to toolkit/toolkit.tar
toolkit.sh
common. sh
[2018-07-23 13:54:04] startup new container
Unable to find image 'ciscodefenseorchestrator/sdc prod:latest' locally
sha256:d98£f17101db10e66db5b5d6afdalc95¢c29ea0004d9e4315508£d305790275458:
ciscodefenseorchestrator/sdc prod
08d48e6flcff: Pull complete
ebbdl10b629bl: Pull complete
dl4d580ef2ed: Pull complete
45421d451ab8: Pull complete

<snipped — downloads>
no crontab for sdc

o] Al SDC7} CDOCIA] "Active(Z73)" = A H Yt}

Al ZF8E7] Aol
AWS VPCOl A SDCE T-F317] dell v A 2305 AESAH AL

[l Cisco Defense Orchestrator2] 7] A}
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A1

o) 2

nekcjutol = Avee P77 [

« CDOT FAT ATA &2lo] a3t SDC AEH Y 1Ho] /'l = ZZA] HALE A U 3}HA]
SH U A B & AFESkE - SDC(HLSE tluko] 2~ 7] ¥ E])9} CDO 7he] E2fj=] AL
=] R e g

« W] X] = t]B}o] 2~ Cisco Defense Orchestrator 1 2 S A E st A A3 Y EL I AA A2 3
A3

* o] -9- AWS 717, 3hit o]de] Al B o] 91 AWS VPC B AWS Route53 ©.228 9 jo] g
k=

« CDO H-E~E & d|o]E], AWS VPC ID ¥ a3 A B Yl ID7} 9l =% &elgt}

* SDCE 1531 Zgto]Hl A B Yo NAT Alo]E¢flo] 7} A A H o] =4 selsh)

o Wl A2 HTTP A B Hlo] 27} A 8 5l LE A NAT Ale] Egloldl] A4 ¥ &= 4 P2 o]

E5he Edg e gy

Terraform 910 The = F& Fohgeh W5 fE 9P L £E O o gt

module "example-sdc"
source
env
instance name
instance size
cdo bootstrap data
vpc_ id
subnet_id

}
SRR

"git::https://github.com/cisco-lockhart/terraform-aws-cdo-sdc.git?ref=v0.0.1"
"example-env-ci"

"example-instance-name"

"r5a.xlarge"

"<replace-with-cdo-bootstrap-data>"

<replace-with-vpc-id>

<replace-with-private-subnet-id>

L | | B [ B

Ar B-=2 Secure Device Connector Terraform F5-S ZHZ 314 A Q..

>{i

Terraform 5= Oﬂ }‘1 instance 1d§— %@123 %%@"4 U}

output "example sdc_instance_id" {
value = module. example-sdc.instance_id

}

o5 AnUth A PR e R

-
T U5 =3 522 Secure Device Connector Terraform 25 2] & 28 2235140 A

instance id 5 AF&-3}] AWS Systems Manager A4 ¥2] AHSSM) S 53t 4| 3l 22 93] SDC A =E 2~of AA
o

Ul =8 2y

2 E SDC &4 &l 4 9] 735, AWS SSM=- AF8-3}¢] SDC Q1 A~ ¥l ~of AAsoF STt Sl AE A0
A A= w ol th §F &JA gk 82 AWS Systems Manager Al A #2] AF &5 322314 Al 2. SSHE AL
5ol SDC 9120220 sk FE = webae] o] f2 g E A 2t

HF Hupo] 2~ AME o] IP 54 W7

AZ5] Ao
o] 2l e sl Y Pl Ahefof gt
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[cdo@localhost ~]1$ ifconfig
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[cdo@localhost ~]$ sudo sdc-onboard setup
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[sudo] password for cdo:
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HEYT A4 TEZE 5 dE T
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v A %] 7} F A 5 A SDCol| et = A IP 49 SDC VM) T =9l A1 2 g g
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cdo AF&EAFE SDCol] Z1e18ky o}
SDC =7 ZH oY & QH o] EslH W SDC AF& A2 A3 o),

[cdo@sdc-vm ~]$ sudo su sdc

[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~]$

SDC E7l& 2ol =9yt

[cdo@sdc-vm ~]$ /usr/local/cdo/toolkit/toolkit.sh upgradeToolkit

SDCE

[sdc@sdc-vm ~1$

Aol =gt

[cdo@sdc-vm ~]$ /usr/local/cdo/toolkit/toolkit.sh upgradeSDC

[sdc@sdc-vm ~]$
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* bluebird *
The MIT License (MIT)
Copyright (c) 2013-2015 Petka Antonov
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F3, A, E, 39] el A2 Bol W Az Egoje] ARG Wit 1] S
e Al BT T R, 238 E 90 2 A B e Aol A o] 2l @ Tlel & 2ol ¢
o uhefof gk,

$19] A2 A9} o] 37} HA = BE AXE o] o] AR Ei A9l N ito] L ew] o] of P

o},

B AT EYol= Al A

_I:JE
ﬂ*ﬂﬁﬂqﬂb*ﬁ@%@%ﬁﬂﬂ@%@%ﬂﬂﬂﬂﬂ%@ﬂﬂﬂ%g
Stu] x| uk o] of] A F K] = G5 T o] 3k
= REEG 0] o] ALg = 7B A} A
&3, e 71E Aol e AYS A A e,

* cheerio *
Copyright (c) 2012 Matt Mueller <mattmuelle@gmail.com>
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* command-line-args *
MIT g}o] 4 2(MIT)
Copyright (c) 2015 Lloyd Brookes <75pound@gmail.com>
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CISCO

Cisco Defense Orchestrator

Choose an account

Portals Tenants
US East Coast Boston Office
US West Coast MNew York Office

Los Angeles Office

Sign Out
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Read Only User. You cannot make configuration changes.

[l Cisco Defense Orchestrator2] 7] A}



| Cisco Defense Orchestrator2] 7] & A}3+

me)
i)
2
oo
12
1

A APLEE S A, AR 2 D A 23T 7] A8 ALE AL A BES A ae o)
A AT 5 g,
QB o) A5 Ba AUH] Fojatn mA 2aE YR Ayt

917] A4 AHAE TS £ & e
E

o L oA o A F-Slo]= A, ol E, 4 = A Ay o

N
)
ko
rlr
o2
12
=)
i)
rlo
o2t
I
o
r d
[
rlr
=
il
fo
o,
L
ind
o
av
X,
i)
it
™
Og{:",
ol
XN
=)
2
o}
sk
B
rlr
%
]

A DG G Fol Y= ASAE S ST F AU
VPN

CANA, A, 7 AL, QB o] 2, VPN 5% Eehs ofol wehul A ehis tupel 2 TS

XT } x1 X]—'sh/] 1;]_

« Read Configuration(7-/d ¢17]) &4 &3l o] 7o 74 WA S 5 -&3t.

* AnyConnect H 7] A &  Z =3} o] 2l gk A& -4
e Tuto] 2~of T gt o] m 2] P o] =5 o et AY FE o

« Bek HoJEH|o] A o] =& o et A Y &

* Snort 2} Snort 3 ¥ & Ao] & 4
. 41% g/ﬂ 61—145}

offt

(0]
i
2
riet
e
AW
Id

Y
« jujo] 22 AbA g o).

Cisco Defense Orchestrator®] 732 213 ]



Cisco Defense Orchestrator®] 7] 213 |

| IEEREXE
* VPN Al B= AREAF A & AP A o
* CDO AH&-AF Al =5 A ot
L8R} a3 WA

o e

+ ASA Fluo] ol ThE A W7 AL RS S AL B Ao
 Hnko] ol Tl o] vl 4| 1wl o] = el ok 0w A gt
« 5k HlolElulo] & gl aE|o] B8 o oFal A S5 o % Al Ak T
W7 e e 49 B

AL AR U )

o« EL= o] Aol A Folo] = A, AdlolE, 4 B A A Tk

N
20
ko
rlr
o2
12
=)
.
rlo
o2t
I
o
r\j
st
rlr
=
i)
fo
r
L
r?
fllo
av)
X,
il
OQL—"
ol
XN
=X
2
o
et
B
rlr
z0
)

VPN A A &)z} & st

VPN A4 ] x| o & ALo] E T ALo] E VPN A4 o] obd 917 A2~ VPN 914 S HUE
#2298l AAEAF U

]_

ol
rir

[l Cisco Defense Orchestrator2] 7] A}



I Cisco Defense Orchestrator2] 7] & A}3+

@)
w)
(@)
1o,
|
f
i)
o,
)
e
rlr
(0
o
o
o
A
v

2 Az E2S 0hA) bl
c QU To] 25 Fo) Aol Belati WA 218 Yu i,

« 7]% RA VPN Al A& 53t}

VPN Al el 2k A A TS 38 5 gl
« BE Ho]H oA FEalolE A, o E, A T AbA| &Y T}

O
=
o

N

il
rfo
2
ofl
s
v
o

>,
o
B
2
i)
o
e
o,
i)
T
m& auf

T AR A= 9] CDO SH el bl gk $hd gk A~ AgHS 7YY ] AR A E v s
ek AFHeh
* CDOOI A 7 A Bo= A A S A, 171, Aol E B Al et A A& 74 o
e Onfo] 25 1Y T}
« CDO9 K= Hlo] A H= A S w1

- BE o] o] e =g 78l

Cisco Defense Orchestrator®] 732 213 ]



Cisco Defense Orchestrator2] 7] - A} 3} |

| IR

* CDO AH&A} Hl 2=

i

A

R R LRI

o,

o,

o o)
&
o,
o
5
rlr
O
)
o
o
td
iy
||\
rd
=2
=
g
o
L
e
2
X
[>
)
rob
o
)
Ifx
T
v
2
&
i
L)
By
rlr
ul
dlo
ftlo
-
og(jl

Note 31 #2]2}= CDO AFEAF Bl ZEE AT 5 AT AL A7 HU Eo] 2719138k = o] Zadt =2
© AHEA H == oY TR AR AL H W E o A /\}35‘}3 ID A& 2He] Al &= E 8 gt QlE
3 g}o] Zof 23] SSO(Single Sign-On) ID #| & A7} §1&= 74-$- ID #l| &A= Cisco Secure Cloud Sign-on
A Yt} AF-&-AF= Cisco Secure Cloud Sign-On Al g o] A7} 553 5= 15 Y th &xFA| g U] -8-2 A CDO
HWEo]| t gk 27| 2711, on page 335 T34 Al L

CDOSIA] 717 = A S A, 2], AElolE R A sk 44 g P FU T

s o] 22 £ 1Y gt

AR APLEZS A, A 18 D ASTUT Edo] AaW dee F9T 5 A5

L QIE o] 2 E5l A QG Bolsm WA ZF v & gk

g7t 3ol 7% W7
AgA A AL A @A) %] 71 ZE AYVIeh UES AAH ASAE W e me
2 7} AL AS] AT B8 S Atk ALEA TS AAFHA A sk AR,
AgAS] e AHE A whe] Hlo) Bol A Y ATz A ug ek AT U §E S vhel B B

Z3HAA Q.

ARG U2 =S WA s e w73 B akof o Fu ) Bl Eoll 773 we] A7} §li= 4 - Defense
Orchestrator support(Defense Orchestrator %] 1)l 12 3}4] A] 2

[l Cisco Defense Orchestrator2] 7] A}


managing-fmc-with-cisco-defense-orchestrator_chapter7.pdf#nameddest=unique_70
managing-fmc-with-cisco-defense-orchestrator_chapter7.pdf#nameddest=unique_70

| Cisco Defense Orchestrator2] 7] = A} &}

A2}

AR

A1 CDOC

A gl g Agat Az 4y ]

o gholl )5 AL} Bl A

CDO A&} 0155 a1 CDO Bl W Eof] A28 4= Q%= CDO Bl 2= L s 1dP Al o]
gy}, o] A2} Cisco Secure Cloud Sign-On2] AF-&-2} A 4 o] o} 2} /\]'*0“1}4 CDO A&-A} #lZ =
= At} AF8A}7) Cisco Security Cloud Sign Onoll Al A o] ¢l 7%,

https://sign-on.security.cisco.com &. 2 ©]-§ 3} 2191 3} 3}Thel A Sign up(G-F)S =83k 27}

528 % dudh.

Note o] 2}-g 5= 3hefwl CDOO Al 4731 el A & o] Qlofo} Fhut.

S
5

)
2

WAL Aol Y= AEA AREE YW T BAE 53

oot

g},

294,

A2 S B% el Bel Al ZETR-ol A Settings(2 H)E F 3T
w7 3 User Management(AH-&-#} #H2]) 1S &2l gt}

ana e el B8

A5 ARE-AE2

Note

96 =EThE

E O =
_= 2

=z 2 =2 S
ol FAE JHF

| 7-oll A A&} Cisco Defense Orchestrator®] AF-gAF & &8 A &gk

gslo] A AFEALE Hd Eof F7Fs o}
o}
AL-&2}2] o)WY =A% Cisco Secure Log-On Al 2] o] W =49} & A 3fjoF &1t}

L o

ay

SAT7 vE ST

43 pe A CDO AHEA} dlmE S AR A AT AR BV ol 2 elshe o] Bad e
ALgA B mE S obg U th AFE AR HY Eo] 4] AL§3H 1D A1 B A AR E B e gk e Ze

o] 2ol 24| SSO(Single Sign-On) ID A3 A7} §1& 74 -$- ID A &A= Cisco Secure Sign-on$] U tf. A}-&-
A<= Cisco Secure Sign-On A1 ol A7} &5 & 5= 5 H o A& &2 A CDO I Eeol th g 7]
27191, on page 335 HZ3IA AL

API %1 8- A8 A} A4

@A1 CDOCl 21913t
92 L% g Hel At Btk ol A Settings(H ) E S UL
A3 User Management(AH-8-#F #+2]) 518 &2 g o).

Cisco Defense Orchestrator®] 732 213 ]


https://sign-on.security.cisco.com/

Cisco Defense Orchestrator2] 7] - A} 3} |

B sa g ma e aas Ay

WAl 4 EHdEC A AFEAE Frbe e Sk SY A WS
@A 5 API Only User(AP1 A8 AF-&-2}) ol gh-g- A e g,
A6 Username(AH8-AF o] 5) =0l AFE-A} o] 55 Y E AL OK(ER)E E9 3y

Ta ARGAF o] F& o] ¥l F 4 0] A L} '@yourtenant' A V] ALE AL AL o] ol Abs o' FUMEER (@ &

i

=
=9

et

£

U

GA7  =FUS v ol A AF-8A} Cisco Defense Orchestratore] A&} & &8 A 8] gk T},
9A8  OK(ERNE Stk

@A 9 User Management(AF-&-#F #2]) §S S84t

A 10 A} APL A& AF&2Fe] E2 Holl A Generate APl Token(API E2 B A4)S S8 3lo] APl EZS A5t}

o] 4412 a5l Wl 779 el 4 o o] glofof Fuitk. 43 Tl A7k 191 CDO MG o
G UG A o] MAHA A A}ﬁz}b A5 0.2 A6 A 1ok Utk AHg A} o
A =11k A o e A Fyjv

Note o] z}o] & =&l 512 ¥l CDOSI A 779 #2] 4} o] o] glofof Fth.

A

Caution  x}-g7} e =] &g Wbl AH84t el s=oF A H AP ET0] Q= 75 313 EFo] 24|
HUrh AREAF A o] WA S AR AR A APLES S A4 sl of
s} 3 =]
AREAR SR A
S
Note CDOAM§-#H7F 2191w o] Qlat 9] wef A7 A& WA she 749, W S 288w AH:

A7) 2R EF vhAl 2Rl oF S vk

AgA A e ol H S APt W o A YA

@Al 1 CDOC &1t}

WA 2 0 EZ AT e ap =5 hE o A Settings(H RB)S F8 3t
7] 3 User Management(AH-&2 #-2]) 18 2 3t o)

A 4 AR} ol A HF ofo] ZE ZF T

[l Cisco Defense Orchestrator2] 7] A}



I Cisco Defense Orchestrator2] 7] & A}3+

A gl g Abgat A 2 ]

G A 5 I8 =5 v ol A AF&RF] A Cisco Defense Orchestratore] AF-84} & &S A &gl t}
GA 6 AFEAF H Tl AFERFe AA E API EFo] Qv ASE T A H W AR 93-S W stal A 02 APIE
& A AJ S A oF YTt

GA 7 vE Yo
WA 8 CDOZF API EES 2HA| gk 74 9- AFE-A}Fol Al A ghslo] A API EES A S

o

9
=

A2} < ol o g A&} #l = AHA

CDOOI A AF-8-2} g Z =5 24|51 Cisco Secure Cloud Sign-On 7] 4 3 AF-8-2} gl Z=9] ufjsg o] {2

oA A4 E AHEA7FCDO 21918 4= Yl T AR AL H =5 A Aok sl AFE A Hl =
o} A4 E API EZ % 2 AP Y t) CDOO A AF8-A} Bl Z =& 2FA| 8l &= Cisco Secure Cloud Sign-On

oA AR-E-AF] 1dP A7 2 AFA B 4] eF 5 U T

N

Note o] xtq}& a3 2] v CDOCI A 7] hel 2 ¢ ato] glofof gt

g A = A

AgA e ol kg At shel W b AAE AL,

A1 CDOoll 21213 .

WA 2 LB o] #eAt =5 tholl A Settings(2 )& 2= Yt
A 3 User Management(AH-8-#F #2]) $15 S84t

WA 4 AFA S AR} ol A F A4 F obo] F e E SR dH U

9715 OK(EHN)E S FUH

GA 6 FS St HdEA AF S AAL ALS EAdHrth

=

A E] 2 s o] 2] G H K7

Services(#] H] 22) #] o] %] o] CDO7} Al| 3-8}= A H] 2 E-=o] FAFH Y Th FMC ¥S A 8l 6d CDO A
Aol 4% Z2F9-= A& Firewall Management Center 2 CDO®J| =X 9 ¥ & 23X guj 2
Management Center”} Y& 5 1 T}, o] 2] gk 23 ¢ 1] 2~ Management Centerol| A #2] 3= tjvlo] ==
Inventory(1HI & 2]) 3 o] X o] Y Yt} Services(4 H] 22) 3 ©] X] 2] Secure Connector(:.QF 74
E]) 9 obeloll == 1 &k AEN 7}

Cisco Defense Orchestrator®] 732 213 ]



Cisco Defense Orchestrator2] 7] & A}3+ |
. IEEEEEEEEEE

st t]5}7) o}o] {a()% 293t FMC & A 93}kl £ 2 9| 1] 22 Management Center& & 1.
P 5 L EX FY] S ARESto] Hnlol 2 A S AT = s U T HHlo] 28] Bl A,
Management Centerol| A ¥+2] &)= t]u}o] 9] 4= tjulo] 2 -8, t]nlo] 2 57|38} 4 H| 52 t]u}o]
2GR Q1S g dF Ut vy A = g nfo] 2 ofo] & 325 Inventory({ ¥l = 2]) H o] A] =
o] 53}, o] Hlo] Ao = A Bl ¥ -2 2| 1] 2~ Management Center®ll 4] 32| 3} t]H}o]| 27} A5 0 2
E H = o] AR YT} Services(A H] 22) #| o] X o] A = F} o] 4 2] 2 3 2 1| 2~ Management Center
£ 5 Aol A ¥l 5}o] Management Center “L-oll th &k 2441 & g Holl =3 & = S Ut Seh5-5 AL
& Firewall Management Center”} X1 8] ¥ Z- gl of] A = o] ¥ 3 2| 1] 2~ Management Center = A1 B} &
T lFH T A B AVE S F7Fe Y 71 Bl Ao tis) A& 3ok ¥ Secure

- + _
Connector(=.eF A M E) 55 A &6} .—g g}

“butlt: Defense Orchestrator Services

O ame Version Devices Type staws LastHeartoeat

| @  Cloud-Deiivered FMC 20230711 =K} Cloud-Delivered FMC  Active 17:2:29 08/28/2023

7.4.0-build 1908 o3 On-Prem FMC © Synced 13:34:43 08/28/2023

73.0-build 69 =13 On-Prem FMC © Synced 13:34:43 08/28/2023

731-build 19 =Y On-Prem FMC © Synced 13:34:43 08/28/2023

+ = ¢}9-= A& Firewall Management Center”} B W E o] -5 5] %] 92 7d-¢- Request FMC(FMC
Q

« £ 29-= A}-& Firewall Management Center®l] -5 % Secure Firewall Threat Defense U] H}-0] 2~ 4=,

CDO ¥ &%= A& Firewall Management Center ¥ ©] 2] 7Fe] o174 JH).

= 2}-$-= Al&- Firewall Management Center2] v}x] 2 S EH| E | o] = F21-9-= A& Firewall
Management Center A+ ]| 2] 2 9} o] 7] o] A #2] 3} &= t]npo] 2 =7} o] H] o] x| 9] ] o] &-3} n}A]
1o g 7139 AS vERd U o

« A el Z2}9-= A& Firewall Management Center®] &~ E o] &,
Cloud-Delivered FMC(Z 2}-9-= A3 FMC)E 41 813} a1 Actions(2F4]), Management(2]) =+

Settings(2 ) & A E AbEste] St Ak A4E 74 A S 3D T A= SEr= AL
& Firewall Management Center 82} Q1 E o] o] 2~ & Ut}

2 2}-9-= A& Firewall Management Center #| ©] 2| 7} & 2] 3} gh A & 8-3F ¥ &5 5 €] 3} 31 Page-level
Help(#l o] A =& i) E delste] @A Hol A9 =3 75 & 371 2Fd ol thsl) 2pAl 8] Srob=
T A5yt

[l Cisco Defense Orchestrator2] 7] A}



I Cisco Defense Orchestrator2] 7] & A}3+
SEEEEEEEEEN |

Zg}-$-= A}-£- Firewall Management Center T} v} o] 2~ <= 2 AL Yl d|o] E
Cloud-Delivered FMC(Z2}5-= Al FMC)& ﬁ 33l Actions(2+4) ol A Check for Changes('#
A A SR E SR YT H o] & 2] t]uto] 2 4= B A E) A KLt o] | o] X ¢} Z2}-9-= AFE- Firewall

Management Center”} WFA] 2} ©. & 5 7] 8} 5 1 & fq1 g 7Hs s AR R ol Ef Ut 5713 10
ubt} o] Fo] o

T2 Holl A4 €D0 % = 2}-= A}-&- Firewall Management Center ol = 2] 7l o] 4 & 7] A ¢

Z}-9-= A8 Firewall Management Centerol| A 913 Wo] tjnlo] 2~ = 7jAl & 44 S uf 7} B}
A Bo| A a7 Tl o)A & @ 2 I1ok-8kA] @31 CDO ¥ E2F-E AL Firewall Management
Center XLH oA Ao 24 & = AdHF U o & 5], 2= A& Firewall Management Center]l
A WA E A AL s Aol Bl oA A E CDOY o MIE 215 EUHYE = JFY T

0] 7152 Z2F9-= A& Firewall Management Center X8 2 0] 53} = & CDO & Ao A AF-&3 4=
AF Y} Al gl A Z2}9-= A& Firewall Management Center 3~ 9 S o] = %H:

g P3s Z¢

.

ol
il
ol

CDO X" | A Ctrl(Windows) -2+ Command(Mac) HES 7+ A2

%

1A &gk glo A F2}-9-= AF-E Firewall Management Center 3| ©] #] 7} & U T},

o
K
o
olt

Lil=as

52 Al 1ol A & 2F-9-= AL-& Firewall Management Center £ #| 0] 2| & o &= ¥ 7}4] of| J U},

* Tools & Services(5 2 4] H] ) > Firewall Management CenterE- % ¥} 3} 32 Cloud-Delivered
FMC(Z2}$-= A& FMC)E A &gy},
Q2% Zoll A Ctrl(Windows) T+ Command(Mac) H E-& 72 A E| & A ~3le = Ho| A =
E =y

« Objects(7ll 4]) > Other FTD Objects(?] E} FTD 7} #) = A &l gt o},

* CDO H|o] A Q& At Ao gl= A ofo] FE& S8lstal A= A Ao A &
A& dE gy
A2 A I}l A Ctrl(Windows) B2+ Command(Mac) &S 72 A H & 312 i oo &S S8

S=

2)
Ctrl(Windows) == Command(Mac) HE< 7 ol 4] Manage FTD Policies(FTD 7 2 2

=
2]) === Manage FTD Objects(FTD 7} A #2) & &

4

Far A cDO HIWE=Z A 3shd Al giof| A olu] A& 3d Z2F9-= A& Firewall Management Center -

Yol = obs-f U},

Cisco Defense Orchestrator®] 732 213 ]



Cisco Defense Orchestrator2] 7] - A} 3} |

| RSP

tlufo] 2 Bl A H] 2 e
Cisco CDO(Defense Orchestrator) = #| 9] & = Tt]v}o] 2~ W MH| ~ & B 11, Z
3t 7155 AT YT Inventory(1HIER]) T o] A of| A Th &S G~ & 4= Q5T
*+ CDO 2] & f& tnfo] 2 Bl AU 25 2 H Y
« Y] Hupo] 2 gl M H| 0] 4] | B A d AEE sU T

SRS Yo BRE LR H tlrto] 2 W 9F S BTk AL BF Hol4] 41 1), 85
S04 & FEFHIA L.

(EREE NP E B PE R EE

tufo] 2~ Bl A JHE B 74 & 34Ty
ol A el gk 913 o] tutel o] tjute) 2 el S S ch

« S 2}--= A& Firewall Management Center

o 3 2| 1] 22 Management Center

£ 2}-9-= A& Firewall Management Centerol| 4] #2]8}= $18 wro] tlulo] 9] 49 S22 F
of l&= Huto] 29 = HE B AU

o1 %, F 3, IPFa, Bl o], AW WE EE oo BE o] 2 i MBS PG T 2
Ao /2FAE TREA 5T o ¥ A Mol Al FH 140 F sht ol 43t A ek
tubo] 2 9 An] 227k vhebghu ok 714, 88 0] 4 & F2 34 A 2.

clo) s -4, Bslo] B 2= 9] WAL, snort B, 74 4el, 7 A,
tute] 2 AE % o] B /| FOE Hubo] 2 i M PEF
2SN 2

CDO°Il A tjulo] 2=~9] IP 24~ ¥ 7

IP 7245 A}-8-3}9] CDO(Cisco Defense Orchestrator)®l] T H}o] =& 2 H 9 3}H CDO+ a9 IP T4
£ dlo]efHo] ol A7gstaL e IP =45 ARE-SFo] tiHto] 29} FA Y o) tnfo] 9] Ip

7 AR EHA A Fae dA s S CDOOl AFE P FAE Qo] ET = dFH T CDOI A E]H}
o] 29l [P FAE WA k= tnfo] 2o A S WA H A eFFH T

CDO7} tjuto] 2~ 9f FAl8h= H] AE-8h= IP 45 WS

|
T
)
ol
il
g
O
dlo
i)
)
il
&
Og‘:,l‘
ek
L
O

A1 Win] Al o] A Bloll A Devices & Services(t] o] 2~ 2 A u] )& F¥ gt}
o] 2 Devices(t]Hho] =) W1 Ze ko] Tiupo] 22 2t
%74]3 OHD]'E]H]-O]/\ Eﬂ.‘% %qu_

16 9 A4 75 ALgste] Lo el 2% 22 5 A5,

[l Cisco Defense Orchestrator2] 7] A}


https://docs.defenseorchestrator.com/Configuration_Guides/Devices_and_Services/Software_and_Hardware_Supported_by_CDO
https://docs.defenseorchestrator.com/mng_cdfmc.html
https://docs.defenseorchestrator.com/mng_fmc_cdo.html

I Cisco Defense Orchestrator2] 7] & A}3+

CDOoN| A] T]u}o]~9] o] 2 WA .

A 4 P FAS WS Onfo] A2 Al

A 5 Device Details(t] HFo] 22 Al 5 A 1) 2 9ol A tlulo] ~9] [p F4 dof 9= AY WES ZF3hd).
Nashua Building 1

76 el AP FaE g etar sheha) &9l vlES I

tl o] 2 ApA = WA A ko o]
Aguet,

jud
=
©
I
Lo
@
Qo
=
=h
(e}
=1
=
&
S
=}
92}
&
o
A
-
2
oz
=
l
P
0
X
w2
<
=3
<)
¢}
o
~
f
N
2}
i
N—
i
=]

)

G R
« H'W E 31 tjuto] 2 o5, on page 84

« CDO®|| tjulo] 2 g & thA] ¢4, on page 83

CDO| A Hnfo] 2~ 9] o] 5 W7

B yupol &, Bl )1 E S 8l A H] A 2R Y AL CDOCAM A4 E i o] Fo] A1 gt o
Hpol 2 zpA o] A4S MAsHA] il dlF ol 55 WA Y o s U

A1 A 250 A Devices & Services(T] H}o] 2~ B A 0] 2)E = 3t

A 2 Devices(t]ulo] ) §1-& &85l tjulo] 2~ & Zh5U T

A3 o] &= WA st = Hulo] 25 Ay Tth

7 4 Device Details(tlvlo] 2= A5 1) 7 9ol A] tiufe] 2~9] o] & Ao = A HES SHFUTL

Nashua Building 1 7y

W5 Beol A o] 2 YUt sheky Bl MES TP

tlnko] 2~ 2pA = W7 | 1] gk o B2 t]nlo] 2 9] Configuration Status(7-d “J Bl )= A &3 4] Synced(‘5 7] 81E) = %
A,

o] Bl = tinfol A W Mu| A H2S AERE FEE Fhesy) FAZ R U E PES A3y
t}. o] 3 A o] =¥ Microsoft ExcelZ} -2 2= EA| E o ZE] Alo] Aol A 9t -& Fof H52] &
< ddstn ZEH T 5 AdFYTh

WE7] =L Hubo] = 2 )l E S floll M AR 4= gl Utk 3 A8 d vnte] & -9 e
tjuto] ol A Al F- B E R 5 QlEFH T

Cisco Defense Orchestrator®] 732 213 ]



Cisco Defense Orchestrator2] 7] & A}3+ |

B oo 78 qnu

cube] 2 g A H] 2 B 52 vl Ru7] o] Be e A A5 55 wo] Bel Wrel s AR
b A2 S T E DB A9 wE A= Evel R 465 HelA Y A

& dH " st e ¢H O]i 2 A HV\/] a9l A e-& A FY T YR Y 7] 7]55 -2 Inventory( Al 3L
55 H o] Eof| A @f?l = &S HE Y
@A 1 CDO B4 259 A Inventory(A] i =) Z€ gt}
7 2 Devices(H vlo] =) 515 S 2 5} ‘ﬂﬂ}oli% -7} Templates(§1 £ 31) ®& 29 38to] 29l tfnfo] ~ & Fh5 Ut
A 3 S tnbol = 8BS S5t S| | ofel o] tnfo] oA AlF- AR E HE WA AIRF)= 285t &

T Hupo] 2ol A AR G HE R WU
e 2 1A 758 AFEste Do g o]l A5 2S5 5yt
WA 4 Export list to CSV(CSVE &= W B 7)E
e 0

e &) + Create Template + Onbaard

@.
A S HAIA 7 A S sy 3D S AT
GA6 2ZYEAE o EAC] Aol A osv LS Fo AE Gt BH

g
i
I9
o

Hebo] 22 T4 U E 7]

g ol shute] tiupol & ARk U B = QI Ut ths A AEE AFE-8Ee] Hubo] 2 9] 445 JSON

A= ey
Al 1 WH] Al 0] A Bloll A Devices & Services(t]vfo] 2 A H] 2) S Z8 gt}
oA 2 Devices(tlvlo]l ) §1& F8 31 tlulo] ~ & ’%ﬂurTemplates(Eél%?\) e 29 ste] Bl tupo] 25 U

A 3 S tnbo] = wlS S U
L] 2 HA 758 AFgste] 8 gk tuto] ~ & 23S ¢ JlF YT
Al 4 A3k Tnfol & A Este] Fx EAISH A L.
A 5 Actions(2d) ol A Export Configuration(7-4 WX W 7])E A &gy}
@A 6 Confirm(8HR1)< A Elslo] 745 JSON 9 &2 A 43t

5 2] hzmo] gl slolH® A5 A4 ste] CDOR e sl tinfo] 29 AA s 4= gl F YT o] 7]
S AFEEEe] tubo] 4 5 shue] 24 weE] Ao tiek Heldk H A5 AT 4= 55U THASAL] 4
,FTDQ] 74 9-). =3} o] & AF&-3Fe] A ol 7, A rd A 2] A2, 3] A} Wiki =5 4 8] 3 T2 URLO

[l Cisco Defense Orchestrator2] 7] A}



I Cisco Defense Orchestrator2] 7] & A}3+

A

A1
w7 2
A3
w7 4

A5
) 6
A7

o) 8

FEEREEEEREN

External Links

@ Search

Add External Links @

AT AL oo A4 5 YA FAbe] HeF @ AT WA EA GHUT) ol B

E4 URLY =23}7] Y&l X g2 = VPN A4S T3l dubg oz 7| " E Y =9 Odéoﬁ
of 8} 4§ o 8% 8.7 AFFHe 1o = 47 H 1) 5Abol A 54 URLS 2ekali= 49 8% URL
£ 7% ABRYTE A B 2] & URLE A%aA A@ s 7] et

{location} M5 A AF U o] W= tnfo] 29 IP F4= A9 H Yt

o tjulo] 2 w5 24 on page 84

e tujo] A~ @ A H] A E= 7], on page 79
S EEEEER

EHA 11 S0l A Devices & Services(t] Hpo] 2~ W A H] ) S FE gt}
Devices(T] H}o] ) 18- Z8] 5l o] tHlo] A= 271} Templates(8 = 3)) 1S S8 5lo] 2 dl tjnlo] 22 25U )
&g tiufo] ~

NS =
ue = H
- ° -
A2 B 2dS Ay,

LE % 74 715 Aol WA el 28 2E 5 ok

A AR el @ 2o A, External Links(&] - ¥ ) A 0.2 o] 53t}

c
=
h
é
o
m
(o3
c
=
i
hins
L)
i)
i
v
2
i
il
2
®!
&
o
o,
O
_{
=
S
=)
<
2
Q
8
o
@)
o
o
o
I
P‘L
rlr
po
&
m
o
2
0

Cisco Defense Orchestrator®] 732 213 ]


http://www.cisco.com/

Cisco Defense Orchestrator2] 7] A

| IEEEEERNERE

off thak 2 - &4 A4

oh2 CDON A 2 3} & ol = Al g Yot
A A SOl A Inventory(A AL H5)E S Y UL
7 2 Devices(tlHlo] ) §1-& S8l 8lo] t]ulo] ~ & ZtA L Templates(F1 = 3) §1S S8 ato] =
A3 &G Hute] 2~ §e FE U
JE 2 AN 758 AHEste] o tulo] ~ 5 2S5 dF YT
A 4 tinfo] 2w wHlg A e o)
GA 5 AR AE el @ EZ A, External Links(2]F- ¥ 3) M0 R o] 5Lt
SA6 I E2 HA oS dETH L

@] 7 URL 2 =9 https:/{location} = ¢
A8 + A F

= =
=29

o & tjnfol ol th gk o) - & A A

A1 E4 B804 Devices & Services(t] Hlo] 2~ 2 A H] 2)E FEl g

7 2 Devices(tlHlo] =) W& S8 8te] tulo] =& 71} Templates(F1 = %) H-& S8 ot 29
A 3 S tnbo] = wS FH U

4y 2 A4A 7] 5& AFEete] gk tuto]l 28 FHE  dF U
@A 4 o tufel ~ i RS AEghyr)
GA 5 AF G R o] 9 E&o| A External Links(2]F- ¥ F) A 07 o] F3 )
@A 6 B olFS AT
GA T o Y F sthuE AFE Skl mdEte] = URLS st Al 2.

-9

https://{location}
URL Z =0 {location} W5 tufo] 29 [P T4 2 A 9] Yt}
CERREEIRIES

« URL T o] 8§32 URLS 99
A URLS A A &f oF gt}

= =
=

Hn s

£-0] Ciscod] 75 http://www.cisco.com= Y &
p

sto] Y22 tro] 29k AAFY o,

[l Cisco Defense Orchestrator2] 7] A}

#He Yt {location} ¥ == tulo] 20 [P 4= A 9] F Ut

o

o] & A| &} tjulo] ~ 2] ASDMe]| o &+ A}

b 3t g2e] 4


http://www.cisco.com/

I Cisco Defense Orchestrator2] 7] & A}3+

A1
A 2
oA 3

w7 4
A 5
7 6
oA 7

of 2] tjupol 2o gk o) F- | =

A1
A 2
oA 3

w7 4
A 5
7 6
A7

EA] 1 8-o)) ] Devices & Services(T] HFo] 2~ B A H] )& S 2] 3t}
Devices(t] vlo] ) §& &8 5l tlulto] 25 ZA L Templates(Fl =H) §15 29 sto] 2d tfnfo] ~ & Zh5U )
3 tiutol =~ & Syt

Y 2 AN 7153 AHEste] B ad Hute] 28 S dEsYHh

Hufol s i m e HEg Y,

—

A5 AR o] @ Bl A, External Links(2] 5 & 7) A o2 o] 5t}
AR L AHA] ofo] & E’\] st H A o] Foll vk~ %Eﬁ?%qﬂr.
3 g ofo] F & = sl BAE AR A AL A S AP

= AR

',
o,

Sl 5 5ol 4 Devices & Services(t]Hlo] 2= W A H]| )& S8 g o}
Devices(t] ko] =) §1& S &3] tnto]l 25 AL Templates(F & %) §-& S sto] 9 o] 25 ZhaHt
a5 tiube] = gl S5

8
E L A4 )5S Agekel Wad tlrto] 22 22 5 AHUh

o] g tufo] 2~ B REl S A Egty
AF AR o] @ 2o A External Links(8]F- ® 3) A o7 o] F3h )
AA B AHA| ool ZE& FA st W H A o] Foll vh-2E ZelEFy T

| ofo]2S S8t Y F FAE AHSNAY AL 2P S &

mlo

.

o
it

CDOol| Tjvlo] 2~ o & thA] A4

W2 A= CDOE F3ll & o)/de] My A = tnto] =5 CDOON FA]ofl thA] A2 e 5= 2l55 1t CDO
7} ¥2] 8f+= Tkl 27} "unreachable( A & 4= gl )" = EA H W CDOE= T o] the ¢ +4 W7
}%é A AU Huto]l 25 #E] 8 5 glF Ut o] oAl = diel o2 7FA ol 77k
T AFH T Huto] 2ol th gk CDO # 2] & HA sk 3 MA &A= tubo] 25 thA] A stk A
Yt}

\)

Note 4 91547} 91 tuho] 25 ThA] AA5HE 43 CDOE Hho] 2o 4 A AFAE AF 02 HE
% Setstan A% a4 thal AR ek el shupe) vnkel el vk thA] 178 A% CDOE A
Sa)4 thA] A el W 1SS FEOR HES A Febehebs WA A& A G

Cisco Defense Orchestrator®] 732 213 ]



Cisco Defense Orchestrator2] 7] - A} 3} |

B ooo=oanosos

A1 Y H] Al o] A blol] A Devices & Services(t]H}o] 22 2 A H]| ) E 28

WAl 2 Hnfo] =& FHo W Devices(Hlvho] 2~) )& 28 Th

A3 S Tinfol A~ ®E ST

= AL-&5}o] A A AE) 7| "unreachable( 2 & 4= §12)"Q] fufo] A& Gt

A 4 HE]H ¥ Aol A ohA] AA S A =T tulo] 25 A eghy )

@7 5 Reconnect(thA] 9172) # 2 S83t) CDOE A8 g W tlufo] 2o 283 5= 9l 2] ol e At g 1)
ESATFYLL

A6 &R Rl A i tufo] = tha] A2 2] o] X8 ks
Tip tuto] 9] QA B A4 FHo] WA E o] QA4 A7t b gk 45, sl tlufo] 2of JiH A o

2 oAl ddste] A A4 S S F7EskaL Al 154 E el oF T

o

£

Fu

e
£

B E 7h jujo] 2 o)

tuke] 22 CDO Bl Eo] 1Y 5W 3 CDO Y E hel tlubo] 2% o] Leo] M3t 4 §151]
o} tlvte] 28 A B E 2 o F5he T o A il E 4] Tlrke] 22 AASIL Al Bl Eel thA] &
w8 o} g,

SIEEN IR

o] x5 AH-g-3Fe] tufo] 2o T st v duk Bl E o & 318 AYA T
A1 H] Al o] A vlell A Devices & Services(t)vlo] 2~ 2 AqH| ) E 28] %)
7] 2 Devices(t]vfo] 2~) 518 &€l 5lo] tlnfo] ~ & AL Templates(51 & 3)

©743 aF vintel 2 glg 2 g o,
L=

2]
A 4 MBS 2D Hupo]l A &

i
1:%.‘@

A 5 2 2% 2] Management(ZH2]) ol A Notes(HW 5)E 22 U T B notes,
976 L8 AP MES Y5t 7] 2 ¥AE AR 7], Vim = Emacs 92 E A7 5 Atk
SA 7 v Aol xE AP I

W78 Save(4 ) E ST
w27} =] A g,

[l Cisco Defense Orchestrator2] 7] A}



I Cisco Defense Orchestrator2] 7] & A}3+

2 31

Az us o4 4u s [

=2 g o]X] AH H7Y
Inventory(A i #2]) Floj Aol = & 584 9 7 21 W tulo] 29t 2H o H t]ulo] o) A
395l Buslo] T o] Aol & Fol mef ol R BERE ot 2} el ~
8 A4 3G Dol TAFITh A 752 AL BEl S Hg3ke] MEk Cuto] ~ # ¢

ol A Hupol 25 & 5= & E‘r.
of HolA M & AF ARE & 5 AFHH
* Device(t] ko] ) B ol = CDOOl| & B Q¥ 2 & gfo] B tjufo] 27} Al Yt}

« Templates(5! & 2 (ol == CDORE 7}4] 2 gfo] B tjufo] A~ W= -4 3hd o A A € e 8
g tulo] ~7F A F Yt}

F}O
f

¢

i

dols X ZHH

o) e tntol 2w AANE 1F

= 31l U AR H UL L5 Y So BE L1 Y o AAEX
55 # g3t J ol o

-
.
1 2=
T

gt o] 4he] Tjupo] 2o o] 28 A AHUT AAE A S F A A 485
214U Th Tluto] = i A Aol 2lo] B 88 Fol = ol o] g 7] F 0w tulo] s Hlo]
E A Elo] o) &L AE BT 5= 2l

é?

B2 twpel o] A g8 Fol B e AR AL g Gor], i AA] A o Be A
A 2 B4 g,

"group name:label" %S /\]'49‘3}04 dolE 155 AT T 9)\1}-5‘4‘4. o & 5°] Region:East ®=+=
Region:WestJ U t}. o] F dlo] &S A= A5 15 dl o] &2 Region(A 9)o] =™ 3 159
East(& 5-) = West(A] 5-) ol /‘1 Aene 4= °l§‘4 t}.

ulo] & @ A o] o] AL

A1

w7 2
A3
7 4
A 5
7 6

AL

ol

tufo] 2ol o] &S 4 gokel W the WA E 54

tjuto V\Oﬂ t o] 55 F7lstel ¥ 9% ') ol A Devices & Services(T HFo] 2~ H A H] =) & S ok 7| A9
go] &5 F7kste W A% A ol A Objects(ZNA)E 23 T

Devices(t] v}o] &) 15 28 alo] t]ulo] A= ZAL} Templates(B] =) $1S & ¢lslo] ®d t]nlo] A5 35Ut}
3l g tuto] 2~ §18 S8 Tk

A7 € o] Eell Al shut o] 9] Tynfo] A~ i el S A e g

2 E%°] Add Groups and Labels(~1& 2 #lo] & F7}) ol A tuto] 29 o] &5 A A gt

A + ofol 2 & S,

Cisco Defense Orchestrator®] 732 213 ]



Cisco Defense Orchestrator] 7] A}3} |

Inventory(A] 3L 5-5) X Objects(7] A) o] #| ol A Tk B H & AFE-slo] Wak= tuto] 2~ 2 7 A
= 3s sy

I E] & 5} 21 ¥ Devices and Services(T] HF©] 2= & A] H] ~), Policies("d 2) 2 Objects(7N A]) o] 1% %+
ANM TE FHFYH

Inventory(A] 1L #5-5) HE & AR&-3HH tlto] 2~ {3, st=glo] B A E o] A, snort H A, 74
BHl, A2 AH, FE T A, B vuto] 2 AV H o5& VFE o R %Eia?ii? AFH T DE
£ A &sto] deg oute]l = +9 ‘%J el & 25 3 dSsUY ZHE Aol g st
tuto] 2 Fd 5 ol A tute] 25 S 5= sy

A BE S AREsHA Hutol =, EA4 78, i A, Al
ZE I 5 AdsUth Aol A= AAE 23k AY 238HA G 5 sy Th £33 A
EE ANSSt] E Ao A EA o) & IP FAEE XEHSE X AE AT 5 3
Ytk

tufol = W /RA & EH S off A4 &olE AFste]l E 7HA A A A defe A sk @A
A3s S 5 dsH

U el Al A = "EA(AHEE AA Y A fle)" B FTE gke] A= i NA R M EY A e
AE| 2 frEd o] JHA Aol EE 48U

i)
a

]
=
-

»
Ll
p

[l Cisco Defense Orchestrator2] 7] A}



I Cisco Defense Orchestrator2] 7] & A}3+
915 SDCE AHE-ako] €00 A ek wE tiutol = 27] [

Filter by Device
Show System-Defined Objects

a Unused

Duplicate

a Inconsistent

LE

Default Values
Owverride Values
3 Additional Values

Unassociated

MNetwork

Protocol

a Service
ICMP
Time Range
URL
Application Filter

Securitv Fone

& AT SDCE ARE-oke CDO A A st K= Hno 2= ¢
7]

5943 SDCE AHE-3He] CDOON| AA St B E Hulo]| 25 A et H vhg A5 3yt
A1 G4 S0 A Inventory(H 1L 55)E 28 Y
7 2 Devices(HlHlo] =) 51 E 8l ato] tulo] 25 3hsy
G713 sF Hntel = ®S Sy

A4 LEl 7o) ol vl A H 25 Inventory(A1 31 55 B o] 2 A eel Q13 clear(4] $-71) M £ ¥ 5ol CDO ¥
25he BE uto] 2 % Au] 28 EA G

Cisco Defense Orchestrator®] 732 213 ]



Cisco Defense Orchestrator2] 7] - A} 3} |

IR

9As e ME T 2 2Yste]l e vRE S
A6 ZE 2] Secure Device Connectors(i?} tlulo] 22 HUE]) A Mo A 3= SDC2] °o] &5 &<213 Yt} Inventory( A
E2) Hol o= YA A€ g SDCE &3l CDOC 1725k tfufo] 2=k A g Yt
SA T (A8 AR Y dlgrell A 7 DEE A Eete] A4S U A s o
@A 8 (AH /‘}ﬂ) Zhef o] 2FE ™ Inventory(A AL &-5) Hlo] & Aetol] 9l clear(#]-%-7]) &5 &9t CDO=E ¥+
She W Huho] 2 @ A A E EAF L,

A

H =
& Service(t] who] 2= W A u] 22) F7kol A 714 Fol I A 5a
FAR Y Hrlo]20] AR BB o] B, 1P F4 i B4 ulo]2e] de W5 E Q5o on}

o8 32 % Yeruint.

oh27bA = Objects(HAl) B7k9] 44 32 AL§ke] A ol &) AF-2 ik AP F4, EE,
W Fa, T2 ERY AVE Qe stel AAE 22 5 AU

SAI QI o] = A A o) A o' o] s Tt
A2 A FAE AN VES d9skd s A9 AE U

« T A - AR Em WA F0E A s Al w4 Q19 a7 As o= ]l E o]
Eu= o HIE 7Nk Q1Ed R A Yy T
AN Ao P shs A daaAs sk S5yt tha dEEE ARSste] A9 A&
G383k 4= 9l &)
= T M/ .

« WA 7 - WA ol &, RAl AT R A E whE AL g T

[l Cisco Defense Orchestrator2] 7] A}
88



I Cisco Defense Orchestrator2] 7] & A}3+

SERERRE |

» B2 Alo] A

- AR A A

- 919 ol NAT B 4
A 2E sk IE s o] ol A ArE E A H 7] Al A SRR 414 E A e}r] 9]l Enter 7]
A sk = A 2RA 7 RAE YT A B o] Hufo] s
5

27} ¥ (H vkl 2, 7} Al 2 connected_fme) ok ol LER U T}
A

7Aooz JA Aol A A 5ol Fx AL a7 ol i vE FRIF @ B Al

5
CeRRUTh A A3E 2aSea §ES FsE Y 4SR5 st 38 90 5
E ofol 2.2 2ol AP AolA 2 o5& 5 Uik

B0 A9 QAL T2 P ASE BASA Gk AA A FH A UDE AA B
olste v APt

« CDOCN A A& 2FA|etd, AAE BE A7 A A Qe 2ol A A A YT

s AR A AWAE AABEAL DA A S AlFekr] Aol AAE FA 8k, A 7F A ok A

5o} 917] ol A 74 o1¥ 2= wop glgruich,

A1 AR e Ay B A Aol gle A S ARE-ske] CDOCl =119t
Al 2 CDO " FEA] =l A Settings(d A) > General Settings(Q Wt A b
WA 3 A A Ao A Initiate Full Indexing(A A 21€14 A 2H) < &2 6o

e
o
N

p ™

\_ @ Initiate Full Indexing )

Clakhal €
Global <

To view the Global Search workflow, click here

A3 @A AL AZsh Cpo ElVE ] )& 2le o] 49 ALt

G4 S=E A JAEZSE Beld here(]7)E S FUH

Cisco Defense Orchestrator®] 732 213 ]



Cisco Defense Orchestrator2] 7] 3= 213 |

|
>
12
o
1=
3
o2

@A 1 CDOCll =113 T}
tHAl 2 CDO # 0] %] @ 22 Ak T Ajgo] 9= A olo] 2S FE 5ty FAEE A Boo A FadS 9eey,
|‘;‘;;g‘; Defense Orchestrator @ Q’ov &

®
AN B L ¢lEl sty Al ﬂz‘s}wﬂ A At 75 L FAE YUY H A A3k All Devices, Objects
9 connected_fmce2] Y] 7FA] HF ofeflof] YERHU T Q2% ol = A g A Aol gk YR IF EAH YT

o &
ﬂ

N
JH
Bl
o

[ Q 1543 X ]
2 search results (2]
All 0 & Devices 1 € Objects 1 & connected_fmc
Objects
1543-network (Object Content: DNS Servers: Details

Name
connected_fmc

Transfer Packets
Mode

& Licenses

Model

Version

Health Message

Health Status
Health Policy

Host Name

Connected Status
Access Policy

Advanced

3 ofo] g Zelsto] 74 Azhol A 8% Tl ko] 2= @ A4 5

GA 3 A Ao A t]ulo] A TEE JPAE & A »
K] 3 S ofol & Fe kel 14 Aol A a7 Ho] A = 0%

o] A 2 o) E gLt} 7 4] A zpel
.

[l Cisco Defense Orchestrator2] 7] A}



I Cisco Defense Orchestrator2] 7] & A}3+

EESEEEEELITEEEN |

w2
k1

=2}9-= Al-£ Firewall Management Center]| 4] T]H}o] 2 A A3 E M BistA CDO A Z2}-5-= AF
& Firewall Management Center AF-8 2} Q1 E]H| o] A2 o] 58 4= 9l HFY
Q

o

Z2}9-= AF-& Firewall Management Center®l] ™ 8F 2}A) 3F )-8 Cisco Defense Orchestrator©l] 4]
Cloud-Delivered Firewall Management Center= Firewall Threat Defense B E x4 A 2

@A 4 XE FYete] A iA =S EEUTh

tjuto] 2 kel & 918k CL v 22
CLIViZL 2= SA ARS S o= 3l ¢
Pol vzt T E nj3 =

ek a4 el cLl g Hol A A a Aol 443
12>

= 5
2= 3l o] AFe] tlnfo] 2o A T A o A& 4= 9l t)
Al

of ] tlho] 2o A B W& Ao Hashel W WES v FALS CLI LS A FH L,
CLIA|ZLE = lubol = 74 8 el o A3b4 2 fAguich A3 G4 o) CLIMARE AL
tubo] 2xof 5t A HE 7hA Suich tubol 2o 4 ZA] AL§E 5 gli= theFE CLI W27} )
Y,

AE FetE FPS RUEHEE ] Y8l CLI A 22 AAI S 4= 5yt 2R 82 A i &
o 4 CLI vl A& A& A L.

SR EEERPEE PSR S LU E EREEEYOE BRI EC R E
SA A 5 Qg Th L8R 4ol AR & AFE A7 A S AR AY AR 5 Qg
o,

N

Note o] =7} CDOS £15 ¢ Foll v vl o] 2o that |22 8 P4 T 5 druieh

ASAES o2 5°] ASA T Stutoll A S AMEAE oy S HESs AT 5 dFUH
show running-config | grep username

Pl e AYT 0 g} ol 2 AT AHEA] ALgA o) B
}

EER oz AP o YY o vz
£ WEH FUT WAL G A o5 FLER B

> show running-config | grep EUECGELEES]

w0l g fshE U2 A3 S Atk o] v ol §-2 ALeste] FUR AR
AR S gl

b1 T TR T T R R T Rty i X M [ {108 { {username_of_local _user_stored_on_asa}}

AR ol e AR A = g om 53 BAS WES AHgalok FUth o] B9 ¥ TR

rlo

show running-config | grep

g ol Aol WHE dFehs tubol Lo thal 2 d CLI 22 AHS-sloF gyt

Cisco Defense Orchestrator®] 732 213 ]


https://www.cisco.com/c/en/us/td/docs/security/cdo/cloud-delivered-firewall-management-center-in-cdo/managing-firewall-threat-defense-services-with-cisco-defense-orchestrator.html
https://www.cisco.com/c/en/us/td/docs/security/cdo/cloud-delivered-firewall-management-center-in-cdo/managing-firewall-threat-defense-services-with-cisco-defense-orchestrator.html

Cisco Defense Orchestrator2] 7] - A} 3}

| IREEERLEEERE

A T8 & ell A CLl v A2 A/

@Al CLIW A= E A4d3H7] del CDo9] W& = <l
AE S 5 e A ghsketeA] ERlg
Note
9A2 g ZEol A Inventory(A i B55)E FE Yk
A3 Devices(tlto] ) 93 S ¥ sho] tulo] 25 Fs T

oA 4 HAs oulo]l A~ £33 HE F98ta 289l 9 5]k tule] A5 e
@A 5 > Command Line Interface(™d 3 = <E o] ~)E &8 3t}

A6 CLIWaZ=Z &A% = *%— Z8 3l oln] EA)etE vma2E 23T,

9AT "skr] BlE .% ey

GA8 ARl a3 ol Fe XA FUT Aok A - CLI M=ol thet AW 5

@719 Command( @) Z=ol MA BHS 9

9AM0 BES AT W st e HE B

GA 11 Create(B4) S 283Ut A wja =
M AR 5 Y F YT

EEERL LR RO R EERLES ELRREY

)
e

AV

o

A

ZZ 352 Zol /¥ o 2 WA}

CLI 7] = B+ 7] CLI v = = ol A CLl v =L = A4

ol
st

2o
Aol 2|74 g tiupe] 28l ohj e} 3l £ )

.

BE tlupe] 2o

o] Aafell A<= ojv] Ak W, vhE AbE AL Ao viA R = A AT o] v 2l A AR A

o) viaRE I

GA1 E A 230l A Devices & Services(t]HFo] 2~ H A H] 2)E S8 T}
L CLI 7] 5ol A AR&-2F o] v A2 5 AAdste W HE S Adg fnfo] ~ 5 A8tk CLI VA2
= Y AA S Huto] 2 Fholl FFH AT CLL 7] 52 &5 4] &5 Ut

@A 2 Devices(t]Hlo] ) ¥1S 2] )
A3 AAs utol~ §3 WS FY5ta 2kl 2 578 tute] A5 A g g
E = Y

WAl4 > Command Line Interface(™8

S5 CLIMARE WEels 93-S Fob etk v 3 & shig ALs g
LS kol 2ol A A g W nelw A4 OF 2P v A2E AFY IS

o W&ol Yebdytt.

[l Cisco Defense Orchestrator2] 7] A}



I Cisco Defense Orchestrator2] 7] & A}3+

MEEEREN

S CLIT A2 ZA 37 28 g 225)o] ofn] EAlah )RS Selghth WA A8 4 o] i A
5] o] CL vl A2 S AEghch W el Welo] ebgch

A6 W Ae] B Abgshel CLIV AR #4 = 223t} o) WL o)Al A CLI vl Az 7o) 5
Y.

A7 wiARe] ol B AR P sk A9 LI AR i AT R L AgS AT

478 We Weolq WS AEstn ek tx mA gt

W79 WEe AAdu pge s g RS FEER Bl W ol g ow mAF T

W10 Create(d4)S FHUITH AA S =z Ao A A Clupo] 2%k oh] g} S #F9] LE Tinpo] 2o

A AHEE 5 e

WHEg st W CLI M A2 A 8S FE3AA L.

CLI v = & 2] 3]

A1 i8] Alo] A blell A Devices & Services(T] Hlo] 2= W A H] 2)E F2] g T}
A2 Devices(t]Hlo] ) B8 Z8 gt}
9A3 Adg ol ¢ BlS S8kl ofu o] 4] Hnfo] A5 A g g
@A 4 > Command Line Interface(™d 3= <lE #H o] 2~)&E &8 3t}
A5 WE sdel A g KE FE P
GA6 WHE sdelA cLI A= E Ayt
oA 7 o 7P B T st E A2 E A
c A2l AGojed wi/h A7 §l= A F- Send(HF)E Y AT B ol gt SHo] SH el YEREY
= =

« o} 2| 2] Configure DNS vl A 2 9} -2 v 7|l =7} v A 2 o] 3% 749~ > View Parameters(l 7] H 5= 1.7])
& S8y

w W Canfigure DNS

> dns domain-lookup m
dns server-group DefaultDNS
name-server IP_ADDR

WA 8 Parameters(7 7] ¥ 5%) 2] Parameters(W 7] ) L =of v R = 2hS FH o

Cisco Defense Orchestrator®] 732 213 ]



Cisco Defense Orchestrator2] 7] 3= 213 |

| IR EEEE

Parameters X

IF_NAME
dns domain-lookup outside

outside dns server-group DefaultDNS

IP_ADDR name-server 208.67.220.220

208.67.220.220

9A19  Send(EUi7))E S¥EUL CDO7H G &4 o= WS AEstal tiuto] 20 745 o] Estd hug U th

)% ol Aa F9 TAL VAN 5 ABU ket WA 3 F Al 9avt ®

ol

A Some commands may have made changes to the running config Write to Disk  Dismiss
- Write to Disk(c] =219 2071)E 2 e o] eie] W Abga} e 91 7ol b mE WA Agol o
Hpo] 22 0] A1z} F-AJof] A gyt
« Dismiss(3 AN E &2 5 WA A 7} AR Y T

CLImj =7 = AHF

ALgA A9 CLIMARE AT 5 QAW A28 ol Az AU S 5 ek CLI v aLE
& ek B E vubo] 2ol the) WA Lk vl AR E 5 tluke] 2o @454 2tk

HAl 1 WH] Al o] A vloll A Devices & Services(t]vfo] 2~ W A H] 2) S F8] gt}
) 2 Devices(t]vFo] 2~) 1S S8 g}
A 3 S T nbo] = wlS S U
7| 4 tivto] & A e Rt
7 5 Command Line Interface(™ & = Q1 #| o] 2)= &8 gt}
GA 6 AJST AL G AR E A
SAT AR ool HA ofo]EE S Y
7 8 Edit Macro("l 22 H3) t) 3} A=tol| A CLI W 22 & H Y 3o},
@A 9 Save(A =S 3T

CLI M| 225 A3t el tieh A CLI WA= A& FxetA 2.

[l Cisco Defense Orchestrator2] 7] A}



I Cisco Defense Orchestrator2] 7] & A}3+

MEEER |

CLI v = = 2HA)

AHEAL A o] CLI vl A 2= AHAl S = A RE A| 28 B o] mj A == 2113 4= glss Ut CLI vl AL =
Z 2HA 8k BE tynfo] oA AUtk m A 2= 54 tinfo] 2ol 3 E A ek},

SA 1 ) Al o] A el A Devices & Services(H] vlo] 2~ 2 A H] )5 F2 g
7] 2 Devices(t]ulo] ) 18- 2l g},

A3 &P Hnfo] ~ §1E FY L

A 4 Hrfol s AEy .

o7 5 >_Command Line Interface( & & 1B o] 2) & S ¢
SA 6 Al AREA A o] CLI v AR E A ey

T 7 CLIW| AR go] Eo A FX & olo]|Z al &
7] 8 CLI W) 225 A Agx] g3t}

o

Sl

gy,

7R A

A= St o] o] Bk A Aol A ALE-E < = R AE ol JH th /A E AFEsHH A A

S A AT T AFUTE G A E e o2 A A S AFS st A E AR e

o S d WA AP A E AFE sk BE B daguUnh QAT gl A sdg Aol 4

83t RE QS NEA 0w Hsfof F T

tulo] 25 L H Y5, CDOE 3l Huto] 2o A AbE-ah= e A S A ek, A3 v,

Objects(7i All) ¥ o] #| o] L} &1t} Objects(7H A1) o] A ol A 7] & 7 A & | 8haL B}k 7 & of] AL

S A AE S F A5

CDO< o] & tju}o] 2ol A AL&-5 = 7l 2| & shared object(Z - 7] A2k L Objects(7i A) =

o] x| el A} o] i #| W= AH T}

o] = & JHA = G EAE BB A 7] AL o] A of 2] A A = r]ubo] ol A b Al &
H A gHUTH

« Duplicate objects(5 % 7| 2) &= o] 52 ThEA| T gh-2 22 U3 tuto] 2of = F 7l o]
«1 MALGUTE o] &k MA = di-H o2 v =5k § =2 AL 5w T2 4 Ao A A& Yt}
S NA = v A ofo] & BiE AT

Inconsistent objects(¥ #H4 L& 7HA) & o] &2 AT ghol & F /) o] Ake] tlufo] e Q)

ARG W2 SR FA S o B BUER OE Y02 NS AT A
Zro] Aol whek o] el G A o] gho] ShebA BAX7H UG Ak Gl A = by T

A ool & Mz AE .

P AHEEIA) S AAE Blukol 2 T o] EA SR HE A A, 942 B = NAT 5 o) 4
ShA) e AU Th A1) 92 AAE e #A] ofel 2 iz Ay,

2
o
m

5E=
A =]

AL

Hx3s

Cisco Defense Orchestrator®] 732 213 ]



Cisco Defense Orchestrator2] 7] & A}3+
| EEEE

] T A

oL
)
_Q

I

TH EE A A SA AS ANE YT FE Atk 75 B A3} ARNA g2 )
A Y G A ol 3 Al DA e S g she 49, Do S )
Ao HALES A Y BALES AP T,

Objects(7HAl) w7 = o] E s U EL =L A A 8] A5 QA Ho| A glsto] DO of aff ] ¥ +=
MAE & ds54

.ﬂ

CDO & f1 A ol M Al 5] = Hufo] = Aol A EQ A S MR & AAE BT 4 A5 H
CDOONA &= th&- 3 Z2 o= /A& #e e 5 5t

C b 7| Fol whet E N A A A5 A DE o

s guto] 2o A FE AU, AR H A AL, 3ol gl MAE AL o] g A £AlE F
6]— )\Lxﬂ E= 3H7:] ]— ]9_

« AAHA FL WA E Fop AgEkA] 8= A A Al o

* o8] tuto] 2ol A FF

)

o
w
Ho
=

W7 A AR E] Aol Aeie] B 5 tupe] o Tl@ A WA Aake] %2 BAHE
o},

'E]’Oo]zé_x 1I;]H]‘O]A9}_7Hxﬂ o 7H;~<ﬂg] ‘?l'ﬁ]@é}%ﬂ]ﬂ%]"/]q

« CDOO| =X Tubo] 2o A AE 0l A2 7] 2 3 o),

2H G gujo] 2o MAE A, AF = o= ol TAV J= A AAS 82 A4 A
Cisco Defense OrchestratorS =34 A 2.

thg ol A= CDOE AHg-3he] tiute] 2o vls) A sk el e 4+ oli= Aol dilel 2w gk,

Table 3: -3 9| 1] 2~ Secure Firewall ¥+2] A€ 7} A 3

WA A
et
A H] 2~ 7l A A H] 2~ 7H;‘<ﬂ’/\1]ﬂ]/\ 12 9 ¥ E 122 TCP/IP

T2 EZAIF YRR IFEHEIZEZ I

£ ZES TP AN P A 229

=

& 7N A

CDO(Cisco Defense Orchestrator)+= ©| &3 Z®l =7} 5 U g of 2 tjuto] 29 JRAIQ] Tf A& &
FFUTL B 5 A of ohol o 2 AEg

[l Cisco Defense Orchestrator2] 7] A}


managing-fmc-with-cisco-defense-orchestrator_chapter6.pdf#nameddest=unique_39
managing-fmc-with-cisco-defense-orchestrator_chapter6.pdf#nameddest=unique_39

I Cisco Defense Orchestrator2] 7] & A}3+

EEED

LEEEEN |

)

A AR 1 B
AAZE o BAg Mol Bad nE 432 )

T MAE £ w cDOE WA Hl o] Eol A& Aol
shl8-& %%‘/]‘jr CDOX= Al 5 AR Aol A MA & 4
Utk Al AR Fol EYT a4 d3t H=2o0 7
FUYth

Objects obispiaying 100 of 163 objects g 0 ATL-TMG-INT
3 Object Type Network Group
Q, Search for objects by : @ Compare + Create Object
Al L=oF=VWrc U A NELWOIK \aroup rs (]
ATL-SS-BUDC 2] @ Network Group ® SHARED
ATL-TMG-INT (3] & Network Group Nanworn
OBJECT REFERENCE TYPE 130.131.230.149
L +— 1 1.230.
ATLFTMGPO1 Network Obiect/
ATLFTMGPO2 Network Object Relationships
ATLADDSPO1 (3] & Network Object & lockseol )
& lock: 3
ATLADDSPO2 e © Network Object e ®
& locksco_1_1 T3]
ATLADDSPO3 (3] © Network Object
ATLADDSPO4 3] & Network Object
ATLARCHPO1 (3] & Network Object

A S eto] =5 AFESHH 5 Tuto] 2ol Al T VIE A /A 9] dhs eetol =3 &
Yt} CDOE W ekl =5 A “H A& tufo] 2o S FahE S AFEF YL o] 52
Zko] th2 5 7) o]4ke] tlulo] 2ol 9l Al Aol tiEte] CDOE ©] 2 3k gho] e elol= Q7l ) 32|
Inconsistent objects(Y T4 1= 7 ﬂ])i Lk ANSIE AR

o) -] Tl ko] 2ol v g 4 o)} Al ahis A AT e Aok Was A% tiupe] 2o
A ﬂEﬂmﬁuﬂoﬂﬂ~tomaﬂceaﬁz$%§u4¢cQMMiﬂgma
oJEZF LT AAE WY T FE LU AW o] B9 LE tnpe] 2o vl A AL AYY
G G A S ehol S W a g A% A clutel o] 48 vbEA 2 cluhol & Atk
of AR Abgol 15 e AW P AHHES Fuh

dE 50 Z AR ZHE AW 7, THE MW A QA print-servers WE A UZ L E A
2t WAL & ACLANE TRIE A7} QUE o] 9 25k Ag ARshe 4ol At =
Bl A H ZRAN ol = & ARl A e AR = RSk = 7] gke] lF YT kol e S ARt
WA e ¥ eho] =5 AbE-aFaL gF 2 3 "E - H - H A S 2E A DARHA FAFORA o
e Fdd o AdsUTh

g:l

Cisco Defense Orchestrator®] 732 213 ]



- IREEEEEE

Editing Shared Network Object

Object Name *

print-server

Description

printer server object

Default Value v

eq 126.0.1.0
QOverride Values v

Enter a value to add it
Value

126.0.2.4

126.0.1.6

126.0.1.9

Cisco Defense Orchestrator2] 7] & A}3+ |

Devices Usage
= 2 Devices - @ 0 Rule Sets =
= ASAv-99-18 - ¥
Devices
& Pasadena-ftd-730-516-... == P
&S BGL_FTD_7.3 s AD
& connected_fmc PR T

Note <&

FA w A Aol
RS FE A
g Al
A9 AL A}

EERRESFEERE o]
g Aol A Ao A AR R A e AAE AT =
Q) ) A= ofk £ el 2Rglel o) e A

g it

A G ARG AHE I A H A

4
MA} AAR F2 = AAo] A5 AAE A BE o] &AH R G2 o AR ke )

A= AR 0 Z cDO Fol

AAHA F2NAE B N A o] 4% el TS

A= Ay

[l Cisco Defense Orchestrator2] 7] A}

3} 3L Unassociated ($172 5 #] ¢25) &


managing-fmc-with-cisco-defense-orchestrator_chapter6.pdf#nameddest=unique_150

I Cisco Defense Orchestrator2] 7] A&}

EREN |

' Defense Orchestrator Objects

= HideM =
= [ Q| Search for objects by na
| Dashboard Filter 0
£ Inventory £ Filter by Device >
onfiguratic D Show System-Defined Objects
Policies - ® Issues (36 J¥

(0 Unused (18 ]

Objects
@ ov () Duplicate (15 )
oo VPN . (O Inconsistent
(h Shared Objects v
i () Default Values

1j\r Analytics >

O Override Values
(& change Log () Additional Values
i O Unassociated Objects v
@ Jobs

Unassociated
F¢ Tools & Services > .

& Object Type v

it settings > (O Network

D Protocol

~ o

WA v] L

A1 922 CDO ¥4 vloll A Objects(H AN S F86laL 342 Aegyr,
A 2 Flo] X el A JAE HE " st vl ast e = JRAE ZHEH T

7 3 Compare(d] @) BE TOME = Seahn
oA 4 vl WA E FH o) 37074A] A8 gy
A5 3t Stk A TR A E Y eks] Ut

A AT AR A S EAEANA 915 B ot F SR E FYEH A AT ARE T Bol ==Y AA =

F g,

AR AR E A A A Fhstel O BAY A e g g

Qg

Cisco Defense Orchestrator®] 732 213 ]



Cisco Defense Orchestrator2] 7] - A}t |

R

A6 (A8 AL BA A A E AL

oI e elvbel s i Ao e S gl e A
bl 229 8 A Flvfol o) o

View Configuration(+4 ®.71)& &8} tjulo] = A4
AL s A Aol o gk g %%&EM%HW

o
e
w
%0
)
v
)
Q
v
o
i)
=
9,
o
3
oL il
i)
e
filo
=5

Inventory(Z] 3L 2-=) 2 Objects(71 A]) 3] o] %] o] A t} 3+ D E S AL-&-3fo] D3t tubo] =~ 2 7 A
239 2 ov\q]jr

2 E] ¥ 5} ¥ Devices and Services(T]HFo] 2~ 2 A H] 22), Policies("d 2) 2 Objects(7H #) ¥ 2] 1% &
oA T& S

Inventory(A] 31 = %) S E] & AL 8519 t]uto] s £-8, S glo] B AL E S0} M3, snort 14, T4
AbE, A AE, 55 B, mek Tlute] 2 A E B ol 28 v Fow B P 5 s B
£ 2 g5to] @ tlubol 2§38 9 el A tuo] 2% 2E gtk WH S AL gste] Ae
cubel 2§38 9 el A kol A% 2E 5 gt

|

WA ZE S AREsHE Hnfol =, A 73, & /WA, AAE A &2 WA R IHA F

2 73
A£G 82 5 gk £at 7

%H%%?ﬂawﬂﬁﬂﬂﬂ*ﬂmﬂég A2 2]
=2 Abg-ate] IE Aol 54 o] B, 1P FA EE FEMES T AAE AN 5 AS
Yt

tlafol 2 B A S TE P S o A Bol 5 Agtste] B 7HA FA A A Heks A ske] #d

AE e UFYH

ohE Ao A A S E A QA §18) R FE dko] gl B A Wl E S e
AHulz 53] A Aol L g 4 eguc

[l Cisco Defense Orchestrator2] 7] A}



I Cisco Defense Orchestrator2] 7] & A}3+

EECN

£ Filter by Device
Show System-Defined Objects

a Unused

Duplicate
a Inconsistent

Default Values
Owverride Values
3 Additional Values

o LNass0Ccidied LD|eCTs
Unassociated

a Metwork

Protocol

a Service

ICMP

Time Range

URL

Application Filter

Securitv Fone
7HA 2 E

LH st w Objects(7HA) 519 9% Foll A TE(E) 28T

* All Objects(Z2E 7] A) - o] FE = CDOOY 28 J ¥ BE tjulo] oA ALg 7153 & 7hA|
E AT P o] dH = BE NAE FolE Y 819 JE & A MY 7R 48517 9
—csy A2 o 7 a3}

Shared Objects(&-+ 71 A]) - ©] Wk L E] = CDO7} F 7l o] 9] tjufo] 2o A F -3l A o=
gelgk e JRAE EA YT

Objects By Device(t]vlo] 2218 7] Al)) - A & gk t]nfo] 2ol Ql= 7HA & & A =5 57 t]nHfo]
25 A9 5 dFYT

sh9l E - 7 713 BEol = e 9 S F517) 98 48T e 3] Bes} AEUh o7
SEEEEE EUES *Mi, S Sol A HRE /e gt

Cisco Defense Orchestrator®] 732 213 ]



| EEEEEEE

JEEEREE R

T«

* % Hupo] 2= F dhtol Qi

=934 th) ANDE

* Y x| 3}A] ek+= 7l A ANDE

* Y E Q3 JHA] = A H| 2 7] 2] AND

IHE s 7=

MA. (] wko]

Cisco Defense Orchestrator2] 7] - A} 3} |

A ek= A E ke o

] 74312 ™ Filter by Device(t]vlo] =¥ ZHH)E

* 7§ A g 7= ol "group” o] g wol 7t 5 U T

Show System Objects(*] 2~ &l 7] 2] 3£ A])

= 2o,

A28 ZHA B E EA

Fonw Aol Al 7)Ao} AR-g-2F G o] 7| A 7}

A uto] 2= FF Au| o) gl AR g ol A 7F S Al FH YT o] 21§ Al 28l A A= o]
ul A o] 52 L A Mo ALEE 4= 9lo v 2 AT A Bl o] Eoll = of g Al E A A 7}
NS = AFUTh Al2E A= AR SAY 2 S S QlsUTh

Show System Objects(A] =8l 7] A] 3EA])= 71224 22 AR hFUTE 7| A] H o] Eofl A28 7|A &
F A e DE F A Z0 4 Show System Objects(A =8 7} A TS A&t} 7|4 H o] &9
A A28l HA S 7] E A DE A Z 0l A Show System Objects(A 228 7] A TA)ZS A elal#] oF

< dH = FUth

A 2R AAE 5718 34
EEEREEDELSTIN

WA ZE T4

Tk

@1 €1%2] CDO B4 nloll A Objects(N )& &

w2 o)A FErel A ofoli T FYste] B
A7} QA g Ed P A=

P‘L
rr
rEl
il
N
N
filo
e
4
ot

9A 3 EA gulol X Q= Ao w2 AFE A

a. Filter By Device(t] nlo] 2~ ZE &)
b. R tnfol2E A8 L tnfo] 2 B

c. TH 7|Eol 23 ynlo]~E AH

d. OK(&eNHE FYFYh

S A4 A Aol Al ) A S E85}E ™ Show System Objects(A 228 7] 2 FA)E A
WA= Al 2] 3} Show System Objects(A] 2~ 8l 7] A FA])e] A€
A5 FE P A Issues(EA)E A B U F 7l o] o] A

. Cisco Defense Orchestrator2] 7] - A}

@

.

)

o

)

A FEU T A28 JRAIE A ZHA A A

o
= H
dejebd e g



I Cisco Defense Orchestrator2] 7] & A}3+

A 6
A7

o7 8
A9
oA 10

EEPET PEENEEREERT SRR |

Z A7} QAR B A7t FA 8 A A S 225 Ignored(FAE) A4S Ao
570 o] are] tiuto] 2 ol I u = A S DE ¥ sk 7 $- Shared Objects(3- 7] Aol A L= LE S A8
EZash=
« Default Values(7] ¥-31): 71322k wt Q= A& D EH gk
« Override Values(zk A1 74 ¢]): e ¥ gto] =% zto] Q&= /MAS ey
« Additional Values(5=7} #h): 71 kel &= MAE L
THE e A o) AR} obd /A S FE] ¥ Sk 4 $- Unassociated($1 2 5] %] ¢25)2 Mgk}
HE S ANA FFS A9t
Objects(7NA) A o] A o] 5, 1P T4 = XE WS E F71ste] DE|RHE A3} FollA 14 7FEo 2 )
Ag s FE dFYTH

LE) 7120 A ko] 25 A <) sfof = 4%

AH E 7]l Yute] 25 F7ketd A el tyupo] 28] A 7} A E A v sl ) A 9f of & v uf
o| 9] A= iAl 4] f5dh s 5l ObJeCtA7]- ASAlJJr ASA2 7+l B thal 7 Y
t} ASAL9 A &F A= &71 A& MAS ZEH 5= 49 ObjectAS 28 4= YA
Relationships(37]) ol = 3l 3 7| A 7F ASA1l Atk A A Yo

A e BHE BE tulo] AE B A 7)o t)Hlo] A5 A A3A] upA A o T E 7| Fo 7
e et Yot 49 2 7S F7HsHA Al 2. CDOo7F 21 8k /A & A e s v 34 F S
by o, 7 A <F Jdr?d% B E gupo] 2 g H o] A YT

A FA
AR E A EAY FEEAY Aol gl MAIE Al Z st 8 714 HH-2 8 E NAE FAIsHE
AJYTh ANAZF AV A AV FEEAY D3 o] gle e sl e ol o gk e}t o] -7}
ot sl A FAS AT A Ze AR FEE AEs 5 g &t U] FA1E A)A
& Ao & = 55U th CDOE MA| Al E A o FA]E /A E BASHA] gonz
Al ZRA Ol g A 55S DE S v Ao uhe) =X & F & oF T

A1 922] CDO B4 Bl A Objects(Z] AN S F8 6t A4S Aengiyrct,

@A 2 7hA 2

A1 3 Object(7 =) Hl o] E-ol A F-A| & HAE /A
oA 4 AF

A gLich & wel shihe A E A

4

2 T dFYH

g 1. ZFol| A Unignore(--A)E S8 F4 T

G5 7S GAgUT o)Al ZAEE JRAIE BE P sk o] Hell FAH AW AAE Folof

Cisco Defense Orchestrator®] 732 213 ]


managing-fmc-with-cisco-defense-orchestrator_chapter6.pdf#nameddest=unique_156
managing-fmc-with-cisco-defense-orchestrator_chapter6.pdf#nameddest=unique_157
managing-fmc-with-cisco-defense-orchestrator_chapter6.pdf#nameddest=unique_150

Cisco Defense Orchestrator2] 7] - A} 3} |

| EEERE

NA AFA]
ol A A o A S AR e 5 Qg T
o J) A AFA
A\

Caution = 2}9-= A}-8 Firewall Management Center”} B\ E o]l +Z ¥ 7 $-:

Ho]x] o] MES I /MA E 15 o gk ¥ A& Objects(7ll ) > Other FTD Objects(7] EF FTD
7NA) #H o] 2] & Sl = eF-9-= A& Firewall Management Center Ul E 9] 2 7| A =& 1550l ¥Hd Y]

o
2 ool A M= 2 A A i 1FE AAlehd T A o)A oA A E 1§ o] AaEY
.

GA1 9Z2] CDO B4 239 A Objects(ZHANE A el st 345 A},

A 2 JRA ZE 9 A B EE AFE-SEe] AHAl sk = A E Ftol A B R

W) 3 Relationships(A) F<S AEGUT A7 A == Jh A 2F A AFRE = 49 g A2 == 154 7l
AE AAL W74 A E 2AAEE 5 Qs Tk

A 4 A4 el A Remove(Al ) ofol & @5 24 FHTH

715 OK(ER)& 283t 7HA] 2141 & gl gy

%A 6 W7 AL Review and deploy(7 & 2 vl 32)3FA Y, gk Hof of 2] A AMS 7| Th R Th 7} vl 2 o)

AHEE A &= 7R A 1 AHA

Hutol g eugsta A EAE A/ A ASHE AHg5A 2 AANE Bo] BT B
o A1) 50709 A& B AANE AT 5 U

A1 Issues(EAl) ZEH E AF-S-3lo] T AL
o]~} AZA A &2 MAE S

oA 2 7HA "ol & ™ 2] 2l A Select all(
A= Aerg o) wi= A4 e )

A 3 2] Aol A Remove(# A) ofo] & w2 Z8 3
A 4 A5 8 AVSS AES AL 5 Y 713}}51‘?}7} ol e M7 AL g Hof| FF3Y T

k1 o
”LE b ?r? g
EOES
2 El>
o T
o 12 LT
= =
mE 2T
J Niie
r i
r_\ﬁ o
tio \;
F_l_, _VE
_I‘Jé = ot
o = o M
L rg
o d

20
%
E
-
. ¢
o
.
i
L d

N

[l Cisco Defense Orchestrator2] 7] A}


managing-fmc-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_160
managing-fmc-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_160

I Cisco Defense Orchestrator2] 7] & A}3+

EECEREN

HE =3 7l A

HESI NAE E2E o] &, VIEQ AL IP T4, IP 749 ¥19], FQDN(JI F8 =<l o] 5) T+
CIDR F7| o2 RdA MBUENAE 2FS F AFUL U EY A 252 15l F718k= vl
EQA A R 7 T B AE U E A RS AUt YESA N RUEN A I5F
2 NAlZ A, M E] =L A F BLNAT 7 2 ol A A-g Y T

AE ZFUEY A A QAL
2 2}-§-= ALE Firewall Management Center”} 3£ 3Hl Cisco Defense Orchestrator Hl'A E 7} 1= 7 -5+

Secure Firewall Threat Defense, FDM Wl Y X = 9] & Hlo], ASA T+ Meraki U EHY I /A &+ 1F
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t}. CDOE ASA 2 Firepower T-A ol A &l & tlulo] 27} £ 8 Q5 31 A& 2171 (A S A 2S5
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I AH:

« WA 2}A, on page 104
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